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Electricity theft is the dominant non-technical loss in advanced metering infrastructure, threatening smart-grid
reliability and utility revenue worldwide. Despite a proliferation of deep-learning detectors, the data on which
they are evaluated is rarely audited for leakage; undetected leakage in the evaluation pipeline can inflate the
performance these detectors report. This paper reframes electricity-theft detection as a critical-infrastructure
integrity problem and proposes a model-agnostic engineering audit that exposes such inflation before deploy-
ment. The audit applies four validation gates: a data-provenance audit, a temporal integrity check, a leakage
detection gate, and a realistic distribution-shift test; results are reported under a three-tier disclosure standard
of full population, stable regime, and audited cohort, with a 12-item checklist. On the State Grid Corporation
of China dataset, whose missingness exhibits a 41.44 percentage-point structural break in a single month at
January 2016, six of eight architectures lose 28.5% to 32.6 % of their reported precision-recall area under the
curve (PR-AUC; absolute drop 0.109 to 0.134) once the shortcut is removed. Customer-grouped split leakage is
operationally negligible (maximum |A PR-AUC| = 0.0035), and an audit reveals detection reliability varies by a
factor of seven across 22 subgroups. A permutation-importance probe identifies consumption scale and variabil-
ity computed over observed days, together with a direct contribution from the missingness rate, as the signals
correlated with the regime and available to every detector, indicating the likely mechanism of the inflation. The
gap between reported and audited performance gives utilities a verification step that current reporting practice
does not provide.

1. Introduction cross-subsidies in regulated tariffs [11,12]. A utility deploying a detec-

tion system therefore commits real inspection budget and real on-site

Electricity theft is the unauthorized consumption of electrical energy
through meter tampering, meter bypassing, the use of strong magnets to
interrupt the rotation of the disc, or direct hooking from the distribution
feeder. It constitutes the dominant component of non-technical losses in
power distribution networks [1-4]. The phenomenon is a serious threat
to three engineering objectives at once. Grid stability suffers because
unmetered consumption distorts load forecasts and leads to inadequate
distribution infrastructure [5,6]. Utility revenue protection is degraded
because non-technical losses cost utilities approximately $96 billion per
year worldwide [2,7,8]. National reports place the loss at roughly 20 %
of generated electricity in India and 16 % in Brazil [3,9], while the State
Grid Corporation of China region reports losses on the order of 10 to
15% of generation [10]. Fairness to honest customers is finally com-
promised because they absorb the cost of non-technical losses through
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inspection capacity at customer premises, and it incurs real financial
risk from false positives. The electricity-theft-detection function within
an advanced metering infrastructure is, for that reason, not a stand-alone
classification task but a key component of reliable grid operation.

The deployment of advanced metering infrastructure over the past
decade [11,13-15] has made data-driven detection possible, and the
field has pursued it widely. Detection architectures, most of them
benchmarked on the State Grid Corporation of China consumption
dataset [14], fall into four method families, reviewed in Section 2. The
convolutional family derives from the wide-and-deep baseline [2,10,16,
17]; the attention- and graph-based family builds models on graphs
constructed from consumption series [18,19]; the classical machine-
learning family works on engineered features [1,9,20]; and the recurrent
and autoencoder family targets temporal structure [7,21-23]. Alongside
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the four families sit cloud-based detectors [8], semi-supervised detectors
trained only on normal profiles and evaluated under false-data-injection
attacks [24], and unsupervised observer-meter methods [25]. The re-
ported headline values approach the ceiling of their respective metrics:
F1 scores of 0.99 [2] and 0.95 [26], receiver-operating-characteristic
AUC above 0.97 [26,27], and gains of 5 to 8 percentage points in F1
and AUC for a privacy-preserving variant [28]. The same dual-branch
study reproduces earlier convolutional and recurrent baselines at F1 be-
low 0.40 [26], so the range reported on a single dataset is wide, and the
strongest numbers imply near-perfect detector reliability.

However, the published numbers are largely unaudited. Confidence
intervals are absent from every method paper surveyed here [1,2,7-10,
16,23,24]. The regime composition of the evaluation cohort is nowhere
declared. The scope of preprocessing operations applied before the train-
test split is rarely reported. Whether the oversampling is applied within
each training fold or once before the cross-validation split is essentially
never reported. For a utility considering deployment, these missing dis-
closures are the central problem. A detector intended for critical infras-
tructure cannot be accepted unless its reported performance has been
verified by an audit that controls for the data-acquisition conditions of
the dataset.

The practical consequence of this omission is concrete. Recent work
reports F1 scores above 0.99 [2]. The F1 obtained on the full mixed-
regime population, on the same dataset and the same labels, is 0.44.
In operational terms, the gap between those two values is the gap be-
tween an automated deployment that processes the top 10% of cus-
tomers without manual review and a triage deployment that defers 90 %
of cases to human inspection. That gap is the quantity this paper is de-
signed to expose and to verify.

We argue that this is a reliability-engineering problem, not merely
one of machine learning. Engineering systems, whether mechanical,
electrical, or data-driven [29], cannot be deployed on critical infras-
tructure on the basis of unaudited performance claims. The analogous
practices in adjacent engineering fields are structural testing in civil en-
gineering, nondestructive testing in manufacturing, factory acceptance
testing in power electronics, and certification testing in aviation. In each
case, a component’s reliability is established through a standardized ver-
ification protocol whose pass and fail criteria are independent of the
component’s design. To date, the electricity-theft-detection literature
has no analogous verification protocol for detectors deployed on ad-
vanced metering infrastructure.

This paper proposes such a protocol: a four-gate verification pipeline
that detects inflated performance before deployment and certifies that
detectors on advanced metering infrastructure reflect audit-verified per-
formance. The protocol is operationalized through four validation gates.
Gate A is the data-provenance audit. Gate B is the temporal integrity
check. Gate C is the leakage detection gate. Gate D is the realistic
distribution-shift test. Results from the four gates are reported under
a three-tier disclosure standard, namely the full population, the sta-
ble regime, and the audited cohort, together with a 12-item disclosure
checklist. The protocol is model-agnostic. Any detector that produces
a score on a held-out cohort can be evaluated under the protocol, and
the validation gates apply identically to a logistic regression, an extreme
gradient boosting classifier, and a convolutional autoencoder and Trans-
former.

The contributions of this paper are as follows:

¢ An engineering audit protocol comprising four validation gates.
The protocol provides a data-provenance audit, a temporal integrity
check, a leakage detection gate, and a realistic distribution-shift test,
operationalized through a three-tier disclosure standard and a 12-
item checklist.

e A taxonomy of methodological vulnerabilities in electricity-
theft detection. The taxonomy defines four leakage classes:
regime-correlated preprocessing leakage, customer-grouped split
leakage, synthetic-oversampling artifact leakage, and temporal-
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autocorrelation leakage. Each class is mapped to its audit criterion
and the reporting omission the protocol addresses.

e A cross-architecture stress-test on the State Grid Corporation
of China dataset. Six of eight architectures lose 28.5-32.6 % of re-
ported PR-AUC (absolute: 0.109-0.134) once the regime shortcut is
removed; customer-grouped split leakage is operationally negligible;
and an audit reveals that detection reliability varies by a factor of
seven across 22 subgroups.

e A feature-level attribution via permutation importance. A
logistic-regression probe of the shared feature space identifies the
scale and variability of consumption over observed days as the dom-
inant signals correlated with the regime, with a direct contribution
from the missingness rate; the per-customer maximum contributes
negligibly. The unaudited pipeline relies on this signal.

The remainder of the paper is organized as follows. Section 2 reviews
the recent literature on electricity-theft detection and defines the four
recurring methodological vulnerabilities. It then presents the diagnostic
checklist that maps each vulnerability to its audit criterion. Section 3
formalizes the dataset and the regime structure. Section 4 introduces
the engineering audit protocol and links each of its four gates to the
vulnerability class that gate addresses. Section 5 describes the eight de-
tectors, their hyperparameters, and the stress-test validation design. Sec-
tion 6 reports the results across the four gates, including the mechanism
attribution and the consolidated verdict, and interprets them within
the trustworthy artificial intelligence frame. Section 7 concludes the

paper.

2. Related work and methodological vulnerabilities

Recent work on electricity-theft detection from smart-meter data di-
vides naturally into four method families and one parallel tradition.
The four method families are convolutional models derived from the
wide-and-deep baseline, attention-based extensions and hybrids, classi-
cal machine-learning approaches based on engineered features, and re-
current or autoencoder models targeting temporal structure. The paral-
lel tradition is the reliability-engineering literature on trustworthy arti-
ficial intelligence in the energy sector, which addresses the deployment-
readiness question that the four method families have not yet resolved.

2.1. Method families on the state grid corporation of China dataset

The convolutional family is based on the wide-and-deep convolu-
tional neural network of Zheng et al. [14], which combines a wide
component for global features with a deep convolutional component
for the weekly periodicity of consumption. Recent extensions add at-
tention modules and dilated convolutions [16], integrate convolutional
autoencoders with Transformers [2], or replace the deep component
with multi-scale differencing mechanism [17]. The attention-based fam-
ily includes graph-attention models on dynamically constructed cus-
tomer graphs [18,19], autocorrelation detectors deployed on a cloud
server [8], and multi-objective evolutionary hybrid models [7]. The
classical machine-learning family includes pattern-based dynamic time
warping with k-nearest neighbors [1], decision-tree ensembles opti-
mized by the firefly algorithm with post-hoc explanations [9,20], and
focal-loss densely connected convolutional networks [10]. The recur-
rent and autoencoder family includes convolutional long short-term
memory networks [21,22], transform-based dimensionality reduction
paired with lag-embedded networks [23], and semi-supervised convo-
lutional autoencoders trained against explicit false-data-injection at-
tack types [24]. Alongside the four families, other approaches include
model-agnostic explainable artificial intelligence [30], two-step detec-
tion strategies [31], comparative analysis of unbalanced data han-
dling [32], statistical framework [33], anomaly detection [34,35], and
clandestine-connection detection via satellite imagery [36].
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2.2. Reliability engineering and trustworthy artificial intelligence in the
energy sector

A second line of work frames the detection function within the
reliability-engineering tradition. Trustworthy artificial intelligence in
the energy sector has been the subject of recent surveys [29] and review
articles [3,15,37] that identify deployment readiness as the dominant
open problem. Several studies address robustness to adversarial manip-
ulation and data-quality issues [38-43]. Generalization under distribu-
tion shift has been studied in a separate body of work [17,44,45]. Ac-
tive learning has been proposed to minimize labeling cost [46]. Privacy-
preserving deployment is addressed in [47,48]. Blockchain-based prove-
nance for detection results has been proposed [49]. Large-scale hy-
brid detectors [50-55] share a common feature: they are novel ar-
chitectures proposed without the audit protocols against which their
reported performance can be verified. This paper addresses that gap
directly.

2.3. From method families to methodological vulnerabilities

The literature surveyed above shares a common practice in the
way results are reported. Across the four method families, reported
performance is obtained under evaluation pipelines whose preprocess-
ing scope, data splitting, oversampling scope, and temporal partition-
ing are rarely declared at the level of detail that would permit inde-
pendent verification. The reliability-engineering tradition has identi-
fied deployment readiness as the open problem but has not produced
the audit criteria that would quantify it. The result is a literature in
which competitive PR-AUC values cluster near the near-ceiling regime
without an external account of which fraction of that performance is
verifiable.

The remainder of this section defines the four leakage classes that
systematically inflate reported detection performance across this litera-
ture. Each class is a reliability-engineering vulnerability, that is, a defect
in the evaluation pipeline that, if undetected, produces a detector whose
verified reliability does not match its reported reliability. We survey the
four classes in turn. Each entry describes the underlying mechanism,
names the prior studies in which the vulnerability has gone unaudited,
and specifies the audit criterion under which it is detected. The audit
criterion of each class corresponds to a validation gate of the protocol
defined in Section 4; and each subsection states that cross-reference ex-
plicitly.

2.4. Class 1: regime-correlated preprocessing leakage

When a dataset is collected across an evolving measurement regime,
as is the case for the State Grid Corporation of China dataset with its
January 2016 missingness boundary, the value that the preprocessing
pipeline imputes (the mean, the median, or zero) is itself a function of
the regime composition. The standard practice of fitting an imputer on
the entire dataset, before the train-test split propagates the regime in-
dicator into the imputed feature distribution. A deep learning classifier
can then learn the missingness pattern as a class-discriminative short-
cut. The vulnerability is present from the origin. The dataset was re-
leased together with the most widely used baseline, the wide-and-deep
network of Zheng et al. [14], whose window of 2014-01-01 to 2016-
10-31 already contains the January 2016 break, and neither that work
nor the later models evaluated on the full window declares the regime
composition. Examples include the attention-based extension with di-
lated convolutions of Xia et al. [16], the hybrid ConvLSTM detector of
Gao et al. [55], the multi-scale model of Wang et al. [17], the graph-
based detectors of Liao et al. [18,19], the convolutional autoencoder and
Transformer combination of Le et al. [2], the multi-objective evolution-
ary hybrid model of Tursunboev et al. [7], and the ensemble optimized
by the firefly algorithm of Kabir et al. [9]. The audit criterion is the
data-provenance audit, addressed by Gate A in Section 4.1.
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2.5. Class 2: customer-grouped split leakage

In a longitudinal smart-meter dataset a customer may contribute
several rows, and a random k-fold split that distributes those rows be-
tween the training and test folds risks an inflated evaluation because
the customer-identity signal crosses between the training and test folds.
The SGCC matrix is not of that form. Each of its N rows is one customer
carrying one label, so a row-level split is already customer-disjoint and
this mechanism cannot arise. What remains is a weaker structure: exact-
duplicate consumption profiles recorded under distinct customer iden-
tifiers, which a random split separates across folds in the same way. The
grouped arm of the audit therefore constrains duplicate profiles rather
than customer identity. The audit criterion is the temporal integrity
check, addressed by Gate B in Section 4.2. Grouped splitting removes
this mechanism by construction; Section 6.2 measures what it buys on
this dataset.

2.6. Class 3: synthetic-oversampling artifact leakage

A common response to the class imbalance arising from the 8.53 %
theft-positive class prevalence is a synthetic minority oversampling tech-
nique or one of its variants [2,9,23,32,41,50,55]; other studies use focal
loss instead [10,16] or unsupervised formulations that require no resam-
pling [51]. When the oversampling is applied before the cross-validation
split, the synthetic positives generated from training-fold positives can
contaminate the test fold through linear interpolation between nearest
neighbors. The audit criterion is the leakage detection gate, addressed
by Gate C in Section 4.3. The literature rarely reports whether over-
sampling is applied within each training fold or once before the cross-
validation split.

2.7. Class 4: temporal-autocorrelation leakage

A daily smart-meter time series exhibits autocorrelation at lag 1 (con-
secutive days) and lag 7 (weekly periodicity). Where a feature extractor
emits more than one sample per customer, a random k-fold split that
ignores this autocorrelation can place adjacent days of the same cus-
tomer in different folds, producing an inflated test-set evaluation be-
cause train and test folds share short-term temporal structure. That con-
struction is not used here: each customer contributes exactly one row
and one sample (Section 3.1), so a random or grouped fold carries a
customer’s whole series, and the chronological protocol’s test window
begins 62 days after its training window ends; no two adjacent days of a
customer are ever placed in different folds, and the mechanism cannot
arise. Closing it by construction is part of what permits the inflation re-
ported under Gate D to be attributed to the regime boundary rather than
to short-range temporal structure. The exposure that does remain is of
a different kind: folds drawn at random share a measurement regime,
a matter of distribution shift rather than of autocorrelation. The au-
dit criterion is the realistic distribution-shift test, addressed by Gate D
in Section 4.4. The literature on evaluation under distribution shift in
electricity-theft [38,39,44,54-56] is sparse relative to the in-distribution
literature.

2.8. Diagnostic checklist and survey of recent literature

Table 1 maps each leakage class to its audit criterion and applies
those criteria to ten recent electricity-theft-detection papers as a sur-
vey of what each paper reports. The pattern is uniform. Across all four
classes, only one paper [10] reports a correction for multiple compar-
isons. Only one [24] declares a false-data-injection threat model. The
regime composition is not declared in any paper. The scope of synthetic
oversampling is rarely specified. This is the common reporting practice
that this paper addresses.

The four classes do not occur in isolation. Regime-correlated prepro-
cessing leakage and customer-grouped split leakage can compound, and
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Table 1
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Diagnostic checklist for State Grid Corporation of China (SGCC) electricity-theft-detection papers. A dash marks an audit criterion the
paper does not report; n/a and review mark criteria that do not apply to a review paper; FDI is the false-data-injection threat model.

Paper Regime Split type Clon A Oversampling scope ~ Code Threat model
Ahir 2022 [1] - - - - - passive

Chen 2023 [10] - - Friedman/Holm focal loss repository passive

Qi 2023 [24] - - - normal-only - 11 FDI types
Xia 2023 [16] - - - focal loss - passive
Shahzadi 2024 [23] - - - LoRAS - passive
Tursunboev 2024 [7] - - - - - passive

Kabir 2025 [9] - - - SMOTE link passive

Le 2025 [2] - 28-day - K-SMOTE - passive

Gao 2022 [55] - 64/16/20 - borderline-SMOTE - passive

Igbal 2025 [3] - review n/a review n/a review
Present work three-tier  customer-grouped 5-fold  paired bootstrap  training-fold on accept. declared

synthetic-oversampling artifact leakage can interact with both. The pro-
posed protocol therefore applies all four audit criteria jointly in a single
evaluation pipeline. Clearing a subset of the gates is not sufficient to
certify a detector.

3. Dataset and problem formulation
3.1. The state grid corporation of China dataset

The State Grid Corporation of China dataset [14] contains N =
42,372 unique customers. The raw matrix has 1,034 columns spanning
2014-01-01 to 2016-10-31, and patching a single missing calendar date
yields T = 1,035 expected days. The theft-positive class prevalence is
7 = 8.53%. The consumption matrix is denoted X € RN*T with entries
X;; € RuU {NaN}, where i indexes customers, ¢ indexes days, and NaN de-
notes a missing value. The binary labels are collected in y € {0, 1}V.
Each row is one customer’s complete series and carries a single label.
No sliding windows or subsequences are extracted at any stage of the
pipeline, so a customer contributes exactly one sample, and that sam-
ple falls in exactly one fold. From the perspective of the engineering
audit protocol, the dataset is a measurement system, and its integrity
must be verified before any detection algorithm is evaluated on it. That
verification is the role of Gate A, defined in Section 4.1.

3.2. Two observation states and the January 2016 structural break

Any analysis of missing data on this dataset must distinguish be-
tween two observation states whose semantics differ. A reading can be
missing, in which case the meter or communication channel failed to
report. Alternatively, a reading can be observed as zero, in which case
the customer used no electricity during the interval. For customer i and
time index ¢, let R be the set of entries the acquisition system recorded;
three binary indicators capture the distinction:

o;; = 1[G, 1) € R],
1-o0;,

o; 1[X;, =0],

@

my =

Zit

where m;, encodes the state of the metering infrastructure and z;, the
customer’s behavior. The two are not interchangeable, and on this
dataset they carry opposite information: over the post-2016 window
the per-customer missingness fraction correlates with the theft label at
r = +0.095 and the observed-zero fraction at r = —0.070, both significant
at p < 107, and the missingness association is unchanged at +0.097
once the observed consumption is controlled for, which is what makes
the pattern informative in the sense of Ghorbani and Zou [57]. A prepro-
cessing pipeline that conflates the two under a single zero imputation
therefore averages a positive predictor of theft with a negative one, and
produces a feature whose semantics depend on the dominant cause of
zeros in the cohort under consideration, a hazard reported for energy

systems generally [58]. That zero-filling rule was introduced together
with the dataset [14] and is still applied [2,59].

The global mean daily missingness over 2014 and 2015 is 35.64 %.
Over 2016 the global mean daily missingness is 1.62 %, whereas the
mean of the per-customer missingness fractions is 1.94 %. The monthly
trajectory descends monotonically through 2015 with a sharp disconti-
nuity between December 2015 (43.0 %) and January 2016 (1.56 %), the
largest single-month change in the dataset at 41.44 percentage points.
Figs. 1-3 show this discontinuity. It is not a gradual drift but an abrupt
structural break [60,61] in the data-acquisition process, consistent with
a one-time alteration of the metering infrastructure. Because the change
is one-time, with the series never switching back, we characterize the
dataset as two regimes separated by a single break, in the sense of Bai
and Perron [61], rather than as a recurring regime-switching process.
Recent work in electricity-theft detection refers to such an event loosely
as a regime shift.

The step is statistically anomalous relative to the background vari-
ation in the dataset. Across the 32 month-to-month transitions in the
34-month observation window excluding January 2016, the mean ab-
solute change in monthly missingness is 1.30 percentage points with a
standard deviation of 0.95 percentage points. The January 2016 step of
41.44 percentage points exceeds the next-largest single-month change in
the dataset (3.21 percentage points, November 2014) by a factor of 12.9.
A step of this magnitude is incompatible with the background month-
to-month variation of a single-regime process. This structural break is
the basis for the Class 1 vulnerability in Section 2.4.

Two temporal partitions formalize the regime structure:

Toe = {1 1 d, < 2016-01-01},

Toos = {1 ¢ d, 2 2016-01-01),

(2

where d, denotes the calendar date of column r. For a window W C
{1,...,T} write m; = [W|™' ¥,y m;, for the fraction of days on which
customer i’s meter did not report, and ¢; = [W|™! ¥,y (m;, + z;,) for the
effective zero ratio, the fraction carrying no energy into the model once
missing entries are filled with zeros. These are the quantities the observ-
ability gate of Algorithm 1 applies, evaluated over W = 7,,.; {; rather
than |W|™! Y, z;,, because a day is uninformative about consumption
whether the meter reported zero or reported nothing at all.

3.3. Operational objective and the inspection-budget framing

A utility operating an advanced metering infrastructure can inspect
only K customers per inspection cycle. The operational value of a de-
tector f, : RT — [0,1] is the recall at top-K rather than the area under
a generic receiver operating characteristic curve. The primary metric is
PR-AUC,

1
PR-AUC(f,) = / Py(R;' () dr, 3)
0
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Fig. 1. Daily missingness rate (fraction of customers whose meter failed to report) and zero rate (fraction observed as zero) across the observation window. The
January 2016 regime boundary marks the largest single-month change in the dataset at 41.44 percentage points.
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Fig. 3. Mean monthly missingness rate across customers, with the January 2016 regime boundary.

where Py(r) and R,(r) are the precision and recall of f, at threshold .
The cost-optimal decision threshold under an asymmetric cost matrix
with per-audit cost cpp and per-event missed-theft cost cgy is

¢
— P
Cpp T CpN

(€3]

The ratio cgy/cpp is utility-specific, and to our knowledge no published
estimate exists for distribution system operators; the economic strand of
the non-technical-loss literature selects inspections to maximize their ex-

pected economic return rather than working through a fixed ratio [62].
The value used here is therefore a declared working assumption rather
than a sourced quantity. The asymmetry itself has an operational basis:
a false positive costs one site inspection, while a missed theft contin-
ues to accrue unbilled energy until the customer is next inspected. Un-
der the working assumption cgy/cpp = 20, the cost-optimal threshold is
7* ~ 0.05. Eq. (4) locates the operational regime; it does not set a thresh-
old in the pipeline. Written as a function of the ratio, z*(r) = 1/(1 +r)
falls from 0.167 at r =5 through 0.091 at r =10 and 0.048 at r =20
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Leakage Class 1 Class 2
classes regime-correlated customer-grouped split
(Section 2) preprocessing leakage (exact-duplicate profiles)

Gate A: data-provenance audit|

Gate B: temporal integrity

SGCC dataset
X e RNXT
y € {0, 1}"

8 pre-specified integrity
metrics verify the artifact:
daily time grid, identifier
and label validity, value
plausibility, missingness
structure.

Verify-only:

no customer removed.

(i) customer-grouped vs
random k-fold contrast;
(ii) chronological stress:
train Jan 2014-Dec 2015,
test Jan-Oct 2016.

pass

N = 42,372
customers;

one row, one label
per customer

pass.
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Fig. 4. Overall framework of the engineering audit protocol.

to 0.020 at r = 50, always far below the default 0.5. Evaluated over
7 € [0.02,0.17] on the held-out scores, every detector’s recall stays above
0.89 at every 7: the entire range keeps the detectors in the high-recall
regime the ratio locates, and no reported operating point depends on
the exact value of z.

4. The engineering audit protocol

The engineering audit protocol comprises four sequential validation
gates, each applying pre-specified pass and fail criteria before the pro-
cess advances. Fig. 4 shows the overall framework: the information flow
from the dataset artifact through the four gates to the tier-stratified out-
puts, and the mapping from each leakage class of Section 2 to the gate
that audits it (indicated by dashed arrows). The four validation gates
apply pre-specified criteria in sequence: Gate A verifies the provenance
and integrity of the dataset artifact and halts the audit on failure; Gate B
verifies the temporal integrity of the split construction; Gate C verifies
that the preprocessing pipeline uses no information from the test data;
Gate D reports detector performance under the three-tier disclosure stan-
dard with tier coverages declared. Each gate produces an integrity met-
ric whose pass and fail criteria are declared in advance and are verifiable
from the protocol outputs. The protocol is model-agnostic: any detector
that produces a score on a held-out cohort enters at the evaluation stage.

4.1. Gate A: data-provenance audit

Gate A addresses the Class 1 vulnerability of Section 2.4, namely
regime-correlated preprocessing leakage. The data-provenance audit
verifies eight integrity metrics of the input dataset before any detec-
tor is trained on it. The metrics are calendar-grid continuity; identifier
uniqueness; binary label validity; the number of customers with no read-
ing on any date; detection of the January 2016 structural break in the
missingness indicator; the 2016 missingness rate; the negative-reading
rate; and the zero rate. Each metric is pre-specified and returns a pass or
fail verdict. Table 2 reports the outcome of all eight metrics on the State
Grid Corporation of China dataset. All eight return a pass. The data-
provenance audit is the prerequisite for any subsequent gate; failure at
this stage halts the audit and requires upstream data cleaning.

4.2. Gate B: temporal integrity check

Gate B addresses the Class 2 vulnerability of Section 2.5, namely
customer-grouped split leakage. The temporal integrity check veri-
fies that the train-test split respects the engineering constraints of
the deployment scenario. Three constraints apply. Under customer-
disjointness, no customer appears in both the training and test folds

Table 2
Gate A (Data-Provenance Audit) on the State Grid Corpo-
ration of China dataset: all eight integrity metrics pass.

Integrity metric Value Pass
Dates continuous (patched) 1,035 v
Identifier unique 42,372 v
Labels binary {0, 1} yes v
All-NaN customers rare 5(<£10) v
Missingness drops in 2016 0.356 - 0.019 v
2016 missingness < 0.05 0.0194 v
Negative readings rare (< 0.001)  0.000 v
Zero rate not extreme (< 0.50) 0.132 v

for any combination of seed and fold. Under temporal-disjointness in
the chronological-stress protocol, training is restricted to one time win-
dow and testing to a disjoint time window. Under regime-stratification,
the evaluation cohort for each tier of the three-tier disclosure standard is
well-defined. The customer-disjointness verification is reported in Fig. 6:
the training-side and test partitions share zero customers in every (seed,
fold) cell. Two deployment scenarios are distinguished, and each has a
certifying protocol. A utility that scores the future behavior of customers
whose history it trained on is served by the same-customer protocol: the
test fold is the training customers themselves, read on the later window.
A utility that screens customers the detector has never seen is served
by the customer-disjoint protocol: the test fold holds out customers en-
tirely. Both protocols train on the pre-shift window January 2014 to
December 2015 and test on January to October 2016; each is a single
out-of-time holdout in the sense of Maldonado et al. [63], rather than
an iterated rolling-origin scheme. A third protocol, the training-window
control, tests held-out customers inside the training window, so that a
chronological loss is not attributable to window length or season. The
contrast between the same-customer and customer-disjoint protocols is
the measured cost of moving from known to unseen customers, reported
in Section 6.3.

4.3. Gate C: leakage detection gate

Gate C addresses the Class 3 vulnerability of Section 2.6, namely
synthetic-oversampling artifact leakage. The leakage detection gate ver-
ifies that the preprocessing pipeline and any synthetic-oversampling op-
eration use no information from the test data. Specifically, the gate
requires that the imputer is fitted on the training fold only and not
on the training and test data combined, and that the feature-scaling
statistics (mean, standard deviation, robust statistics) are estimated on
the training fold only. The gate further requires that any synthetic
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oversampling (synthetic minority oversampling technique and variants)
is applied within each training fold only and not before the cross-
validation split. Finally, the gate requires that the cross-validation in-
dices, preprocessing parameters, and oversampling seeds are stored as
immutable artifacts so that the audit can be reproduced exactly.

4.4. Gate D: realistic distribution-shift test

Gate D addresses the Class 4 vulnerability of Section 2.7, namely
temporal-autocorrelation leakage. The realistic distribution-shift test re-
ports detector performance under the three-tier disclosure standard. Tier
1 reports unrestricted performance on the full population, namely all
customers across the full observation window, which is the conserva-
tive claim and the operating point of the unaudited literature. Tier 2
retains all customers but restricts the temporal window to 7, isolat-
ing model behavior under the stable regime; the contrast between Tier
1 and Tier 2 quantifies the regime-shortcut inflation. The contrast also
shortens each customer’s observation window; Section 6.5 separates the
shortcut component from this shared factor. Tier 3 reports performance
on an audited cohort whose customers pass pre-specified observabil-
ity gates (missingness < 10 %, effective zero ratio < 80%); within each
evaluation fold the training rows additionally pass a label-quality rule
computed within that fold (Section 6.9), while test rows are retained
without reference to their labels; Tier 3 is the operating point of an au-
tomated triage system that defers ambiguous cases to manual review,
with explicit coverage disclosure.

The procedure is given as Algorithm 1.

Algorithm 1 Gate D, the realistic distribution-shift test.

Require: Consumption matrix X € RVNXT, labels y € {0,1}", regime
boundary d*, observability thresholds (z,,, 7;), label-quality rule on
training rows (Section 6.9), classifier f,

Ensure: Tier-stratified performance results (R, R,, R3) with coverages

(c1,¢,¢3)

¢ Tpost < {t 1 dy 2 d*}

¢ XD« X; ¢ < 1.0

0 X@ X[, Tpostl; €2 < 1.0

Ge{iim <1, A <7} XO « XOUG, 25 ¢5 « [GI/N

: for k € {1,2,3} do
R, « CustomerDisjoint5FoldEval(f,, X®),y), where for k =3

each fold (i) fits the label-quality rule of Section 6.9 on its own train-

ing rows, dropping the training rows that fail, and (ii) abstains from
test rows whose exact-duplicate profile group carries disagreeing
training-fold labels; no test row is gated by its own label

7: end for

8: return {(Ry,c,)}

A

4.5. The 12-item disclosure checklist

To operationalize the four gates without ambiguity, Table 3 lists the
twelve items that a paper using the State Grid Corporation of China
dataset must report in order to be reproducible and comparable across
papers. The first nine items are general reproducibility disclosures. Items
10 to 12 are specific to electricity-theft detection on non-stationary
smart-meter data.

4.6. Paired-bootstrap inference as the integrity metric for Gate D

All cross-protocol and cross-architecture comparisons within Gate D
use the paired bootstrap with B = 5,000 replicates at confidence level 1 —
a = 0.95. The procedure is given as Algorithm 2. The integrity criterion
is that the 95 % confidence interval on A excludes zero. The gate’s pass
or fail verdict is therefore a verifiable, pre-specified statistical statement
rather than an architectural claim.
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Table 3
The 12-item disclosure checklist that operationalizes the
four validation gates.

# Disclosure item

Total customers, days, and readings

Class prevalence before and after preprocessing
Missingness rate (overall and per regime)
Preprocessing steps with code reference

Imputation method, or handling without imputation
Sentinel- or special-value encoding

Train, validation, and test fractions

Random seed(s)

Hardware specification

O 00N U WN

Regime window (start, end, breakpoints)
Split type (random, temporal, customer-grouped)
Customer-disjointness verification (overlap = 0)

=
[SRSIRSY

Algorithm 2 Paired-bootstrap A PR-AUC with a 95 % confidence inter-

val.

Require: Predictions §4,§% of methods A and B over n paired test cus-
tomers, labels y; replicates B; confidence level 1 — «

Ensure: A, 95% CI [A}y, Ap;]

1: A « PR-AUC(§4,y) — PR-AUC(§2,y)

2: for b=1to Bdo

3 i, < SampleWithReplacement({l,...,n})

4 A® — PR-AUC(F[i,]. yli,]) — PR-AUC( iy, ylis))
5: end for
6
7

: Ay, Ap; < percentile-bootstrap interval of {A®)}
: return A, [A, Ayl

5. Experimental setup

The protocol is applied to eight detectors representative of the
inductive-bias spectrum commonly used on smart-meter data [2,7-10,
14,16]. The eight detectors are a bidirectional gated recurrent unit (Bi-
GRU), a bidirectional long short-term memory (BiLSTM) network, and
a unidirectional long short-term memory (LSTM) network. The remain-
ing five are a temporal convolutional network (TCN), the Wide and
Deep Convolutional Neural Network (CNN), a lightweight Transformer
(Transformer-lite), the extreme gradient boosting (XGBoost) classifier
on engineered window features [20,64], and an ¢,-regularized logistic
regression on the same engineered features. The deep learning mod-
els share a common training procedure. The optimizer is AdamW with
learning rate 1073, except for Transformer-lite at 5 x 10™*, weight decay
1074, and gradient-norm clipping at 1.0. The batch size is 64, and train-
ing runs for at most 25 epochs and stops when the validation PR-AUC
has not improved for six consecutive epochs, after which the best check-
point is restored. The loss is focal loss with y = 2 and « = 0.25. Dropout
is set per architecture between 0.10 and 0.20, as given in Table 4. Class
imbalance is not treated uniformly across the panel: the deep learn-
ing models draw training minibatches through a with-replacement sam-
pler weighted by inverse class frequency, in addition to the focal loss;
the gradient-boosted model sets scale_pos_weight to the negative-to-
positive ratio of the training fold; and the logistic regression uses bal-
anced class weights. Because these three treatments differ, the panel is
comparable in evaluation protocol rather than in imbalance handling,
and we report the mechanism for each detector rather than a single
shared setting. Hyperparameters follow each architecture’s published
reference and are not tuned per fold, since per-fold tuning would con-
found fold-level overfitting with architectural improvement.

Tables 4 and 5 detail the configurations for the deep detectors
and classical baselines, respectively. Every deep detector receives the
same sequence input: consumption with missing values set to zero, an
observed-value mask, and a per-row z-score. Dimensions and parame-
ter counts are quoted at the full patched input length 7" = 1,035, giving
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Table 4
Deep detector configurations.
Detector Structure Parameters
BiGRU non-overlapping 4-day patches (T’ = 259), linear map to 64, two 125,633
bidirectional GRU layers (hidden 64, dropout 0.20), mean pool-
ing, LayerNorm, linear head
BiLSTM as BiGRU, with LSTM cells 167,105
LSTM as BiGRU, unidirectional, hidden 64 67,585
TCN average pooling by 4 (7" = 258), six residual blocks (48 chan- 128,257
nels, kernel 5, dilation 2/, causal, dropout 0.15), mean pooling,
linear head
CNN wide-and-deep: wide branch (FC to 90), deep branch (weekly 288,961
reshape, 5 Zheng differencing convs y = 15, global max pool, FC
to 60), joint linear head
Transformer-lite 65 patches of length 16, linear map to d,.4, = 64, learned posi- 74,689

tional embedding, two pre-norm encoder layers (4 heads, feed-
forward 128, GELU, dropout 0.10), mean pooling, LayerNorm,

Results in Engineering 32 (2026) 113109

linear head

Table 5
Classical baseline configurations.
Baseline Configuration
XGBoost histogram tree method; 800 boosting rounds, maximum depth 6, learning rate

0.04, row subsample 0.85, column subsample 0.85, minimum child weight 2, 7,
penalty 2; early stopping after 40 rounds without improvement in validation PR-AUC;
scale_pos_weight = n_/n, from the training fold

Logistic regression

features standardized with training-fold statistics; 1bfgs solver, #, penalty, C = 1, at

most 500 iterations, balanced class weights

0.40

o
w
v

Validation PR-AUC
o
W
o

0251 — BiGRU  —— TCN

BIiLSTM = Wide and Deep CNN
= LSTM = Transformer-lite

5 10 15 20 25
Epoch
Fig. 5. Per-epoch validation PR-AUC of the six deep learning models, evalu-
ated on fold 0 of the customer-grouped protocol (seed 42). The selected epoch
for best-checkpoint restoration is marked per detector. Dashed, dimmed seg-
ments indicate the early-stopping patience window. This diagnostic changes no
reported number.

(N, 1,035, 3); window-restricted arms shorten the time axis accordingly.
T’ is the sequence length after downsampling. The TCN depth is derived
in code from the sequence length, so that the receptive field covers the
downsampled series; at T = 1,035 this yields the six blocks listed above.
The classical baselines both consume the same 31 engineered features:
14 statistics of observed consumption, three missingness descriptors, the
observed-zero ratio, 12 window aggregates, and one row-unobservable
indicator. Fig. 5 illustrates the training convergence for all detectors.

The gradient-boosted configuration is evaluated at five additional
depths, 3, 4, 8, 10, and 12, with every other setting fixed. Customer-
grouped Tier-1 F1 spans 0.422 to 0.434 and PR-AUC 0.405 to 0.429
across the five depths, against 0.436 and 0.430 at the reported depth
6. Performance is flat from depth 4 upward: the depth setting neither
constrains the model at the shallow end by more than 0.014 F1 nor
amplifies the regime shortcut at the deep end.

5.1. Stress-test validation design

The audit applies the four validation gates jointly. For each detec-
tor the audit produces two numbers. The reported PR-AUC is the value

under the unaudited evaluation protocol that the literature most com-
monly uses, namely Tier 1 with random k-fold. The audited PR-AUC is
the value under the proposed protocol, namely Tier 2 with customer-
grouped k-fold and training-fold-scoped preprocessing. The reported-
versus-audited delta is a measure of the reliability of the reported num-
ber. A positive delta indicates that the reported number was inflated
relative to the audit-verified number, and the magnitude of the delta
is the drop in audited PR-AUC when the detector is evaluated without
regime-aware preprocessing.

Three random seeds {7,42,2024} combined with five folds yield
n = 15 evaluation runs per (model, protocol, tier) combination. Figs. 6-8
report the split-integrity audit of the customer-grouped protocol, com-
puted from the shipped run’s split artifacts; the splits are identical for
all eight models. Fig. 6 verifies customer-disjointness directly: in each of
the 15 (seed, fold) cells, the training side, training and validation rows
together, shares zero customers with the test fold, and each seed’s five
test folds partition all 42,372 customers, so every customer is scored
exactly once per seed. This is the procedural half of Gate B(i); whether
grouping changes what is measured is a separate, behavioral question,
answered in Section 6.2. Fig. 7 audits stratification: every test fold’s theft
prevalence lies in 8.52 to 8.54 %, against a population rate of 8.53 %.
The audit’s ranking metric makes this a load-bearing property, because
the chance level of PR-AUC equals the positive rate: a fold that drifted
in prevalence would move PR-AUC with no change in detector behav-
ior, and the flat profile removes that artifact from every cross-fold com-
parison in Section 6. Fig. 8 audits fold balance: test folds span 8471 to
8478 customers, so the five audited readings per seed weight the popula-
tion evenly and no fold enters the n = 15 statistics with disproportionate
mass. Table 6 summarizes the protocol parameters.

6. Results and discussion

The results that follow are organized by gate, in the order in which
the gates are defined in Section 4. Gate A reports the outcome of the
data-provenance audit; Gate B (i) reports customer-grouped split leak-
age; Gate B (ii) reports the chronological-stress audit; Gate C reports
leakage detection gate compliance. Gate D is reported in four parts,
namely the reported-versus-audited inflation across deep families, the
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Fig. 6. Customer-disjointness verification for the customer-grouped protocol (full-population arm) across the 15 (seed, fold) cells: the training side (training U
validation) shares zero customers with the test fold in every cell; sub-labels give test-fold sizes. Each seed’s five test folds partition all 42,372 customers. Splits are

identical across models.
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Fig. 7. Theft prevalence per test fold of the customer-grouped protocol across the three seeds. Every fold lies in 8.52-8.54 %, against a population rate of 8.53 %

(dashed line).

Table 6
Protocol parameters.

Parameter Symbol Value
Random seed s 7, 42, 2024
Cross-validation folds K 5

Stratified within customer groups — yes
Bootstrap iterations B 5000
Confidence level l-a 0.95

Decision-threshold criterion -
Preprocessing scope
Feature interface -

validation F1, smoothed
training-fold only
tabular missingness + observation block

three-tier reframing of the operating point, the protocol-sensitivity base-
line on a fixed model, and the subgroup reliability audit. A mechanism
attribution for the Gate D inflation is presented after the second part,
and the consolidated verdict across the four gates is presented last. The
discussion then synthesizes the findings across the four gates, interprets
them within the trustworthy artificial intelligence frame, and compares
the audit with the wider electricity-theft-detection literature.

6.1. Gate A: outcome of the data-provenance audit

The eight integrity metrics of Gate A, defined in Section 4.1, all re-
turn a pass on the State Grid Corporation of China dataset. The outcome

Table 7
Random versus customer-grouped k-fold PR-AUC contrast per architec-
ture. All eight paired tests return p > 0.48 (observed max |A| = 0.0035).

Architecture A PR-AUC p-value 95% CI n

BiLSTM 0.0002 0.9759 [-0.0324, 0.0291] 15
TCN 0.0003 0.9758 [-0.0680, 0.0625] 15
BiGRU -0.0012 0.8861 [-0.0482, 0.0398] 15
Transformer-lite -0.0019 0.7581 [-0.0345, 0.0405] 15
LSTM -0.0024 0.7731 [-0.0667, 0.0322] 15
CNN 0.0055 0.8644 [-0.0709, 0.1078] 15
Logistic Regression -0.0033 0.5796 [-0.0408, 0.0314] 15
XGBoost 0.0035 0.4680 [-0.0297, 0.0322] 15

of every metric is reported in Table 2 of Section 4.1. With Gate A satis-
fied, the audit proceeds to Gate B.

6.2. Gate B (i): no significant customer-grouped split leakage

Table 7 reports the audited contrast between random k-fold and
customer-grouped k-fold under the temporal integrity check. None of
the eight paired tests is statistically significant. The largest difference in
magnitude is +0.0035 for XGBoost. The smallest is +0.0002 for BiLSTM.
The smallest p-value across the eight architectures is 0.47. The maxi-
mum |A PR-AUC]| observed across the eight tests is 0.0035, well below
the standard deviation reported for every architecture in Table 9.
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Fig. 8. Test-fold customer counts of the customer-grouped protocol across the 15 (seed, fold) cells, spanning 8,471-8,478; each customer is tested exactly once per

seed.

The size of this contrast is set by how much duplicate structure the
dataset actually contains. Grouping is over exact-duplicate consump-
tion profiles, of which eleven groups with more than one member ex-
ist. The largest, comprising 2,114 identical all-zero profiles, exceeds the
maximum group size of ten and is dissolved into singletons before split-
ting, leaving ten groups spanning twenty-two customers, or 0.05% of
the population. A constraint that binds 0.05 % of the rows cannot move
a fold-level metric appreciably, and the near-zero contrast in Table 7 is
what that sparsity predicts. The Class 2 vulnerability of Section 2.5 is
therefore operationally negligible on this dataset, not because grouped
splitting is unnecessary in general but because this benchmark holds
almost no duplicate structure for it to constrain. The check retains diag-
nostic value: establishing that the duplicate structure is sparse is what
allows the inflation reported under Gate D to be attributed to the regime
boundary rather than to split construction. The leakage that matters
on this dataset is structural across the regime boundary, not within
the customer-by-time grid. An engineering audit that controls only for
customer-grouped leakage does not certify the detector for deployment.

6.3. Gate B (ii): the out-of-time protocols measure the dominant
unreported cost

Table 8 reports the three out-of-time protocols of Section 4.2 against
the grouped k-fold reference under Tier 1. PR-AUC is reported per archi-
tecture as the mean+std over 15 folds. For these evaluations, the same-
customer and customer-disjoint protocols train on the season-aligned
window 2015-01-01 to 2015-10-31 and test on 2016-01-01 to 2016-
10-31; the training-window control tests held-out customers inside the
training window. The A represents the paired-bootstrap mean difference
(customer-disjoint - grouped). Three facts emerge. First, the chronolog-
ical cost is large and uniform where the regime shortcut was avail-
able: the six detectors whose Gate D inflation spans 0.109 to 0.134 lose
42.0 to 50.5% of their grouped-protocol PR-AUC under the customer-
disjoint protocol, logistic regression loses 18.9 %, and the CNN, which
held no shortcut to lose, is unchanged (+0.9 %, interval spanning zero).
Second, the same-customer protocol tracks the customer-disjoint proto-
col within 0.005 PR-AUC on every detector: scoring the customers the
model trained on is no easier than scoring customers it has never seen,
so the chronological cost is not a customer-identity effect. Third, the
training-window control, which holds window length, season alignment,
and customer-disjointness fixed while removing the regime crossing,
scores below the crossing protocol for every detector (XGBoost 0.197
against 0.242); the crossing itself is therefore not the source of the loss,
which traces to the reduction from the 1,035-day mixed-regime win-
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dow to a single 304-day window. A grouped k-fold certificate on the
full window says nothing about either chronological setting.

6.4. Gate C: leakage detection gate compliance

Gate C, defined in Section 4.3, is procedural rather than empir-
ical. It verifies that the preprocessing pipeline and any synthetic-
oversampling operation use no information from the test data. The ex-
perimental pipeline specified in Section 5 satisfies all four requirements.
Re-verifying this gate for the present revision found that the imple-
mented tabular pipeline did not meet the first requirement. The column
means that fill undefined feature values were computed within each
split, so validation and test features were filled with their own folds’
means rather than the training fold’s. The revised pipeline fits the im-
puter on the training fold only and reuses it unchanged for validation
and test, and every reported number regenerates under the corrected
pipeline in this revision. The defect touched the engineered features of
the two classical baselines only; the sequence inputs of the deep learn-
ing models carry no cross-customer statistic. The feature-scaling statis-
tics are estimated on the training fold only. Synthetic oversampling is
not applied in the present audit experiments; if applied, it would be per-
formed within each training fold rather than before the cross-validation
split. The cross-validation indices, preprocessing parameters, and boot-
strap seeds are stored as immutable artifacts. Gate C returns a pass for
the revised pipeline, and the audit proceeds to Gate D.

6.5. Gate D (i): reported-versus-audited inflation across architectures

Table 9 reports the reported-versus-audited inflation per detector.
The Tier 1 column is the PR-AUC under the unaudited Tier 1 proto-
col (full population, mixed regime). The Tier 2 column is the PR-AUC
under the audited Tier 2 protocol (stable post-2016 regime). Six detec-
tors show relative inflation between 28.5 and 32.6 % (absolute: 0.109
to 0.134), with 95 % paired-bootstrap intervals strictly below zero. The
LSTM shows the largest inflation, A = —0.134 with CI [-0.145, -0.123],
the BiGRU by —0.130 with CI [—0.140, —0.119], XGBoost by —0.125 with
CI [-0.132,-0.118], the BiLSTM by —0.123 with CI [-0.133,—-0.114], the
TCN by —0.117 with CI [-0.126, —0.108], the Transformer-lite by —0.109
with CI [-0.120, —0.098], and the Wide and Deep CNN by +0.026. One
detector falls outside this range. Logistic regression shows 12.3 % infla-
tion, 0.034 absolute, below the 0.053 protocol-sensitivity floor of Sec-
tion 6.8, confirming that linear models lack the capacity to fully exploit
the non-linear regime shortcut.

The inflation magnitudes establish that the engineering audit proto-
col is not a procedural refinement but a quantitatively substantial com-



H.M.A. Akram et al.

Results in Engineering 32 (2026) 113109

Table 8

Tier 1 PR-AUC contrast between out-of-time protocols and the grouped k-fold reference.
Model Grouped Same-customer  Customer-disjoint ~ Training-window control A Rel. change
BiGRU 0.446+0.022 0.221+0.012 0.221+0.021 0.197+0.009 -0.225 -50.5%
BiLSTM 0.421+0.017 0.215+0.010 0.215+0.017 0.190+0.013 -0.207 -49.0%
LSTM 0.411+0.017 0.217+0.008 0.218+0.015 0.190+0.012 -0.193 -47.0%
XGBoost 0.430+0.015 0.247+0.008 0.242+0.014 0.197+0.011 -0.188 -43.7%
TCN 0.410+0.022 0.237+0.008 0.238+0.013 0.201+0.012 -0.172 -42.0%
Transformer-lite 0.368+0.017 0.195+0.016 0.197+0.022 0.186+0.011 -0.171 -46.4%
Logistic Regression 0.280+0.013 0.227+0.007 0.227+0.013 0.165+0.009 -0.053 -18.9%
CNN 0.218+0.037 0.219+0.011 0.220+0.010 0.160+0.015 0.002 0.9%

Table 9
Tier 1 versus Tier 2 PR-AUC per architecture (customer-disjoint 5-fold CV).
A: paired-bootstrap mean difference (Tier 2 - Tier 1).

Model Tier 1 (mean+std) Tier 2 (mean+std) A Rel. change
LSTM 0.4110+0.0169 0.2771+0.0166 -0.1339 -32.58%
BiGRU 0.4462+0.0222  0.3166+0.0150 -0.1296 -29.05%
XGBoost 0.4299+0.0147  0.3051+0.0140 -0.1248 -29.03%
BiLSTM 0.4214+0.0174 0.2985+0.0217 -0.1229 -29.17%
TCN 0.4101+0.0219  0.2931+0.0145 -0.1170 -28.53%
Transformer-lite ~ 0.3680+0.0170  0.2592+0.0159 -0.1088 -29.56%
Logistic Regression 0.2797+0.0135 0.2453+0.0164 -0.0344 -12.31%
CNN 0.2181+0.0373  0.2445+0.0242  0.0264 12.10%

ponent of the audit. A 0.43 PR-AUC detector reported under an unau-
dited Tier 1 evaluation reads, under the stable-regime audit, as a 0.32
PR-AUC detector. That drop of nearly one-third is the inflation that the
audit quantifies on this dataset.

The Tier 1-Tier 2 contrast is not, by itself, a single-factor experi-
ment. Tier 2 re-runs the full protocol, training, validation, and testing,
inside the 2016 window, so the regime composition changes and every
customer’s record shortens from the full 1,035-day observation window
to its 2016 portion; the customers, the training-set size, the labels, and
the class balance are identical to Tier 1, because the window restricts
days, not rows. The attribution of the six detectors’ drop to the regime
shortcut therefore rests on paired controls over these held-fixed factors.
The logistic regression consumes the same 31 engineered features as
XGBoost, and its 0.034 contrast, already below the protocol-sensitivity
floor of Section 6.8, bounds the shared tabular-input cost; the gap to
XGBoost’s 0.125 is what the added capacity extracted at Tier 1 that the
stable window does not support, and Section 6.7 bounds the regime-
correlated signal available in the shared feature space. The contrast also
compresses the panel: the eight Tier-1 readings in Table 9 span 0.228,
and the same eight at Tier 2 span 0.072; the separation between archi-
tectures largely disappears inside the stable window, consistent with a
shared learnable signal available at Tier 1 and absent at Tier 2. The struc-
tural break is fixed in calendar time, so no arm can hold the regime fixed
while restoring the full window length; the decomposition is therefore
by bounds and controls rather than by a full factorial, and the window-
length effects the audit can measure directly are attributed where they
dominate: the chronological losses of Section 6.3 trace to the window
reduction, not the regime crossing, by the training-window control.

6.6. Gate D (ii): the three-tier cohort contrast

Table 10 contrasts the three tiers using the gradient-boosted classifier
(XGBoost with the histogram tree method). In this table, Cov. refers to
the retained fraction of test rows. At Tier 1 the classifier reaches F1 =
0.436 and PR-AUC = 0.430. At Tier 2, with the protocol confined to the
stable 2016 window, F1 falls to 0.339 and PR-AUC to 0.305. Tier 3
retains 84.8 % of test rows after the observability gates and the mixed-
label duplicate exclusion; no test row is gated by its own label, and
the label-quality rule acts on training rows only, retaining on average
13,426 of 21,551 per fold. The audited cohort does not read above the
stable-regime tier: F1 is 0.324 under the observability gates alone and
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0.315 with the label-quality rule, and cleaning the supervision does not
raise the audited reading on this dataset.

The contrast establishes that a reported number is bounded by the
tier on which it was measured, and the bound is one-directional on this
dataset: every restriction that removes the regime shortcut or the am-
biguous supervision lowers the reading. The same dataset and labels
admit an F1 of 0.44 at the unaudited full-population Tier 1 and 0.32 on
the audited Tier-3 cohort at 84.8 % coverage. The two numbers answer
different evaluation questions. A utility committing inspection budget
to inspect every flagged customer operates at Tier 1. A utility deploying
an automated triage that defers ambiguous cases to manual review, op-
erates at Tier 3, with the coverage fraction declaring the manual-review
remainder. A reported number that does not specify the operating tier
is incomplete.

6.7. Feature-space attribution of the Gate D inflation

Fig. 9 reports the top fifteen of the 31 tabular features of an out-of-
time logistic-regression probe, trained on the 2015 window and tested
on held-out customers in the 2016 window, ranked by the mean drop in
average precision when the feature is permuted on the test fold, over the
15 (seed, fold) runs. The probe reproduces the shipped experiment: its
mean test average precision of 0.2268 agrees with the customer-disjoint
logistic PR-AUC of Table 8 to within 4 x 1075. The signal concentrates
on consumption scale and variability computed over observed days: the
standard deviation and the mean of observed consumption carry mean
drops of 0.148 and 0.136, the mean absolute day-to-day change 0.076,
and the missingness ratio contributes 0.037 directly, with five of the
twelve window aggregates at 0.019 to 0.033 each; the per-customer
maximum, by contrast, carries 0.0004. The direct missingness contri-
bution is consistent with the observability pattern that shifted with the
regime, illustrated in Figs. 10 and 11. The probe is restricted to the fea-
ture space shared by the two classical baselines, so it bounds the regime-
correlated signal available to a linear model on that space rather than
measuring how each deep learning model internally weights it; estab-
lishing the latter would require feature ablation on each architecture, a
direction for future work.

6.8. Gate D (iii): protocol-sensitivity baseline on a fixed model

Table 11 reports a protocol-sensitivity audit in which only the eval-
uation protocol varies. The model is fixed, an ¢,-regularized logistic
regression with C = 1 and balanced class weight, with standardization
fitted on the training fold and no consumption clipping; the features and
the test population are fixed; the four rows differ solely in the split pro-
tocol: random k-fold, customer-grouped k-fold, and the same-customer
and customer-disjoint out-of-time protocols of Section 4.2. Because the
class weighting and the preprocessing are identical across rows, the
spread is attributable to protocol choice by construction. The fixed
model scores 0.276 under the random and 0.280 under the customer-
grouped k-fold, and 0.227 under both out-of-time protocols (evaluated
as meanz+std PR-AUC over 15 folds); the spread is 0.053, and the out-
of-time rows sit lowest, consistent with the window-length attribution
of Section 6.3. This spread establishes the protocol-sensitivity floor,
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Table 10

Tier 1, 2, and 3 performance contrast on XGBoost under the revised protocol.
Tier  Cohort F1 Prec. Rec. PR-AUC  Cov.
1 Full population, full window 0.4357 0.4321 0.4454 0.4299 1.000
2 Stable regime (2016 window) 0.3385 0.3147 0.3718 0.3051 1.000
3 + observability gates, mixed-label duplicate exclusion ~ 0.3236  0.3026  0.3548  0.2899 0.848
3 + label-quality rule on training rows 0.3147  0.2765  0.3715  0.2500 0.848
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Fig. 9. Mean average-precision drop under permutation for the top fifteen of the 31 tabular features of the out-of-time logistic-regression probe; whiskers give one
standard deviation over the 15 (seed, fold) runs. Red: consumption statistics computed over observed days; grey: missingness descriptors. Code names in parentheses.
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Table 11
Protocol-sensitivity floor on a fixed &,-
regularized logistic regression.

Protocol PR-AUC

Random k-fold 0.276+0.013
Customer-grouped k-fold 0.280+0.013
Same-customer out-of-time 0.227+0.007
Customer-disjoint out-of-time 0.227+0.013

namely the variation a fixed model exhibits from protocol choice alone;
an inflation below this value cannot be distinguished from protocol sen-
sitivity. The inflations of 0.109 to 0.134 absolute PR-AUC reported in
Section 6.5 for the six detectors exceed the floor by 0.056 to 0.081, more
than twice the floor at every point of the range; logistic regression’s own
contrast of 0.034 falls below it. The inflation is not an artifact of pro-
tocol choice. Two evaluation settings are excluded from the floor for
cause: the Tier-2 stable-regime restriction is the quantity the inflation
measures, and the training-window control of Section 6.3 is a diagnostic
instrument, not a protocol under which a result would be reported.

6.9. Gate D (iv): subgroup reliability audit and label-quality verification

Table 12 reports the subgroup-level PR-AUC, precision at top 100,
precision at top 500, and the false-positive rate at a fixed top-K operat-
ing point for the top six and bottom six of 22 subgroups, computed on
the BiGRU detector under the stable-regime (Tier 2) protocol, pooled
across the five held-out folds of one seed (42) so that each customer is
scored exactly once. The subgroups are defined by five-way quantile bins
of missingness over the 2016 window, the pre-to-post switching gap,
valid count, mean consumption, missingness over the pre-2016 window,
and zero rate. Bootstrap 95 % confidence intervals are computed with
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Subgroup reliability audit on the stable-regime 2016 window (BiGRU, seed 42): top and bottom six
of 22 PR-AUC-ranked subgroups. FPR@K is the per-subgroup false-positive rate at a fixed prevalence-

matched top-K operating point.

Subgroup n positives PR-AUC [95% CI] p@100 p@500 FPR@K
miss_2016_bin = 2 7988 966 0.503 [0.470, 0.537] 0.86 0.658 0.0990
valid_cnt_bin = 0 10,590 1142 0.468 [0.437, 0.498] 0.88 0.646 0.0872
mean_bin = 4 8465 1509 0.426 [0.400, 0.452] 0.81 0.576 0.1984
switch_gap_2016_bin = 1 8492 1055 0.395 [0.366, 0.427] 0.76 0.530 0.0692
miss_pre_bin = 3 16,939 1879 0.367 [0.345, 0.389] 0.77 0.622 0.0672
switch_gap_2016_bin = 4 8361 720 0.352 [0.317, 0.391] 0.69 0.458 0.0691
miss_pre_bin = 1 8186 422 0.205 [0.171, 0.248] 0.43 0.238 0.0567
miss_2016_bin = 0 25,943 1882 0.200 [0.184, 0.218] 0.47 0.384 0.0512
switch_gap_2016_bin = 3 8490 422 0.195 [0.162, 0.234] 0.40 0.220 0.0487
valid_cnt bin = 2 24,878 1785 0.194 [0.178, 0.212] 0.50 0.364 0.0504
mean_bin = 1 8465 514 0.167 [0.138, 0.199] 0.40 0.202 0.0282
mean_bin = 0 8465 273 0.071 [0.052, 0.097] 0.13 0.082 0.0065

B = 5,000 replicates. The subgroup audit shows that detection reliability
varies by a factor of seven across subgroups on the same detector. The
top-performing subgroup (high-missingness 2016 bin) shows PR-AUC
0.503 with CI [0.470,0.537] on 7,988 customers. The bottom subgroup
(low mean-consumption bin) shows 0.071 with CI [0.052,0.097] on 8,465
customers. That spread on a fixed detector and dataset shows that full-
population metrics obscure substantial heterogeneity in audited reliabil-
ity. Part of this spread is composition rather than skill: the chance level
of PR-AUC equals a subgroup’s positive rate, and the subgroup preva-
lences span 3.2 to 17.8 %. Measured as lift over each subgroup’s own
chance level, the detector’s skill still varies across subgroups by roughly
a factor of two (2.2 to 4.3 times chance). Both readings matter opera-
tionally: the absolute spread is what an inspection queue experiences;
the lift spread is what the detector itself contributes. The heterogeneity
also propagates to the operating point: at a fixed prevalence-matched
top-K threshold the per-subgroup false-positive rate spans 0.006 to
0.198, so a single global decision threshold imposes markedly unequal
false-positive burdens across customer subgroups rather than the uni-
form burden a full-population number implies.

The label-quality audit complements the subgroup audit. Within
each evaluation fold, an out-of-sample predicted probability of the ob-
served label is computed for every training row by cross-validating
a histogram gradient-boosted classifier over that fold’s training rows,
on the same engineered features as the classical baselines. A training
row passes when this self-confidence reaches the per-class confident
threshold, the mean self-confidence of its labeled class, following the
confident-learning method of Northcutt et al. [65]; the rule reduces the
training supervision to, on average, 13,426 of the 21,551 training rows
retained by the observability gates per fold (Table 10). The score is a
function of the observed label, so it exists only where a label exists: test
rows are never scored or filtered by it; they are retained by the observ-
ability gates and the training-derived mixed-label duplicate exclusion of
Algorithm 1, neither of which reads a test row’s label. At deployment
the same asymmetry holds: the rule cleans the supervision a utility al-
ready possesses from the labeled outcomes of its historical inspections,
while incoming customers, which carry no label, are screened by the
same gates, which read none, and ranked by the detector. The rule car-
ries no tunable threshold: the per-class thresholds are determined by
each fold’s training rows, with the scorer, its inner cross-validation, and
its seed fixed in the shipped code and configuration files.

6.10. Audit verdict across the four gates

The four gates return the following outcomes on the State Grid Cor-
poration of China dataset. Gate A returns a pass on all eight data-
provenance integrity metrics (Table 2). Gate B finds no significant con-
trast between random and customer-grouped split, on a dataset whose
duplicate structure spans 0.05% of customers, and reports out-of-time
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losses of 42 to 51 % of grouped-protocol PR-AUC for every competent
detector. Gate C is satisfied by a preprocessing pipeline whose imputer
and feature scaler are fitted on the training fold only and whose over-
sampling, where applied, is performed within each training fold rather
than before the cross-validation split. Gate D returns a reported-versus-
audited inflation of 28.5 % to 32.6 % (roughly a 30 % performance drop)
across six of the eight detectors, with 12.3 % for logistic regression (be-
low the protocol-sensitivity floor). The outlier is the Wide and Deep
CNN, which exhibits a 12.1 % performance gain (+0.026). The training-
window control removes the remaining distinction between the Tier-2
protocol and the non-chronological Tier-1 evaluation. In relative terms,
Tier 3 retains 84.8 % of test rows with no test row gated by its own
label and reads at the Tier-2 level; cleaning the training supervision
does not raise the audited reading. Detection reliability varies by a
factor of seven across the 22 subgroups on a single detector, in abso-
lute PR-AUC; in lift over each subgroup’s chance level the spread is
roughly a factor of two. The certified audit performance on this dataset
is therefore the Tier 2number, which ranges from 0.24 to 0.32 PR-AUC
across the eight detectors. The Tier 1 value of 0.44 is, under this audit,
leakage-inflated.

6.11. Discussion

Across the eight detectors and four leakage classes, the audit re-
veals a consistent pattern. The dominant inflation mechanism on the
State Grid Corporation of China dataset is Class 1, regime-correlated
preprocessing leakage: six of eight detectors lose 28.5 to 32.6 % of their
reported PR-AUC (absolute: 0.109 to 0.134) under the leakage detec-
tion gate. Class 2 customer-grouped split leakage, by contrast, is oper-
ationally negligible, the largest paired difference reaching only 0.0035.
The out-of-time protocols cost every competent detector 42 to 51 % of
its grouped-protocol PR-AUC, a loss the training-window control traces
to the shorter observation window rather than to the regime crossing,
and the subgroup audit shows that detection reliability varies by a factor
of seven on a single detector across 22 subgroups. The scale and vari-
ability of consumption over observed days, with a direct contribution
from the missingness rate, emerge as the regime-correlated signal that
the unaudited pipeline turns into a class-discriminative shortcut.

The protocol’s value lies not in the PR-AUC gain of any specific de-
tector but in whether the reliability claim attached to that detector is
verifiable. A 0.43 PR-AUC detector verified under the four gates is a
stronger candidate for deployment than a 0.99 detector that fails the
temporal integrity check or the leakage detection gate. The reported-
versus-audited delta quantifies this distinction: it tells the operator how
much of a headline metric is audited performance and how much is
leakage-induced inflation. Reporting it alongside any headline metric
should be a minimum requirement for electricity-theft-detection papers
that claim relevance to deployment.
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Table 13
Post-hoc calibration of the eight detectors trained under the Tier-3 label-quality rule.
Brier ECE

Detector Raw Isotonic BSS (iso.) Raw Temp. Isotonic
LSTM 0.119+0.011 0.075+0.001 0.084+0.014 0.112+0.017 0.111+0.026 0.008+0.002
BiGRU 0.127+0.016 0.075+0.001 0.087+0.013 0.128+0.028 0.135+0.042 0.008+0.002
BiLSTM 0.119+0.014 0.075+0.001 0.082+0.013 0.115+0.023 0.111+0.035 0.008+0.002
XGBoost 0.147+0.006 0.076+0.001 0.076+0.010 0.148+0.007 0.142+0.008 0.008+0.002
TCN 0.116+0.009 0.075+0.001 0.087+0.010 0.113+0.014 0.145+0.027 0.008+0.002
Transformer-lite 0.130+0.013 0.076+0.001 0.072+0.009 0.134+0.021 0.136+0.029 0.007+0.003
Logistic regression 0.168+0.006 0.076+0.001 0.070=+0.008 0.173+0.007 0.301+0.012 0.007+0.002
Wide and Deep CNN 0.113+0.016 0.075+0.001 0.080+0.011 0.105+0.029 0.175+0.033 0.008+0.003

The four-gate audit is model-agnostic. The attention-based extension
with dilated convolutions of Xia et al. [16], the convolutional autoen-
coder and Transformer combination of Le et al. [2], the multi-objective
evolutionary hybrid model of Tursunboev et al. [7], the ensemble of
Kabir et al. [9] optimized by the firefly algorithm, and the autocorre-
lation detector of Si et al. [8] can each be evaluated under it without
modification. The protocol thereby separates methodological innovation
from evaluation rigor: one paper can propose a new architecture, and
another can validate an architecture’s deployment readiness, without
bundling the two. The survey of Section 2.8 shows the cost of bundling,
a common reporting practice in which architectural novelty comes at
the expense of audit discipline.

The present findings apply under a passive-theft threat model:
the malicious customer underreports consumption through one of the
canonical synthetic attack types of Punmiya and Choe [64] and Jokar
et al. [13], without knowledge of the deployed detector. Three adjacent
threat classes are out of scope. False-data-injection attacks against state
estimation [5] target the supervisory control and data acquisition sys-
tem rather than the smart meter. Clandestine connections that bypass
the meter entirely belong to a complementary line of work that uses
satellite imagery [36], and are undetectable by any consumption-based
detector. Adversarial evasion crafted with knowledge of the decision
boundary forms a third class; certifying robustness to it requires an eval-
uation protocol under a declared threat model, beyond the data audit
developed here. The four gates do not certify robustness against any of
these three classes; they certify data integrity under the passive-theft
assumption.

A false-positive flag is not symmetric to a false negative: the flagged
customer bears the on-site inspection, the temporary disconnection, and
the reputational cost [29]. The subgroup audit of Section 6.9 measures
this risk. A variation in detection reliability by a factor of seven, to-
gether with a per-subgroup false-positive rate that varies by more than
an order of magnitude (0.006 to 0.198) at a fixed top-K operating point
(Table 12), means a single global threshold imposes unequal precision
and false-positive burden across customer subgroups. Eq. (4) quantifies
the consequence: under the working assumption of a utility cost asym-
metry of cpy/cpp & 20, the cost-optimal threshold falls below 0.05, and
the Tier 3 cohort sits at a different operating point from the full popu-
lation.

At that operating point, calibration of the underlying detector be-
comes essential. A PR-AUC number is unchanged by any strictly increas-
ing transformation of the score and therefore says nothing about the
calibration quality the cost-optimal threshold requires. The Brier score
and the expected calibration error, rarely reported in the recent State
Grid Corporation of China literature, are reported here (Table 13) and
recommended as a thirteenth disclosure item. ECE uses 15 equal-width
bins over [0, 1]. BSS is the Brier skill score against the constant base-
rate forecast (no-skill Brier = 0.082). Computed on the Tier-3 audited
cohort, the 84.8 % of test rows retained by the observability gates (the
mixed-label duplicate exclusion removes no additional test rows on this
dataset), over three seeds and five grouped folds, for the eight detec-
tors trained under the Tier-3 label-quality rule, the expected calibration
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error on the raw detector probabilities ranges from 0.11 for the Wide
and Deep CNN to 0.17 for logistic regression, with Brier scores from
0.08 to 0.17. Temperature scaling fitted on each validation fold does
not repair this: it raises the expected calibration error in all 15 folds
for the logistic regression and for the TCN. An isotonic map fitted on
the same validation folds and applied unchanged to the test folds does:
it reduces the expected calibration error to between 0.007 and 0.008
for all eight detectors. The repair is honest about what remains: against
the constant base-rate forecast, whose Brier score is 0.082 at the co-
hort’s 9.0 % prevalence, the calibrated probabilities carry a Brier skill
score of 0.062 to 0.087, so the isotonic map makes the scores usable as
probabilities without adding sharpness. The PR-AUC and precision val-
ues reported elsewhere in this paper are computed on the raw scores;
the map is applied only where a probability enters a decision, as in the
cost-optimal threshold of Eq. (4), which can then be evaluated on cali-
brated probabilities rather than read as approximate. Because the Tier
3 cohort definition is deterministic and auditable, any operational de-
ployment of a Tier-3-gated detector should add a disparate-impact gate
alongside the observability gates and the training-side label-quality rule
of Algorithm 1.

The four gates transfer unchanged to any dataset with an identifiable
structural break in its measurement process, and the 12-item checklist is
dataset-agnostic; cross-utility replication is the next step. Kabir et al. [9]
are the most closely related work, reporting on both the Pakistan Resi-
dential Electricity Consumption dataset and the State Grid Corporation
of China dataset, though the regime structure of neither is examined.
Shortcut features beyond the consumption-scale, variability, and miss-
ingness signals that the probe ranks highest cannot be ruled out without
a controlled ablation study, a direction for future work. The natural ex-
tension is a regime-invariant training protocol that closes the 0.109 to
0.134 PR-AUC inflation while retaining model capacity, evaluated under
the disclosure standard introduced here.

7. Conclusion

This paper reframes electricity-theft detection as a critical-
infrastructure integrity problem. We have introduced a comprehensive
engineering audit protocol featuring a four-class data leakage taxonomy,
a three-tier evaluation standard, and a 12-item deployment checklist.
This framework systematically exposes the inflation between academic
reported performance and real-world audited performance.

Applying this audit to the State Grid Corporation of China dataset
revealed significant vulnerabilities. Six of the eight tested detectors lost
between 28.5% and 32.6 % of their reported PR-AUC under strict au-
diting. A permutation-importance probe traced this performance loss
directly to a regime-correlated shortcut, identifying consumption scale,
variability, and missingness rates as the primary signals exploited by the
models rather than genuine theft behaviors. Furthermore, testing mod-
els on future out-of-time data resulted in massive performance drops
of 42% to 51 %. Our controls demonstrated that this was caused by
shorter observation windows rather than genuine concept drift. Finally,
we demonstrated that proper auditing provides a realistic operational
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picture: for the XGBoost model, the audited F1 score fell to 0.32 com-
pared to its 0.44 unaudited score, while successfully retaining 84.8 % of
valid test cases.

The true deployable capability of any detector is its performance
under the strictest tier of this audit. The proposed protocol is model-
agnostic and applies to any architecture. Future work includes stan-
dardizing this protocol for trustworthy artificial intelligence in critical
infrastructure, testing cross-utility replication, and developing regime-
invariant training methods to close the inflation gap. Our ultimate goal
is not chasing higher detection rates on paper, but guaranteeing trust-
worthy and reliable deployment in the real world.
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