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Abstract

In recent years, the use of facial recognition technology has become increasingly prevalent,
finding application in various areas, including security, authentication, and access
management. With the extensive employment of face recognition technology has come an
increase in the prevalence of face spoofing cases, wherein offenders manipulate the system
with unauthentic facial information. The emergence of this issue poses a major risk to the
dependability and protection of facial recognition technology. This calls for the development

of advanced and robust techniques to detect face spoofing effectively.

This thesis suggests a technique that employs convolutional neural networks (CNN) to
identify fraudulent facial manipulation. The proposed method comprises teaching an intricate
neural network using a comprehensive compilation of genuine and fabricated facial images.
Two streams are employed in this process. RGB images are transformed to grayscale images
in the first stream, and then facial reflection features are extracted. Face color features from
RGB images are extracted in the second stream. These two characteristics are then combined
and utilized to identify face spoofing. The structure of CNN includes several layers of
convolution and pooling, which enable it to identify distinguishing features in the input
images. Following its training, the model is employed to differentiate a presented facial image
into either authentic or fraudulent.

To determine the efficacy of the proposed technique, | employ a standardized data set for
identifying counterfeit or altered facial attributes. The proposed approach has the capability to
achieve an average precision rate of 89% while being applied to the provided data set.

The suggested method presents various benefits compared to current techniques for detecting
face spoofing. To start with, utilizing a deep CNN empowers the model to acquire intricate
and discerning characteristics from the input images, thus augmenting the precision of the
categorization mission. Additionally, the suggested method is effective in terms of
computational requirements, enabling its utilization in real-time scenarios. The proposed
methodology is able to withstand a range of fraudulent tactics used on facial recognition

systems, such as print and replay attacks.

The findings from this study aid in the progression of face recognition technology by
enhancing the accuracy and dependability of fraud detection systems. These improved
systems have practical applications in security measures, biometric identification, and digital

criminal investigations. The suggested method could substantially enhance the dependability



and safety of facial recognition systems, consequently boosting their functional value and
credibility.

Keywords: face spoof detection, convolutional neural networks, deep learning, facial
recognition, image manipulation, evaluation metrics, image processing, security, mask,
authentication, attacks



Referat

Son illards, tohllkasizlik, autentifikasiya va girigin idars edilmasi daxil olmagla, muixtoalif
sahalordo totbiq taparaq, liz tanima texnologiyasinin istifadasi getdikca daha ¢ox yayilmisdir.
Uziin taninmas1 texnologiyasinin genis totbigi ilo cinayatkarlarin geyri-aqiq iz molumati ilo
sistemi manipulyasiya etdiyi iz saxtakarlig1 hallarinin say1 artib. Bu problemin goriiniisii
sifotin taninmasi texnologiyasinin etibarliligi va tohllkasizliyi tguin shomiyyatli tohliika
yaradir. Bu, tiz saxtakarligini effektiv sokilds askar etmoak ti¢iin qabaqcil vo méhkom
texnikalarin islonib hazirlanmasini tolob edir.

Bu tezis saxta iz manipulyasiyasinit miiayyon etmok Ugun konvolyusiya neyron
sobakalarindan (CNN) istifads edon bir texnika toklif edir. Toklif olunan metod asl vo
uydurma Uz tasvirlorinin hartorafli kompilyasiyasindan istifado edarok murokkab neyron
sobokasini 6yratmayi ohato edir. Bu prosesds iki axin istifade olunur. RGB sokillari ilk axinda
boz rongli sokillara gevrilir va sonra Uiz oks etdirma xiisusiyyatlori ¢ixarilir. RGB
goruntilorindon Gz rong xususiyyatlari ikinci axinda ¢ixarilir. Sonra bu iki Xususiyyat
birlosdirilir vo {iz saxtakarligin1 miioyyon etmok tgun istifado olunur. CNN-in strukturuna
daxil olan sakillards forglondirici xtisusiyyatlori miiayyan etmoays imkan veran bir negs
blkulmos va hovuz qati daxildir. Tolimdan sonra model togdim edilon iz tosvirini orijinal vo
ya saxta olaraq farglondirmok Ggln istifads olunur.

Toklif olunan texnikanin effektivliyini miioyyan etmok (iglin mon saxta v ya doyisdirilmis iz
atributlarin1 miioyyon etmok figiin standartlagdirilmis molumat dostindoan istifado edirom.
Toklif olunan yanasma toqdim edilmis molumat dastins totbiq edilorkan orta dogiglik
daracasini 89% olds etmok gabiliyyatino malikdir.

Toklif olunan iisul iz saxtakarliginin agskarlanmasi {igiin mévcud tisullarla miiqayisada
muxtalif Ustlnliklor tagdim edir. Baglamaq tgtin, dorin CNN-don istifado modelo daxil edilon
sokillordan mirakkab va forgli xtsusiyyatlar alds etmoya imkan verir va belaliklo,
kateqoriyalara ayirma missiyasinin doqiqliyini artirir. Bundan olavo, toklif olunan metod
hesablama toloblori baximindan effektivdir vo onun real vaxt ssenarilorindo istifadosine imkan
verir. Toklif olunan metodologiya {iz tanima sistemlorinds istifado olunan ¢ap vo tokrar
hiicumlar kimi bir sira saxtakarliq taktikalarina tab gatira bilir.

Bu aragdirmanin naticalari firildaqgiliq askarlama sistemlarinin dagigliyini va etibarliligini
artirmagla iz tanima texnologiyasinin iralilomasina kdmok edir. Bu tokmillogdirilmis
sistemlor tohlukasizlik tadbirlori, biometrik identifikasiya va rogamsal cinayot
aragdirmalarinda praktik totbiglora malikdir. Toklif olunan tisul {iz tanima sistemlarinin
etibarliligini vo tohllkasizliyini shomiyyatli doracads artira, naticads onlarin funksional
dayarini va etibarliligini artira bilar.

Acar sOzlor: {iz saxtakarliginin agkarlanmasi, konvolyusiya neyron sobokalari, darin 6yranmo,
sifotin taninmasi, tasvirin manipulyasiyasi, qiymatlondirma 6lgllori, tosvirin iglanmasi,

tohlukasizlik, maska, autentifikasiya, hiicumlar.
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1. Introduction

Given the elevated usage of facial recognition technology, the issue of face spoofing has
emerged as a noteworthy concern in contemporary times. Face spoofing refers to the act of
using fake facial images or videos to deceive a facial recognition system [1, 2]. This can lead
to serious security breaches, as spoofed images can be used to bypass security systems, gain
unauthorized access, or commit identity fraud. Therefore, there is a pressing need to develop
robust facial spoof detection mechanisms to ensure the protection of facial recognition

technology.

Convolutional Neural Networks (CNNs) have shown great promise in detecting face spoofing
attempts, as they can learn complex features from facial images and videos. CNN-based face
spoof detection systems have achieved remarkable results in recent years, outperforming
traditional machine learning approaches. However, there is still a need for further research in
this area, as face spoofing techniques continue to evolve, and detecting them requires more

advanced and sophisticated methods [4].

The point of this proposition is to create an exact and effective confront parody discovery
framework utilizing CNNs. Particularly, I will investigate diverse CNN structures and
procedures to move forward the execution of confront parody location. | will moreover
examine the adequacy of exchange learning and information enlargement procedures to move

forward the strength of the framework.

1.1 Background and Motivation

Facial acknowledgment innovation has ended up progressively prevalent and is utilized in
different applications, such as security frameworks, confirmation, and get to control. In any
case, these frameworks are powerless to confront spoofing assaults, where a fraudster
endeavors to trap the framework by showing fake pictures or recordings of a person's confront
[5]. The location of such assaults could be a challenging errand due to the expanding
advancement of spoofing methods.

Conventional approaches to confront parody location depend on handcrafted highlights and
machine learning calculations. Be that as it may, these strategies have constrained victory in

recognizing progressed spoofing assaults. In later a long time, convolutional neural systems



(CNNSs) have developed as a capable apparatus for confront parody location, as they can learn

complex and discriminative highlights from facial pictures [8, 9].

The inspiration for this proposition is to create a CNN-based confront parody location
framework that's able of identifying a wide run of spoofing assaults with tall precision. The
objective is to design a framework that's strong to different sorts of assaults, counting print

assaults, replay assaults, and 3D veil assaults.

The proposed framework will use the advantages of CNNSs, counting their capacity to
memorize highlights naturally from huge datasets and their capacity to handle varieties in
light, posture, and expression. | will investigate distinctive CNN models and procedures, such
as exchange learning and information expansion, to make strides the execution of the

framework.

The development of an accurate and efficient face spoof detection system has the potential to
enhance the security of facial recognition applications and prevent unauthorized access and

identity fraud.

1.2 Problem Statement

The expanding utilize of facial acknowledgment innovation has driven to a developing
concern around the helplessness of these frameworks to confront spoofing assaults. Confront
spoofing alludes to the act of displaying a fake picture or video of a person's confront to
hoodwink a facial acknowledgment framework [10, 11, 12]. This can lead to serious security
breaches, such as unauthorized access and identity fraud. Therefore, the development of
robust face spoof detection systems has become crucial in ensuring the security of facial

recognition applications.

Traditional approaches to face spoof detection rely on handcrafted features and machine
learning algorithms. However, these methods have limited success in detecting advanced
spoofing attacks, where the fake images or videos are generated using sophisticated

techniques [17].

Convolutional neural systems (CNNSs) have risen as a effective device for confront parody
location, as they can learn complex and discriminative highlights from facial pictures. In any

case, the execution of CNN-based frameworks depends on different variables, such as the



quality of preparing information, the choice of CNN engineering, and the nearness of natural

variables, such as light and posture [6].

The issue tended to in this proposal is to create a CNN-based confront parody discovery
framework that's able of recognizing a wide run of spoofing assaults with high exactness. The
framework ought to be able to handle varieties in light, posture, and expression, and be strong
to different sorts of assaults, counting print assaults, replay assaults, and 3D cover assaults. In
addition, the framework ought to be proficient sufficient to be conveyed in real-time

applications.

1.3 Research Obijectives

The central objective of this proposal resides in the establishment of a face spoof detection
system, drawing upon the cutting-edge CNN technology capable of detecting myriad spoofing
attempts with exceptional precision and efficiency. To attain this primary objective, the taking
after inquire about targets are characterized:

1. The primary aim of this research is to perform an extensive assessment of the extant
literature regarding the application of convolutional neural networks in the realm of
counterfeit content detection. Additionally, the research seeks to ascertain the most
cutting-edge techniques and methodologies employed in this particular area of study.

2. To collect and clergyman a large-scale confront spoofing dataset that incorporates
different sorts of assaults, such as print assaults, replay assaults, and 3D cover assaults
[7].

3. To plan and execute a CNN-based confront parody location framework that's
competent of learning discriminative highlights from facial pictures and classifying
them into genuine or fake [8].

4. To assess the efficacy of the suggested framework utilizing the amassed dataset, it is
necessary to undertake a comparative analysis vis-a-vis established state-of-the-art
methodologies in relation to precision, efficiency, and robustness [9].

5. To conduct a comprehensive investigation of the proposed framework to get it its
qualities and shortcomings and distinguish the zones of enhancement for future

inquire about.



1.4 Scope of the Study

The proposal centers on the optimization and appraisal of a convolutional neural network
(CNN)-based framework employed for the identification of facial deceit. The consider points
to examine the adequacy of CNNs in identifying a wide run of confront spoofing assaults,
counting print assaults, replay assaults. The ponder will moreover investigate the utilize of
exchange learning and fine-tuning strategies to make strides the exactness and productivity of

the proposed framework.

The dataset utilized in this ponder will comprise of a expansive collection of genuine and fake
confront pictures captured beneath distinctive lighting conditions and with diverse cameras.
The pictures will be handled and pre-processed to evacuate commotion and improve the
quality of the pictures.

The proposed framework will be actualized utilizing open-source profound learning libraries,
such as TensorFlow and Keras, and will be prepared and assessed on a high-performance
computing stage. The assessment measurements utilized in this consider will incorporate

exactness, accuracy, review, and F1-score.

The think about does not point to address the challenges related to real-world arrangement of
the proposed framework, such as the impacts of changing lighting conditions and camera
settings. These challenges require encourage examination and are past the scope of this

consider.



2. Literature Review

The identification of counterfeit faces is a crucial aspect of biometric security systems, with
the ultimate goal of differentiating between authentic and false appearances. Multiple

proposed methodologies have been developed for resolving the preceding predicament [10].

Through their capacity to learn features from raw data, CNNs have demonstrated encouraging
outcomes in detecting counterfeit faces. CNNs have been found to have high success rates in
identifying various forms of facial spoofing attacks, as numerous studies have revealed. One
instance would be the work of Li et al [12]. In the year 2020, a novel multi-task learning
algorithm utilizing convolutional neural networks (CNNs) was introduced, demonstrating
noteworthy success in achieving an accuracy rate of 98.24% on a dataset encompassing print
and replay assault data. Likewise, Wen and colleagues. In 2018, a method based on CNN was
suggested, which attained a precision level of 99.1% on a collection of data involving print

and mask security breaches.

Numerous factors, such as the quality of pictures, camera variations, and lighting
circumstances, can have an adverse influence on the efficiency of face spoof detection
techniques based on CNN. Yang and other researchers have conducted many studies to
investigate the impact of these factors on the effectiveness of facial spoofing detection

systems. In their examination conducted in 2015 [25].

Transfer learning and fine-tuning are two clever approaches that have been employed to
enhance the effectiveness of CNN-driven facial counterfeit recognition systems. Numerous
research studies have demonstrated enhanced precision and productivity through the
utilization of transfer learning and fine-tuning approaches, as indicated by Boulkenafet et al.
(2017) [18].

2.1 Overview of Face Recognition and Spoofing

Facial recognition is a biometric authentication method that is extensively employed for the
purposes of identification and verification. To determine a person's identity, a modern
technique involves taking a photograph or video of their face and comparing it with a pre-
established set of faces in a database. Facial recognition technology exhibits a versatile range
of applications, encompassing domains including access management, monitoring, and law

enforcement [3].



Nevertheless, systems that recognize faces are prone to being manipulated by spoofing
attacks, wherein an intruder employs fabricated or altered pictures or videos of an individual's
face to impersonate them [12]. These kinds of attacks can be subdivided into various

categories, like print, replay, 3D mask, and deepfake attacks.

To initiate a print attack, a physical likeness of an individual's visage must be generated and
presented to the system. On the contrary, replay attacks encompass the utilization of a pre-
existing video recording capturing the facial features of the individual. 3D mask attacks entail
tricking the system by utilizing a 3D-printed mask of the individual's visage, whereas
deepfake attacks leverage machine learning algorithms to produce convincing counterfeit

videos of the person’s countenance [5].

Numerous techniques have been suggested to overcome the issue of face spoofing, such as

hand-crafted features-based traditional methods or CNN-based deep learning methods.

The conventional means of discerning genuine and counterfeit facial characteristics involve
the utilization of manually-crafted features such as local binary pattern (LBP) and histogram
of oriented gradients (HOG). Despite their effectiveness, these approaches are frequently
constrained by their capacity to capture intricate characteristics and modifications in lighting

situations and camera models [11].

In contrast, deep learning techniques have exhibited favorable outcomes in identifying fake
faces by utilizing their capacity to learn characteristics from unprocessed information. CNNs
have emerged as the most advanced approach for identifying face spoofing, exhibiting

exceptional precision levels across different sets of data.

2.2 Face Spoofing Attack
A face spoofing technique encompasses presenting a modified or fake facial image as a way
to deceive a facial recognition system and unlawfully gain access to a secured system, device,

or location.

The utilization of facial recognition technology is on the rise for security reasons, including
but not limited to unlocking mobile devices, securing entry to buildings, or verifying identity
of individuals during financial transactions [24, 32]. Despite the advantages of these systems,
they remain at risk of face spoofing attacks, which can evade security measures and gain

unauthorized access to sensitive data or restricted zones.



There are different types of facial spoofing tactics, including image or document-based
attacks, video-based attacks, mask-based attacks, and deepfake-based attacks. An individual
can carry out a print or photo assault by supplying a facial recognition system with a printed
or digital picture of the authentic individual's face. The attacker utilizes a video featuring the
face of the authorized user to initiate an attack [50]. A mask assault involves the use of a 3D-
printed mask resembling the face of the authorized user by the attacker. A deepfake assault
involves the use of machine learning algorithms to produce a convincing video or picture of

the face of the authorized user by the perpetrator.

To thwart fake face attacks, institutions can employ anti-spoofing measures like liveness
detection, which confirms that the face being presented to the facial recognition system is
authentic. Demonstrating one's liveliness through blinking, head movements, or smiling may
be a necessary aspect of this procedure. In addition to passwords or physical tokens,
organizations may opt for multi-factor authentication techniques that pair facial recognition

with these methods.

Genuine Photo attack Video attack 3D mask attack

Face spoofing detection

y - ;
Accept - Reject Reject

Face recognition

Authorized

Figure 2.1: Different types of face spoofing attacks

The following are the types of facial spoofing attacks: Print or photo attacks, video attacks,

mask attacks, deepfake attacks.

Print or Photo Attack



A print or photo attack is a form of facial recognition deception that uses a physical or digital
copy of the face of an authorized user to acquire entry into a secure system or place [20, 21].
It is possible to execute this assault either through the utilization of a top-notch printer or by

projecting a digital picture onto a display.

Figure 2.2: Photo attack using a mobile phone

Face spoofing attacks that involve printing or taking photos are highly prevalent due to their
simplicity in execution [19]. Adversaries have the ability to utilize photographs of the
legitimate user that are easily accessible on social networking platforms or other publicly
accessible outlets. It is possible for attackers to capture a picture of the accredited user

without their awareness in certain situations.

To safeguard from counterfeit prints or photos, organizations can implement measures like
liveness detection as a defense against spoofing. To ensure the authenticity of the face
detected by facial recognition, liveness detection involves prompting individuals to perform
specific tasks like blinking, head movement, or smiling. This technique confirms that the
person is not a fraudulent imposter. One effective strategy is to employ texture analysis to
determine if the facial surface appears authentic as a flesh-and-blood person or as a mere

printed image [26].

Users need to be conscious of the dangers involved in print or photo-based attacks and
implement measures to safeguard themselves. This involves refraining from uploading facial
images on social media and other public forums, implementing robust passwords and multi-

layer security measures, and remaining watchful for any unusual account activities.

To recap, fraudulent attempts through printed or photographic representations of faces are
frequently encountered, but can be thwarted with the help of precautionary measures like
implementing liveness detection and texture analysis to prevent such spoofing tactics, and by
providing instruction to users regarding the dangers, and how to guard against them.
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Video Attack

A video attack is an illicit technique that mimics the face of an authorized user through a
video presentation, which then deceives a facial recognition system into granting access to a
confidential location, device, or system. The intricacy of this type of assault surpasses that of
a print or photo-based attack due to the necessity of the attacker to obtain a video recording of
the face of the authorized user, as opposed to a static image, as cited in literature sources [30,
36, 40].

Numerous methods exist for perpetrating video assaults, ranging from visually capturing the
face of the authorized user through a camera to procuring a recording of the authorized user
from a social media forum. The individual who is trying to gain unauthorized access can use
the captured video to deceive the facial recognition system by making it believe that it is an

authentic, live footage of the authorized user.

Organizations can implement strategies like liveness detection to prevent video-based attacks
by ensuring that the facial recognition system is presented with a genuine face and not a
fabricated one [39]. To confirm that a person is living, liveness detection may prompt them to

carry out particular activities, for instance, blinking, head movement, or smiling.

Besides employing anti-spoofing methods, entities have the option to utilize alternative
security strategies in order to thwart video-based assaults. One clever approach could be to
employ multi-factor authentication strategies, such as integrating facial recognition with
either a password or a tangible token. They have the ability to scrutinize entry records to
identify any dubious behavior and respond accordingly if needed.

It's crucial for users to be conscious of the potential dangers of video attacks and safeguard
their well-being by implementing precautionary measures [43]. One should refrain from
sharing their face in videos on public platforms and social media, utilize strong passwords and

multi-factor authentication, and stay alert for any suspicious behavior on their accounts.

To put it briefly, a video assault refers to a face spoofing attack in which an approved user's
facial video is shown to a facial recognition system in order to obtain unauthorized entry to a

protected system or location. One way for organizations to shield against fraudulent video



incidents is by employing anti-spoofing tactics like recognizing real-time actions and other
safety protocols, whereas individuals can secure themselves by being observant and

implementing necessary measures.

Mask Attack

A mask attack refers to a form of impersonation where a customized mask or 3D-printed
mask is used to trick facial recognition technology and gain unapproved entry to a protected
device, system, or premises [28]. This assault is more complex than a mere print or
photograph scheme as it entails fabricating a tangible reproduction of the approved user's

facial features.

Specially processed area

2D images
Silicone nose

3D printed frame

Figure 2.3: 3D-mask attack

There are many materials and techniques that can be utilized to conduct mask attacks. The
perpetrator has the ability to generate a precise representation of the legitimate user's facial
characteristics by capturing a 3D scan of their face. After obtaining the model, they can utilize
it to create a mask that closely resembles the face of the user with official permission.
Afterwards, the person carrying out the attack has the ability to show the facial recognition
system the manipulated image, leading it to falsely recognize it as the genuine appearance of

the authorized user.

To avoid mask-based scams, companies can adopt anti-spoofing methods like liveness
detection, which confirms the authenticity of the face shown to the facial recognition
software. To prove genuineness, Liveness detection may demand the user to exhibit specific

gestures, such as winking, tilting their head, or grinning, indicating that they are physically

10



present. Organizations have the option to employ multi-factor authentication techniques, like

integrating facial recognition with a password or a tangible security device.

Apart from anti-spoofing methods, organizations can implement alternative security measures
to deter mask attacks. An instance of this is the utilization of biometric innovations that can
identify artificial faces or masks through the scrutiny of their texture and other physical
characteristics. Another way to keep watch for possible wrongdoing is by utilizing security
cameras and other surveillance devices at entry points. This enables them to identify any

doubtful action.

Users need to understand the dangers of mask attacks and implement measures to safeguard
themselves, which is equally crucial. To ensure safety, it is advisable to refrain from posting
images or clips featuring oneself in public domains like social media. Additionally, utilizing
strong passwords along with multi-step verification techniques and keeping a keen eye on any
doubtful behavior related to your account are measures that need to be taken.

To put it briefly, a mask attack is an instance of facial spoofing where a specifically designed
mask or 3D-printed mask is used to trick a facial recognition system into allowing access to a
restricted system or location. In order to avoid mask attacks, companies can employ
countermeasures like liveness detection and additional security protocols, while individuals

can take care and implement appropriate safety measures to safeguard themselves.

Deepfake attack

A deepfake attack refers to a form of facial imitation attack that utilizes deep learning
algorithms to produce an incredibly realistic counterfeit video or photo of an individual's face.
By providing a multitude of images and videos of an individual to a machine learning
algorithm, one can generate deepfakes that are almost indistinguishable from genuine ones

[15]. The algorithm learns to create fresh images and videos that appear to be genuine.

The utilization of deepfake assaults has a diverse range of applications, including the
generation of false news or propaganda, the besmirching of particular individuals, and the
perpetuation of deception. One instance of harm from deepfake technology is demonstrated
when a criminal produces a fabricated video featuring a CEO making an important

announcement regarding company policy. This manipulated footage has the potential to
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influence the stock market in a negative way, as well as incite anxiety among both employees

and customers.

It is challenging to identify and thwart deepfake assaults since the produced visual media can
appear incredibly convincing and be nearly indistinguishable from authentic ones. To avoid
being targeted by deepfake attacks, entities can implement anti-spoofing procedures such as
liveness verification and biometric evaluation, which are capable of discerning minute
distinctions between authentic and artificial facial features. In addition to implementing multi-
factor authentication, they may employ access controls as another layer of security to

minimize the potential impact of successful attacks.

Smart strategies to guard against deepfake assaults include exercising caution when sharing
personal information online, refraining from using public social media accounts, and
remaining alert for any signs of dubious activity or suspicious communications. Smart
software applications are available to help detect deepfakes. Forensic analysis tools, for
example, can detect alterations in voice patterns or facial expressions that are often present in

deepfakes.

To put it simply, a deepfake assault is a form of facial impersonation that employs advanced

machine algorithms to craft extremely realistic false visuals or videos of an individual's face.
To thwart deepfake assaults, institutions can implement anti-spoofing methods and additional
security protocols, and individuals may safeguard themselves by exercising caution and

maintaining vigilance.

2.3 Face Spoof Detection Methods

Face spoofing refers to the practice of deceiving facial recognition systems through the use of
counterfeit materials or methods. The integrity of face recognition technology can be
breached by face spoofing attacks, which permit unauthorized individuals to gain access by
mimicking others. In order to reduce this threat, scientists and innovators are engaged in
creating techniques for detecting facial impersonations that can differentiate between

authentic and counterfeit faces. Here the face spoofing detection methods:
1) Texture-based methods

2) Motion-based methods
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3) Physiological-based methods
4) Deep learning-based methods
5) Fusion-based methods

It is important to mention that the field of detecting fake faces is continuously being
researched and improved to counteract the ever-changing fake face attacks. The success of a
particular approach is influenced by diverse elements such as the nature of spoofing assaults,
the attributes of datasets, and deployment conditions.

Public datasets like NUAA, CASIA-FASD, Replay-Attack, and SiW are frequently utilized

for evaluating and establishing standards for face spoof detection techniques.
Texture-based methods

Text-based techniques and methodologies are employed for the analysis and handling of
written information [27, 35, 41]. Various techniques are commonly utilized in tasks related to
natural language processing (NLP), encompassing activities such as information retrieval,
machine translation, sentiment analysis, text classification, and numerous others. In this

article, I will offer a broad introduction to techniques centered around written language:

1) The Bag-of-Words (BoW) Model is a technique for handling text by considering its
individual words or phrases as detached units, irrespective of how they are organized
or their grammatical construction. One way to approach this is by developing a
specialized set of words found within the corpus. From there, each document or
sample can be depicted as a vector containing sparse dimensions, each of which
corresponds to a vocabulary term, and values that signify either the word's frequency
or its presence in the document. Although BoW is uncomplicated, it does not
incorporate the progressive and constructional data found in text.

2) TF-IDF is a mathematical approach used to measure the significance of a word in a
collection or corpus of documents. It seeks to quantify how influential a particular
word is within a given text. Each word is assigned a weight based on its frequency
within the document (TF) and its rarity across the entire corpus (IDF). The TF-IDF
method aids in highlighting the importance of words that occur frequently within a
specific document but are infrequent in the entire collection of documents.

3) Word embeddings including Word2Vec, GloVe, and FastText use dense vector
representations to depict words in a continuous space. Sophisticated neural network
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models are utilized to acquire these embeddings by analyzing extensive collections of
written texts. Word embeddings capture the meaning and structure of words, enabling
models to comprehend similarities, analogies, and context within textual information.

4) The Recurrent Neural Networks (RNNSs) belong to the class of neural networks and
are particularly suitable for performing sequential data analysis. They have
demonstrated efficacy in the context of text analysis, thus emerging as a promising
option in this regard. By retaining an intangible state or internal memory, they are
capable of creating models that account for contextual information and dependencies.
LSTM and GRU are widely used types of RNNSs that tackle the vanishing gradient
challenge and enhance the representation of sequences over a long period of time.

5) Although primarily linked with visual analysis, Convolutional Neural Networks
(CNNs) are also applicable for undertaking tasks like text categorization and gauging
the emotional tone of text. Text-based CNNs make use of convolutions to detect
localized patterns and characteristics within word sequences or n-grams. The feature
maps generated are subsequently utilized in fully connected layers for either
classifying or conducting additional processing.

6) The field of NLP has been greatly enhanced by Transformer models like BERT and
GPT, which are based on the Transformer architecture. These models use self-
attention techniques to comprehend the contextual associations among words within a
sentence or document. Transformers are highly proficient in a multitude of natural
language processing activities, among them being language comprehension,
responding to inquiries, and computer-based language translation.

7) Topic modeling involves the use of algorithms, specifically LDA and NMF, to
uncover hidden themes or subjects present in a group of written pieces. These
techniques reveal the hidden pattern within textual information by using probability to
allocate words to topics and documents to a blend of topics.

8) The method of identifying and categorizing named entities within text data, including
individual names, locations, organizations, and other precise terms, is known as
Named Entity Recognition (NER). Sophisticated NER techniques such as rule-based
matching, statistical models, and machine learning are employed to identify and

classify named entities.

Motion-based methods
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Motion analysis or motion detection techniques, which are commonly referred to as motion-

based methods, have extensive usage in computer vision and video processing applications.

[29]. These techniques aim to extract useful information and draw conclusions by studying

the movements and dynamics of objects or areas in video sequences. Motion-related

techniques are of paramount importance in a range of endeavors, encompassing but not

limited to the monitoring of objects, identification of physical activities, observation of

activity through video footage, and the establishment of connections between humans and

computers. In this context, | aim to present a comprehensive summary of motion-oriented

approaches:

1)

2)

3)

4)

Optical flow pertains to how objects appear to move between successive frames in a
video sequence. It reflects the vector of displacement for every pixel or area between
successive frames. Optical flow estimation techniques, including Lucas-Kanade and
Horn-Schunck, utilize the analysis of changes in local image intensity and spatial
coherence between frames to monitor the motion of pixels. The process of optical flow
estimation enables the detection and analysis of movement characteristics and
behaviors of entities within recorded visual content.

Motion segmentation is the process of segregating sections of video frames by
analyzing their motion properties, resulting in distinct regions. This technique assists
in distinguishing mobile entities from both the surrounding environment and immobile
objects within the frame. Smart motion segmentation algorithms use the analysis of
changes in either pixel intensity or optical flow patterns over time to detect areas that
have a cohesive motion. Frequently applied approaches for motion segmentation
include clustering algorithms, graph cuts, and Gaussian Mixture Models (GMM).
Activity recognition involves utilizing motion-based techniques to identify and
categorize human movements or behaviors in a series of visual recordings. Activity
recognition models can detect particular actions, including walking, running, or
gesturing by scrutinizing the motion indicators like body parts' temporal dynamics,
speed, or trajectory. The employment of machine learning strategies such as Hidden
Markov Models (HMM), Recurrent Neural Networks (RNN), or 3D Convolutional
Neural Networks (CNN) is a frequent and established approach in the identification of
human actions.

Gesture recognition involves the analysis and comprehension of hand or body
movements as meaningful signals or directives. Sophisticated techniques that focus on

movement use the analysis of spatial and temporal attributes of motion paths, hand

15



gestures, or bodily positions to identify gestures. Numerous machine learning
methodologies including decision trees, Support Vector Machines (SVMs), and deep
learning models, have been employed for the purposes of classifying and
comprehending diverse manual actions.

5) The identification and monitoring of particular actions or events in video sequences
are facilitated through the application of motion-based techniques known as Action
Detection and Tracking. Action detection algorithms are designed to recognize
predetermined actions in a video, while action tracking methods monitor the
movement of objects or body parts to track the progress of the action. These
techniques are adaptable to various applications, including but not limited to analyzing
sports performance, monitoring video footage, or observing behavioral patterns.

6) Motion analysis techniques facilitate human-computer interaction that feels intuitive
and organic. Sophisticated technologies have the capability to understand hand, facial
expressions, and body movements performed by a user, which can be translated into
instructions or interactions. Motion-based interaction has gained tremendous

popularity in various fields, such as gaming, robotics, virtual and augmented reality.

Various strategies in computer vision and signal processing, such as trajectory analysis,
machine learning algorithms, feature tracking, optical flow estimation, and image
differencing, are employed by motion-based techniques. Intelligent techniques are
implemented to extract and evaluate the movement data present in video sequences for
acquiring valuable information on object kinetics, human movements, and interpersonal
communication. Their usage is notable in various areas such as monitoring, medical

treatment, amusement, and interaction between humans and technology.

Physiological-based methods

The aim of physiological-based techniques utilized for identifying face spoofing is to leverage
physiological indicators or responses to differentiate between genuine and counterfeit faces
[31, 46]. These techniques employ diverse physiological attributes or evaluations that are
challenging to mimic in deceptive attacks. It is feasible to identify genuine human presence
by examining these signals and differentiating it from fabricated or artificial efforts. In this
article, I will give a broad outline of the techniques that rely on physiological factors for

detecting fake faces.
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1)

2)

3)

4)

5)

6)

A method to identify attempts of deception is by examining blood flow patterns in the
face. Falsified facial features frequently exhibit abnormal blood circulation, resulting
in varied blood flow patterns in contrast to authentic faces. Techniques like
photoplethysmography (PPG) and near-infrared spectroscopy (NIRS) can be
employed for capturing blood flow signals and identifying irregularities linked with
spoofing attempts.

Thermal imaging is a process that entails recording and scrutinizing the heat
signatures produced by one's facial area. Real facial expressions demonstrate changes
in temperature resulting from the circulation of blood, breathing, and metabolic
activities. In general, fake faces made out of masks or printed images do not display
the usual thermal fluctuations. The identification of potential spoofing attempts can be
done by thermal imaging cameras or sensors which can detect these differences.
Liveness detection techniques are designed to identify and examine dynamic
physiological reactions that are difficult to mimic synthetically. Intelligent rewording:
Various forms of reactions are observed such as blinking, alterations in eye posture,
adjustments in pupil size or subtle facial expressions. It is feasible to distinguish
between real human presence and attempts to deceive by examining these ever-
changing attributes.

Electroencephalography (EEG) is a neurophysiological procedure utilized to measure
and record the electric impulses generated by the brain. This is achieved through the
placement of electrodes on the scalp. With its capability, it can discern unique patterns
of brainwaves that are associated with genuine cognitive processes and responses to
stimuli. One approach to detecting face spoofing involves using EEG methods to
examine how the brain responds to visual or cognitive tasks carried out by the
individual being tested.

One way to monitor the heart's electrical activity is by utilizing electrodes on the body
through a process called Electrocardiography (ECG). Through the analysis of heart
rate, heart rate variability, and other ECG characteristics, it is possible to distinguish
authentic faces from fake ones. Efforts to spoof often fail to replicate the typical
physical reactions exhibited by human faces, such as variations in heartbeat triggered
by emotional or physical factors.

Integrating physiological measures with visual or audio cues can boost the precision

and resilience of detecting face spoofing through multimodal fusion. Sophisticated
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multimodal fusion techniques combine data from various physiological signals or

reactions to offer a comprehensive assessment of the existence of living individuals.

Sophisticated sensors or hardware are frequently necessary to obtain and evaluate

physiological signals accurately in physiological-based approaches for detecting face

spoofing.

It should be emphasized that techniques based on physiological factors may have their

drawbacks, including the requirement for extra gear, susceptibility to external influences, or

variability among persons. Consequently, these techniques are frequently employed along

with additional facial spoofing detection methods like texture and motion analysis, as well as

deep learning-based techniques, to boost the overall system's performance and security.

Deep learning-based methods

The application of deep neural networks for identifying face spoofing has brought about a

major change in the domain, as these techniques have the capability to cleverly acquire unique

attributes from facial information [33, 37, 49]. These techniques are proficient in identifying

intricate patterns and subtle hints that differentiate real faces from fake ones. Sophisticated

techniques based on deep learning have made notable progress in detecting face spoofing:

1)

2)

The detection of facial spoofing is now commonly performed by Convolutional
Neural Networks (CNNs). By working with unprocessed facial images, they utilize
convolutional filtering, pooling operations, and nonlinear activation functions to
learn hierarchical representations in an automated manner. CNNSs are proficient in
identifying specific texture patterns and spatial relationships that are characteristic
of both real and fake faces. Fine-tuning pre-trained CNN models like VGGNet,
ResNet, or InceptionNet on face spoofing datasets, known as transfer learning, has
displayed encouraging outcomes in enhancing detection accuracy.

In dealing with video-based face spoofing scenarios, Recurrent Neural Networks
(RNNs) come in handy as they are capable of detecting patterns in sequential data
and temporal variations. They have the ability to record the changes and
progression of fake patterns over a series of frames. Typically, models like LSTM
or GRU are used to effectively capture long-term dependencies and model

sequential aspects of video data.
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3) Siamese networks are devised to acquire knowledge about the resemblance or
difference between two inputs. Siamese networks are capable of acquiring the
ability to assess and determine the likeness between an authentic facial image and
a deceitful one, in the field of identifying face forgery. During its training, the
network is instructed to accurately discern between real and fake pairs by
minimizing the gap between legitimate pairs and maximizing the gap between
deceptive pairs.

4) The efficacy of Generative Adversarial Networks (GANS) in identifying facial
spoofing has been demonstrated through the development of artificial face images
that emulate the characteristics of authentic face images with success. The
generator generates spurious or inauthentic samples, while the discriminator
endeavors to discern and identify the veritable ones from these spurious samples.
The networks responsible for creating and identifying fake face images are trained
through an adversarial approach, which results in the improvement of both
generating more believable images and detecting them accurately.

5) Capsule Networks offer an alternative to conventional CNNs by aiming to capture
the hierarchical connections between various entities within an image. Their
ability to replicate the spatial connections and viewpoint consistency of facial
characteristics renders them apt for the detection of face forgery. Capsule networks
utilize vector-based capsules to represent and encapsulate distinctive facial
attributes, effectively encoding their properties.

6) Ensemble methods are techniques that involve integrating multiple deep learning
models or architectures, with the aim of enhancing the ability of face spoofing
detection to perform well under different conditions, thereby improving its
resilience and generalizability. Sophisticated techniques utilizing deep learning to
detect facial spoofing necessitate vast annotated data sets in order to be trained
effectively. Moreover, these methods tend to profit from advancements in
processing power and hardware accelerators, like GPUs. To overcome the lack of
varied and well-balanced datasets for detecting fake faces, the utilization of data

augmentation and transfer learning techniques is frequently applied.

It is important to mention that deep learning techniques could encounter difficulties like
adversarial attacks, which involve creating fabricated samples to avoid the model's detection.
Current research is dedicated to creating strong and effective deep learning structures and

19



methodologies that are resistant to attacks of this kind and can operate effectively in various

situations involving spoofing.

Fusion-based methods

Fusion-based techniques utilized in face spoofing detection endeavor to merge data from

various sources or methods to enhance the precision and strength of the detection procedure.

These techniques are capable of accurately distinguishing between authentic and fake faces,

even in difficult situations, by combining complementary indicators or characteristics. Fusion

can happen at various stages, encompassing merging of characteristics, convergence at the

decision level, or amalgamation of scores [38, 42, 45]. In this article, | aim to give a broad

introduction to the fusion-based techniques implemented for detecting face spoofing:

1)

2)

3)

The integration of features from various sources or modalities to form a well-rounded
representation for face spoofing detection is known as feature-level fusion. One way
to combine information from facial images could be to amalgamate visual elements
with texture components, video-based motion features, or physiological attributes
measured by sensors. The combined elements of the features identify various aspects
of the fraudulent endeavor, which boosts the distinguishing ability of the system
designed to detect it.

Decision-level fusion involves merging the decisions or outputs of different classifiers
or detectors to arrive at a conclusive judgment on the genuineness of a face. Every
detector can target a particular facet of facial spoofing, such as scrutinizing texture,
gauging motion, or examining physiological reactions. Different methods like
majority voting, weighted voting, or Dempster-Shafer theory can be implemented to
consolidate the decisions and provide a conclusive forecast during the fusion process.
Score-level fusion combines the confidence scores or probabilities produced by
several classifiers or detectors for detecting face spoofing. Every classifier generates a
score indicative of the probability of a face belonging to a real person or being a fake.
Various methods can be employed for the purpose of fusion, including approaches like
weighted averaging, maximum rule, minimum rule, or logistic regression. The
consolidated score serves as a comprehensive measure of belief in the forecast and can

serve as the deciding factor.
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4) To detect face spoofing, various sources of information, such as visual, audio, and
thermal sources, are combined using multimodal fusion. As an illustration, combining
facial visuals with auditory indications like speech or voice features, or thermal
signatures obtained through thermal imaging is possible. The combination of various
forms of data enhances the system's ability to withstand fraudulent attacks and
elevates its precision in identifying such occurrences.

5) The Hybrid Fusion paradigm encompasses the amalgamation of distinct fusion
methodologies, including feature-level, decision-level, and score-level fusion. The
hybrid fusion strategy aims to combine and analyze data from various levels of
abstraction and decision-making with the objective of creating a face spoofing
detection system that is highly reliable and accurate.

Sophisticated tactics and methods are required for fusion-based approaches to properly
integrate data. The fusion approach chosen lies on factors such as the data that is accessible,

the modalities involved, and the specific needs of the application.

By utilizing information from various sources or modalities, fusion-based techniques have
proven to be more effective than single-modal approaches in improving performance. These
techniques strengthen the effectiveness of facial counterfeiting identification systems by
detecting a wide range of fraudulent methods and adapting to changes in fraudulent attacks.

It should be emphasized that in utilizing fusion techniques, meticulous planning and fine-
tuning are necessary, taking into account the input data properties, the effectiveness of each
individual detector, and the fusion methods employed. Moreover, the efficiency of face
spoofing detection systems that utilize fusion is greatly affected by the accessibility as well as
the superiority of data obtained from various modalities.

To put it briefly, tactics that rely on fusion to detect face spoofing utilize a variety of inputs or
modes, including visual, audio, thermal, and physiological signals, to enhance the precision
and resilience of identification systems. Intelligent techniques are utilized to combine
different sources of data and decision-making approaches in order to attain dependable and

efficient identification of facial spoofing.
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2.3 Previous Works on Face Spoofing Detection

Numerous strategies have been suggested to tackle the issue of recognizing face spoofing,
such as conventional procedures utilizing manually created characteristics and modern

techniques employing deep neural networks for machine learning.

Traditional techniques for detecting face spoofing, such as LBP and HOG, have been
extensively employed. An instance of this can be seen in the work of Chingovska et al. A
technique using LBP characteristics was introduced by (2018) to identify print and replay
attacks [3]. They were able to achieve detection rates of 87.5% and 94.5% on the Replay-
Attack dataset. Likewise, Boulkenafed et al. also... In 2017, a technique utilizing HOG
features was introduced to identify fraudulent activities. They were able to attain a detection
precision rating of 96.9% based on the CASIA-FASD dataset [18].

In recent times, empirical evidence has demonstrated that deep neural networks, including
Convolutional Neural Networks (CNNSs), exhibit higher levels of efficacy compared to
conventional techniques in detecting counterfeit facial representations. One instance would be
the study conducted by Liu et al [11]. In 2018, a technique was introduced utilizing a residual
network (ResNet) design within a CNN approach, facilitating the detection of print, replay,
and 3D mask attacks. They were able to attain a detection accuracy of 97.0% on the OULU-
NPU dataset on average. In the year 2019, a novel approach was introduced which utilizes a
two-stream convolutional neural network to integrate spatial and temporal information. The
researchers were able to achieve a detection precision rate averaging at 98.3% during the
employment of the SiW-M dataset [12].

Furthermore, face spoofing detection has also been accomplished by utilizing other types of
complex neural networks, including RNNs and GANSs, in addition to CNNs. An instance is
when Yang et al [25]. In 2015, a technique was introduced that utilizes a two-stream RNN to
identify deceitful actions such as print, 3D mask and replay attacks by incorporating both
spatial and temporal data. They attained an average identification precision of 97.2% on the
OULU-NPU data collection. Li et al. In 2011, a technique was suggested involving the use of
a GAN to produce simulated images of authentic and counterfeit faces with the aim of
enhancing the system's resilience. They were able to attain an average detection precision of
98.6% when testing on the SiW-M dataset [44].

Wang et al. (2018), it was suggested that a sophisticated method based on deep learning could

be used to identify face spoofing - the practice of using false images or videos of faces to

22



elude facial recognition systems [7]. Conventional approaches to counter face spoofing using
manually crafted characteristics lack the ability to efficiently adapt to various datasets and
forms of assaults. The suggested model merges binary or auxiliary supervision with CNNs to
detect fraudulent attempts on the face. The method of binary supervision teaches the CNN
how to differentiate between genuine and fraudulent facial photographs, while the auxiliary
supervision method instructs the CNN on estimating the kind of assault. Intelligent blending
of these two supervision forms allows the suggested approach to outperform conventional
approaches solely reliant on binary supervision. The strategy employed by the authors was put
to the test on three standard datasets: OULU-NPU, CASIA, and Replay-Attack. Their
technique demonstrated a remarkable level of achievement, surpassing all previous
benchmarks on the three datasets. Furthermore, they carried out an experiment to examine the
efficiency of various training techniques through ablation. The integration of both binary and
auxiliary supervision proved crucial in enhancing the model's resistance to various forms of
intrusion. The authors demonstrated the superiority of their approach over other cutting-edge
techniques by comparing detection accuracy and false positive rate. After conducting a more
in-depth analysis, they discovered that the selection of the optimizer and learning rate had a

substantial influence on the model.

2.4 Artificial Neural Networks

The artificial neural network, commonly referred to as ANN, is a machine learning system
designed to imitate the structural organization and functional processes of neural networks
that occur in the human brain. The system comprises an extensive network of interconnected
neurons known as processing elements, organized into various layers. Each layer of neurons
receives input from the preceding layer and employs it to generate an output destined for the
following layer.

One approach known as backpropagation is utilized for teaching these networks, which
involves introducing the system to input information and then calculating the difference
between the anticipated and real results. The inconsistency is then employed to refine the
links between the nerve cells. Complex systems and phenomena in various scientific domains,
including neuroscience, physics, and biology, are effectively replicated by utilizing these
models.
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2.4.1 Neurons and activation functions

The basic components of artificial neural networks are neurons, which are designed to
replicate the behavior of neurons in the human brain. Neurons receive input signals and
generate an output signal, which can further serve as input for other neurons within the
network [47].

A mathematical formula is used to depict a neuron in a neural network. This formula receives
one or more inputs, performs a transformation on them, and generates an output. The
activation function is the mathematical function that is most frequently used in neurons. The
outcome of a neuron is established through a weighted total of its inputs, aided by an

activation function [22].

One possible way to represent the mathematical formula of a neuron is outlined below:

y = £(2(i=1 to n) wi xi + b)

Figure 2.4: Formula of a neuron
where:

e y s the output of the neuron

o fis the activation function

e W is the weight associated with each input
e X s the input to the neuron

e bis the bias term

By adding the bias to the product of input signals and their corresponding weights, the
neuron's overall input is computed. The neuron's output is generated by the activation

function after it processes the entire input.

A depiction of one neuron containing two inputs is presented visually:
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Figure 2.5: A single neuron with 2 inputs

To clarify, x1 and x2 serve as the inputs for the neuron, while each corresponding input is
assigned a weight, wl and w2 respectively. Additionally, the bias term is represented as b.
The sum of the neuron's input weights and values, added to the bias term, is calculated as

Y (i=1 to 2) wi xi + b. Y is the ultimate result obtained from the application of the activation

function f on the aforementioned outcome.

Neural networks offer a wide variety of activation functions to choose from. These are a
handful of the most prevalent ones:

Sigmoid Function:

The sigmoidal activation function is widely used for transforming input values into values

ranging from 0 to 1. Expressed mathematically, it takes the form of:

f(x) = L+ e™(-x))

Figure 2.6: Formula of Sigmoid Function
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Figure 2.7: Plot of the Sigmoid Function

The sigmoid function, referred to as the logistic function, is often employed as a preferred
choice for the output layer in neural networks that are specifically tailored to address tasks
associated with binary classification. The aim is to produce a likelihood value that lies

between the numbers 0 and 1 [23].

ReLU (Rectified Linear Unit) Function

The rectified linear unit (ReLU) has gained popularity as an extensively utilized activation
function within neural networks. If the value of the input exceeds zero, the corresponding
output will coincide with it. However, in the event that it falls below this threshold, the output
will instead assume a value of zero. The rectified linear unit (ReLU) function can be

mathematically represented as follows:

f{x) = max(D, x)

Figure 2.8: Formula of the ReL.U function
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Figure 2.9: Plot of the ReL U function

The computational efficiency of the ReLU function enhances the speed of neural network
training. One potential challenge that can arise in neural networks is the issue of "dying
ReL.U." This occurs when a few neurons stop functioning and generate a zero output, making

the learning process for the network more challenging.

Softmax Function

The softmax function is popularly utilized in neural network output layers to solve multiclass
classification inquiries by generating a likelihood distribution of a group of categories. The
softmax function ensures that the sum of the transformed input values, which lie between the
range of O to 1, always adds up to 1. Its representation in mathematical terms can be
expressed as:

f{x_1i) = e™(x_1) f 2(j=1 to K} e™(x_7j)

Figure 2.10: Formula of the Softmax Function

27



where:
X_1 is the input value for class i
K is the total number of classes

The softmax algorithm generates a likelihood distribution across the range of categories,
assigning a value between 0 and 1 to each class, with the total sum of all values being
equivalent to 1. This is a graphical representation of the softmax function:

Softmax Activation Function

1.0+

-1.0

Figure 2.11: Plot of the Softmax function

In order to determine the likelihood of an input being allocated to each respective
classification, it is customary for the output layer of a neural network intended for multiclass
classification to utilize the softmax function.

The adaptability of intelligent neural networks is vast, as modifications to their design and
parameters allow them to be customized for different sets of problems. One of the possible
adjustments that can be carried out is opting for a suitable activation function.

2.4.2 Neural Networks Architecture
The composition of a neural network encompasses its layered architecture, the quantity of
neurons embedded within each layer, and the intricate interconnections among them. There

exist distinct neural network architectures, each exhibiting unique merits and limitations.

CNNs are frequently employed for the analysis of images and videos in neural networking.
The process involves using convolutional layers to employ filters on the input data for the
purpose of extracting characteristics, followed by pooling layers that decrease the output's
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complexity. CNNs possess the ability to acquire the skill of identifying distinctive features in

pictures including contours, surface details, and structures.

Recurrent neural networks (RNNSs) are frequently employed in the domains of natural
language processing and sequential data analysis. The present structure is characterized by
sequential stages that enable it to retain a recollection of anterior inputs, thereby facilitating
the prospect of future outcomes. Recurrent Neural Networks possess the ability to achieve
proficiency in generating textual or verbal sequences, accomplishing bilingual translation, and

categorizing time-series data.

Commonly employed for the generation of visual content including images and videos, are
the Generative Adversarial Networks (GANSs). This comprises of dual networks which consist
of a generator network that is designed to understand the process of creating fresh images and
a discriminator network that is intended to recognize the difference between authentic and

fabricated images.

The efficacy and efficiency of a neural network can be greatly influenced by its design or
configuration. The selection of the appropriate architecture is contingent on the task's

particulars as well as the characteristics of the data being represented.

2.4.3 Convolution

Convolution pertains to a mathematical process which involves the utilization of two
functions, typically a signal and a filter, and generates a third function that characterizes the
intersection between them. The mathematical depiction of the process is presented in the

following manner:

(f * g)(t) = [F(r)g(t-T)dr

Figure 2.12: Formula of convolution

The given equation involves two input functions, denoted by 'f' and 'g', and the convolution
operation is performed using the symbol *'. The variable of integration is 't', whereas the
integral is performed with regard to all potential values of 't'. At time 't', the function (f * g)(t)

denotes the intersection between the functions 'f' and 'g’.
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Convolution is a signal processing technique that involves the application of a filter or kernel
to a signal that changes over time. Usually, a time-varying set of coefficients is used as a
small window for filtering, while the process of convolution generates a fresh signal that
mirrors the filtered form of the original signal. Mathematically speaking, one can represent

the purified signal in the following manner:

Vi = {x * h) = ix h

Figure 2.13: Formula of filtered signal

This equation involves the input signal, designated as 'x', the filter which is represented by 'h',
and the convolution operation that is indicated by *'. The output signal at any given time,
denoted by 'n', is dependent on the sum of all potential values for 'k'. At time 'n’,'y" is the

modified form of the original signal 'x' after being filtered.

Convolution is a technique used in image processing to administer a kernel or spatial filter to
an image. Usually, a filter is a tiny panel of coefficients that differ in placement, and by
applying the convolution process, a fresh picture emerges, showcasing how the original image

has been filtered. The mathematical expression representing the filtered image is as follows:

Figure 2.14: Formula of filtered image

The equation uses symbols such as 'f' for input image, 'h' for the filter, and "*' to represent the
convolution operation, while '(i,j)' stands for the spatial indices of the output pixel. The
double sum covers all potential values of '(m,n)'. The filtered version of 'f' at the spatial

location '(i,j)' is represented by the resulting pixel 'g[i,j]'.

Standard convolution
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Figure 2.15: Using a 3 x 3 filter with no padding on a 5 x 5 image with multiple layers.

Generating an image of 3 x 3 dimensions with a single layer.

By modifying its characteristics, the filter can be tailored to different filtering objectives, such
as smudging, elevating, or recognizing borders. The process of convolution plays a crucial

role in complex operations such as the extraction of features in neural networks.

2.4.4 Convolutional Neural Networks (CNNs)

Convolutional Neural Networks (CNNSs) have been developed to effectively analyze grid-like
and sequential data, such as images. They represent a specialized form of artificial neural
networks, constituting a distinct category in this field. Convolutional Neural Networks
(CNNs) have demonstrated exceptional efficacy in diverse computer vision applications such
as object detection, image classification, and image segmentation, consequently, attaining

extensive recognition in this domain [6, 9, 47].

CNNs are modeled after the visual system found in nature and comprise numerous layers that
encompass convolutional, pooling, and fully connected layers. CNNs are structured in a
manner that enables them to accurately identify and capture patterns of a local and spatial

nature in the input data.

The convolutional layer is a crucial element in the construction of CNNs. Convolutional
layers employ a set of flexible filters known as kernels to handle the input data, which are
shifted in a sliding window fashion. Every filter has the task of identifying a distinct
characteristic or design among the given input. The process of convolution comprises of
multiplying each element of a filter with corresponding elements of a small area of the input
and then adding the products. The procedure is replicated throughout the input volume
comprehensively, resulting in a feature or activation map that identifies the existence of

diverse features in different spatial areas.

A prevalent technique involves adding pooling layers following convolutional layers to
minimize the intricacy of feature maps while maintaining significant spatial data. Max
pooling is a commonly employed pooling method that diminishes feature map dimensions by
choosing the highest value within close proximity. Pooling improves the network's resilience

against minor variations and changes in the input.
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Convolutional Neural Networks (CNNSs) consist of multiple convolutional layers that are
combined with pooling layers. Consequently, the network architecture culminates in a series
of densely interconnected layers, imparting a thorough and conclusive design to the system.
The initial phases of a convolutional neural network (CNN) are responsible for recognizing
elemental components, such as lines and patterns. Subsequently, the later layers of the

network are engaged in the identification of more intricate and abstract features.

A method known as backpropagation is utilized to optimize the parameters of a CNN by
using a vast labeled dataset for training purposes. The process of backpropagation involves
the computation of the gradients of a neural network’s parameters in relation to a loss
function. Subsequently, optimization algorithms, such as stochastic gradient descent, are

employed to modify these parameters.

CNNs have a significant benefit in that they can acquire hierarchical representations from raw
input data without requiring manual feature engineering. This means that they have the
capability to learn on their own. Convolutional layers have shared weights and local

connectivity that enable CNNs to process large input sizes with computational efficiency.

CNNs have become a fundamental tool in areas such as autonomous driving, image
identification, and medical imaging as they have demonstrated exceptional efficiency and are

now recognized as the most advanced technology in several computer vision applications.

In essence, CNNs are unique neural network designs tailored to process grid-based data, with
special attention to images. Due to their utilization of convolutional, pooling, and fully
connected layers, Convolutional Neural Networks (CNNs) exhibit exceptional performance in
a diverse range of computer vision tasks by means of extracting and learning complex

features from the input data automatically.

2.5 Convolutional Neural Networks (CNNs) for Face Spoofing Detection

CNNs have been broadly utilized for confront spoofing location due to their capacity to
memorize complex highlights directly from crude pictures. The convolutional neural network
(CNN) is a complex architecture comprising various fundamental layers, such as

convolutional, pooling, and fully connected layers [13].

Within the setting of confront spoofing location, CNNs can be prepared on a huge dataset of

genuine and fake confront pictures to memorize discriminative highlights that can recognize
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between them [14]. Different CNN structures have been proposed for confront spoofing
location, counting AlexNet, VGG, ResNet, and MobileNet.

For illustration, a think about by Tan et al. (2018) proposed a CNN-based strategy that
employments a altered VGG engineering to identify print, replay, and 3D cover attacks [34].
They accomplished an normal discovery precision of 98.9% on the OULU-NPU dataset. So
also, a ponder by Zhang et al. (2020) proposed a strategy that employments a ResNet-50
engineering to distinguish print and replay assaults. They accomplished an normal discovery
exactness of 99.6% on the Replay-Attack dataset [44].

CNNSs have too been utilized in combination with other strategies, such as exchange learning
and information expansion, to progress the execution of confront spoofing detection [12]. For
illustration, a ponder by Li et al. (2019) proposed a strategy that employments a MobileNetV3
design combined with exchange learning and information increase to identify print, replay,
and 3D cover assaults. They accomplished an normal discovery exactness of 99.3% on the
OULU-NPU dataset [12].

2.4 Evaluation metrics for face-spoofing detection

When assessing the efficacy of a counterfeit framework detection technique, various metrics
are routinely utilized. There are two types of performance measurements: one for classifying

and the other for specific attacks.

Classification execution measurements assess the in general execution of the framework in
terms of its capacity to recognize between real and fake faces. The foremost commonly
utilized measurements in this category are precision, accuracy, review, and F1 score [3]. The
measure of precision evaluates the frequency of correct identification of genuine tests, while
the measure of correctness evaluates the frequency of correct identification of counterfeit
tests. The precision metric is utilized to assess the accuracy of identifying legitimate tests,
measured as the percentage of correctly classified instances. On the other hand, the F1 score is

calculated by combining both precision and recall measures.

The evaluation of a system's ability to differentiate between specific types of attacks, such as
print, replay, and 3D mask attacks, is accomplished through attack-specific execution
measurements. This approach assesses the capacity of the system with regards to targeted
attacks [13]. The most frequently employed metrics in this group consist of APCER, BPCER,
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and DER, which measure the rates of various types of errors in assault introduction
classification and bona fide introduction classification. APCER measures the rate of assault
tests that are misclassified as bona fide tests, whereas BPCER measures the rate of bona fide
tests that are misclassified as assault tests. DER is the normal of APCER and BPCER and

measures the in general execution of the system [18].
Accuracy

The assessment of correctness in the predictions made by a model is frequently evaluated
using accuracy, a widely employed appraisal metric in machine learning. It measures the
percentage of accurately labeled examples in a given dataset by dividing the number of
correctly classified instances by the total number of instances. When the dataset is well-
balanced and the classes are evenly distributed, accuracy becomes an especially beneficial

factor.
The accuracy can be computed using the following calculation:

In order to measure accuracy, one must count the number of accurate predictions and divide
by the total number of predictions made: Accuracy = (Number of Correct Predictions) / (Total
Number of Predictions)

In this context, "Number of Correct Predictions™ indicates how many instances were
accurately categorized by the model. On the other hand, "Total Number of Predictions™
encompasses all instances that were categorized, regardless of whether the categorization was

correct or not.

Precision offers a clear indication of the effectiveness of a model in accomplishing a
particular job. The percentage is used to represent the accuracy level, which falls within the
range of 0% (denoting no accurate predictions) to 100% (implying all predictions are correct).

It is important to understand that relying solely on accuracy may not give a complete
assessment of model performance, particularly when dealing with imbalanced datasets or
situations where errors have different degrees of impact. If such situations arise, it may be
more informative to use additional assessment measures such as precision, recall, F1 score, or
AUC-ROC.

In the case of an imbalanced data set with a scarcity of positive class instances, a classifier

may achieve high accuracy by predicting all cases as the majority negative class. However,

34



this approach is not effective in identifying the positive class, resulting in poor overall
performance. If situations arise, then the precision, recall, or F1 score are better options to
comprehend the model's efficacy in a more sophisticated manner.

Choosing the right evaluation metrics is essential in order to accurately assess the
performance of a model in relation to the particular problem domain, characteristics of the

data, and goals of the machine learning task.

Precision and Recall

Evaluation metrics, such as precision and recall, are frequently employed in machine learning,
particularly when dealing with classification duties. One can gain valuable understanding
about a model's effectiveness, especially when faced with unbalanced data or variable
consequences of mistakes, by reviewing these insights.

Precision is a metric that examines the percentage of accurately predicted positive samples
(true positives) in relation to the total number of positive predictions. It measures the capacity
of the model to accurately predict positive outcomes. To determine precision, one can utilize a

specific mathematical equation.

"True Positives" denotes the number of positive instances that are accurately identified, while
"False Positives™ indicates the number of negative instances that are mistakenly identified as
positive.

The metric known as recall, sensitivity, or true positive rate calculates the ratio of correctly
predicted positives to the overall number of positive instances. It measures the model's
capacity to accurately identify samples that are positive. The procedure to calculate recall

involves:

To calculate the rate of successful predictions, use the Recall formula which involves dividing
the number of correctly identified positive results by the sum of correctly and incorrectly
identified positive results.

The term "True Positives"” denotes the number of cases that are accurately identified as
positive, while "False Negatives" represents the number of cases that are wrongly classified as

negative despite being positive in reality.

35



The metrics of precision and recall are interdependent, and striking a balance between them
can be challenging. Raising the standard for identifying a case as affirmative could potentially
improve accuracy, but could also lower the ability to retrieve relevant data. Conversely,

lowering the standard might boost recall, but impair precision.

F1 score

This becomes particularly advantageous in scenarios where datasets are unevenly distributed

or in situations where the ramifications of inaccurate positive or negative results vary.

The F1 score represents the harmonic average of both precision and recall values. The F1

score can be computed using the given formula:

The F1 Score can be expressed as twice the product of Precision and Recall, divided by their

sum: F1 Score = 2 * (Precision * Recall) / (Precision + Recall)

The word "Precision” pertains to the percentage of correctly predicted positive samples (true
positive predictions) compared to the total number of positive predictions, while "Recall™
pertains to the percentage of actual positive samples compared to the total number of true

positive predictions.

The F1 score's sensitivity to situations where either precision or recall is significantly lower
than the other is increased due to the harmonic mean's emphasis on low values. The F1 score

operates within a scale of 0 to 1, where a value of 1 signifies ideal precision and recall.

The F1 score is highly useful in situations where finding a middle ground between precision
and recall is critical. To illustrate, consider a situation where medical diagnosis is involved. A
F1 score that is high will suggest a model that is precise in identifying instances of ailment
(high precision), while also being efficient in capturing a vast majority of the positive cases
(high recall).

It should be emphasized that the F1 score may not be the most suitable measure in every
situation. In certain situations, the relevance of precision or recall may depend on the

particular objectives and requirements of the problem at hand.

An effective way to evaluate imbalanced datasets with unequal number of instances across
different classes is by utilizing the F1 score, which takes into account the performance of each

class and gives a more holistic assessment.

36



To put it simply, the F1 score is a useful evaluation criterion that considers both precision and
recall to offer an equitable evaluation of a model's effectiveness. This is especially
advantageous when there needs to be a balance between accuracy and comprehensiveness,
and it assists in measuring the success of the model in separating different categories,

particularly when there is an uneven distribution.

Confusion Matrix

A table known as a confusion matrix provides a summary of a classification model's
effectiveness by presenting the number of true positives (TP), true negatives (TN), false
positives (FP), and false negatives (FN) predictions. It gives a detailed perspective on the

model's accuracy in categorizing cases among various groups.

A typical confusion matrix consists of two dimensions that depict the anticipated categories
and the factual categories. An instance of a confusion matrix for a two-class classification

dilemma is presented below.

Positive | Negative |

Figure 2.16: Confusion matrix for a two-class classification

The confusion matrix is split into four sections or quadrants:

1. A correct positive classification is termed as True Positive (TP).

2. True Negative (TN) refers to instances that are rightly identified as negative.

3. A False Positive (FP) is when instances are wrongly classified as positive, which is
also known as a Type | error.

4. Instances that are inaccurately classified as negative (Type Il error) are referred to as
False Negatives (FN).
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Various performance metrics can be obtained by analyzing the values present in the confusion

matrix.

The measurement of accuracy involves calculating the ratio of accurately classified instances

to the overall number of instances. The calculation is made in the following manner:

One way to express this information in a different way is: The formula for determining
accuracy involves adding the number of true positives and true negatives, then dividing by the
sum of true positives, true negatives, false positives, and false negatives: Accuracy = (TP +
TN)/ (TP + TN + FP + FN)

The measurement of a model's accurate prediction of positive instances can be referred to as

precision. The calculation involves:

The precision of a system can be calculated by dividing the true positive results by the sum of
true positives and false positives: Precision = TP / (TP + FP)

Sensitivity or True Positive Rate is the recall metric that evaluates the model's ability to
correctly identify positive instances. The calculation involves:

The formula Recall can be expressed as the division of TP by the sum of TP and FN: Recall =
TP /(TP + FN)

The capacity of the model to accurately recognize negative instances is gauged by specificity,

also referred to as true negative rate. It is computed by:

The degree of specificity can be determined by dividing the true negative results by the sum

of true negative and false positive outcomes: Specificity = TN/ (TN + FP)
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Figure 2.17: Confusion matrix table

These parameters offer valuable information on various facets of the model's functionality. In
terms of performance evaluation, accuracy provides a general assessment of accuracy,

whereas precision and recall concentrate on accuracy within a particular category.

Moreover, specific situations can benefit from the utilization of other measurements obtained

from the confusion matrix, such as the false positive rate (FPR) and false negative rate (FNR).

Using a heatmap or a bar chart to represent the confusion matrix can enhance comprehension
of the way predictions are spread over various categories and can reveal any irregularities or

incorrect classifications.

In summary, the confusion matrix is a valuable instrument for evaluating and comprehending
how effectively a classification model performs. It presents an extensive analysis of forecasts

and facilitates the computation of diverse performance measurements.
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3. Methodology

This section shall explicate the methodology utilized in the development of a face-spoof

detection system founded on convolutional neural networks (CNNSs).

3.1 Dataset Selection

The choice of dataset is crucial for training and evaluating a face spoofing detection system.
The dataset should be diverse enough to cover different types of attacks and should have a
sufficient number of samples to ensure robustness and generalization [48]. In the present
investigation, datasets were employed for the training and assessment of a face spoofing
detection system that relied on convolutional neural network (CNN) techniques. In the present
study, a total of 1,081 real and 960 fake images were employed. The superiority of the data
was utilized for model training, whereas the residual portion was allocated towards testing
objectives. 2 streams are used to extract features. For the first stream, grayscale versions of all
the images are created and put into proper folders. Then these images are used to extract face
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3.2 Data Labeling and Refining

The efficacy of a machine learning model primarily relies on the caliber and volume of data
utilized during training. Having a comprehensive and varied collection of data that
encompasses various forms of spoofing attacks, as well as variations in lighting, posture, and
facial expressions, is vital for effective face-spoof detection. Gathering and providing notes

for a dataset of this kind can pose a difficulty and consume a significant amount of time.

In this study, | utilized the Face Anti-Spoofing Dataset, which encompasses both genuine and
fraudulent images. The dataset contains 1,081 real images and 960 fake images obtained
through various attack methods such as printed photographs, among others. In order to
broaden the scope of the dataset, data augmentation techniques such as random rotation,

scaling, flipping, and cropping were utilized.

To label the dataset, | followed the standard protocol for face-spoof detection, where each
sample is labeled as either real or fake. | manually inspected each sample to ensure that it was
correctly labeled. The process of attributing labels to a vast dataset may be susceptible to
inaccuracies, thereby necessitating the refinement of such labels to enhance the precision of

the model.

I color-matched the images to simplify the process. The colorspace can either be 'hsv' or
'yereb'. | standardized the image pixel values and converted them into a NumPy array for
output. If the “colorspace’ is set to "'hsv", then the function converts the input image from the
BGR colorspace to the HSV colorspace using the “cv2.cvtColor()" function from the OpenCV
library. Then the image is normalized to ensure that all pixel values fall between 0 and 1. In
the case of the HSV colorspace, the first channel of the image (which represents the hue) is
divided by 180 to ensure that its values fall between 0 and 1. The second and third channels
(which represent the saturation and value, respectively) are divided by 255 to ensure that their
values also fall between 0 and 1. If the “colorspace’ is set to "'ycrch', then the function
converts the input image from the BGR colorspace to the YCrCb colorspace using the
“cv2.cvtColor()” function. The input image's pixel values are adjusted by the function in a way
that guarantees their range falls between 0 and 1. The dimensions of all the images have been

adjusted uniformly, making them 128 pixels wide and 128 pixels height.
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3.2.1 Training Dataset

To evaluate how well the model performed, | separated the dataset into two parts - one
allocated for training and the other for testing. | partitioned the dataset into two segments for
training and testing - 80% for the former and 20% for the latter. The division was conducted
in a haphazard manner, guaranteeing that both the training and testing sets possessed a

comparable proportion of real and fake instances.

The dataset for training comprises 864 real images and 768 fake images. To expand the
training dataset, | implemented data augmentation methods like random crop, flip, and
rotation. To prevent prolonged training, | employed the technique of early stopping, allowing
for a maximum of 10 epochs without improvement in validation set performance before

halting the process.

3.2.2 Testing Dataset

The group of images used for testing comprises 217 authentic images and 192 fake images.
To evaluate the model's effectiveness on new, unseen data, | utilized this dataset. | presented
the findings in regards to their levels of accuracy, precision, recall, and F1-score.

3.3 Model Architecture

To conduct this research, | employed a facial spoof recognition system that was dependent on
the Convolutional Neural Network (CNN) technology. CNNs have exhibited remarkable
effectiveness in various computer vision tasks, including object detection and facial

recognition.

3.3.1 Convolutional Neural Network
The Convolutional Neural Network (CNN), a prevalent neural network, is extensively
employed to perceive images and videos. The system consists of various levels that acquire

distinct image attributes by performing convolution and pooling procedures [15].

Usually, the initial layer of a Convolutional Neural Network employs a convolutional layer

which utilizes certain kernels or filters to process the input image. The convolutional layer
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produces feature maps that indicate the occurrence or non-occurrence of specific features

within the input image.

This procedure employs two streams. In the first stream, RGB photos are converted to
grayscale images, and then facial reflection characteristics are recovered. The second stream
extracts face color characteristics from RGB photos. These two traits are then combined and

used to detect face spoofing.

In general, it is common to utilize a pooling layer subsequent to a convolutional layer with the
objective of reducing the dimensionality of the feature maps, thereby increasing the
computational efficiency of the model [16]. The predominant strategy for conducting pooling
in many applications involves the implementation of max-pooling, which entails the

identification and selection of the maximum value within a defined range.

The pooling layer's result is then introduced to completely connected layers that are
accountable for categorizing the input image eventually. The ultimate result is produced by
the completely interlinked layers using a progression of matrix products and application of

activation functions.
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Figure 3.5: Complete CNN Architecture
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Figure 3.6: Neural network with many convolutional layers

Convolutional neural networks (CNNs) have demonstrated remarkable effectiveness in a
range of computer vision tasks, encompassing image classification, facial recognition, and
object detection. Convolutional Neural Networks (CNNSs) have garnered success owing to
their inherent ability to extract pertinent features from unprocessed input data automatically.
This eliminates the requirement for manual feature engineering, thereby largely streamlining

the process.

Here, firstly I imported some necessary libraries, including numpy, pandas, matplotlib, and
Keras. Then, | imported some additional libraries for image processing, including OpenCV,
0s, PIL, and tgdm. Then imported specific components from the Keras library, such as Dense,
Flatten, Conv2D, Dropout, Activation, MaxPooling2D, BatchNormalization, and
ImageDataGenerator. To establish connected layers, one can employ Dense, while Conv2D
generates convolutional layers. MaxPooling2D shrinks the feature maps derived from
convolutional layers, and Dropout counteracts overfitting. Activations can be included in
layers by implementing Activation, and BatchNormalization normalizes previous layer
activations within each batch. Lastly, Flatten's function is to flatten convolutional layer
output. The Sequential model in Keras allows for the creation of a neural network by adding
layers one after the other in a specific sequence. The ImageDataGenerator module is
commonly employed to facilitate an expeditious, on-the-fly augmentation of data and

preprocessing of image inputs in the course of neural network training.
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Finally, I imported the random library which is a Python library that provides tools for
working with random numbers and random processes. In the context of machine learning, it

can be used for randomly shuffling data during training, for example.

3.3.2 Layers of CNN

Here are the common layers used in a CNN:

1. Convolutional Layer: Usually, the initial stage of a CNN incorporates a convolutional
layer, which utilizes a collection of filters or kernels to process the input image. The filters
identify distinct attributes in the image, like outlines, angles, or variations in color, and

produce an array of characteristic maps as results.
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Figure 3.7: Usage of Kernel

The mathematical representation of the convolution operation is as follows:

M N
Output(i,j) = z Z Input(i + m,j + n) * Filter(mnn) + Bias
m=1 n=1
where:

e The value of the output at the position (i, j) within the feature map is represented by
Output(i, j).

e The input value located at the position (i+m, j+n) in the input data is denoted by
Input(i+m, j+n).

e The value of the weight located at position (m, n) in the filter is represented by
Filter(m, n).

e A non-mandatory bias term can be included in the outcome, also referred to as bias.
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The dimensions of the resulting feature map are influenced by the input size, filter size, and
stride chosen for the convolution operation. The stride determines the distance of each step
that the filter takes while traversing the input. The output feature map is impacted by the

spatial downscaling or upscaling effect that is determined.

Besides performing the convolution operation, a convolutional layer usually comprises of

other significant elements like padding and activation functions.

Following the convolution process, a specific activation function is employed to incorporate
non-linear elements into the system at each individual element. The Rectified Linear Unit
(ReLU) is the most frequently employed activation function in CNNs, characterized by its

definition as:
ReLU(x) = max (0, x)

The utilization of ReLU enhances the capacity of the network to comprehend intricate
connections and boosts its aptitude for acquiring knowledge and generalizing.

Padding involves the addition of supplementary edge pixels to the input data before executing
the convolution operation. Retaining spatial data, specifically at the input's edges, is
facilitated by this. Padding serves the purpose of either maintaining the input's spatial

dimensions or regulating the reduction in resolution caused by the convolutional layer.

The specifications of a convolutional layer consist of multiple factors, such as the quantity
and dimensions of filters, as well as the stride and padding. Generally, these measures are
acquired while training with the aid of backpropagation and gradient descent optimization

methods.

CNNs, when presented with a series of convolutional layers, are able to acquire progressive
interpretive levels of patterns in the input data, commencing with basic features such as edges
and culminating with intricate ones like objects. Due to their hierarchical learning capability,
CNNs are proficient in performing tasks that involve image classification, object detection,

and image segmentation.
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Figure 3.8: Using Different Filters (Kernels)

2. Activation Layer: In order to incorporate non-linearity into the model, the output of the
convolutional layer undergoes a non-linear transformation through the activation layer. The
activation function that is commonly employed with high frequency is referred to as Rectified

Linear Unit (ReLU), in which any negative values are substituted with zero.

An activation layer performs an element-wise activation function on input data in a
mathematical context. Introducing symbols for the activation layer's input and output; X and
Y respectively. The activation function can be denoted as:

Y = f(X)

The activation function labeled as f () functions on every individual element of X in an
independent manner.
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Numerous activation functions are prevalent in neural networks.
Rectified Linear Unit (ReLU):

The ReLU activation function has gained significant popularity in the field of deep learning
models. If the input is a positive value, it will be returned unchanged; however, negative

values will be transformed to zero. The ReLLU formula is as follows:
f(x) = max (0, x)
Sigmoid:

The activation function called sigmoid is utilized to transform the input into a range from 0 to
1, particularly beneficial for solving binary classification issues. The equation used for

calculating sigmoid is:

f(x):1+e"‘

Hyperbolic Tangent (Tanh):

The tanh activation function is beneficial for tasks that necessitate outcome values within a
range encompassing negative and positive values, as it maps inputs to a range from -1 to 1.

The equation for hyperbolic tangent is:

X _p=X

e
flx) =

e¥+e™*
Softmax:

In problems involving classification of multiple classes, the activation function commonly
employed is the softmax. By normalizing the output values, the probabilities are represented
in a standardized manner to ensure that the sum of all the outputs equals 1. The mathematical
equation for softmax is:

X

el

flx) =

N X
j:le]

The input value at position i in the output is denoted by x; and the total number of elements in
the output is represented by N.
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3. Pooling Layer: In the domain of convolutional neural networks, it is customary for a
pooling layer to be applied subsequent to a convolutional layer for the purpose of reducing the
dimensions of the feature maps and optimizing the computational efficiency of the model.
The most commonly used pooling operation in current literature is max-pooling, which entails

identifying the highest numerical value within a predetermined region.
For max pooling:

Output(i,j, k) = maxy, ,(Input(i * S+ m,j * S + n, k))
For average pooling:

1

M-1 N-1
Output(i,j, k) = VN E . E OInput(i *S+m,j*S+nk)
m= n=

Where:

e The value at the (i,j,k) position within the pooled feature map is denoted by
Output(i,j,K).

e The value present in the input data at the location (i-S+m,j-S+n,k) is represented by
Input(i-S+m,j-S+n,k).

e The size of the step between pooling regions is determined by the stride, denoted by S.

e The dimensions of the pooling area are denoted by M and N.
The utilization of pooling layer in CNNs offers a range of advantages.

a) Pooling layers contribute to the reduction of computational complexity in neural
networks by limiting the spatial dimensions of the input through dimensional
reduction. By minimizing the parameters and operations in the following layers, the
model's efficiency is enhanced.

b) Pooling layers are capable of imparting a level of translation invariance to the neural
network. The network's sensitivity to minor spatial translations in the input decreases
as it consolidates local attributes into a solitary representative quantity.

¢) Pooling layers assist in extracting the most significant characteristics from the input
hence enhancing the strength of the features. The pooling layer applies a technique
known as max pooling whereby the maximum value is selected within each designated
region, or average pooling whereby values are averaged. This approach aids in the

emphasis of key information while disregarding less significant details.
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4. Dropout Layer: The technique of dropout layer aids in preventing overfitting during

training by randomly eliminating a portion of the neurons in the preceding layer.

The dropout layer functions by randomly eliminating a portion of the input units or neurons
from the network with a probability p, commonly referred to as "dropping out.” During
training, any eliminated units are designated as zero and then, for the purpose of maintaining
the anticipated value of those units, scaled by a factor of 1/(1-p) during testing. The formula

can be written as following:
Output (i) = Input(i) * Mask(i)
Where:

e The i-th unit's output value is represented by Output(i).

e The value of the i-th unit is represented by the input value, denoted as (i).

e The binary mask, known as Mask(i), has the capability of deciding whether the i-th
unit is retained or deactivated by assigning the value one or zero, respectively. For
every training sample, a mask is produced randomly and assigned with a likelihood of
p. This mask remains constant for all units in that particular sample.

While training, the technique of dropout compels the network to develop tougher
characteristics by impeding neurons from over-relying on any particular input and hindering
mutual co-adaptation among themselves. In essence, it functions as a type of collective
learning by randomly removing certain units from various subnetworks, resulting in a wider

range of representations.

During prediction, the entire network is commonly utilized while disregarding the dropout
layer. To keep the anticipated value of the units consistent with that at the time of training, the

network's weights are proportionately reduced by a factor of (1-p).

The probability of dropout, referred to as the hyperparameter p, is responsible for determining
the percentage of input units that will be eliminated during the training process. One can
typically find p ranging between 0.2 to 0.5, but its value can be tailored as per the unique
dataset and model. Increasing the likelihood of students leaving a program can lead to stricter

regularization techniques, but this approach may also cause significant loss of information.
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A dropout layer can be utilized after fully connected, convolutional, or recurrent layers within
a neural network. Research has proven that it can enhance the overall capability of neural
networks to generalize effectively to new information, while also minimizing overfitting. This

has resulted in improved generalization performance of these models.

5. Fully Connected Layer: The conclusive classification of the input image is realized through
the utilization of a fully connected layer. The ultimate outcome is produced through the

application of activation functions subsequent to a sequence of matrix multiplications.

A complete interconnection layer can be mathematically expressed as the addition of a bias
term to a matrix multiplication. We can cleverly describe the data fed into the fully connected
layer as X, which has dimensions (N, M). N represents the quantity of samples, while M
stands for the amount of characteristics or neurons from the preceding layer. The fully
connected layer's weights are labeled as W, and their shape is (M, K), with K being the count
of neurons in the current layer. The shape of the bias term, which is represented by the letter
b, is (K,) . The computation of Y, which represents the output of the fully connected layer,

can be expressed as:
Y=X -W+b
In this context, the symbol - denotes the operation of multiplying matrices.

The input is transformed linearly by the fully connected layer and then an activation function
is applied on it component-wise. By incorporating the activation function, the neural network
becomes capable of making non-linear predictions and modeling intricate relationships

because it introduces non-linearity into the system.

The fully connected layer is commonly applied as the ultimate layer in a neural network for
purposes such as classification or regression. To achieve probability distributions across
various classes, a softmax activation function is commonly used to process the fully

connected layer's outcome in classification tasks.

The total number of neurons within the entirely linked layer is considered a hyperparameter
that necessitates identification while designing the network. The difficulty of the issue and the

extent of data to be recorded determine the course of action.

The presence of fully connected layers in a network can help it acquire the skill to understand

global associations and interdependencies between characteristics. Nonetheless, they possess
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an extensive range of variables, which increases the likelihood of overfitting, particularly in
situations where there are numerous features. The utilization of techniques such as dropout or

weight decay is common to address the problem of overfitting.

Convolutional and pooling layers are employed in CNNs before fully connected layers, to
effectively derive hierarchical spatial features from the input data. Before being input into the
fully connected layer, the previous layer's output is transformed into a single-dimensional

array through flattening.

The technique | applied involved several layers for convolution and pooling, which enabled
extraction of properties from the initial images, and then fully connected layers were
employed for the classification process. To create a sequential model, the function
“Sequential()” is invoked. The initial component is a "Conv2D()" layer that undertakes
convolutional filtering of the input images. The number of output filters within the
convolutional layer can be precisely designated through utilization of the “filters™ parameter.
Additionally, to determine the dimensions of the convolutional filters, the “kernel_size’
parameter may be employed. The “activation” attribute designates the activation function
applied to the layer; for this particular scenario, Rectified Linear Unit (ReLU) is the function
selected. The parameter “input_shape’ is utilized to indicate the size of the input images,
which is represented by (IMG_WIDTH, IMG_HEIGHT, 3), where the number 3 pertains to
the amount of color channels, specifically red, green, and blue, present in the image. The
succeeding layer is a "MaxPooling2D()" layer that carries ‘out max pooling on the result of
the former layer. The parameter called “pool_size™ denotes the dimensions of the window
utilized for pooling. During training, a portion of the nodes in the layer are randomly dropped
out by the addition of a "Dropout()" layer after the pooling layer. This aids in avoiding
overfitting. The subsequent layers follow a repetitive process of applying convolutional
filters, pooling, and dropout. Following the last pooling layer, a "Flatten()" layer is
implemented to transform the 2D outcome obtained from the preceding layer into a one-
dimensional vector. Two Dense() layers are incorporated following the flattening layer, which
are fully connected. The initial layer in the neural network is composed of 64 RelL.U-activated
neurons, while the second layer consists of only 2 neurons with no given activation function.
In other words, the output generated by the network is a two-dimensional vector that indicates
the estimated likelihood of the input image belonging to either of the two categories. The loss

function utilized during training is identified by the “loss"™ parameter, with binary crossentropy

53



being used in this particular situation. During training, the optimization algorithm used is
Adam, specified by the “optimizer™ parameter. During training, the accuracy evaluation metric
is specified by the "metrics™ parameter.

Following is the description of applied 2-stream CNN model for extracting face color features

and face reflection features:

# Define input shape for RGE images
input_rgb = Input(shape=(IMG_HEIGHT, IMG_WIDTH, 3), name='input_rgb')

# Define input shape for grayscale imaoges
input_gray = Input(shape=(IMG_HEIGHT, IMG_WIDTH, 1), name='input_gray')

# Stream 1: RGE images for face color features

x_rgh = Conv2D({32, (3, 3), activation="relu")(input_rgh)
x_rgb = MaxPooling2D(({2, 2))(x_rgb)

x_rgh = Conv2D({&4, (3, 3), activation="relu'}(x_rgb)
¥_rgb = MaxPooling2D((2, 2))(x_rgb)

w_rgbh = Flatten()(x_rgb)

#_rgb = Dense(128, activation="relu")({x_rgb)

# Stream 2: Grayscale images for face reflection features
¥x_gray = Conw2D(32, (3, 3), activation='relu'){input_gray)
®_gray = MaxPooling2D{{2, 2))(x_gray)

®_gray = Conv2D(e4, (3, 3), activation='relu')(x_gray)
¥_gray = MaxPooling2D{{2, 2))(x_sray)

x_gray = Flatten()({x _gray)

x_gray = Dense(128, activation="relu’}({x_gray)

# Concatenate the features from both streams
merged = concatenate([x_rgb, x _gray])

# Fusion Layer
fusion_layer = Dense{64, activation="relu')(merged)

# Output Layer for binary clossification (spoof or genuine)
output = Dense(l, activation="sigmoid")(fusion_layer)

# Create the model
model = Model(inputs=[input_rgb, input gray], outputs=output)

Figure 3.9: 2-stream CNN model

Below is a comprehensive overview of the layers within the CNN model used to detect face-

spoof:
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Figure 3.10: Summary of CNN Model

3.4 Training and Evaluation

The information gathering procedure includes photographs that are saved in RGB layout and
measure 256x256 pixels. | assigned 80% of the dataset to be used for training, leaving the
remaining 20% for validation. In a clever manner, the CNN design was carefully crafted with
five convoluted layers, each coupled with a max-pooling layer and dropout layer to prevent
the problem of excessive fitting. The "relu™ activation function was utilized by the final layer
of the model to discern the authenticity of the input image. | managed to efficiently train the
model by utilizing the Adam optimizer with a learning rate of 0.001. The training was
conducted over a period of 20 epochs, during which the top-performing model was chosen by

evaluating its validation accuracy.
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51/51 = 96ms/step - s5: B.6233 - accuracy: 0.6628 - val loss: @.6668 - wval_accuracy: ©.5749
Epoch

51/51 = 94ms/step - ss: B.61238 - accuracy: 8.6626 - val_loss: @.6485 - val_accuracy: 8.6241
Epoch 4,

51/51 = 94ms /step - s5: B.6833 - accuracy: B.6663 - val loss: @.6510 - val accuracy: 8.6462

95ms/step - c5: 8.5868 - accuracy: @.6767 - val loss: @.6495 - val_accuracy: 9.6314

95ms/step - ss: B.5766 - accuracy: 8.6963 - wval_ s: @.6459 - val_accuracy: 8.6216

95ms/step - s5: B.5613 - accuracy: 9.6963 - val 5: @.6544 - val_accuracy:

93ms/step - ss: B.5686 - accuracy: 9.7888 - val 8.6652 - val_accuracy:

95ms/step - s5: 8.5376 - accuracy: 8.7264 - val 5: @.7894 - val_accuracy:

94ms /step - 55: B.5216 - accuracy: 9.7358 - val 5: B.7124 - val_accuracy:

95ms/step - ss: 8.5184 - accuracy: 9.7388 - val s: 8.7119 - val_ accuracy:

97ms/step - loss: 8.4876 - accuracy: 8.7521 - val loss: 8.7426 - val_accuracy:

181ms/step - loss: @.4788 C y: 8.7638 - val loss: @8.7345 - val_accuracy: @.6118

94ms/step - loss: - accuracy: @.7896 - val_loss: 8.7144 - wval accuracy: @.6844

97ms/step - loss: - accuracy: B.7865 - val loss: @.7327 - wval accuracy: 8.6314

98ms/step - loss: - accuracy: @.8123 - val_loss: ©.7625 - val accuracy: ©.6820

S4ms/step : 8.3986 - accuracy: 0.816@0 - val_loss: 8.7758 - val_accuracy: 8.5749

94ms /step : 8.3779 - accuracy: 0.8278@ - val loss: @.8475 - val_accuracy: 8.5823

98ms/step - s5: 8.3496 - accuracy: @.8399 - val loss: @.8812 - val_accuracy:

95ms /step : 8.3311 - accuracy: 8.8687 - val loss: 8.8643 - val_accuracy: 9.6143

Figure 3.11: Training accuracy and loss in every Epoch

To find the best parameters, | used grid-search. In machine learning, grid search involves
exhaustively exploring a predetermined range of hyperparameters in order to discover the
optimal configuration for a particular model. Hyperparameters, as distinct from model
parameters, are predetermined parameters that are established prior to the commencement of

the learning process and are not acquired from the data.

Grid search involves creating a range of potential hyperparameter values, which the algorithm
then evaluates exhaustively to determine the model's performance for each unique
combination. The model is trained and assessed via cross-validation for all possible

hyperparameter combinations outlined in the grid.

{"dropout’: 8.2, "epochs": 28, "loss ‘binary_crossentropy’, ‘optimizer': "adam’}

8.6116564417177914

Figure 3.12: Best parameters found by grid search
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To evaluate the precision of the facial imitation identification system, | employed a separate
collection of data that included authentic as well as fabricated facial photographs. The
collection of data contained exactly 409 images, which comprised of an equal number of
legitimate and fraudulent facial images. | employed a series of assessment measures, namely

accuracy, precision, recall, and F1-score.

precision recall f1l-score  support
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Figure 3.13: The evaluation of CNN model (training data)
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Figure 3.14: Confusion Matrix
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4. Results and Discussion

The CNN model was trained based on a dataset that was accessible to the public featuring
both genuine and fake faces. Afterwards, the model's efficiency was assessed using a different
dataset that contained around the same number of legitimate and counterfeit faces, totaling
2041 images. The evaluation dataset showed that the model attained high levels of accuracy,
with a rate of 89%.

The outcome of the study reveals that the suggested facial fake identification system is quite
efficient. This model's exceptional precision and accuracy suggest that it is capable of
accurately distinguishing between real and fake faces, while its impressive recall rate
indicates that it can identify the majority of spoof faces. The F1-Score utilizes both precision
and recall to assess the model's performance, giving a thorough and balanced evaluation

through harmonic mean.

The exceptional performance of the proposed facial spoof detection system has significant
implications for security and authentication systems. Spoof attacks can be used to bypass
security measures and gain unauthorized access to secure areas or systems. The system can

effectively detect spoof faces, making it more difficult for attackers to carry out such attacks.

There are certain restrictions that persist with the present system. The veracity of the model
may potentially be influenced by disparities in illumination, posture, and facial expression.
Moreover, there is the possibility that the dataset utilized for both training and appraisal may
not entirely represent all authentic and deceitful countenances. Moreover, it is possible that
this system might not be capable of identifying advanced spoofing techniques such as those

utilizing 3D masks or deepfakes.
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5. Conclusion and Future Work
5.1 Summary of Contributions

My thesis introduces a method for detecting fake faces utilizing convolutional neural
networks (CNNSs). The system being suggested has the ability to identify false faces with
superior precision and accuracy, rendering it valuable in diverse settings necessitating

trustworthy facial recognition.
Here, the main contributions to the field of face spoof detection include:

1. A novel CNN-based approach: | proposed a CNN-based approach to face spoof detection,
which takes advantage of the ability of CNNSs to learn discriminative features from raw image

data. This proposed approach achieves high accuracy and robustness in detecting spoof faces.

2. Evaluation on a publicly available dataset: | evaluated this proposed system on a publicly
available dataset of real and spoof faces. The comprehensive evaluation benchmark comprises

numerous images, exhibiting diverse instances of spoofing attacks.

3. Performance analysis: A comprehensive evaluation was carried out on the performance of
the suggested system, encompassing a range of metrics such as accuracy, precision, recall,
and F1-score. The findings demonstrate that the system exhibits a notable level of efficacy in
detecting fraudulent facial representations, exhibiting a considerable degree of accuracy and

precision.

4. Implications for security and authentication systems: This proposed system has important
implications for security and authentication systems. Spoof attacks can be used to bypass
security measures and gain unauthorized access to secure areas or systems. This system can

effectively detect spoof faces, making it more difficult for attackers to carry out such attacks.

Within the field of computer vision and security, the integration of Convolutional Neural
Networks (CNNs) into the suggested facial spoofing detection system constitutes a valuable
enhancement. The outcomes exhibit the efficiency of the suggested method in identifying
fake faces, and possible future endeavors can investigate larger datasets and more intricate

CNN designs to enhance its functionality even more.
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5.2 Limitations and Future Directions

Although the face spoof detection system proposed is highly accurate and precise, there are
still some restrictions applicable to the system. In this particular portion, | addressed the

constraints and conveyed potential avenues for forthcoming research.
Limitations:

1. Dataset bias: The dataset used for training and evaluation may not be representative of all
real and spoof faces. Future work can explore the use of larger datasets with more diverse real

and spoof faces to improve the generalization of the model.

2. Limited spoofing attacks: The study's dataset is restricted in its representation of spoofing
attacks, encompassing only a small quantity of instances such as printed photos and replay
attacks. The system might not be able to identify higher-level spoofing techniques like 3D
masks and deepfakes. Subsequent research may investigate the employment of more
sophisticated methods like motion analysis and liveness detection in identifying such forms of

breaches.

3. Adversarial attacks: Adversarial attacks can be used to fool machine learning models,
including the proposed face spoof detection system. There remains potential for further
inquiry into the application of adversarial training, as well as other techniques, to enhance the

resilience of the system against such types of attacks.

Future Directions:

1. Multi-modal data fusion: The suggested system relies solely on visual cues to identify
counterfeit faces. Future research could investigate the efficacy of integrating multiple data
modalities, such as merging visual and audio signals, for the purpose of enhancing system

precision and resilience.

2. Transfer learning: The implementation of transfer learning involves utilizing the acquired
knowledge from comparable tasks or fields to ameliorate the functioning of the system. To
enhance the ability of the system to work on unfamiliar data sets or counter potential spoofing

attacks, future studies may investigate the potential of transfer learning.
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3. Real-time detection: The proposed system operates on individual images and does not
support real-time detection. Future work can explore the use of video-based approaches or
hardware acceleration to enable real-time detection in practical applications.
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