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Kitabdan istifads gaydalara

Asagidaki aciglamalar kitabin miitalissinds oxucuya yardim¢i olacaqg:
Ssas baslig - Bold ve bdyiik hsrflesr

Osas basliga 1l-ci derscsli alt basliqg - LYSCHETIWN-ChC IS4 A-To

Osas baslida 2-ci dersceli alt baslig - Altdan xott

Smrlear bold geyd olunub. Sger hansisa faylin ic¢sarisinds olan sintaksisden
danisilirsa, onceden faylin adi ve tarkibins slave edilecek setirler
pbildirilir.

Qeydlsr altdan xstt ve bold edilmisdir - Qeyd:

# - Istenilen UNIX/Linux smeliyyat sisteminds fayllarin icinds ssrh iiciin
istifade edilir.

Simvoldan sonraki sdzler oxunmur.

/* serh */ - DNS BIND-da ve PHP programlasdirma dilinds yazilmis kodlarda
gosterilen simvollarin daxilindse olan istsnilen yazi ssrhdir.

// - DNS BIND-da ve PHP programlasdirma dilinde yazilmis kodlarda gdstsrilen

simvollardan
sonra olan ixtiyari yazi sorhdir.
; — DNS BIND-da sotirin sonu demskdir.

Oxucu terofinden kitabin basa distilmesi iclin telsb edilen bilikler:
1. UNIX/Linux smeliyyat sistemlsrinds biliklsrs sahib olmali

2. CCNA ssbeskes seviyyesinse sahib olmalidir

3. Windows MCITP saviyyesine sahib olmalidir
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Proyektlsrin idars edilmessi sistemleri
Ubuntu 14.04 Redmine 3.0.1 yiiklenmesi ve qurasdirilmasi
Ubuntu 14.04 x64 xWiki yuklenmesi ve gqurasdirilmasi
xWiki Domain Controller ils inteqrasiya edilmesi
Bulud sistemlsri
FreeBSD 10.2 x64 server Uzsrinds OwnCloud yiklsnmesi ve qurulmasi
OwnCloud-un Domain Controller ils integrasiya edilmesi
FreeBSD 10.1 x64 Pydio Cloud qurulmasi
Daxili resurslarin planlasdirilmasi sistemlsri (ERP)
Dolibarr ERP CRM qurulmasi yiklenmesi ve qurulmasi
Ubuntu 14.04 {dzsrindse OpenERP oDoo-nun gqurulmasi
Wireless sobokesinde olan tslsblesrin garsilanmasi
FreeBSD 10.1 idzsrindse Freeradiusun portlardan yiklenmessi vs
LDAP-la inteqgrasiyasi
FreeBSD 10.1-de FreeRadiusun NTLM-MSCHAP vasitesi ils AD ils
inteqgrasiyasi
CentOS izerinds DaloRadius qurulmasi
FreeBSD FreeRADIUS EAP-TLS
FreeBSD 10.1 x64 WiFi Hotspot
Daxili veo dinya DNS serveri
DNS mentigi
FreeBSD DNS-in Windows Active Directory ils inteqgrasiya
edilmesi
Internet Resurslarinin paylasdirilmasi
Squid MSLDAP inteqgrasiyasi
Squid Cluster-in Domain Controller-ds external group-larla
integrasiya edilmssi
Squid-in debug ve troubleshoot edilmesi
Squid basliglara gdrs siizgsc
Windows yenilenmesi
Daxili resurslarin sifrslesnmis kanalla idars edilmssi
FreeBSD OpenVPN
FreeBSD serverds OpenVPN Active Directory ils inteqgrasiyasi
Ubuntu serverds OpenVPN Active Directory ils inteqgrasiyasi
Ubuntu serverds OpenVPN FreeRADIUS AD inteqgrasiyasi
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Mercurial Active Directory ile inteqrasiyasi
GitLAB Active Directory intedgrasiyasi

Internet iizerinden canli iclaslar
OpenMeetings qurulmasi ve istifadesi
BigBlueButton qurulmasi ve istifade edilmesi

iP iizerinden sesin &tiiriilmesi
Asterisk VoIP serverin gqurulmasi ve sinagdan keg¢irilmesi
FreeSWITCH VoIP serverin qurulmasi ve sinaqgdan kec¢irilmesi

Sebske ve resurslarnin tshlikesizliyi
FreeBSD Tacacs yliklenmesi ve qurasdirilmasi
Linux-da Tacacs-in Domain Controller ils inteqrasiya edilmesi

www.opensource.az

OPEN
SOURCE
cLUB



443
447
459
460
461
466
469

473
474

495
496
510
522

OPEN
SOURCE
cLUB

SSH Domain controller Integrasiyasi
Snort IDS

OpenSSL
OpenSSL
OpenSSL
OpenSSL
OpenSSL
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sifrelenme ve desifroloms

RSA acarlar ve sertifikatlar

imzalama ve sifrolems
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Tehliikesizlik kamera gorintilsrinin geydiyyati
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Sistem ve sobsks resurslarinin monitoringi

FreeBSD
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Ubuntu dzsrinde Nagios server ve client qurulmasi

FreeBSD

server Uzoerinde NRPE agentin yiklenmesi
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BOLUM 1

Proyektlsrin idars edilmesi sistemlsri

e Ubuntu 14.04 Redmine 3.0.1 yiklenmssi ve qurasdirilmasai
e Ubuntu 14.04 x64 xWiki yuklesnmesi ve qurasdirilmasi
e xWiki Domain Controller ils inteqrasiya edilmssi

Hor hansisa bir proyektin bir necs sdbs ve ya bir negs sirkstls birgs
kollektiv ssklinds aparilmasinda miisyysn problemlsr ortaya ¢ixa bilsr.
Bunlardan bir nec¢ssini misal olarag deys bilsrik. Mssslsn sifarisci yerins
yetirilen isin dizgiin olmamasini, sifarisi gebul eden tersf ise sksine
goriilen isin dodru olmasini bildirir ve mibahiss yaranir. Bu problemlsrin
helli {g¢lin avtomatlasdirilmis is axini olmalidir ki, her iki tersf &zline aid
olan isin yazili siibutuna sahib olsun. Basligimiz bels sistemlorin
qurulmasini aciglayir.
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Ubuntu 14.04 Redmine 3.0.1 yiklesnmssi ve qurasdirilmasi
Redmine - proyektlorin ve tapsiriglarin idars edilmesi(eynils ds sshvlerin
izlenilmesi) {icin acigq gaynagli WEB program teminatidir. WEB mithiti Ruby on
Rails-s osaslir ve Ruby-de yazilmisdir. Resmi sayti http://www.redmine.org/
Asagidaki bacariglara sahibdir:
e Proyekt ve alt proyektlorin yaradilmasi
e Rollara ssaslanan dinamik hiiquglar sistemi
e Sohvlerin izlenilmesi sistemi
e Gantt diagramlari ve tegvim
e Proyektin xeberleri, senadleri ve fayllarinin idars edilmesins imkan
e RSS axinlar ve elektron mektubun kdmekliyi ils deyisikliklsr hagginda
xsbordarliqg
e Hor proyekt ltUcin wiki
e Hor proyekt dcin forum
e Milveggeti xorclearin hesabati
e Insidentler, miiveqgeti xsrcler, proyektler ve istifadecilsr iiciin idare
edilsn tesadiifi siitunlar
e Versiyanin idars edilmesi (SVN, CVS, Git, Mercurial, Bazaar ve Darcs)
sistemlori ile asan integrasiya
e Olds edilmis mektublarin ssasinda sahvlsr hagginda yazilarin
yaradilmasi
e (Coxsayli LDAP geydiyyat metodu
e Yeni istifadec¢ilerin serbest geydiyyati imkani
e (Coxdilli interfeys (hsmg¢inin rus)
e Verilsnlsr bazasi MySQL, Microsoft SQL Server [1l], PostgreSQL, SQLite,
Oracle-in desteayi.
Qurulmasina baslayaq
Sistem ylkledikds sudo istifadec¢isi yaradilir ve nszsrimizds tuturug ki,
hemin istifade¢i adi sysuser ve toyin etdiyimiz sifresini bilirik. Mitleg
sokilds bilitin ylklenms ve qurasdirmalari sudo istifadecisi adindan etmsliyik.
Nezords tutulur ki, siz Redmine-i daxili sebekenizds qurursunuz vs bu
sebsbden ds PhpMyAdmin rahatg¢ilig Gg¢in yiklenir (8ger Public-de istifads
edecaksinizss, gotiyyen PhpMyAdmin yiiklemsyin) .
Sistemi yenileyirik:
sysuser@redmine:~$ sudo apt-get update && sudo apt-get upgrade -y
LAMP Uucun telsb olunan paketlsri ve asililidinda olan bUtin paketloeri
yukleyirik(Yalniz sizin halda PhpMyAdmin telsb edilmeye de biler):
sysuser@redmine:~$ sudo apt-get install apache2 php5 libapache2-mod-php5
mysql-server php5-mysql phpmyadmin libapache2-mod-perl2 libcurl4-openssl-dev
libssl-dev apache2-prefork-dev libaprl-dev libaprutill-dev libmysglclient-dev
8
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libmagickcore-dev libmagickwand-dev curl git-core patch build-essential bison
zliblg-dev libssl-dev libxml2-dev libxml2-dev sglite3 libsglite3-dev
autotools-dev libxsltl-dev libyaml-0-2 autoconf automake libreadline6-dev
libyaml-dev libtool imagemagick apache2-utils

Yiklenms zamani bizden MySQL {icin root sifresinin teyin edilmesi
istenilecek (Sekilds gbstorildiyi kimi):

sifroni tekrar daxil edirik:

PhpMyAdmin qurulmasi liciin WEB server apache sec¢irik:

PhpMyAdmin-in bazasini dbconfig-common ils qurasdiririqg:
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| Configuring phpmyadmin |

The phpmyadmin package must have a database installed and
configured before it can be used. This can be optionally
handled with dbconfig-common.

If you are an advanced database administrator and know that
you want to perform this configuration manually, or if your
database has already been installed and configured, you
should refuse this option. Details on what needs to be done
should most likely be provided in /usr/share/doc/phpmyadmin.
Otherwise, you should probably choose this option.

configure database for phpmyadmin with dbconfig-common?

<No>

root istifadec¢i i¢iin sifreni daxil edirik ki, phpmyadmin adli baza yaradib
lazimi cadvel ve sxemlsari qurulsun.

Subversion yiklsnmesi ve qurasdirilmasi
sysuser@redmine:~$ sudo apt-get install subversion libapache2-svn

SVN idc¢clin govluqg yaradiriqg, hemin govlug Uc¢lin web serverimize yetki veririk ve
dav_svn modulunu aktivlesdiririk:

sysuser@redmine:~$ sudo mkdir -p /var/lib/svn

sysuser@redmine:~$ sudo chown -R www-data:www-data /var/lib/svn
sysuser@redmine:~$ sudo a2enmod dav_svn

Fayli agiriqg:
sysuser@redmine:~$ sudo nano /etc/apache2/mods-enabled/dav_svn.conf

Vo asagidaki sstirlsrin garsisindan sorhi silirik:
<Location /svn>
DAV svn
SVNParentPath /var/lib/svn
AuthType Basic
AuthName "My repository"
AuthUserFile /etc/apache2/dav_svn.passwd
AuthzSVNAccessFile /etc/apache2/dav_svn.authz
<LimitExcept GET PROFIND OPTIONS REPORT>
Require valid-user
</LimitExcept>
</Location>

SVN geydiyyat modulunu aktivlesdiririk:
sysuser@redmine:~$ sudo a2enmod authz_svn

10
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redmine istifadec¢isini slave edirik ki, bu repository-den oxuya bilsin:
sysuser@redmine:~$ sudo htpasswd -c /etc/apache2/dav_svn.passwd redmine
New password: sifre
Re-type new password: gifre tekrar
Adding password for user redmine
Apache servisini yeniden ise saliriqg:
sysuser@redmine:~$ sudo service apache2 restart
* Restarting web server apache? [ OK 1]
Repository yaradiriqg:
sysuser@redmine:~$ sudo svnadmin create --fs-type fsfs /var/lib/svn/my repository
sysuser@redmine:~$ sudo chown -R www-data:www-data /var/lib/svn
Repository yetkisinin qurasdirilmasi ic¢iin fayli acgin:
sysuser@redmine:~$ sudo nano /etc/apache2/dav_svn.authz
redmine-in repository-s yetki almasi tc¢ln qurasdirma faylinda slavs
edirik(fayli yadda saxlayaraq ¢ixiriq) :
[my repository:/]
redmine = r
Ruby ve Ruby on Rails-i yiuklsyirik
sysuser@redmine:~$ sudo apt-get install rubyl.9.3 rubyl.9.1l-dev ril.9.1
librubyl.9.1 libssl-dev zliblg-dev
sysuser@redmine:~$ sudo update-alternatives --install /usr/bin/ruby ruby
/usr/bin/rubyl.9.1 400 \
> --slave /usr/share/man/manl/ruby.l.gz ruby.l.gz \
> /usr/share/man/manl/rubyl.9.1.1.gz \
> --slave /usr/bin/ri ri /usr/bin/ril.9.1 \
> --slave /usr/bin/irb irb /usr/bin/irbl1.9.1 \
> --slave /usr/bin/rdoc rdoc /usr/bin/rdocl.9.1
Redmine-in yiklsnmssi
Hal-hazirda yiklediyimiz versiya 3.0.1-dir amma siz 6z istediyiniz versiyaya
deyise bilsrsiniz.
sysuser@redmine:~$ e¢d /usr/share
sysuser@redmine: /usr/share$ sudo wget
http://www.redmine.org/releases/redmine-3.0.1.tar.gz
sysuser@redmine: /usr/share$ sudo tar xvfz redmine-3.0.1.tar.gz
sysuser@redmine:/usr/share$ sudo rm redmine-3.0.1l.tar.gz
sysuser@redmine: /usr/share$ sudo mv redmine-3.0.1/ redmine
sysuser@redmine:/usr/share$ sudo chown -R root:root /usr/share/redmine
sysuser@redmine:/usr/share$ sudo chown www-data
/usr/share/redmine/config/environment.rb
11
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sysuser@redmine:/usr/share$ sudo 1ln -s /usr/share/redmine/public
/var/www/html/redmine
MySQL
RedMine gosulub melumatlarini yaza bilmesi iiclin MySQL verilenlsr bazasi,
istifadec¢i adi ve sifrs yaradiriq.
MySQL console-a daxil oluruqg:
sysuser@redmine: /usr/share$ mysql -uroot -p'mysqglpass'
MySQL console-unda asagidaki smrleri yerine yetiririk:
mysgl> CREATE DATABASE redmine character SET utf8;
Query OK, 1 row affected (0.00 sec)
mysgl> CREATE user 'redmine'@'localhost' IDENTIFIED BY 'redminedbpass';
Query OK, 0 rows affected (0.00 sec)
mysgl> GRANT ALL privileges ON redmine.* TO 'redmine'(@'localhost';
Query OK, 0 rows affected (0.00 sec)
mysgl> FLUSH PRIVILEGES;
Query OK, 0 rows affected (0.00 sec)
mysgl> \q
Redmine-in bazaya gosulmasini konfiqurasiya edsk:
sysuser@redmine:/usr/share$ sudo cp redmine/config/database.yml.example
redmine/config/database.yml
Verilenler bazasi qurasdirma faylini agiriqg:
sysuser@redmine: /usr/share$ sudo nano redmine/config/database.yml
Istifadsci adi, sifrs ve verilenlsr bazasinin sifresini yaratdigimiza uygun
olaraq asagidaki sokildeki kimi deyisirik:
production:

adapter: mysql2

database: redmine

host: localhost

username: redmine

password: "redminedbpass"

encoding: utf8
Qururuqg:
sysuser@redmine:/usr/share$ cd /usr/share/redmine/
sysuser@redmine:/usr/share/redmine$ sudo gem install bundler
sysuser@redmine:/usr/share/redmine$ sudo bundle install --without development
test postgresql sqlite

12
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sysuser@redmine:/usr/share/redmine$ sudo rake generate secret_ token
sysuser@redmine:/usr/share/redmine$ sudo RAILS ENV=production rake db:migrate
sysuser@redmine:/usr/share/redmine$ sudo RAILS ENV=production rake
redmine:load default data

Select language: ar, az, bg, bs, ca, cs, da, de, el, en, en-GB, es, et, eu,
fa, fi, fr, gl, he, hr, hu, id, it, ja, ko, 1t, 1lv, mk, mn, nl, no, pl, pt,
pt-BR, ro, ru, sk, sl, sq, sr, sr-YU, sv, th, tr, uk, vi, zh, zh-TW [en]ENTER

sysuser@redmine:/usr/share/redmine$ sudo mkdir public/plugin_assets
sysuser@redmine:/usr/share/redmine$ sudo chown -R www-data:www-data files log
tmp public/plugin_assets

sysuser@redmine: /usr/share/redmine$ sudo chmod -R 755 files log tmp
public/plugin_assets

Phusion Passenger yiiklsnilmesi
Phusion Passenger Ruby-nin destskladiyi WEB serverdir. Dizayn edilmisdir ki,
apache veo nginx web serverles birlikds islsys bilsin.

Phusion Passenger ii¢iin Repository slave edirik:
sysuser@redmine:/usr/share/redmine$ sudo apt-key adv --keyserver
keyserver.ubuntu.com --recv-keys 561F9BO9CAC40B2F7
sysuser@redmine:/usr/share/redmine$ sudo apt-get install apt-transport-https
ca-certificates

Yeni repository gqurasdirma faylini agirig:
sysuser@redmine:/usr/share/redmine$ sudo nano
/etc/apt/sources.list.d/passenger.list

Asagidaki setiri fayla slave edib yadda saxlayaraq ¢ixiriqg:
deb https://oss-binaries.phusionpassenger.com/apt/passenger trusty main

Fayla uygun olan yetkileri teyin edirik:
sysuser@redmine:/usr/share/redmine$ sudo chown root:
/etc/apt/sources.list.d/passenger.list
sysuser@redmine:/usr/share/redmine$ sudo chmod 600
/etc/apt/sources.list.d/passenger.list

Yiklayirik

sysuser@redmine: /usr/share/redmine$ sudo apt-get update

sysuser@redmine: /usr/share/redmine$ sudo apt-get install libapache2-mod-
passenger

Qurulmasi:

passenger konfigruasiya faylini agiriqg:

sysuser@redmine: /usr/share/redmine$ sudo nano /etc/apache2/mods-
available/passenger.conf

13
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PassengerDefaultUser www-data sstirini passenger qurasdirma faylina asagidaki
sokildse slave edirik:
<IfModule mod passenger.c>
PassengerRoot /usr/lib/ruby/vendor ruby/phusion_passenger/locations.ini
PassengerDefaultRuby /usr/bin/passenger free ruby
PassengerDefaultUser www-data
</IfModule>

apache?2 qurasdirma faylini agirig:
sysuser@redmine:~$ sudo nano /etc/apache2/sites-available/000-default.conf

fayli asadidaki soskle gotiririk (Faylda edilen deyisiklikler yasil, slaveler
ise girmizi rengds geyd edilmisdir):
<VirtualHost *:80>
ServerAdmin server.admin@email.com
DocumentRoot /var/www/html/redmine
ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR}/access.log combined
</VirtualHost>
<Directory /var/www/html/redmine>
RailsBaseURI /redmine
PassengerResolveSymlinksInDocumentRoot on
</Directory>

Modulu aktivlesdiririk ve apache servisi yeniden iss saliraiqg ki,
deyisiklikler iss diisse bilsin:
sysuser@redmine:~$ sudo a2enmod passenger
Module passenger already enabled
sysuser@redmine:~$ sudo service apache2 restart
* Restarting web server apache? [ OK ]

Redmine-i is® saliriq
Artiq redmine-in web sshifesins http://server IP/ yazmagla daxil ola
bilersiniz.

Login: admin
Password: |-----
Lost password | Login =
Login: admin

Pass: admin

eMail qurasdiraq
SMTP veo sifrelenms ic¢in fayl yaradirig

Qurasdirma faylini ag¢iriqg:
sysuser@redmine:~$ sudo nano /usr/share/redmine/config/configuration.yml

Asagidaki sestirleri yaratdigimiz redmine email qurasdirma faylina slave
edirik:

14
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production:
email delivery:
delivery method: :smtp
smtp settings:
enable starttls auto: true
address: "smtp.gmail.com"
port: '587'
domain: "smtp.gmail.com"
authentication: :plain
user name: "redmine@gmail.com"
password: "remineemailpass"
Siz email-in iglenmesini WEB interfeysde yoxlaya bilersiniz. Hagginda strafli
asagida danisacayiq.
Subversion repository-sins baxisin avtomatik yenilsnmesi
Web interfeys iizorinden proyektin arxiv qurasdirmalarinda aktivlesdirilmesins
vo apl agarin generasiya edilmesins gorsk var.
Gostoarilen crontab redmine-i hal-hazirki subversion-a her 15 degigsden bir
yenileyir. Asagidaki smrls istifade¢inin cron faylina daxil olurug:
sysuser@redmine:~$ sudo crontab -e
cron saotirini fayla olave edirik:
*/15 * * * * curl "http://server IP/sys/fetch_changesets?key=APIKEY" >
/dev/null
Redmine WEB interfeysin ilkin qurasdirmalara
Web sohifemizs admin istifadec¢i adi ve admin sifresi ils daxil oldugdan
sonra, ilk igsimiz sifrenin deyisdirilmesidir. Bunun {icin Administration ->
Users -> admin secirik ve asagidaki sokildeki kimi sifreni iki defs tekrar
daxil etdikden sonra, Save dilymesins sixiriq (Hemg¢inin admin istifadecisi
iclin vaxt enliyi, email veo dil kimi imkanlari da seg¢s bilsrsiniz):
Authentication
Password * |cieieieens
Must be at least 8 characters long
Confirmation * [.......... |
Generate password .
Must change password at
next logon
«| Send account information to the user
| Save |
Email-in géndsrilmesini sinagdan kec¢irmek iclin bszi ssligs islsri gdrmek
lazimdir. Bunun Ucin WEB sshifsds Administration -> Settings -> Geteral Tab
altinda 0z WEB invaninizi daxil edib Save diiymesins sixmalisiniz.
15
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Host name and path |http://redmine.opensource. az|

Sonra WEB interfeysds Administration -> Settings -> Email notifications
unvanina daxil olurug ve Send a test email dilymesins sixmagla hansi
istifade¢i adi ils sistems daxil olmusdugsa o istifadec¢inin qurasdirmalarinda
olan email #nvanina asadidaki metn-ls mektub yollanacaqg:

This is a test email sent by Redmine.
Redmine URL: http://redmine.opensource.az/

Redmine Active Directory Integration

Deyak ki, sizin sirketinizin daxilinds artiqg mévcud DC qurasdirilmisdir ve
sirketin telebi ondan ibarstdir ki, istenilen portala giris eyni istifadeci
hesablari menbssinden goétlirilmelidir (Single Sign On). Bu halda siz RedMine-i
Active Directory ils inteqrasiya etmelisiniz. Hemc¢inin tslsb ondan ibarstdir
ki, Redmine-a yalniz sec¢ilmis DC grupda olan istifadeciler daxil ola
bilerler. Golin isimizs baslayaq. Sinaglarimizda Windows 2012 server R2
Standart x64 istifade edilmisdir.

DC FQODN: domain.lan

Once bir OU yaradiriq ki, miessisemize aid olan gruplar hemin grupda
cemlensin. Sonra hemin OU-nin ic¢inds bir grup yaradaqg ki, yalniz bu grup
dzvllylinds olan istifadec¢iler redmine-a daxil ola bilsinlsr. Windows serverds
Server Manager -> Active Directory Users and Computers -> DC FQDN istiinds sag
diymeni sixirig (yeni domain.lan) -> New -> Organizational Unit ve asagidaka
sokildski kimi, OpSO Groups adli OU yaradiriqg.

New Object - Organizational Unit -

u:_’- Createin:  domainlan/

Name:
|ODSO Groups]

Protect container from accidental deletion

ok | [ canesl | [ el

Sonra bu OpSO Groups OU iistiinde sag diymeni sixirig New -> Group ve sokildski
kimi, grupun adini RemineUsers yazib, OK duymesini sixiriqg.

Sonra sinaglarimizi kecirs bilmemiz lcin iki oded istifadec¢i yaradiriq ve bir
istifadec¢ini hemin grupun Uzvi edirik, digerini iss yox.
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Server Manager -> Active Directory Users and Computers -> DC FQDN ustiinde sagd
diymeni sixirig(yeni domain.lan) -> New -> User vo sokildeki kimi
istifadeciys miisyyen ad ve sifro teyin edib Next diymesini sixirig. Sifroni
daxil edirik ve sifrenin vaxtinin hec¢ bir zaman bitmemesini seciv ok
diymesini sixiriq.

Mew Object - User -
; Create in: domain lans
LI l
First name: [reduser Intials: |:|
Last name: [rediast |
Full name: |rec|user‘| redlast |
User logon name:
|”BC|I—'SEF‘I | | Edomain lan [ |

User logon nams {pre-Windows 2000):
|DOM.-°..IN'\. | |rec|user1 |

Eyni isi ikinci istifadeg¢i i¢ln edirik:

Mew Object - User =
; Create in: domain lan.
Wil
First name: |re|:|user2 Initials I:l
Last name: |redlast2 |
Full name: |reduser2 redlast2 |
User logon mname:
[reduseral | [@domainian ~

User logon mname {pre-YWindows 20000
[DomMmain. | [Feduserz |

< Back [ Mea= | [ Cancel |

Sonra yaratdigimiz RedmineUser grupun Ustliinde sagd diymeni sixirig vs
Properties -> Members bolimiine daxil olurug -> Add diymesini sixirig ve
sokilds gorindlyli kimi, reduserl daxil edib, Check Names diiymesi ils

axtardigdan sonra Ok -> OK diymesini sixirig.
Select Users, Contacts, Computers, Service Accounts, or Groups _

Select this object type:
[Users. Service Accounts. Groups. or Other cbjects | [[Obiest Types... |

From this location :

[gemainian ] Locations. .. ]

Enter the object names to select (examplesh:

reduserl redlast freduser 1 &domain.lan Checlk Names

etse | rodim frecmer | e lar] [ Shesic Names |
oot Ner

ok ] [ Canes ]

Redmine-in LDAP-la inteqgrasiyasinda grup sizgsci ig¢in bizs grupun
Distinguised Name-i tealsb olunacag. Bunun ig¢iin Server Manager -> Active
Directory Users and Computers -> View -> Advanced Features boliumine daxil
olmag lazimdir (sokildeki kimi).

17
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View | Help

Add/Remove Columns...
Large lcons
Small Icons
List

[®] petai

Users, Contacts, Groups, and Computers as containers

—-Advanced Features

Filter Options...

Customize...

Sonra yaratdigimiz RedmineUser grupun Ustiinde sag diymeni sixib Properties ->
Attribute Editor boélimiine daxil olub, distinguished Name satirini tapmag
lazimdir (Ssokildski kimi).

General |  Members | MemberOf |  ManagedBy |
Object | Security | Attribute Editor
-
Attributes:
Attribute Value ~
accountMameHistory <not set> |E|
adminCount <not set>
admin Description <not set>
admin DisplayMName <not set>
alt Securityldentities <not set>
cn RedminelUsers
controlAccessRights <not sat>
description <not sat>
desktop Profile <not set>
displayMame <not set>
displayMamePrintable <not set>
distinguishedName CMN=Redmine Users. 0 U=0p50 Groups, DC=d
dSASignature <not set>
dSCorePropagationD... Okl =1{) [
<] 1 [ >
[ ok [ Ganedl || ooy [[ Heb |

distinguished Name sotirin Ustinds iki defe sixirig ve sskildski mezmuna
uygun mslumati nisxslsyirik:

distinguishedMName

Ch=RedmineUsers.0U=0pS50 Groups.DC=domain.DC=lan

Nisxolsadiyimiz melumat asadidakindan ibarstdir (Bu mslumat bizs grupun
stizgecinds teslsb olunacaq) :
CN=RedmineUsers,OU=0pSO Groups,DC=domain,DC=lan

Qeyd: Unutmayin Redmine DC-ni resolve etmssi Uc¢lin DC DNS-ni 06z
/etc/resolv.conf faylinda yazmalidir. Oz sinaglarimda DC IP 10.50.3.158
idi ve resolv.conf faylinda nameserver 10.50.3.158 idi.
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Artig gedirik redmine web sshifesinin gqurulmasina.
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http://server IP/ dnvanina

daxil olurug. Administration -> LDAP authentication -> New authentication
mode diiymesini sixirig ve acilan psncersds xanalari sskildekins uydun olaraqg

doldurub, Create diymesini sixiriqg

gbracaksiniz ki, bayaq niisxslsadiyimiz DN-i yazmisiq).
Authentication modes » OpSODomain

MName *
Host *

Port *

OpSODomain
domain.lan

389 LDAPS

Account lgomain\Administrator

Password |...............

Base DN *

LDAP filter

Timeout (in seconds)

Oon-the-fly user creation

Attributes
Login attribute *
Firstname attribute
Lastname attribute

Email attribute

Save

DC=DOMAIN, DC=LAMN

(memberOf=CN=RedminelUsers, OU=0pS0O Groups, DC=domain.DC=lan)

10

v

sAMAccountName
givenMName
s

mail

Ugurla yaradildigi halda asagidaki sokil
diymesini sixib yoxlaya bilsrsiniz.

« Successful creation.

Authentication modes

Name
OpSODemain

(1-1/1)

Ugurlu sinaqg asagidaki cavabi vermslidir:

Type
LDAP

«" Successful connection.

cap edilir. Sinag iliciin Test

Host Users
domain.lan 0

(LDAP Filter xanasina fikir verssniz

@ New authentication mode

@ Test 0 Delete

RedMine serverde LDAP alstlsrinden istifads misyysn sinaglari eds bilsrsiniz.

Bu paket vasitesile serverimizin LDAP-a udurlu gosulmasini ve grupun

axtarisini sinaqgdan kec¢irs bilsrik.
root@redmine:~# apt-get install ldap-utils

9ger DC-do redmineusers kriteriyasina ssaslanaraq axtaris etmesk istessk
asagidaki smrden istifads edirik:

root@redmine:~# ldapsearch -x -b
"DOMAIN\Administrator"

www.opensource.az

"dc=domain,dc=lan" -H ldap://domain.lan/ -D
-w Al123456789a redmineusers
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Noticede asadidaki ssotirler sizin ekrana cap edilmslidir:
# RedmineUsers, OpSO Groups, domain.lan
dn: CN=RedmineUsers, OU=0pSO Groups,DC=domain,DC=lan
Artig yalniz DC-ds teyin etdiyimiz grupda olan istifadec¢ilsr redmine-a daxil
olub istifade eds bilsceaklar.
20
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Ubuntu 14.04 x64 xWiki yuklenmesi ve qurasdirilmasi
xWiki - Javada yazilmis acig gaynagli genislens bilen dizayna sahib bir wiki
program platformasidir. Wiki programi olaraq, strukturlasmis datanin
saxlanilmasi ve server torsfde olan scriptlerin wiki interfeysinds iss
salinmasi imkana sahibdir. Script dilleri wiki macros-lari istifade edilsrsk,
Velocity, Groovy, Python, Ruby ve PHP daxil olmaqgla birbasa wiki
sshifelerinin icinde yazila bilsr.

Asagidaki imkanlara sahibdir:

e Wiki programlarinin ququrlmasin imkan yaradan strukturlasmis metn ve
daxili script yazma.

e Istifadeci hiiquglarinin idars edilmesi
e PDF export

e Tam-motn axtarisi

e Versiya kontrolu

e Ofis senadlsrinin OpenOffice iizsrinden wiki sintaksisins Import
edilmesi

e Wiki-ys yetki almaqg lc¢ln c¢esidli protokollar (WebDAV, REST, XmlRpc, GWT)
e Torkib, sayt dizayni, Export ve Import
e Pluginler, API

e Biitiin imkanlari reosmi saytindan http://www.xwiki.org/ =lds edils bilsr

Qurulmasina baslayaq

Oncsdsn geyd edim ki, siz Ubuntu-Tomcat7-http-https.docx ssnsdi ils tomcat7-

ni yiikleyib qurasdirmalisiniz ve yalniz bundan sonra xWiki yiliklenmesins

baxmalisiniz. Clinki xWiki Tomcat7, MySQL vo JDBC-MySQL-Connector ils isleayir.

Homg¢inin xWiki tomcat-in susmaya gdrs qurasdirmasinda oldudu RAM hscminden

cox hecm istifads etdiyine gdrs asadidaki qurasdirmani miitleqg etmslisiniz:

vi /etc/default/tomcat7 # Faylda JAVA OPTS deyisenine geyd goyub asadidaki
deyissni slave edirik

JAVA OPTS="-Xmx1024m -Xms1024m"

/etc/init.d/tomcat7 restart # Servisi yeniden basladirig ki,
doyisiklik iss diissiin

Yuxarida gdsterilen senedi tam olaraqg oxuyub lazim olanlari qurasdirdigdan
sonra iss, MySQL-i serverimize yikleyirik (root sifremizi iki defe daxil
edirik) :
apt-get install mysql-server-5.5

L

| Configuring mysgl-server-5.5 |
While not mandatory, it is highly recommended that you set a password for the MySQL administrative "root" user.

If this field is left blank, the password will not be changed.

New password for the MySQL "root" user:

EEEEEE]

<Ok>
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——] Configuring mysgl-server-5.5 |——

Repeat password for the MySQL "root" user:

% % % % % *|

<0k>

Sonra mysql-connector-java-5.1.31-bin.jar ve xwiki-enterprise-web-6.1l.war
fayllarini serverimize yikleyirik. xwiki-enterprise-web-6.1l.war faylini
/var/lib/tomcat7/webapps govluguna xwiki.war adi ils koclurtrik.

cp /home/jamal/xwiki-enterprise-web-6.1.war
/var/lib/tomcat7/webapps/xwiki.war

Ardinca iss mysqgl-connector-java-5.1.31-bin.jar faylini
/var/lib/tomcat7/webapps/xwiki/WEB-INF/1lib Unvanina koclririk.
cp /home/jamal/mysqgl-connector-java-5.1.31-bin.jar
/var/lib/tomcat7/webapps/xwiki/WEB-INF/1lib

CLI-dan xWiki {c¢lin MySQL baza, login ve sifrs yaradiriqg:

mysql -u root -pfreebsd -e '"create database xwiki default character set utf8
collate utf8 bin"

mysqgl -u root -pfreebsd -e "grant all privileges on xwiki.* to
xwiki@localhost identified by 'freebsd'"

omin olun ki, /etc/hosts faylinda 127.0.0.1 localhost sotiri mdévcuddur.

Sonra /var/lib/tomcat7/webapps/xwiki/WEB-INF/hibernate.cfg.xml faylinda
varatdigimiz MySQL istifade¢i, sifresini ve bazasini gqurasdiririg. HSQLDB-ni
sorh edirik. MySQL ii¢iin iss sorhi silib lazimi baza, istifade¢i adi vs
sifreoni daxil edirik. Tomcat lg¢ln sarh <!-- ils baslayir --> ile bitir.

<property name="connection.url">jdbc:mysql://localhost/xwiki</property>

<property name="connection.username">xwiki</property>

<property name="connection.password">freebsd</property>

<property name="connection.driver_ class">com.mysql.jdbc.Driver</property>

<property
name="dialect">org.hibernate.dialect.MySQL5InnoDBDialect</property>

<property name="dbcp.ps.maxActive">20</property>

<mapping resource="xwiki.hbm.xml"/>

<mapping resource="feeds.hbm.xml"/>

<mapping resource="activitystream.hbm.xml"/>

<mapping resource="instance.hbm.xml"/>

Admin istifadec¢i ve sifresni teyin etmsk dc¢ln iss
/var/lib/tomcat7/webapps/xwiki/WEB-INF/xwiki.cfg faylinda asagidaki sotirds
oldugu kimi serhi silib, superadmin istifade¢isine sifre yazirig (Sifremiz
freebsd olacaq):

xwiki.superadminpassword=freebsd

/etc/init.d/tomcat7 restart # Sonda tomcat7-ni restart edirik
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https://server-ip-address/xwiki/ # xWiki interfeysimizo daxil olurug.
Asagidaki sokil cap edilscsk
WIKI
Distribution Wizard 1 Userinterface 2 Wikis 3 Extensions

This wzard will guide you through the process of instaling. upgrading or downgrading the XVl distribution. You are seeing
his wizard for one of Ihe 1olowing reasons:

+ the default wiki pages recommended for the current version of the XWiki runtime are not instaled
+ the version of the XWiki runtme has changed
The following steps are required in order to complete the XWiki instaiiation

1 Userinterface
it 56 of wiki pages reco: me ot the Wi runtime

2 Wikis

Update the defaul set of wiki pages on each of the existing wikis (except for fhe main wiki which is handied in the firs! step).
3 Extensions

Upate the installed extensions

150U haven inished configuring XWiki 1 8 appear aler the XWIki runlime is
restarted. Alihough we don recommend it A won'l be able 1o gel the wizard back
easily if you choose to do so. Continue fo the nest st aver you chaose, after the wizard is dosed

Tl e bk 1 h page o v reu
@%@jmawa

CONTINUE secirik.

Step 1 - User Interface (D userinterface 2 Wikis 3 Extensions

The user interface is a set of wiki pages that provide high level features on top of the XWiki runtime. These wiki pages are
grouped by features into applications such as blog, activity stream, dashboard. Applications are packaged as extensions
installable with the Extension Manager.

DISTRIBUTION
The following distribution has been detected
4% XWiki Enterprise - Web 6.1 Provided

The ¥Wiki Enterprise base package. It contains the full XWiki Enterprise runtime except for wiki pages. SHOW DETAILS

If you wish to have the default wiki pages, which contain both content pages and some default applications you also need to
install the "XWiki Enterprise - Ul" package. Alternatively you can start with an empty wiki without any page and thus no
application pre-installed.

USER INTERFACE
The following user interface is recommended for your distribution

Ay The installation process requires internet access and it might take a few minutes to complete depending on the
internet bandwidth and the load of the remote extension repository. Thank you for your patience

@ XWiki Enterprise - Ul - Main wiki 6.1
by: XWiki Development Team SHOW DETAILS
Default set of wiki pages containing both content and default applications for XWiki Enterprise Main Wiki.

LATER  NEVER

INSTALL secirik.

Sokilds gorindiyl kimi yiklenms bitir ve CONTINUE secirik:

@ XWiki Enterprise - Ul - Main wiki 6.1
by: XWiki Development Team H‘DEDETA‘LS
Default set of wiki pages containing both content and default applications for XWiki Enterprise Main Wiki.

Description Dependencies. Progress.

The following new extensions will be installed:

@Admm User Application 6.1 (in wiki xwiki) -
@ Attachment Application .1 inwiki xwiki) H
@ Administration Application &1 fin wiki xwiki)

@XW\K\ Platform - Livetable - Ul €1 (in wiki xowiki)

@ Index Application .1 in wiki swisi)

@XW\R\ Platform - Panels - Ul 8.1 (in wiki sowiki)

@XW\R\ Platform - Scheduler - Ul .1 fin wiki xwiki)

@ Activity Stream Application &1 (in wii xwis)

@ Message Stream Application &1 {in wiki xwiki) -

LATER  NEVER

Sonda yiklenms bitdikden sonra sessiya bizi atacag ve yeniden login olmagi
toklif edscoak. Sokildski kimi Yes sixiriqg:
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© Unauthorized request. Your session has expired or you
Iost rights while installing or uninstaling an extension.
You need fo re-login in order to continue. Do you wish
1o proceed?

@m

Asagidaki kimi sshifs ¢ap olunacag. superadmin istifadeci adi ve sifreni

daxil edirik.

@ iz xwii ¥ » [ SPACE: XWik ¥ > [=] PAGE: XWikiLogin REGISTER

HWIKI

search...
APPLICATIONS

QUICK LINKS
. Sandbox®
Log-in Jump to any page in the wiki
(Meta+G)
USERNAME:  superadmin
PASSWORD:  =-eeees

¥ Remember me on this computer

ED,

Forgat your ussmame or passward?

Sonda bir dens yeniden sakil cap edilscek, orda da CONTINUE sixirig v
asagidaki sokil cap edilir:
XCWIKI

Step 4 - Report (@) User Interface (@ Wikis (@) Extensions

The installation is now finished. Here is a report of what happen during the process.

Documents

Various steps of the Distribution Wizard are modifying pages of the wikis. The following tree contains all the pages that
have been created. modified or deleted page during the installation.

a@Home
& AnnotationCode
& = AppWithinMinutes
@ Blog
& ColorThemes
& Dashboard
@[ Invitation
= Main
@[ Panels
=) sandbox
@[ Scheduler
@[ Stats
@ WikiManager
@ L XWiki

)

Yeniden CONTINUE sixiriq ve ylklenme bitir.
Ugurlu nsticeds asagidaki sakil cap edilmslidir:
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P HOME ¥ » [ SPACE: Man ¥ = |=) PAGE: WebHome ¥

[ EDIT ¥ EXPORT ¥  MORE ACTIONS ¥

Wiki Home

Last modified by Administrator on 2014/07/27 22:42

Welcome to your wiki

It's an easy-to-edit website that will help you work better together. This Wiki is made of pages

sorted by spaces. You're currently in the Main space, looking at its home page (WebHome).

Learn how to use XWiki with the Getting Started Guide.
You can then use the Sandbox space to try out your wiki's features.

Spaces

(3 Blog
= Main

(= Sandbox

3 XWiki

[5g Creale a new space

Tags
No document has been tagged yet

Tags: -

[] ANNOTATIONS

Comments (0) - Attachments (0) - History - Information

Send Message

&

Visibleto  Everyone ¥

=3
Activity Stream

There are no activities in the stream

Created by Administrator on 2014/07/27 22:42

www.opensource.az

£ SUPERADMIN LOG-OUT

search

APPLICATIONS

‘A Blog

(@ Dashboard
Panels

© scheduler

il statistics

& User index

@ wore applications

QUICK LINKS

Sandbox
(Editthis panel)

Jump to any page in the wiki
(Metas)
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xWiki Domain Controller ils inteqrasiya edilmssi
xXWiki serverimizi DC ils integrasiya elemok {icin biz asadidaki qurasdirmalari
etmeliyik.
DC hagginda o6nceden lazimi mslumatlari versak:
DC Name: DOMAIN.LAN
xWiki GROUP Name: xWikiMembers
DC Auth User: Administrator
DC Auth Pass: Al123456789a
DC-mizde lazimi istifadecileri xWikiMembers grupuna olave edirik ki, daxil
ola bilsinler.
/var/lib/tomcat7/webapps/xwiki/WEB-INF/xwiki.cfg # Faylda asagidaki sstirlsri
uygun olaraq qurasdiririqg
xwiki.authentication.authclass=com.xpn.xwiki.user.impl.LDAP.XWikiLDAPAuthServ
iceImpl
xwiki.authentication.ldap=1
xwiki.authentication.ldap.server=domain.lan
xwiki.authentication.ldap.port=389
xwiki.authentication.ldap.bind DN=domain\\{0}
xwiki.authentication.ldap.bind pass={1l}
xwiki.authentication.ldap.base_DN=DC=domain,DC=lan
xwiki.authentication.ldap.user_ group=CN=xWikiMembers,
OU=0pSO Groups,DC=domain,DC=lan
xwiki.authentication.ldap.UID_attr=sAMAccountName
xwiki.authentication.ldap.fields mapping=name=sAMAccountName,last name=sn, fir
st_name=givenName, fullname=displayName,email=mail,ldap_dn=dn
xwiki.authentication.ldap.update_user=1
xwiki.authentication.ldap.trylocal=0
/var/lib/tomcat7/webapps/xwiki/WEB-INF/xwiki.properties # Faylda
asagidaki
sotirleri uydun
olarag
qurasdiririqg(Qovl
uglar yoxdursa
yaradiriqg ve
tomcat7 user,grup
tizvi edirik)
environment.permanentDirectory=/var/cache/tomcat7/Catalina/localhost/xwiki/
solr.embedded.home=/var/cache/tomcat7/Catalina/localhost/xwiki/solr
/etc/init.d/tomcat7 restart # Sonda tomcat7-ni restart edirik
26
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BOLUM 2

Bulud sistemlsri

e FreeBSD 10.2 x64 server uzsrinds OwnCloud
yiklesnmesi vo qurulmasi

¢ OwnCloud-un Domain Controller ils integrasiya
edilmesi

e FreeBSD 10.1 x64 Pydio Cloud qurulmasi

Sirketin daxili tslsblsri genislendikcs, informasiya onemliliyi vs
tohliikesizliyi teleblsri bdylumeys baslayir. Eynile istifadsc¢ilerin arasida
informasiya paylasimi komfortu telsbi de yaranir. Misal ic¢in paylasim Domain
Controllerds olan istifads¢i ve gruplar arasinda secime gdrs, xiisusi kesls
generasiya edilmis URL-o (Bu URL-1ls sifrs tayin edilmesi imkani wvar) gdrs,
paylasilmis invana paylasim vaxtinin bitmesi tarixinin teyin edilmssins gdrs
ve vaxtin bitmesi zamani mektubla xsbsrdarlidin edilmesins gdrs bacariglara
sahibdir. Bu tip telsblsri garsilayan tanididimiz DropBox ve GoogleDrive
movzuddur. Basligimizim mévzulari eyni telebleri garsilayan ag¢ig gaynaqgll
program teminatlari haggindadir.
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FreeBSD 10.2 x64 server uUzarinds OwnCloud yiklsnmssi v
qurulmasi
ownCloud — molumatlarin sinxronlasdirmasi, fayllarin paylasilmasi vo
senadlerin uzaq serverds saxlanilmasi ic¢clin agcig gaynagli web program
tominatidir.
ownCloud PHP ve JavaScript programlasdirma dillesrinde yazilmisdir. OwnCloud
serveri SQLite, MariaDB, MySQL, Oracle ve PostgreSQL melumat bazalariyla
integrasiya edilib isladils biler.
KDE yaradicilarindan biri, Karlicgek Frank melumatlarin saxlanilmasi Ucgin
ticari xidmetlerins pulsuz alternativ kimi 2010-cu ilin yanvarinda ownCloud-
un hazirlanmasina basladi. Ticari fayl miibadilesi xidmstlsrinden forgli
olaraqg, ownCloud-u olave xorclsr tslsb etmsdsn, soxsi servers yiklemsk olar.
Molumatlarin sinxronlasdirmasinda Windows, Mac 0S, Linux ve hemc¢inin i0S,
Android mobil smsliyyat sistemlori {icin miisteri programlarina sahibdir.
Eynils saxlanilmis melumatlar OwnCloud web-interfeysinin kémeyi ile istifads
edils bilesr.
ownCloud artiqg Debian GNU Linux anbarina slave edilmis ve Gnome is stoluna
integrasiya edilmisdir.
imkanlara:
e Fayllarin adi govluglar strukturunda ya da WebDAV istifade edilesrsk
saxlanilmaszi.
e Sifrslenms
e Istenilen Windows (Windows XP, Vista, 7 ve 8), Mac 0S X (10.6 ve ya daha
yeni) ya da Linux desktoplar arasinda sinxronizasiya
e Togvim(Hemg¢cinin CalDAV)
e Mosslelsrin planlasdiricisi
e Unvan kitabcasi (Hemcinin CardDAV)
e Axinli multimedia (Ampache istifade edilir)
e Istifadeci ve gruplarin idars edilmesi (OpenID ya da LDAP istifads
edorosk)
e Kontentin gruplar, istifadeciler ya da diinya URL vasitesils
paylasdirilmasa
e Sintaksis gdstericisi ve gatlanmayla onlayn metn redaktoru
e Olfscinler
e URL-in gisaldilmasi mexanizmi
e Sokil galereyasi
e PDF sonadlsrs baxis (PDF.js istifade edilir)
e ODF faylllara baxis(.odt, .odp, .ods)
e Jurnallanma modulu
28
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Iindi ise biz FreeBSD 0S-da bu program teminatini yiikleyib qurasdiracayiq.
Clientlsr iss sifreslenmis kanal zerinden 0z mslumatlarini servers
yuklsaysceakloar.
192.168.11.200 - Serverimizin IP idnvani
owncloud.az - Serverimizin HostName-i
Qeyd: Mitlsq /etc/hosts faylina nezerinizds tutduunuz adi uydun IP ils slave
edin. 9ks halda errorlar cap
edilsacak.
cat /etc/hosts # Hosts faylimiz
127.0.0.1 localhost localhost.my.domain
192.168.11.200 owncloud.az owncloud
Once Web Serveri ve PHP-ni yikloysk.
cd “whereis apache22 | awk '{ print $2 }''# Apache-in portuna daxil olurugqg.
make config # Lazimi modullari secirik.
make install # Yukleyirik.
cd ‘whereis php5 | awk '{ print $2 }'" # PHP5 portuna daxil oluruqg.
make config # Lazimi modullari sec¢irik.
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make install # Yikleyirik
Umumiyystls OwnCloud iiciin tslsb edilen biitiin php genislenmeleri tampaq iiciin
6nce ona aid olan Makefile-in ic¢ini miitleq oxumaq lazimdir. Tind gara
simvollar telsb edilsn modullardir.
root@owncloud:/usr/local/etc # cat /usr/ports/www/owncloud/Makefile
# S$FreeBSD: www/owncloud/Makefile 336609 2013-12-16 05:57:04Z kevlo $
PORTNAME= owncloud
PORTVERSION= 6.0.0a
CATEGORIES= WWW
MASTER SITES= http://download.owncloud.org/community/
MAINTAINER= kevlo@FreeBSD.org
COMMENT= Personal cloud which runs on your own server
LICENSE= AGPLv3
BUILD DEPENDS= mp3info:${PORTSDIR}/audio/mp3info
RUN_DEPENDS:= ${BUILD_DEPENDS}
USE_BZIP2= yes
USE_PHP= ctype curl dom fileinfo filter gd hash iconv json ldap \

mbstring openssl pdo session simplexml xml xmlreader \

xsl wddx zip zlib
WANT PHP WEB=  yes
WRKSRC= ${WRKDIR}/${PORTNAME }
NO_BUILD= yes
SUB_FILES= pkg-message
OPTIONS MULTI= DB
OPTIONS MULTI DB= MYSQL PGSQL SQLITE
OPTIONS DEFAULT= SQLITE
MYSQL USE= MYSQL=client PHP=mysql,pdo mysql
PGSQL USE= PGSQL=yes PHP=pdo pgsqgl,pgsqgl
SQLITE USE= PHP=pdo_ sqglite,sglite3
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do-install:
@${MKDIR} -m 0755 S${STAGEDIR}S${WWWDIR}
@cd ${WRKSRC} && ${COPYTREE_SHARE} . S{STAGEDIR}S{WWWDIR}

.include <bsd.port.mk>

PHP {icin Lazimi genislenmslsri yiklsysk.
cd ‘whereis php5-extensions | awk '{ print $2 }'" # Portuna daxil oluruqg.
make config # Lazimi modullari secirik.

phpS—extensions—1._7

bc style precision math fFurnctions
b=ip2 library support

calendar conversion sSupport
cTywpe Tunctions

CURL support

dba support

DOM SupporT

gettext Tbrary support
GNU MP support
HASH Message Digest Framework

I e e L I\xwl;{wl Hxnﬂ\lﬂu;{uxn I\ﬂwl kukn \I;{WI J

L

T
INnterbase © database 5u|?por1: Crirebird)
JavasScript Object Serdialization support
OopenL DAP SUupporT
multibyte sTtring support
ENCrypTion Support
MS—_sSOIl database support
MysQL database support
mMywsQL i database supportc

%R

=
>

OpensSsSL Ssupport

Pt ]l support (CLT oy

PDF14ib Supgor‘t (1mp‘|1e5 D

PHP Data Objects InNnte rface CPDO)
PDO DELIB—-DE driwver

PDO Firebird driwver

PDO POosTgresoL driwver

L] PDO sqglite driwer
L PDStgl‘eSQL databaf.e SuUppor T
[ phar suppor
[==] POsIx-—like funct-| ons
C 1 pspell support
C 1 readlHine support CCLT onlyd
C 7 recode suppo
[>T sessdorn 5upport
C 1 5hmo|? SupporT
[ Simple support
T
=] suppor
[ gnp11:s ML
=
[ > ] SUuUpporT
C 1 SupporT
L] SupportT
[ =] CImplies DoOMD)
[ =]
=]
1 pose——
i
make -DBATCH install # Yikleyirik

OwnCloud-u yuklsyak.
cd ‘whereis owncloud | awk '{ print $2 }'' # OwnCloud-un {invanina daxil oluruq
make install # Yikleyirik.

Servislsrimizi Startup-a slave edek ve iss salag.
echo ‘apache22 enable="YES"’' >> /etc/rc.conf
echo ‘apache22ssl_enable="YES"’ >> /etc/rc.conf

cd ‘whereis mysql55-server | awk '{ print $2 }'" # MySQL-i yiikleysk
make config # Lazimi modullari secgak
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make install # Yiukleyirik
echo ‘mysql_enable="YES"’' >> /etc/rc.conf # Startup-a olave edsk
/usr/local/etc/rc.d/mysql-server start # MySQL-i iss saliriqg.
/usr/local/etc/rc.d/apache22 start # Apache22-ni iss saliriqg.
Asagidaki sstirlsri WEB Serverimizin configins slave edsk ki, hem PHP islssin
hemds VirtualHost-lari aktiv edak.
echo 'AddType application/x-httpd-php .php' >> /usr/local/etc/apache22/httpd.conf
echo 'AddType application/x-httpd-php-source .phps' >> /usr/local/etc/apache22/httpd.conf
echo 'Include /usr/local/domen/*' >> /usr/local/etc/apache22/httpd.conf
Homginin ‘/usr/local/etc/apache22/httpd.conf’ faylindan DirectoryIndex
sotirinin garsisina index.php slavs edirik ki, PHP scriptler ilk index
edsnlsrdsn olsun.
mkdir -p /usr/local/domen/ # VirtualHost-lar idcun govlug yaradaq.
OwnCloud ig¢ln VirtualHost fayli yaradaqg ve asagidakilari igine slave edsk
cat /usr/local/domen/owncloud.az
<VirtualHost *:80>

RewriteEngine on

ReWriteCond %{SERVER_ PORT} 174438

RewriteRule */(.*) https://%${HTTP_HOST}/$1 [NC,R,L]
</VirtualHost>
<VirtualHost *:443>

SSLEngine on

SSLCertificateFile /usr/local/etc/apache22/ssl/owncloud.pem

SSLCertificateKeyFile /usr/local/etc/apache22/ssl/owncloud.key

DocumentRoot /usr/local/www/owncloud/
<Directory "/usr/local/www/owncloud">
AllowOverride All
order allow,deny
Allow from all
</Directory>
</VirtualHost>
mkdir /usr/local/etc/apache22/ssl/ # Sertifikatimiz ig¢lin govlug yaradaq.
cd /usr/local/etc/apache22/ssl/ # Unvana daxil oluruq ki, sertifikata

orda yaradaqg.
Sertifikati asadgidaki verilenlerls generasiya edirik.
openssl req -new -x509 -days 365 -nodes -out
/usr/local/etc/apache22/ssl/owncloud.pem -keyout
/usr/local/etc/apache22/ssl/owncloud.key
Generating a 1024 bit RSA private key
......... ++++++
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............. ++++++
writing new private key to '/usr/local/etc/apache22/ssl/owncloud.key'
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter '.', the field will be left blank.
Country Name (2 letter code) [AU]:AZ
State or Province Name (full name) [Some-State]:Baku
Locality Name (eg, city) []:Xatai
Organization Name (eg, company) [Internet Widgits Pty Ltd] :0pSO
Organizational Unit Name (eg, section) []:IT
Common Name (e.g. server FQDN or YOUR name) []:owncloud.az
Email Address []:admin.adminQRowncloud.az
Lazimi unvanlara lazimi yetkileri versk.
chown -R www:www /usr/local/etc/apache22/ssl/
chown -R www:www /usr/local/www/owncloud/
chmod -R 600 /usr/local/etc/apache22/ssl/
chown -R www:www /usr/local/domen/
/usr/local/etc/apache22/httpd.conf faylinda da 443-cl port ic¢iin Listen slave
edib restart edin ki, https islessin.
Listen 80
Listen 443
Qeyd: Sger siz apache24-den istifads edirsinizss,
/usr/local/etc/apache24/httpd.conf faylinda asadidaki setirlerin
garsisindan sorhi silmeyi unutmayin:
LoadModule rewrite module libexec/apache24/mod rewrite.so
LoadModule ssl_module libexec/apache24/mod ssl.so
LoadModule dav_module libexec/apache24/mod dav.so
LoadModule vhost _alias_module libexec/apache24/mod vhost alias.so
Qeyd: Hemcinin apache24-de /usr/local/dome/bvimcloud.domain.az vhost config
fayli asagidaki kimi olacagqg:
<VirtualHost *:80>
RewriteEngine on
ReWriteCond %{SERVER PORT} 17443$
RewriteRule ~/(.*) https://%${HTTP_HOST}/$1 [NC,R,L]
</VirtualHost>
<VirtualHost *:443>
SSLEngine on
SSLCertificateFile /usr/local/etc/apache24/ssl/bvimcloud.pem
SSLCertificateKeyFile /usr/local/etc/apache24/ssl/bvimcloud.key
DocumentRoot /usr/local/www/owncloud/
<Directory "/usr/local/www/owncloud">
33
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AllowOverride All
Require all granted
</Directory>
</VirtualHost>
cp /usr/local/etc/php.ini-production /usr/local/etc/php.ini # php qurasdirma
faylini dizsldsk
/usr/local/etc/php.ini faylin ic¢inds asadidaki sotiri uydun olaraq edok:
date.timezone = 'Asia/Baku'
OwnCloud {icin MySQL-de baza istifadeci adi ve sifre yaradaqg.
mysqgladmin -u root -h localhost password 'freebsd' # MySQL-in root
istifadecisi iclin sifrs
toyin edsk.
mysql -uroot -p’ freebsd’ # MySQL-e daxil olag ve baza yaradaqg.
mysql> CREATE DATABASE owncloud; # Bazani yaradiriqg.
owncloud istifadec¢isini yaradirig vs owncloud bazasina localhost-dan yetki
veririk.
mysql> GRANT ALL PRIVILEGES ON owncloud.* TO 'owncloud'@'localhost'
IDENTIFIED BY "freebsd";
Yetkilsri FLUSH edsk ki, aktivlsssin
mysql> FLUSH PRIVILEGES;
Sonra OWNCLOUD-un istifadeg¢ilsri iiciin Global govluqg yaradirig ve web server
d¢ln yetki veririk.
mkdir /home/owncloud data
chown -R www:www /home/owncloud data
Sonra Windows masinimizda test lU¢lin c:\windows\system32\drivers\etc\hosts
faylina Asagidaki setiri slave edirik.
192.168.11.200 owncloud.az
Windows masinimizin Browserinde http://owncloud.az daxil edirik ve gdériurik
ki, https linkins forward edilirik. Sekilde gorunduyu kimi, admin user vs
parol, hem¢inin MySQL bazasi Uclin verilenlerini daxil edib Finish setup
diymesins sixiriqg.
Monim halimda 7.2.1 release idi ve asagidaki fayl telsb edilirdi:
touch /home/owncloud data/.ocdata
Hom¢ginin OwnCloud uUg¢in nezsrde tutdudumuz data govlugu iUcin www istifadecisi
ve grupuna yetki veririk:
chown -R www:www /home/owncloud data/
Eynils php5-bcmath modulu teslsb edilirdi:
cd /usr/ports/math/php5-bcmath # Port Unvanina daxil olurug
make install # Yikleyirik
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ouwnClou

Create an admin account
L admin
EREEEERREE ©

Advanced ¥

Data folder

/home/owncloud_data

Configure the database

SQLite MySsaL

owncloud
(111111}
owncloud

localhost

Sonra iss asagidaki sakil c¢ixdisa demsk hsrsey sladir.

& @ hitps//owncloud.az | |B - Google AR ¥ &0

Welcome to ownCloud

Your personal web senices. All your files, contacts, calendar and more, in one place.

Get the apps to sync your files

Connect your desktop apps to ownCloud

%) Connect your Calendar | 4 Connect your Contacts | [ Access files via WebDAV

There's more information in the documentation and on our website
If you like ownCloud, recommend it to your friends!

Artiqg istifadecileri yaradaq ve sinxronizasiya licin yer versk. Sag tersfds
admin -> Users diiymesins sixirig.
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admin v

i= Admin

i Help

M Log out

Sonra Groups -> add group diymesini sixiriqg ve istifadeciler adli grup
yaradiriqg. Hemin sohifoeds kamil adli istifadeg¢isi ve parol daxil edib
istifadsg¢ilsr grupunu secirik ve Create diymesins sixirig.

kamil ceconee istifadeciler * | | Create Default Storage | Unlimited [
Login Name Display Name— 24min sword Groups Group Admin Storage
Mlistifadeciler
admin admin + add group admin - Group Admin Default v

Sonra kamil adli istifadeg¢iys 1GB yer istifade etmek imkani veririk.

Login Name Password istifadeciler ~ | | Create

Default Storage | Unlimited  [v]

Login Name Display Name Password Groups Group Admin Storage

admin admin admin v Group Admin ~ Default v

fkamil kamil istifadeciler ~ Group Admin ~

Sonra iss Windows masinimizda Client programini yiklsysk ve sinagdan kecgirsk.
Yiklonms proseduru ¢ox asandir. Sadece Full install seg¢irik ve Next diymesins
sixiriqg. Sonda ‘Run owncloud’ sec¢ib Finish edirik. Ac¢ilan sahifade
serverimizin adini veya IP Unvanini daxil edirik (Bizim halda
https://owncloud.az) .

Cixan sahifede ‘Trust Certificate anyway’ se¢ib OK diymesinse sixiriqg.
Sokildeki kimi.
SSL Connection
Warnings about current $SL Connection:
The certificate is self-signed, and untrusted
with Certificate owncloud.az
QOrganization: ATLtech
Unit: IT
Country: AZ

Fingerprint (SHA1): 2 -a0-bE:83:Zared:0aslb

Fingerprint (MDS): 2.

Effective Date: Mon Nov 11 13:35:06 2013
Expiry Date: Tue Nov 11 13:35:06 2014

TIssuer: owncloud.az
Organization: ATLtech

Unit: IT
Country: AZ

Trust this certificate anyway

G
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Istifadeci adi ve sifreni daxil edib Next diiymesins sixiriq.

-

Username | kamil

Password ........l

ownCloud Connection Wizard ?

Connect to ownCloud

Enter user credentials

ouwnNnloud

If you don't have an ownCloud server yet, see gwndoud.com for more info.

Uygun govlugumuzu sec¢irik ve Connect dilymesine sixirig. Sokildeki kimi.
ownCloud Connection Wizard ?

Connect to ownCloud afih,
Setup local folder options “...'

ownllou CI

Local Folder

If you don't have an ownCloud server yet, see pwndoud.com for more info.

F:\Owncloud

Your entire account will be synced to the local folder ‘F:\Owndoud',

Sonda asagidaki soakildeki kimi netice olde etmis olacadiqg. Artig kamil adla
istifadsc¢i 6z kompunda, F:\Owncloud adli folders ns informasiya atsa o
avtomatik olaraq https://192.168.11.200 serverine sinxronizasiya edilscak.
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Sinxronizasiya asagidaki sokildeki kimi gedscsk.

Q Account
Q General

*Q. Metwork

‘

4 Account Sync Status
Connected to https: /fowndoud.az.
Q General
nCloud Add Folder...
*5 Network owl ) u . )
Sy S e A
F:\Owncloud ’—‘
Remove
Info...
Storage Usage Account Maintenance
[ v )
0Bof 1GBinuse.
MNote: Some folders, including network mounted or shared folders, might have different Modify Account
limits.

Sync Status
Connected to https: fiowndoud.az.

# H

ownCloud

F\Owncloud

Syncing all files in your account with

Ve

S| |E
AL

28 ME of 348 MB, file 1 of 1

Currently uploading file (28 ME of 848 ME)

Storage Usage

[

0%

0B of 1GBinuse.

limits.

Mote: Some folders, induding network mounted or shared folders, might have different

i

Nehayst sonda miisyyen sinxronizasiya bitdikden sonra asagidaki sskil cap

edilsceak. Bununla da OwnCloud serverimiz test edilmis olacaq.

WwWw.opensource.az
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t Account

e |

o General

fq. Metwork

Sync Status
Connected to https: {fowndoud. 5z,
Add Folder...
ownCloud
Syncing all files in your account with
FACQwncloud
(unele _ Remove |
Info...
Storage Usage Account Maintenance
Edit Ignored Files
848 MB of 1 GB in use,
Mote: Some folders, induding network mounted or shared folders, might have different Maodi

lirmits.

i |

WebDav gosub Browser Clientlsrden istifads elsmsk istsssniz bu linkden
http://doc.owncloud.org/server/5.0/user manual/files/files.html yararlana

bilsrsiniz.

WwWw.opensource.az
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OwnCloud-un Domain Controller ils integrasiya edilmssi

OwnCloud-u FreeBSD masina yiikledikden sonra, WEB ile lazimi links daxil
olursunuz ve sol teorof asadida Apps dilymesins sixirsiniz (Sekildeki kimi) :

Sonra iss LDAP Ucin lazim olan App-1 enable elemek lazimdir. Menim halimda
artigq Enable etdiyime gdres sokilde disable diiymesi aktiv formada godrinscsk.

Add your App .
Activi
= LDAP user and group backend 0.4.1
Tleribr Authenticate users and groups by LDAP respectively Active Directory. This app is not compatible with the WebDAV user backend.
Documentation: Admin Documentation
Contacts
Deleted files AGPL-licensed by Dominik Schmidt and Arthur Schiwon

Documents @

First Run Wizard
Full Text Search
PDF Viewer
Pictures

Share Files
Text Editor
Updater
Versions

Video Viewer
Bookmarks

Encryption

Sonra ise sistemi yiiklediyimizds yaratdidimiz ownadmin userin Admin
interfeysine daxil olurug(Sskildsaki kimi).

ownadmin v

= Admin

Help

Log out

Bizim Domain Controllerimiz ic¢lin verilenlsr asadidakilardir:
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DC: DOMAIN.LAN (Port Ldap: 389)

Domain Admin: DCADM

Domain Admin Pass: freebsd

Cloud istifadeciler tcin grup: OwnCloudMembers

Once Server basliginda Sokilds gdsterildiyi kimi mslumatlari yerlssdiririk ve
Continue dilymesins sixirig(Sekildeki kimi).

domain.lan 389

CN=DCADM, CN=Users,DC=DOMAIN,DC=1lan

Shifre

DC=DOMAIN,DC=lan

domain_lan 389

CN=DCADM, CN=Users, DC=DOMAIN,DC=LAN

srrsssssans

DC=domain,DC=lan

Sonra User Filter TAB-1ina daxil oluruq ve he¢ bir class secmeden sadscs bizs
lazim olan istifade¢ilsrin yerlesdiyi grupu sec¢irik. Yeni OwnCloudMembers

grupunu (Sokildeki kimi) :
l Server I User Filter Login Filter Group Filter m

Limit the access to ownCloud to users meeting this criteria

only thase object classes:  Select object classes

only fiom those groups:  OwnCloudMembers

| Edit raw filter instead \_________r,_/——_/

31 users found
Configuration OK @ | Back = | Continue | i Help

yada ki, Edit raw filter instead diymesini sixib, lazimi LDAP filteri oOziniz
yaza bilsrsiniz.

Misal dc¢iin (memberOf=CN=OwnCloudMembers,h OU=Company

Groups ,OU=Company,DC=domain,DC=1lan) sintaksisi ile domain.lan DC-ds Company
Groups, Company OU-da olan ve yalniz OwnCloudMembers grupunun biitiin
dzvlerinin Cloud-dan istifadesins izin veririk. Misal {c¢iin Domain.LAN DC-
sinds asagidaki sskildeki kimi edirik:

OrpasuurTe gocTyn k ownCloud nonk3cBaTenan, YOOBNETEOPAKLLMM 3TOMY KPUTERNK:

ToNkko 3T 06BEeKTHEIE KNacckl
TOMNBKO M3 3TUX rpynn

| PepaktupoBaTe MCXogHbIR
uUneTp

(memberQf=Ch=OwnCloudMembers QU=Company Groups, QU=Company. DC=domain. DC=lan)

57 nonesaoeaTeneid HaAgeEHD

Koncburypauna e nopagke @ | Hasag | | Npogomkmte | i Momows
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Login Filter bodlimiinde LDAP Username-i secmirik vo Other Attributes-de
sAMAccountName secirik (Sekildeki kimi) :

What attribute shall be used as login name.

LDAP Usermame:
LDAP Email Address:

Other Attributes:  sAMAccountName B

| Edit raw filter instead

Configuration OK @ | Back | | Continue | i Help

Group Filter-de Object Flass olarag group secgirik ve only from those groups-
da OwnCloudMembers grupunu sec¢cirik (Sskildski kimi) :

[ Server I User Filter I Login Filter I Group Filter

Limit the access to ownCloud to groups meeting this criteria

only those object classes. gew
only from those groups:  OwnCloudMembers .

| Edit raw fiter instead

1 group found
Configuration OK @ | Back i Help

Advanced-e daxil olurug ve Connections Settings-de Configuration Active vso
Turn off SSL certificate validation secirik

I Server ] User Filter l Login Filter I Group Filter Advanced

C—

[ + Connection Settings w

Configuration Active

®

Backup (Replica) Host
Backup (Replica) Port
Disable Main Server

Case insensitve LDAP server
(Windows)

Tum off SSL certificate validation =
Cache Time-To-Live gog

» Directory Settings

v Special Attributes

Save Test Configuration i Help

Advanced bdélumunde Directory Settings-de sakilde gdsterilen verilenler
secilir ve miltlsg Group-Member association: uniqueMember secilir:
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[ Cepeep I Monkzoeatenn I TNomu

+ HacTporku nogKkno4YeHUs

- HacTpouku kaTtanora

lMone oTobpaxaemoro UMeHn
nons3osarens

Ea3za nons3oeaTtensckoro Aepesa

ATpuByTEI Noucka
nonk3ceateTensi

lNone oTobpaxaemoro nmexn
rpynnel

Baaa rpynnesoro fepesa

ATpubyTel noucka ANA rpynnkl

AccouMauua Mpynna-YuyacTHuk

BnomeHHsIE rpynnk!

MocTpanuuHeil chunksize 5000
+  CneunanbHble aTpubyThbl
CoXpaHHuTb Mpoeeputk koHdurypaumio 1 Momows

displayname

DC=domain,DC=lan

cn

DC=domain| DC=lan

uniqueMember ¥

|

Advanced-de Special Attributes-deo he¢ bir sey slave edilmir ve bos galzir.

Exterpt-e do daxil olmadan Save vo Test Configuration diiymesi sixilir.
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FreeBSD 10.1 x64 Pydio Cloud qurulmasi

Pydio (evvel Ajaxplorer) - ayrilmis serverds mslumatlarin sinxronizasiya
edilmesi iclin, ac¢ig gaynagli program teminatidir. Proyekt 2009-cu ilds
Charles du Jeu tersfinden yaradilmisdir. Php dilinde yazilmisdir. Idarsetms
iiclin MySQL verilenler bazasi istifades edilir. Istenilen tip desktop (Windows,
MAC ve Linux) ve mobil smsliyyat sistemlosri (Android, 1i0S) lclin mistsri
program teminatina malikdir. Mslumatlar eynile WEB interfeys vasitesilse deo
idars edils bilear.

imkanlara:
e Fayllarin govluq adac strukturunda saxlanilmasi (WebDAV vasitesila)
e Moslumatlarin SSL/TLS vasitesils sifreslenmesi
e Desktop programindan sinxronizasiya
e TIstifadeci rollarinin idarsedilmesi (LDAP istifadeci bazasi ils
integrasiya)
e Digsr istifadegilsrls govlug ve fayllarin paylasilmasi
e Sintaksis g&stericisi ile metn redaktoru
e Sokil fayllarinin redaktoru
e Audio ve video fayllarin iss salinmasi

e Konar anbarlarla integrasiya. Amazon S3, FTP ya da MySQL verilenler
bazaszi.

e Mobil platformalar tc¢lin program teminati

Mogsadimiz FreeBSD10.1 iizerinde Cloud serverin qurulmasidir. Nezsrds tutulur
ki, artiqg FreeBSD serverimizds portlarla paketler yenilenib, Apache PHP MySQL
yiklenmis ve qurulmusdur. Ancaq /usr/port/lang/php56-extensions invanindan
php genislenmslsri ylklsdikds, miitlsqg bcmath, bz2, calendar, Core, ctype,
curl, date, dom, ereg, exif, fileinfo, filter, gd, gettext, hash, iconv,
imap, json, ldap, libxml, mbstring, mcrypt, mhash, mysql, mysqli, mysqlnd,
openssl, pcre, PDO, Phar, posix, pspell, Reflection, session, SimpleXML,
snmp, SPL, standard, tokenizer, xml, xmlreader, xmlrpc, xmlwriter, xsl, Zend
OPcache, zip, zlib modullarini secmsk lazimdir.

Pydio-nun PHP ii¢ln teleb elediyi deyisiklikleri edirik. Bunlar upload
deyisenlsri ve session.save path ils sessiyalarin saxlanilmasi tnvanidir:
root@pydio:~ # ed /usr/local/etc/

root@pydio:/usr/local/etc # cp php.ini-production php.ini

/usr/local/etc/php.ini faylinda asadidaki desyisenleri uydun olaraq edirik:
upload max_ filesize = 1024M

post _max size = 1024M

output buffering = Off

session.save _path = "/tmp"

Serverimizin adi pydio.opensource.az olacag. Buna gors de serverimizi
VirtualHost-la ad prinsipine uydun olaraq qurmaq lazimdir.

Apache serverimizs yeni qurasdirma fayllarinin islsysceyi govludu teyin
edirik.
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root@pydio:~ # echo "Include /usr/local/domen/*" >>
/usr/local/etc/apache24/httpd.conf

root@pydio:~ # mkdir /usr/local/domen

/usr/local/domen/pydio.opensource.az fayli yaradirig vo terkibins asadidaki
sotirleri slave edirik ki, wvirtual hostumuz islesin. Faylda olan SSL
sertifikati ardicil yaradacadiqg ¢unki, pydio ilk yiklenmesinds bu sertifikati
tolab edir:
<VirtualHost *:80>
RewriteEngine on
ReWriteCond %{SERVER_ PORT} 17443$
RewriteRule */(.*) https://%${HTTP_HOST}/$1 [NC,R,L]
ServerAdmin webmaster@email.com
ServerName pydio.opensource.az
</VirtualHost>
<VirtualHost *:443>
SSLEngine on
SSLCertificateFile /usr/local/etc/apache24/ssl/pydio.pem
SSLCertificateKeyFile /usr/local/etc/apache24/ssl/pydio.key
DocumentRoot /usr/local/www/pydio/
CustomLog "/var/log/pydio_access.log" common
ErrorLog /var/log/pydio_error.log
<Directory "/usr/local/www/pydio">
AllowOverride all
Require all granted
</Directory>
</VirtualHost>

Qeyd: Unutmayin /usr/local/etc/apache24/httpd.conf faylinda mutleg
rewrite module ve ssl module sstirlsrinin garsisindan ssrhleri silmsk
vo Listen 443 sotirini yazimag lazimdir ki, port qulag assin.

Jurnal fayllarini yaradag:
root@pydio:~ # touch /var/log/pydio_access.log /var/log/pydio_error.log

SSL govludu yaradib ig¢ins daxil olurug ve ardinca pydio https-1s islays
bilmesi liclin sertifikat yaradiriqg:

root@pydio:~ # mkdir /usr/local/etc/apache24/ssl/

root@pydio:~ # ed /usr/local/etc/apache24/ssl/

root@pydio~ # openssl req -new -x509 -days 365 -nodes -out pydio.pem -keyout
pydio.key

Country Name (2 letter code) [AU]:AZ

State or Province Name (full name) [Some-State] :Baku

Locality Name (eg, city) []:Narimanov

Organization Name (eg, company) [Internet Widgits Pty Ltd] :0pSO
Organizational Unit Name (eg, section) []:IT

Common Name (e.g. server FQDN or YOUR name) []:pydio.opensource.az
Email Address []:admin@opensource.az

MySQL verilsnler bazasi yaradirig ve istifads¢iye hiiqug teyin edirik:
root@pydio:~ # mysql -uroot -p
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mysgl> create database pydiodb;
Query OK, 1 row affected (0.02 sec)

mysqgl> GRANT ALL ON pydiodb.* TO pydiouser@localhost IDENTIFIED BY 'freebsd';
Query OK, 0 rows affected (0.00 sec)

mysql> flush privileges;
Query OK, 0 rows affected (0.00 sec)

mysql> \q
Bye

Pydio-nun son versiya menbs kodlarini Internetden endirib aciriqg:
root@pydio:~ # pkg install wget

root@pydio:~ # wget
http://sourceforge.net/projects/ajaxplorer/files/pydio/stable-
channel/6.0.8/pydio-core-6.0.8.zip

root@pydio:~ # unzip pydio-core-6.0.8.zip

Pydio Ug¢lin PUBLIC_HTML govlugu yaradag ve data govluduna lazimi yetkilesri
toyin edsk:

root@pydio:~ # mv pydio-core-6.0.8 /usr/local/www/pydio

root@pydio:~ # chown -R www:www /usr/local/www/pydio/

root@pydio:~ # chmod -R 777 /usr/local/www/pydio/data/

Onceden /usr/local/www/pydio/conf/bootstrap conf.php faylinda asagidakina
uygun olaraq define sstirlerinin garsisina setlocal ils UTF-8 kodirovkasini
doyisirik:

setlocale (LC_ALL, "en US.UTF-8");

//define("AJXP_LOCALE", "en EN.UTF-8") ;

//define ("AJXP_LOCALE", "");

Web serverimizi yeniden iss saliriqg ki, deyisiklikler isge diissiin:
root@pydio:~ # /usr/local/etc/rc.d/apache24 restart

Artiqg istenilen desktop masinda hansisa browser agirig ve
http://pydio.opensource.az/ sshifssins daxil olurug.

Qeyd: Sger sizds DNS yoxdursa ve web sshifeys adla daxil olmag isteyirsinizss
istenilen Windows masinda C:\Windows\System32\drivers\etc\hosts faylina
ve istenilsn UNIX/Linux masinda /etec/hosts faylina asagidaka
sintaksisls setiri slave etmeniz yetsr:

XX . XX .XX.XX pydio.opensource.az pydio

WEB sshifs girmizi acilacaq c¢iinki sertifikatiniz Self Signed (Oziinliz &zinlzi
imzalamissiniz. Normaldir)-dir. Web sshifenizde Pydio yoxlanislarinin
noticesini yasil rengli OK sotirlsri ils gdrecsksiniz. Movcud versiya idc¢in
he¢ bir sohv cap edilmeyecsak ancaqg, golscsk versiyalarda sshvler sshifades
gbrunecek ve onlari hall etmslisiniz. 8ks halda yuklemeni davam etmsk mimkin
olmayacaqg.
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Asagidaki kimi, English sec¢irik ve Start Wizard diymesine sixiriqg:

7/ Pydio Setup Wizard x

Pydig

PUT YOUR DATA N ORBIT

English v

———

Thank you for installing Pydio!
This tool will make sure your new sharing platform is up and running
in no time: browse through the various sections to set up the general
behaviour of the application. You can fly over the fields labels with
your mouse to get more information.
Are you ready ? Start Wizard!

-—-...___f"-—-"\

Novboti sshifsds har bir seksiyani ardicilligla qurasdiririqg:

# Pydio Setup Wizard x

Pydig

Click on each section to edit parameters

P &, Admin access
_-—l_I——'-.-’J
* &2 Global options

* @& Configurations storage

—

-

* % Add some users
Pydio WEB inzibatg¢i i¢iin istifade¢i adi ve sifrs teyin edirik(Sifre c¢otin
olmalidir. Sks halda névbsti sshifeys izin vermeyscsak):
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/# Pydio Setup Wizard

e d

Click on each section to edit parameters

¥ & Admin access

later by going to the 'Settings' workspace.

ADMIN LOGIM*

Flease =t up a login and password for the administrator user. This step is
necessary to let you login the first time. You can create more administrators

admin

ADMIN DISPLAY NAME®*

admin

ADMIN PASSWORD*

Qlobal gqurasdirmalari edirik:

~ & Global options

Set up some application parameters. If you enable Emails, please use the
Test button to check if your php is correctly configured

DETECTED EMNCODING*

‘ UTF-8 ‘

DETECTED SERVER PATH*

‘f ‘
APPLICATION TITLE

Pydio ‘

WELCOME MESSAGE

Pydio-ya xog gelmisiniz|

=
DEFAULT LANGUAGE#*

| English v|
EMABLE EMAILS*

| Mo (you can enable mails later) v |

WwWw.opensource.az



Verilenler bazasi iiciin qurasdirmalari edirik. Once yaratdidimiz MySQL
baza ve sifresini daxil edib, Try

istifadeci,

dilymesins sixiriq ki, gosulmani yoxlayaqg:

Ugurlu natice asagidaki kimi yasil rengde olmalidir:

¥ [@ Configurations storage

rour actual docume
Ju the , but it's not suit
sed setup (sglite does not require any

additicnal se

STORAGE TYPE

Database (production environments, requires 3 DEMS supported & ¥

localhost ‘

DATABASE?

‘pycioco ‘

CER#*

‘pycimsef ‘

® Try connecting to the database

® Connexion established!

connecting to the database

Sinag c¢lin bookcorrector adli yeni bir istifadec¢i verilenlsri daxil edirik wve

Install Pydio Now diymesini sixiriqg ki,

www.opensource.az

yiklememiz davam etsin:
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v &% Add some users

Create users for your organization right now. You can do this later by going
to the Settings workspace.

LOGIN

bookcorrector

USER EMAIL

bookcorrector@gmailcom

DISPLAY NAME

Book Corrector

PASSWORD

CONFIRM

® Install Pydio Now

Asagidaki sokildeki kimi bir neg¢s saniys vaxt kecocoak:

# Pydio Setup Wizard x

Pyols

Please wait while Pydia is being configured! It will be up and running
in a couple of seconds...

...done!
The page will now reload automatically. You can log in with the
admin user "admin” you have just defined.

Son netice asagidaki sakildski kimi olacaqg. Istifadeci adi admin ve sifreni

vazib,

sehifeys daxil olurugqg:

WwWw.opensource.az
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Pydio-ya xos galmisiniz

LOGIN

:
L
PASSWORD g l

B Remember Me

Daxil oldugdan sonra My Files dilymesini sixib &zimize aid olan admin
fayllarina baxa bilsrik:

Welcome, admin!

If you are not admin, log out.
New to Pydio? Watch our tutorials.

MY WORKSPACES

cF  Common Files

MF My Files

Acilan sshifs asagidaki kimi olacaq:
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B Recycle 8in

Pydio biitin platformalar ii¢clin pulsuz client programlari toklif edir. Bu
programlari Android ve i0S {i¢clin 6z reposlarindan ve Windows, Linux/UNIX, MAC
i¢lin iss https://pyd.io/apps/pydio-sync/ linkinden slde ede bilsrsiniz.

Adroid Gcln reposlardan Pydio adli programi ylklemelisiniz(Sekildeki kimi):
© F .4l 2% 15:24

“Pydi/ -

PUT YOUR DATA IN ORBIT

Pydio 53]
C. du Jeu - Abstrium
3

INSTALL

L9000

Downloads 561 & Productivity Similar

Put Your Data In Orbit - open source file
sharing platform for the enterprise.

READ MORE

Yikladikden sonra yaratdigimiz istifadec¢i adi ils pydio cloud-umuza https
protokolu ils gosulurug:

# Add a server

Server URL

https:// 4 pydio.opensource.az
Server name

pydio.opensource.az
User

bookcorrector
Password

[ SSL : Trust self-signed certificate

["] Server uses legacy access (<4.0)

OK Cancel

—_— -

Ugurlu netice asagidaki kimi olacaqg:
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&0 O F .
»# My Files

59

g
&

17:54

E shexsi papka

Oct 03, 2075

@ Recycle Bin

Oct 03, 2015

Windows liclin ise platformaya uydun olan PydioSync versiyasini yiklsmek

lazimdir. Yiklsdikden sonra, ilk qurasdirmalar asagidaki kimi olacagqg:
- Pydio - =
P,y j

Configure Connection

Connect to the serverwith the same URL as the one you would use to access
through aweb browser, e.g. httpw//mydomain.com/pydio

HTTPS HTTP

https:/y pydic.opensource.az

bookcorrector

Tips:where can | find the server URL?

CONNECT

—_—

SSL sohvi cap edilscsk ve sskildeki kimi secgirik:
- Pydio - =

Configure Connection

Error while trying to connect to https://pydioc.opensource.az :
* An SSL error happened! Is your server using a self-signed

certificate? In that case please check 'Trust SSL certificate’

Connect to the serverwith the same URL as the one vou would use to access
through aweb browser, e.g. http://mydomain.com/pydic

HTTPS HTTP
https:// pydic.opensource.az
bookcorrector

Tips: where can I find the server URL?

" Trust SSL certificate

Sonra uzaq serverds i1s yerini teyin edib, Next diymssini sixiriqg:
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- Pydio - o=

1/3 Select a workspace

Welcome Book Corrector!

’ Youw are connecting to Pydio
{https://pydic_opensocurce_az) [change]

Remote workspace
MY FILES

O synchronise only a subfolder of this workspace

Oz desktopumuzda sinxronizasiya edilscsk govludu tesyin edib, Next diiymesins
S1X1riqg:

- Pydio = =

Pydigs
2/3 Select a destination

By default a local folder will be created on your computer

Cy'Pydio EE change

Novbeti sshifeni oldudu kimi gesbul edib Next diiymesine sixiriqg:

www.opensource.az
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- Pydio D=l < |

3/3 Optional Parameters

Server: Local folder: C:/Pydio
httpsy/pydic.opensource.az [change]
Warkspace: My Files
Folder: Whole workspace
[change]

Mame thissynchro:

Pydio - My Files

¥ Advanced Parameters

I =

—_—

Son netice asadidaki kimi olacaq(FIRE THE ROCKET! diiymesine sixiriq) :
v Pydio - o

Pyoig
Ready for ignition!

Are you ready to launch the synchronization?
Your data will be in orbit in no time!

SYNC NAME

Pydio - My Files
DATA SIZE
computing...

ESTIMATED TIME

computing...

FIRE THE ROCKET!

—_—

[change parameters]

Hem Android ve hsm de Windows-da govluglara hansisa fayllari yerlessdirdikdsn
sonra WEB serverimizde gdrdiylimuz nstice asagidaki kimi olacaqg:

www.opensource.az
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Q + L
mp3
>
[+ vownload | @ preview | +]
Recyde Bin
Mot oy 2 1310
META DATA

FILE ACTIVITY
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Daxili resurslarin planlasdirilmasi sistemlsri (ERP)

e Dolibarr ERP CRM qurulmasi yiklsnmssi ve qurulmasi
® Ubuntu 14.04 iuzsrinds OpenERP oDoo-nun qurulmasi

Misyyeon sayda daxili is¢i terkibine sahib olan sirkstin bir neg¢s sdbssi olur.
Sirket en azi techizat, insan resurslari, anbar, milhasibatliq ve IT
sbbeolarinden ibarst olarsa bu soébslsr arasinda reosmi senadlerin axini ister-
istemez yaranacaqg. Bu halda kagizla islemsk axinin geyri diizglin islemssi ve

narahat¢iliga getirib ¢ixaracag. Basligimiz bu axinin avtomatlasdirilmasini
agciglayir.
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Dolibarr ERP CRM qurulmasi yiuklsnmesi ve qurulmasi

Dolibarr ERP CRM - torkibinds resurslarin planlamasini (ERP) ve misterilerls
garsiligli slagenin idarsetmssine sahib olan, kicik ve orta biznes {icin
pulsuz modullu program toeminatidir. Funksiyalar teslsbden asili olarag iss
salina ve ya dayandirila bilesr.

Dolibarr verilsnlerinin saxlanilmasi dclin MySQL, PostgreSQL ve SQLite3
istifads edils bilsr. Bu bolimds biz Dolibarr program teminatinin FreeBSD OS
Uzoarinds PostgreSQL verilenlser bazasinin istifadesi ils qurulmasini
aciglayiraiqg.

Nezoarde tutulur ki, artiqg ssbsks qurulmus ve portlar yenilsnmisdir. Her hal
ic¢in paketlsari yenileyirik:
root@dolibarr:~ # pkg update -f

Server dolibarr.opensource.az adi ils isleyocak.

Istifadeg¢imizin ev govluguna dolibarr-i endiririk:
root@dolibarr:~ # pkg install wget

root@dolibarr:~ # ecd ~

root@dolibarr:~ # wget --no-check-certificate
https://github.com/Dolibarr/dolibarr/archive/develop.zip

Arxivi aciriqg:
root@dolibarr:~ # unzip develop.zip

Arxiv dolibarr-develop adli govluga agilir.

Ardinca Apache2.4-u portlardan ylikleyirik:
root@dolibarr:~ # ed /usr/ports/www/apache24
root@dolibarr:/usr/ports/www/apache?24 # make -DBATCH all install clean

Sonra PostgreSQL9.4 verilsnler bazasini portlardan yiikleyirik:
root@dolibarr:~ # ed /usr/ports/databases/postgresql94-server
root@dolibarr:/usr/ports/databases/postgresgl94-server # make all install
clean

Yiikledikdsn sonra bazanin inisializasiyasini edirik. Once PostgreSQL-i
startup-a solave edirik ki, inisializasiya eds bilek. Inisializasiyadan sonra
iss saliriqg:

root@dolibarr:~ # echo 'postgresql enable="YES"' >> /etc/rc.conf
root@dolibarr:~ # /usr/local/etc/rc.d/postgresql initdb

root@dolibarr:~ # /usr/local/etc/rc.d/postgresql start

Bundan sonra PHP5.6-n1 portlardan yikleyirik (IPv6-dan basga galan hsr sey
susmaya gdrs galir):

root@dolibarr:~ # cd /usr/ports/lang/php56
root@dolibarr:/usr/ports/lang/php56 # make -DBATCH all install clean

www.opensource.az
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PHP5.6-n1n genislenmelsrini portlardan yikleyirik:
root@dolibarr:~ # ed /usr/ports/lang/php56-extensions
root@dolibarr:/usr/ports/lang/php56-extensions # make config

Acilan dialog pencerssinds bu modullari secirik: BCMATH BZ2 CALENDAR CTYPE
CURL DOM FILTER GD HASH ICONV JSON MBSTRING MCRYPT PGSQL
root@dolibarr:/usr/ports/lang/php56-extensions # make -DBATCH all install

Hom¢inin portlardan apache-in modulunu yilikleyirik (IPv6-dan basga hsr sey
susmaya gore galir):

root@dolibarr:~ # cd /usr/ports/www/mod php56
root@dolibarr:/usr/ports/www/mod php56 # make all install clean

Yiklemelerimizden sonra qurasdirmalara baslayaq. Php tcin ini faylini
nusxeleyek ve teleb edilen huquglari versk.

root@dolibarr:~ # ed /usr/local/etc/

root@dolibarr:/usr/local/etc # cp php.ini-production php.ini
root@dolibarr:/usr/local/etc # chmod u+w php.ini

Ardinca php genislenmslsrin apache-imizde tanina bilmesi iiciin
/usr/local/etc/apache24/Includes govlugunda fayl yaradagqg.

root@dolibarr:~ # ed /usr/local/etc/apache24/Includes
root@dolibarr:/usr/local/etc/apache24/Includes # touch php-application.conf

Yaratdigimiz /usr/local/etc/apache24/Includes/php-application.conf faylinin
torkibine asagidaki setirleri slave edsak:

AddType application/x-httpd-php .php

AddType application/x-httpd-php-source .phpsXsource

/etc/hosts faylina asagidaki sstirleri slave edirik ki, apache ise diusdiikds
he¢ bir sehv cap elemssin:

127.0.0.1 localhost localhost.my.domain

XX . XX .XX.XX dolibarr.opensource.az dolibarr

VirtualHost-larin islemesi i¢ilin apache-in httpd.conf faylina Include slavs
edirik:

root@dolibarr:~ # echo "Include /usr/local/domen/*" >>
/usr/local/etc/apache24/httpd.conf

VirtualHost govluqu yaradiriqg:
root@dolibarr:~ # mkdir /usr/local/domen/

/usr/local/domen/dolibarr.opensource.az faylinin torkibins asagidaki
sotirleri slave edirik:
<VirtualHost *>
ServerAdmin webmaster@email.com
ServerName dolibarr.opensource.az
CustomLog "/var/log/dolibarr access.log" common
ErrorLog /var/log/dolibarr_ error.log
DocumentRoot /usr/local/www/dolibarr/htdocs
<Directory "/usr/local/www/dolibarr/htdocs">
AllowOverride All
Require all granted
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</Directory>
</VirtualHost>

/usr/local/etc/apache24/httpd.conf faylinda DirectoryIndex scstirinin
garsisina index.php slave edirik:
DirectoryIndex index.php index.html

Dolibarr-i endirdiyimiz govludu /usr/local/www tnvanina dolibarr adi ils
kociuriurik:
root@dolibarr:~ # mv /root/dolibarr-develop /usr/local/www/dolibarr

Indi /usr/local/www/dolibarr/documents adi ils govluqg yaradag. Apache iiciin
yazilma ve huquglari toyin edsk:

root@dolibarr:~ # mkdir /usr/local/www/dolibarr/documents

root@dolibarr:~ # chown -R www:www /usr/local/www/dolibarr/documents
root@dolibarr:~ # chmod 777 /usr/local/www/dolibarr/documents

Eyniyls névbati govluglari yaradib her kss tersfinden yazila bilen edirik:
root@Rdolibarr:~ mkdir /usr/local/www/dolibarr/documents/doctemplates
root@dolibarr:~ # mkdir /usr/local/www/dolibarr/documents/propale
root@dolibarr:~ mkdir /usr/local/www/dolibarr/documents/ficheinter
root@dolibarr:~ mkdir /usr/local/www/dolibarr/documents/facture
root@dolibarr:~ chmod 777 /usr/local/www/dolibarr/documents/doctemplates
root@dolibarr:~ chmod 777 /usr/local/www/dolibarr/documents/propale
root@dolibarr:~ chmod 777 /usr/local/www/dolibarr/documents/ficheinter
root@dolibarr:~ chmod 777 /usr/local/www/dolibarr/documents/facture

BT I e

Hemcinin apache-in govluduna yetki veririk:
root@dolibarr:~ # chown -R www:www /usr/local/www/dolibarr/htdocs

Telsb edilsn fayllari nisxsleyirik:
root@dolibarr:~ # cp -R /usr/local/www/dolibarr/htdocs/install/doctemplates/*
/usr/local/www/dolibarr/documents/doctemplates/

Sonra apache servisi StartUP-a slave edib, ise salirig:
root@dolibarr:~ # echo 'apache24 enable="YES"' >> /etc/rc.conf
root@dolibarr:~ # /usr/local/etc/rc.d/apache24 start

Sonra /usr/local/pgsql/data/pg_hba.conf faylinda olan host all all
127.0.0.1/32 trust sstirini deyisib asadidaki sskls gsotiririk:
host all all 127.0.0.1/32 md5

Homcinin /usr/local/pgsql/data/postgresql.conf faylinda asadidaki sstrin
garsisindan sorhi silmsk lazimdir:
isten_addresses = 'localhost'

PostgreSQL-1i yeniden iss saliriqg ki, deyisiklikleri gdétirsin:
root@dolibarr:~ # /usr/local/etc/rc.d/postgresql restart

PostgreSQL istifadeg¢isi i¢in sifre teyin edirik:
root@dolibarr:~ # passwd pgsql
Changing local password for pgsql
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New Password: sifre
Retype New Password: gifrs tekrar

PostgreSQL istifads¢i adindan daxil olub, dolibarr adli istifadec¢i ve
verilenler bazasi yaradiriqg:
root@dolibarr:~ # passwd pgsql
Changing local password for pgsql

New Password:

Retype New Password:

root@dolibarr:~ # su pgsql

$ createuser -sdrP dolibarr

Enter password for new role: db_sifre
Enter it again: db_sgifrs tekrar

$ createdb dolibarr --owner=dolibarr
$ exit

Artig server hazirdir. Istenilen desktop masinin browserinds
http://dolibarr.opensource.az/install/ linkini daxil edirik ve sekildeki
sehifeni acirig(Next step duymesini sixiriq):

D I e l ERP/CRM

3.9.0-beta

Dolibarr install or upgrade|

Default language to use (language code) : |Autodetect (browser language) ¥ |

Some languages may be partially translated or may centains errors., If you detect seme, you can fix language files registering to
http://transifex.com/projects/p/dolibarry.

Mext step -=
e —

Acilan pencearads Start diymesine sixiriqg:

D I ® l ERP/CRM

32.9.0-beta

Dolibarr install or upgrade

Prerequisites check:

~" PHP Version 5.6.12 (More information)

~" This PHP supports variables POST and GET.

~" This PHP supports sessions.

~" This PHP support GD graphical functions.

~" This PHP support UTF8 functions.

~" Your PHP max session memory is set to 128M. This should be encugh.
~" Configuration file htdocs/conf/conf.php could be created.

~" Configuration file htdocs/conf/conf.php is writable.

Just fellow the instructions step by step. Choose your setup mode and click "Start”...

Fresh Use this mode if this is your first install. If not, this mode can repair a incomplete previous install, but if you want to
install upgrade your version, choose "Upgrade” mode. Start
Install choice suggested by installer. _

= Show not available optiocns

Acilan pencerads verilenler bazasi li¢ln istifadec¢i adi sifrs vs verilsenler
bazasinin adini daxil edirik ve Next step diymesini sixiriqg:
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Directory
where web
pages are
stored
Directory to
store
uploaded and
generated
documents

URL Root

Database
name

Driver type

Server

Port

Database
prefix table

Create
database

Login
Password

Create owner

Login

Passwaord

Web server

Susrlocal/www/dolibarr/htdocs

Susrlocal/www/dolibarr/documents

http-/idolibarr opensource. a=

Dolibarr Database

dolibarr

| pasal
BT

(PostgreSQL >= 8.4.0) -

localhost

dolibarr
—
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without the slash "/" at the end
Examples
L ar www/ dolibarr/htdacs
= Cifwwwroot/dolibarr/htdocs

Without the slash "/ at the end
It is recommanded to use = directory outside of
Yemdirectan e vetoebinaons
Example
L ar/libsdolibarr/documents
= C:fMy Documents/dolibarr/

Examples
= http:/ilocalhosts
= http://www.myserver.com:8180/dolibarr

Databass name

Database tvpe

Mame or ip address for database server,
usually 'localhost’ when database server is
hosted on same server than web server

Database server port. Keep empty if unknown.
Database prefix table

Check box if database does not exist and must
be created.

In this case, you must fill the login/password
for superuser account at the bottom of this

Legin for Delibarr databass owner.
Password for Deolibarr database ocwner.

Check box if database owner does not exist
and must be (reated

In this case. choose its login and
pasowmord and alse Al e login/password for
the superuser account at the bottom of this
page. If this box is unchecked, owner database
and its passwords rmust exists.

Database server - Superuser access

Login of the user allowed to create new
databases or new users, mandatory if your
database or its owner does not already exists.

Leave empty if user has no password (avoid
this)

Next step —>

Ugurlu gosulma asagidaki kimi olacaqg(Next step duymesins sixiriq)

ERP/ICRM

Dolibarr

3.9.0-beta

Dolibarr install or upgrade - Configuration fi e|

Configuration file

Save values ../conf/conf.php

Reload all information

from configuration file.

Server connection (User dolibarr) : localhost
Database connection (User dolibarr) : dolibarr

Yens do Next step diymesine sixiriqg:

D I [ l ERP/CRM
3.9.0-beta
stall or upgrade - Database objects creation |
Database
Server connection : localhost s
Database version San
Database name dolibarr

Tables and Primary keys creation

Create foreign keys and indexes for table llx_accounting_account.key
Request 212 : ALTER TABLE lIx_accounting_account ADD CONSTRAINT
fk_accounting_account_fk_pcg_version FOREIGN KEY (fk_pcg_version)
REFERENCES llx_accounting_system (pcg_version) DEFERRABLE
INITIALLY IMMEDIATE;

Functions creation
Reference data loading

unique constraint matcl
"llx_accounting_system” LOCATION:
transformFkeyCheckAttrs, tablecmds.c:6876

<
+
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SQL Error DB_ERROR_42830 ERROR: 42830: there is no
g given keys for referenced table

AA4L

Next step ->
—_———

Next step ->
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Dolibarr admin paneli idc¢iin istifade¢i adi ve sifrs teyin edib, Next step

dilymesini sixiriqg:
D I o l ERP/CRM

32.9.0-beta

Dolibarr istrator login creation |

nstall or upgrade - Adm

Last step: Define here login and password you plan to use to connect to software. Do not loose this as it is the account to administer all cthers.

Dolibarr admin login : admin
Password : -
Retype password a second time : |-------| |

Next step -=
—_——

Notice asagida sokildeki kimi olacag. Go to Dolibarr (setup area) diymesins

S1X1riqg:
D I’l ERP/CRM

2.9.0-beta

Dolibarr

1stall or upgrade - End of setup |

Dolibarr administrator login "admin’ created successfuly.

This installaticn is complete.

Warning, for security reascons, once the install or upgrade is complete, to aveid using install tools again, yvou should add a file called install.lock
into Delibarr document directory, in order to avoid malicicus use of it.

You need to configure Dolibarr to suit your needs (appearance, features, ...). To do this, please follow the link below:

Go to Dolibarr (setup area)
———— e

Istifadeci adi ve sifresini teyin edib, sskildski kimi Connection diiymesins
sixiriqg:
Dwolibarr 3.9 0-beta

D I - l ERP/CRM

—_——
(Password forgotten = - MNeed help or support 7}

Connection

Sgor asagidaki sshifeni godriritksse artig hazirdir:

All parameters available in the setup area allow you to setup Dolibarr before starting using it. Those features can be used by administrator

‘ Dolibasi
users only. The 2 most important setup steps are the 2 first ones in the left setup menu, this means Company/foundation setup page and
Setup Modules setup page
Company/Foundation s
Modules &

Setup area

@ rFarameters in menu Setup > C ion are required because input infarmation is used on Dolibarr displays and to modify
Menus Dolibarr behaviour (for example for features related to your country)
Display
Boxes . Mandatory setup parameters are not yet defined
Alerts
Security
Limits and aceuracy
PDF @ Farameters in menu Setup > Modules are required because Dolibarr is not a fixed ERP/CRM but a sum of several modules, all more or
E-mails less independant It's only after activating modules you're interssting in that you will see features appeared in menus
SMS
Dictionaries -1 Mandatory setup parameters are not yet defined

Other setup
System tools

Users & Groups

Other menu entries manage optional parameters
Doiibarr 3.9.0-beta

“& Gniine heip
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Ubuntu 14.04 izsrinds OpenERP oDoo-nun qurulmasi

Odoo (Hemisski TinyERP, OpenERP) - Belcika sirketi OpenERP tesrsfinden
yaradilmis aciqg kodlu ERP ve CRM sistemdir. xml-rpc protocol tsulu ils
islsyen Python program dilinde yazilmis client-server tipli program
tominatidir. Server torof {iciin PostgreSQL verilenlor bazasi istifade edilir.

Sistemds Realizasiya edilmis modullardan - mithasibatliqg, CRM, sexsiyysatin
idarsedilmssi, istehsal, satis, alis, anbarin idarsedilmesi, proyektlerin
idarsedilmesi, nsagliyyatin idarsedilmesi, prezentasiyalarin idarsedilmssi,
POS ve social ssbskeslsrls inteqrasiya edils bilen modulu var.

Bu megalads biz Odoo sevrerin Ubuntu 14.04 server smeliyyat sistemi lizerinds
yuklenmesine baxacadiq.

Biitiin isleri gdérmezden once nezorde tutulur ki, serverds artiqg sabske
qurulmusdur ve internet mdvcuddur.

Ilk isimiz odoo istifadecisini sistems elave edirik (Biitin isler sudo
istifadecisi vasitesils goriliir) :

sysuser@redmine:~$ sudo adduser --system --home=/opt/odoo --group odoo
sysuser@redmine:~$ sudo su - odoo -s /bin/bash

odoo@redmine:~$ exit

PostgreSQL verilesnlsar bazasini ylikleyirik:
sysuser@redmine:~$ sudo apt-get install postgresql

PostgreSQL qurasdirmasinda deyisiklik edirik:
sysuser@redmine:~$ sudo nano /etc/postgresql/9.3/main/postgresql.conf

Bu #listen addresses = 'localhost' satiri tapiriq ve garsisindan sorhi
silirik:
listen_addresses = 'localhost'

Indi konsol-a postgres istifadec¢i adi ils daxil olurug ve orda openerp adli
istifade¢i yaradirig(Eynils odoo adli DB yaradib Uzvini openerp tayin
edirik) :

sysuser@redmine:~$ sudo su - postgres

postgres@redmine:~$ createuser -sdrP openerp

Enter password for new role: sgifre

Enter it again: gifre_ tekrar

postgres@redmine:~$ createdb odoo —owner=openerp

postgres@redmine:~$ exit

Artiqg Python-a telsb edilsn komponentlesr ve GIT-i ylikleyirik:
sysuser@redmine:~$ sudo apt-get install python-cups python-dateutil python-
decorator python-docutils python-feedparser python-gdata python-geoip python-
gevent python-imaging python-jinja2 python-ldap python-libxsltl python-l1xml
python-mako python-mock python-openid python-passlib python-psutil python-
psycopg2 python-pybabel python-pychart python-pydot python-pyparsing python-
pypdf python-reportlab python-requests python-simplejson python-tz python-
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unicodecsv python-unittest2 python-vatnumber python-vobject python-werkzeug
python-xlwt python-yaml wkhtmltopdf
sysuser@redmine:~$ sudo apt-get install git
Artig odoo istifads¢i adi ils daxil olub, Odoo-nu yliklesyscsyik:
sysuser@redmine:~$ sudo su - odoo -s /bin/bash
odoo@redmine:~$ git clone https://www.github.com/odoo/odoo --depth 1 --branch
8.0 --single-branch
odoo@redmine:~$ exit
Qurasdirma fayli yaradaqg ve ona odoo istifadec¢i hilququnu versk:
sysuser@redmine:~$ sudo touch /etc/odoo-server.conf
sysuser@redmine:~$ sudo chown odoo: /etc/odoo-server.conf
sysuser@redmine:~$ sudo chmod 640 /etc/odoo-server.conf
Fayli agiriqg:
sysuser@redmine:~$ sudo nano /etc/odoo-server.conf
Verilenlerin terkibins asagidaki setirleri slave edirik:
[options]
; Bu sifrs verilenlsr bazasi lzsrinds smsliyyatlar aparmaga icazs verir:
; admin passwd = admin
db_host = localhost
db_port = 5432
db_user = openerp
db_password = rumburak
addons_path = /opt/odoo/odoo/addons
logfile = /var/log/odoo/odoo-server.log
Bundan sonra odoo istifadec¢i adi ils daxil olurug:
sysuser@redmine:~$ sudo su - odoo -s /bin/bash
WEB serverin islemesini yoxlayiriqg:
odoo@redmine:~$ /opt/odoo/odoo/openerp-server
2015-09-30 02:54:38,347 9784 INFO ? openerp: OpenERP version 8.0
2015-09-30 02:54:38,347 9784 INFO ? openerp: addons paths:
['/opt/odoo/.local/share/Odoo/addons/8.0', u'/opt/odoo/odoo/openerp/addons’,
u'/opt/odoo/odoo/addons']
2015-09-30 02:54:38,347 9784 INFO ? openerp: database hostname: localhost
2015-09-30 02:54:38,347 9784 INFO ? openerp: database port: 5432
2015-09-30 02:54:38,347 9784 INFO ? openerp: database user: odoo
2015-09-30 02:54:38,699 9784 INFO ? openerp.service.server: HTTP service
(werkzeug) running on 0.0.0.0:8069
Sgoar console-da uzun middst dayanarsa Ctrl+C smri ils durdura bilsrsiniz.
Konsol-dan g¢ixiriqg:
odoo@redmine:~$ exit
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Artiqg /ete/init.d/odoo-server iss salma skriptini yaradaq:
sysuser@redmine:~$ sudo touch /etc/init.d/odoo-server

Fayli agiriqg:

sysuser@redmine:~$ sudo nano /etc/init.d/odoo-server

Torkibine asadidaki sotrleri slave edirik:
#!/bin/sh

### BEGIN INIT INFO

# Provides: odoo-server

# Required-Start: Sremote fs S$syslog

# Required-Stop: Sremote fs S$syslog

# Should-Start: Snetwork

# Should-Stop: Snetwork

# Default-Start: 2 345

# Default-Stop: 016

# Short-Description: Complete Business Application software

# Description: Odoo is a complete suite of business tools.
### END INIT INFO

PATH=/bin:/sbin:/usr/bin
DAEMON=/opt/odoo/odoo/openerp-server
NAME=odoo-server

DESC=odoo-server

# Specify the user name (Default: odoo).
USER=odoo

# Specify an alternate config file (Default: /etc/odoo-server.conf).

CONFIGFILE="/etc/odoo-server.conf"

¥ pidfile
PIDFILE=/var/run/$NAME.pid

# Additional options that are passed to the Daemon.
DAEMON_OPTS="-c SCONFIGFILE"

[ -x SDAEMON ] || exit 0
[ -f $CONFIGFILE ] || exit 0

checkpid () {
[ -f SPIDFILE ] || return 1
pid="cat SPIDFILE"
[ -d /proc/$pid ] && return 0
return 1

}

case "${1}" in
start)
echo -n "Starting ${DESC}: "

start-stop-daemon --start --quiet --pidfile ${PIDFILE} \
--chuid ${USER} --background --make-pidfile \
--exec ${DAEMON} -- ${DAEMON OPTS}
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echo "${NAME}."
stop)
echo -n "Stopping ${DESC}: "
start-stop-daemon --stop --quiet --pidfile ${PIDFILE} \
--oknodo
echo "${NAME}."
restart|force-reload)
echo -n "Restarting ${DESC}: "
start-stop-daemon --stop --quiet --pidfile ${PIDFILE} \
--oknodo
sleep 1
start-stop-daemon --start --quiet --pidfile ${PIDFILE} \
--chuid ${USER} --background --make-pidfile \
--exec ${DAEMON} -- ${DAEMON_OPTS}
echo "${NAME}."
*)
N=/etc/init.d/${NAME}
echo "Usage: ${NAME} {start|stop|restart|force-reload}" >&2
exit 1
esac
exit O
root istifadec¢isi tc¢in fayla hliqug veririk ve fayli yerine yetirilen edirik:
sysuser@redmine:~$ sudo chown root: /etc/init.d/odoo-server
sysuser@redmine:~$ sudo chmod 755 /etc/init.d/odoo-server
Sonra jurnallar id¢in govlug yaradiriq:
sysuser@redmine:~$ sudo mkdir /var/log/odoo
sysuser@redmine:~$ sudo chown odoo:root /var/log/odoo
Serverimizi yeniden yikleyirik:
sysuser@redmine:~$ sudo shutdown -r now
Sistem galxdigdan sonra odoo-server servisini slimizls iss saliriqg:
sysuser@redmine:~$ sudo service odoo-server start
Starting odoo-server: odoo-server.
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Servisi StartUP-a slave etmsk l¢ln asadidaki smri ise salmag lazimdir(artiqg
sistemi reboot etseniz odoo servisi avtomatik ise diisscsk) :
sysuser@redmine:~$ sudo update-rc.d odoo-server defaults

Adding system startup for /etc/init.d/odoo-server

/etc/rc0.d/K20o0doo-server -> ../init.d/odoo-server
/etc/rcl.d/K20odoo-server -> ../init.d/odoo-server
/etc/rc6.d/K20odoo-server -> ../init.d/odoo-server
/etc/rc2.d/S20o0doo-server -> ../init.d/odoo-server
/etc/rc3.d/S20o0doo-server -> ../init.d/odoo-server
/etc/rc4.d/S20odoo-server -> ../init.d/odoo-server
/etc/rc5.d/S20o0doo-server -> ../init.d/odoo-server

Yiklemsni bitirdik ve artig istenilen Desktop masindan http://server IP:8069
iinvanina miiracist etssak, asadidaki sohifeni gdre bilerik:

I Create a New Database

Database Management

Master password: | eeses

Duplicate
Drop Select a database name: openerp|
Backup i -—
Load demonstration data:
Restore
Password Default language: English (US) v

Choose a password: | sesesenes

Confirm password: | sesesenss

Create Database

—_——

Bu sshifeds cixan formani asagida aciglayiriqg.

Master Password - Susmaya gdre daxil olma sshifesinds olan E-Mail istifadeci
hesabinin adi admin ve sifresi admin olur. Burda hesmin
istifadec¢cinin admin sifresi yazilir.

Select a database name - Odoo 6zl liglin biraz 6nce yaratdigimiz PostgreSQL
istifads¢i adini /etc/odoo-server.conf faylindan
oxuyub, tamam forgli adli bir baza yaradacaqg bu
siitiinda hemin bazanin adi yazilir (openerp adli baza
yvaradilmasini deyirik). Yaradilan verilsnlsr bazasi
iclin create, delete, dump ya da restore etmeok hiiququ
olmalidar.

Default language - WEB sshifsnin susmaya gdrs olan dilini
se¢irik (English (US)) .
Choose a password - admin istifade¢i hesabi iic¢ciin yeni sifre

Confirm password - admin istifadec¢i hesabi lc¢iin yeni sifrs tekrar

Noticede asadidaki sshifeni slde etmis olacadiqg:
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Local Modules o v I -
O @=o
Local Modules PP
L3 : ) : =
Install Install |
o Install Install . | Install
Vranslstions Warehouse Management =5 Instant Messaging ey MRP Purchase Management Employee Directory
Load a Translation — ﬁ. T :
! Install
| —— | vy install [Cinstan
\/-L > 8
Install Install Install | [ tnsta
p— alendar Address Book Gamification N Live Chat Odoo Live Support
- Install | -
Ht &
gy | install - Install [Cinstalt
B 7| [ dﬁﬁ

Nida simvolu time zone-un sahv olmasini deyir ve onu dilzseltmsk iigiin hemin
diymeys sixmaq lazimdir. Daxil olub deyisikliklsri edirik ve Save diymssins
S1xX1riq.

Change My Preferences

Administrator

Change password

Language English v | Timezone Asia/Baku v

Email Preferences

Email | bookcorrector@gmail.com|

Signature B u = =

i
[

Administrator

m or Cancel

—

Sonra sag tersfde olan Administrator -> Preferences -> Change Password ve
sokildski kimi kohnes sifrs ve iki defs yeni sifreni daxil edirik:

Change Password

Old Password:

New Password:

Confirm New Password:

Change Password | or Cancel
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oDoo ERP sisteminizin miiesisenizin Active Directory-si ils integrasiya etmsk
isteseniz, Once python-ldap paketini resposlardan yiiklemsk vs sonra oDoo web
interfeysden user_ ldap modulunu yiklemsk lazimdir:

sysuser@redmine:~$ sudo apt-get install python-ldap

Sonra gedirik Modules -> Local Modules ve ogar Search olan xanada Apps varsa
onu silib, auth_ldap axtaririqg. Ac¢ilan psncersds gokildeki kimi, Install
diymesine sixiriq:

Local Modules <, BT autn_aap x

O a

Authentication via LDAP

1}
O

Modules

L M Install
—_— —_—

Apps
Updates

Users

Users

Translations

Load a Translation

Eynils Search-de address book yazib, asagidaki sekildeki kimi yikleyirik:
Local Modules O, [T acdress_book x

<:> BE=C

Modules Address Book

Contacts, People and Companies
Local Modules

Apps

Sonra panelin yuxarisinda Settings —-> General Settings -> Configure your
company data

Settings

O General Settings

Modules & Configure your company data
Local Modules Options ) Manage multiple companies
Apps .
Email — Configure outgoing email servers
Updates

— Configure the incoming email gateway

Configuration Alias Domain | radmine. opensource. az

General Settings
Portal access ¥ Activate the customer portal

Companies

Companies

Users .
] Enable password reset from Login page
Users .
) Allow external users to sign up

Translations

. Authentication (] Use external authentication providers, sign in with google, facebook, ..
Load a Translation
Import | Export #¥ Allow users to import data from CSV files
Google Drive [ Attach Google documents to any record
Google Calendar (] Allow the users to synchronize their calendar with Google Calendar

Report Font ~|— (reload fonts)

Acilan psncersds Edit diymesins sixiriqg:
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General Sett... / Your Company

[ Edit |[ Greata | [ more~ |

Your Company

General Information Canfiguration Repon Configuration
Address

Company Tagline Your Company Tagline

Waebsite hitp /v,y ourcompany com

Bank Accounts

Account Number Bank Name Displ

Sonra Configuration-a daxil oluruqg ve LDAP Parameters
diymesins sixirqg:

Company Name

Your Company

t Click to set your company logo.

General Information Configuration Report Configuration
Accounting LDAP Parameters
Currency EUR i =g Sequence LDAP Server

address

Add an item

Sonra asagidaki parametrleri sskildeki kimi 6z DC-mizs
LDAP Server address: domain.lan

LDAP Server port: 3268

LDAP binddn: domain\Administrator

LDAP password: DC_nin_admin Sifresi

LDAP base: DC=domain,DC=lan

LDAP filter: sAMAccountName=%s

Create user: Yes

Template User: Oz yaratdiqginiz hansisa sablonu secin

Open: LDAP Parameters

info@yourcompany com
Tax ID
Company Registry

ay on Reports Account Owner

altinda Add a item

LDAP Server LDAP
port base

uygun olaraqg yaziriq:

LDAP Server address domain_lan LDAP Server port l 3268
LDAP binddn domain' Administrator LDAP password P
-
LDAP base DC=domain,DC=lan LDAP filter sAMAccountName="%s
—_—
Create user o Template User userl - | =
Sequence 10 Use TLS
m or Discard
[ —
Sonra Umumi sshifeds de Save dilymesins sixiriqg ki, deyisiklik yadda galsin:
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Sermneral Setiho .. S Y OoOwar CTOorTe EGER R

BT - oo
T
Moo lles
Local PModuale=s
e
Upddates

Co i Laraticr

o o ie=
Cormpanies
Usaer=s
= ars
M ranmnslaticaom=s

Load & Translation

oDoo serverde LDAP alstlerinden istifads mieyyen sinaglari eds bilsrsiniz. Bu
paket vasitesils serverimizin LDAP-a udurlu gosulmasini vs drupun axtarisini
sinagdan kecirs bilesrik.

root@redmine:~# apt-get install ldap-utils

Asagidaki smrls DC-nizds olan bitlin domain strukturunu darta bilsrsiniz:
root@redmine:~# ldapsearch -x -b "dc=domain,dc=lan" -H ldap://domain.lan/ -D
"DOMAIN\Administrator" -w Al123456789%a

Artiq http://server IP Address:8069/ unvanina daxil oldugdan sonra asagidaki
sohifeys DC istifadec¢i adi ve sifrs ils daxil ola bilsrsiniz. Misal {c¢ln
bizim halda odool adli istifade¢i artiqg DC-mizds yaradilmisdir:

Email

odoo|

Password
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BOLUM 4

Wireless sabskssinds olan tslsblsrin garsilanmasi

e FreeBSD 10.1 iuzsrinds Freeradiusun portlardan yiuklsnmesi veo
LDAP-la inteqrasiyasi

e FreeBSD 10.1-deo FreeRadiusun NTLM-MSCHAP vasitesi ils AD
ils inteqrasiyasi

e CentOS uzsrinds DaloRadius qurulmasi

e FreeBSD FreeRADIUS EAP-TLS

e FreeBSD 10.1 x64 WiFi Hotspot

Miiasir zamanda her sirkstin Wireless ssbokesi movcud olur. Lakin wireless
soboskasinin tshliikesizliyi adi ethernet-den daha tshliiksli olur. Hemg¢inin
istifadec¢i geydiyyatida sirkstin eyni bazasina baxilmasi tslsbi yaranir ki,
hear koes 0z Domain Controller istifadec¢i adi ve sifresinden istifade elssin.
Ya da digsr teslsb ola bilsr ki, gonaglar ic¢lin miveqggseti bir istfiadec¢ci adi ve
sifre olmalidir. Bu basligda istifadeg¢ilerin wireless ssbskssins
sertifikatla, active reictory istifadec¢i adi ve sifrs ils, gonaglar igin
ayrilmis istifade¢i adlari ils gosulma Utsullarinin qurulmasi aciglanir.
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FreeBSD 10.1 iizerinds Freeradiusun portlardan yiikklenmesi ve
LDAP-la inteqrasiyasi

Msgsadimiz FreeRADIUS-a LDAP-dan istifadsci bazasini &tiirmekdir.

# cd /usr/ports/net/freeradius2 => Port unvanina daxil olurug
# make config => LDAP protokolunu sec¢ib OK duymssini
S1X1riqg

0l support

qaqaaaaqaaaqqaaqaaaaaaaaaaaaaaqaaaaqaaaqaaaaaaaaaaaaaaaaaaaaaaaaaaqaaaaqag
99999 aaaaaaaaaaaaaaaaaaaaaqaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaqqg

# make install clean -DBATCH => Freeradius2-ni portlardan
yikleyirik
# rehash => bu emri daxil edib binar

fayllarinin bazasini yenileyirik
/etc/rc.conf startup faylina asagidaki setiri slsve edirik ki, daemonumuz
yeniden yiklenmsden sonra avtomatik iss diissin:
radiusd_enable="YES"

/usr/local/etc/rc.d/radiusd start - Daemonu iss saliriqg

Freeradius-u emsliyyat sistemins yliklsdikdsen sonra LDAP-la integrasiya edsk

# cd /usr/local/etc/raddb/ => Freeradiusun qurasdirma
fayllarinin yerlssdiyi govluga daxil
olurug

# ee /usr/local/etc/raddb/modules/ldap => LDAP modulunu qurasdiririg
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“ldap {“ bdlmesinin altinda asagidaki kimi LDAP serverimizs uydun
doyisiklikleri edirik.
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ldap {
# LDAP serverinin IP #invani ya da ada
server = "kofe.az"

# “identity” garsisina Ldap serverinden istifadsc¢ilerini oxumag ug¢ln
izin

# verilmis her hansi bir istifadec¢inin LDAP serverdski Unvanini
yaziriqg

identity = "CN=Administrator, CN=Users,DC=kofe,DC=az"

# Homin istifade¢inin sifresini geyd edirik
password = Zxcasdqwel23

# basedn bolmessinds iss Domainimizin LDAP serverindski Unvanini

yaziriq
basedn = "DC=kofe,DC=az"

# Asadidakilari da burada oldudu kimi eynils geyd edin

filter = " (sAMAccountName=%{Stripped-User-Name:-%{User-Name}})"
base_filter = " (objectclass=radiusprofile)"

chase referrals = yes
rebind = yes
ldap_connections_number
max_uses 0

port = 389

timeout
timelimit
net_ timeout
tls {

5

4

3
=1

start_tls no

}

keepalive {
idle
probes
interval

60

3
=3

# ee /usr/local/etc/raddb/sites-available/default => qurasdirma faylina

daxil olurug

Faylda asagida gdsterilen bdlmelsrds gdsterilen sstrlsrin garsisindaki
sorhleri silirik.

authorize {
#
ldap

#
#
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}

authenticate {

Auth-Type LDAP {
ldap
}

}

# ee /usr/local/etc/raddb/clients.conf => Radiusa gosulmaqg iicin
klientlers izni buradan
veririk

Freeradius susmaya gdrs localhost-u klient kimi 6ziine gosulmada izin verir.

Bunu clients.conf faylinin ic¢inds gdrs bilsrsiniz.

client localhost {

ipaddr = 127.0.0.1

secret = testingl23

require message_authenticator = no

nastype = other # localhost isn't usually a NAS...

}

Buna gdrs de els freeradius qurasdirdigimiz masindan Radiusun Ldap-la

integrasiyasini test eds bilsrik.

Bir konsolda

# service radiusd stop => FreeRadius serveri ogsr islsk veziyyetdedirss

dayandiririqg.

# radiusd -fX => omrini yig§ib gézleyirik. Bu smr FreeRadius-u debug etmsk

dcln bize

komek edir. Smri daxil etdikden sonra sgsr heg¢ bir sahv
cixartmadan asadidaki kimi nstice gbsterirss demsk ki,
qurasdirma fayllarin sintaksisinde he¢ bir problem yoxdur.

Listening on authentication address * port 1812

Listening on accounting address * port 1813

Listening on command file /var/run/radiusd/radiusd.sock

Listening on authentication address 127.0.0.1 port 18120 as server inner-

tunnel

Listening on proxy address * port 1814

Ready to process requests.

FreeRadiusun Ldap-la diizgiin inteqrasiyasini iss

ikinci konsolda “radtest istifadeciadi "sifre" freeradius-server-ip 10 pre-

shared-secret-key” Yoni bizim veziyyotimizds asadidaki kimi emri daxil

edirik.

# radtest camal "Zxcasdqwel23" 127.0.0.1 10 testingl23

Noticeds ogsr asadidaki kimi Access-Accept gdrdilkse bu o demskdir ki, her sey

islayir.

Sending Access-Request of id 137 to 127.0.0.1 port 1812

User-Name = "camal"
User-Password = "Zxcasdqwel23"
NAS-IP-Address = 127.0.53.53
76

www.opensource.az



OPEN

SOURCE
cLUB
NAS-Port = 10
Message-Authenticator = 0x00000000000000000000000000000000

rad recv: Access-Accept packet from host 127.0.0.1 port 1812, id=137,
length=20
# radiusd -fX omrini yazdidimiz konsolda iss notice asadidaki kimi olmalidir.
Found Auth-Type = LDAP
# Executing group from file /usr/local/etc/raddb/sites-enabled/default
+group LDAP {
[ldap] login attempt by "camal" with password "Zxcasdgwel23"
[ldap] user DN: CN=camal shahverdiyev,OU=test,DC=kofe,DC=az

[ldap] (re)connect to kofe.az:389, authentication 1

[1dap] bind as CN=camal shahverdiyev,OU=test,DC=kofe,DC=az/Zxcasdqwel23 to
kofe.az:389

[ldap] waiting for bind result

[ldap] Bind was successful
[1dap] user camal authenticated succesfully
++[ldap] = ok
+} # group LDAP = ok
# Executing section post-auth from file /usr/local/etc/raddb/sites-
enabled/default
+group post-auth ({
++[exec] = noop
+} # group post-auth = noop
Sending Access-Accept of id 243 to 127.0.0.1 port 41919
Finisad request 3.
Going to the next request
Waking up in 4.9 seconds.
Cleaning up request 3 ID 243 with timestamp +753
Ready to process requests.
Hor seyin islsdiyins smin oldugdan sonra FreeRADIUS-u smeliyyat sisteminin
yenidsn ylklsnmssindsn sonra iss diismesi iicliin /ete/rc.conf faylina asadidaka
setirlseri slave edirik.
# echo 'radiusd enable="YES"' >> /etc/rc.conf
# /usr/local/etc/rc.d/radiusd start => FreeRadiusu ise saliraiqg
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Freebsd 10.1-ds FreeRadiusun NTLM-MSCHAP vasitesi ils AD ils
inteqrasiyasi
Windows 2008 R2-ds AD ve DNS servis galdirmaliyig. Bu senadde biz test olarag
galdirdidimiz serverin ve Freeradius FreeBSD masinin mslumatlari asadidaki
kimidir.
AD (Active Directory) ve DNS: VELO.LAN
AD hostname: DC.VELO.LAN
AD Ip address: 10.0.0.10
Freeradius IP address 10.0.0.1
Freeradius hostname: FREERADIUS.VELO.LAN
# hostname FREERADIUS.VELO.LAN => Hostname-i domain adina uydun olaraqgq
toyin
edirik
# ee /etc/rc.conf => Startup faylina hostname adini olave
edirik
‘ hostname="FREERADIUS.VELO.LAN"
# ntpdate 10.0.0.10 => Vaxti AD serverins uygun yenilesyirik
# ee /etc/resolv.conf => DNS serverimizin mslumatlarini
resolv.conf
faylina slave edirik
search VELO.LAN
nameserver 10.0.0.10
# ee /etc/hosts => hosts faylina 6z masinimizin hostname
Vo
interfeys IP-i asagidaki kimi slave edirik
‘10.0.0.1 FREERADIUS.VELO.LAN FREERADIUS
# ee /etc/sysctl.conf => bu fayla asadidaki sstrlsri slave
edirik
kern.maxfiles=25600
kern.maxfilesperproc=16384
net.inet. tcp.sendspace=65536
net.inet. tcp.recvspace=65536
# pkg update => Repozitorlari yenilsyirik
# pkg install sambaédl => Samba 4.1 paketini qurasdiririqg
# rehash => Binar fayllar bazasini yenileyirik
# ee /etc/krb5.conf => krb5.conf fayli yaradib asadidaki
setrleri alave
edirik
[libdefaults]
default realm = VELO.LAN
dns_lookup_ realm = true
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dns_lookup_kdc = true
ticket lifetime = 24h
renew_lifetime = 7d
forwardable = yes
# ee /etc/nsswitch.conf => nsswitch.conf faylinda sari fondaki
seotrleri
yenileyirik
group: files winbind
group_compat: nis
hosts: files dns
networks: files
passwd: files winbind
passwd_compat: nis
shells: files
services: compat
services_compat: nis
protocols: files
rpc: files
# ee /usr/local/etc/smb4d.conf => smb4.conf fayli yaradib asadidaki
setrleri alave
edirik (sari fondaki adlara diggst
yetiririk)
[global]
workgroup = VELO
server string = Samba Server Version %v
security = ads
realm = VELO.LAN
domain master = no
local master = no
preferred master = no
socket options = TCP_NODELAY IPTOS_LOWDELAY SO_RCVBUF=131072
use sendfile = true
idmap config * backend = tdb
idmap config * range = 100000-299999
idmap config VELO backend = rid
idmap config VELO range = 10000-99999
winbind separator = +
winbind enum users = yes
winbind enum groups = yes
winbind use default domain = yes
winbind nested groups = yes
winbind refresh tickets = yes
template homedir = /home/%D/%U
template shell = /bin/false
# net ads join -U administrator => Samba-ni VELO.LAN domainins gosuruqg
Enter administrator's password: ***x*x*x* => Cixan sstrde domainimizin
Administrator
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sifrosini daxil edirik. Asagidaka
sotr kimi

bir sey c¢ixarsa hor sey
gaydasindadir.

Using short domain name -- VELO
Joined 'FREERADIUS' to dns domain 'VELO.LAN'

# net ads testjoin => Qosulmani bir de test edirik. Bizs
“Join is OK”
yazisinl gaytarmalidir

# ee /etc/rc.conf => Asagidaki setrlsri startup faylina
olave edirik

samba_server enable="YES"
winbindd enable="YES"
smbd_enable="YES"

nmbd _enable="YES"

# service samba_server start => Samba servisini iss
salirig
# kinit administrator => Kerberos vasitesi ils

Domains giris
iclin bilet olde edirik.

administrator@VELO.LAN's Password:***x*x*x* => (Cixan satrs Domain Admin
sifresini
daxil edirik
# klist => Bileti aldigimizi
yoxlayiriqg.
Asagidaki kimi hesabat
¢ixmalidir.
Credentials cache: FILE:/tmp/krb5cc 0
Principal: administrator@VELO.LAN
Issued Expires Principal
May 5 10:33:43 2015 May 5 20:33:43 2015 krbtgt/VELO.LANQRVELO.LAN

Sonra Winbind-i test edirik

# wbinfo -u => Bu omr sizs Domain-de olan istifade¢i adlarini
¢ixartmalidar

# wbinfo -g => Bu smr size Domain-de olan grup adlarini ¢ixartmalidir

# wbinfo -a istifadeciadi%shifre => Domainds olan her hansi bir istifadeci

adini vs
sifroesini bu sekilde daxil edib test etssak
asagidaki kimi netice vermslidir.

plaintext password authentication succeeded
challenge/response password authentication succeeded

# service samba_server restart => Samba servisini yeniden ise saliraiqg
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Domainimize gosulma ugurla heyata kegdikdsn sonra Freeradius-un
NTLM (NT Lan Manager) modulu vasitesi ils Domainlse
inteqrasiyasina kecgak.

Qeyd: NTLM modulu LDAP modulundan fergli olarag PAP geydiyyat Utsulundan basga
MSCHAP,EAP kimi diger sifreolems metodikasini desteklsyir. Yeni geydiyyat
daha tehlikesiz sokilde heyata kecirilir.

# pkg install freeradius => freeradius: 2.2.7 paketini
qurasdiririqg
# rehash => Binar fayllar bazasini yenileyirik
# ntlm auth --request-nt-key --username=administrator => NTLM
geydiyyatini test

edirik
Password: **x**xx* => Cixan sotre domain admin sifresini daxil

edirik. Bize
“NT STATUS OK: Success (0x0)” hesabatini
gaytarirsa NTLM
geydiyyati isleyir
# cd /usr/local/etc/raddb/ => Freeradiusun qurasdirma fayllarinin
yerlesdiyi
govluga daxil olurug

MSCHAP modulunun qurasdirma faylini ag¢irig ve sari fonda geyd olunmus sstri
tapib garsisinda olan ssrhi (“#”-ni1) silirik ve /path/to/ntlm auth yerins
ntlm auth binar faylinin tam Unvanini yaziriqg. ntlm _auth binar faylinin tam
iinvanini tapmaq cin iss “# whereis ntlm auth” yazaraq cixan nsticeds gdrs
bilerik.

# whereis ntlm_auth => ntlm auth binar faylinin tam Unvanini tapmag
dcin bu
smrden istifads edirik ve nsticsds tam Unvani
gbruruk.

ntlm auth: /usr/local/bin/ntlm auth

# ee modules/mschap => mschap modulunun qurasdirma faylina daxil
olurugqg,
sorhi silirik ve yalniz /path/to/ntlm auth olan
yeri sari fonda gordiyliniz kimi dizgin iinvana

deyisirik
ve diger yerlsri oldudu kimi saxlayiriqg.

ntlm auth = "/usr/local/bin/ntlm auth --request-nt-key --
username=%{%{Stripped-User-Name}:-%${%{User-Name}:-None}} --
challenge=%{%{mschap:Challenge}:-00} --nt-response=%{%{mschap:NT-Response}:—
OO}"

Sonra test etmsk {icin bizs 2 konsol psncerssi lazim olacaqg.

1-ci konsol psncerssinds
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# radiusd -fX => FreeRadiusun debug smrini daxil edirik. Asagidaki
satrler
kimi setrler c¢cixir ve gdzleyirik
Sending Access-Accept of id 198 to 127.0.0.1 port 56224
MS-CHAP-MPPE-Keys =
0x0000000000000000f1eefd4a31lec3792beebab6d25e82b72a0000000000000000
MS-MPPE-Encryption-Policy = 0x00000001
MS-MPPE-Encryption-Types = 0x00000006
Finished request O.
Going to the next request
Waking up in 4.9 seconds.
Cleaning up request 0 ID 198 with timestamp +4
Ready to process requests.
2-ci konsol pencerssinds iss
“radtest istifadeciadi "sifrao" freeradius-server-ip 10 pre-shared-secret-key”
Yoni bizim veziyyetimizde asadidaki kimi omri daxil edirik.
# radtest -t mschap camal "C123456789c" localhost 0 testingl23
Noticede ogosr asadidaki kimi Access-Accept gordilkse bu o demskdir ki, hser sey
isleyir.
Sending Access-Request of id 33 to 127.0.0.1 port 1812
User-Name = "camal"
NAS-IP-Address = 10.0.0.1
NAS-Port = 0
Message-Authenticator = 0x00000000000000000000000000000000
MS-CHAP-Challenge = 0x106£f51f972e17124
MS-CHAP-Response =
0x000100000000000000000000000000000000000000000000000024c9483ba63f967effabed9
9715e679c5d1£0£942a36420b
rad recv: Access-Accept packet from host 127.0.0.1 port 1812, id=33,
length=84
MS-CHAP-MPPE-Keys =
0x0000000000000000f1leef4a3lec3792beebab6d25e82b72a0000000000000000
MS-MPPE-Encryption-Policy = 0x00000001
MS-MPPE-Encryption-Types = 0x00000006
l1-ci konsol pencerssinds iss nstice asadidaki kimi olmalidir.
Found Auth-Type = MSCHAP
# Executing group from file /usr/local/etc/raddb/sites-enabled/default
+group MS-CHAP {
[mschap] Client is using MS-CHAPvl with NT-Password
[mschap] expand: ${Stripped-User-Name} ->
[mschap] ... expanding second conditional
[mschap] expand: ${User-Name} -> camal
[mschap] expand: ${%{User-Name}:-None} -> camal
[mschap] expand: --username=%{%{Stripped-User-Name}:-%{%{User-Name} :-
None}} -> —--username=camal
82

www.opensource.az



OPEN

SOURCE
cLUB

[mschap] mschapl: 58
[mschap] expand: $%${mschap:Challenge} -> 5872c80af597£400
[mschap] expand: --challenge=%{%{mschap:Challenge}:-00} -> --
challenge=5872c80af597£400
[mschap] expand: ${mschap:NT-Response} ->
bd785869e3086f6f8af55af3acl77b59e925e2a8bafelf9f
[mschap] expand: --nt-response=%{%{mschap:NT-Response}:-00} -> --nt-
response=bd785869e3086f6f8af55af3acl77b59%9e925e2a8bafelf9f
Exec output: NT KEY: F1EEF4A31EC3792BEEBABGD25E82B72A
Exec plaintext: NT KEY: F1EEF4A31EC3792BEEBAB6D25E82B72A
[mschap] Exec: program returned: 0
[mschap] adding MS-CHAPvl MPPE keys
++ [mschap] = ok
+} # group MS-CHAP = ok
# Executing section post-auth from file /usr/local/etc/raddb/sites-
enabled/default
+group post-auth ({
++[exec] = noop
+} # group post-auth = noop
Sending Access-Accept of id 133 to 127.0.0.1 port 38369

MS-CHAP-MPPE-Keys =
0x0000000000000000f1eefd4a3lec3792beebab6d25e82b72a0000000000000000

MS-MPPE-Encryption-Policy = 0x00000001

MS-MPPE-Encryption-Types = 0x00000006
Finished request 3.
Going to the next request
Waking up in 4.9 seconds.
Cleaning up request 3 ID 133 with timestamp +295
Ready to process requests.
Hor seyin isladiyini gordiikden sonra Freeradiusu startup faylina slave edirik
ve sonra da iss salirig
# echo 'radiusd enable="YES"' >> /etc/rc.conf
# service radiusd start
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CentOS uUzsrinds DaloRadius qurulmasi
daloRADIUS - 9sason ISP yiiklemelsrini garsilayan ve HotSpot idarsetmssi iiciin
nezords tutulan gabagcil RADIUS web idarsetms programidir. Istifadecilerin
idarsedilmesi, grafik hesabatlarin hazirlanmasi, hesablar, billing motoru vs
cografi teyinat i¢iin GoogleMaps-ls inteqrasiya imkanina sahibdir.

Once sistemin reposlarini ve yiiklenmis paketlsrls kernel yenileyirik:
yum update
yum upgrade

Sonra FreeRADIUS, MySQL vs PHP serveri ve mysgl-o gosulma i¢iin digsr
paketlori ylklesysk:
yum install freeradius freeradius-mysql freeradius-utils mysqgl-server mysql

php-mysql php

chkconfig mysqld on # MySQL serveri startup servislsrs slave edirik
/etc/init.d/mysqld start # MySQL serveri iss salirig

/usr/bin/mysql secure_installation # root sifresi teyin edirik, anonim
gosulmani soéndiririk, test bazani silirik
ve uzagdan root istifadec¢i ils gosulmaga
gadaga teyin edirik.

mysql -uroot -pfreebsd # MySQL-s root istifadeci ile daxil
olurug

RADIUS bazasi, istifadec¢isi, sifresi yaradib uzagdan gosulmaga izin veririk.
CREATE DATABASE radius;

GRANT ALL PRIVILEGES ON radius.* TO radius@localhost IDENTIFIED BY "freebsd";
FLUSH PRIVILEGES;

exit

RADIUS bazasi iclin FreeRADIUS sxemini qururug
mysql -uradius -pfreebsd radius < /etc/raddb/sql/mysql/schema.sql

service iptables stop # IPTABLES-1 sondiriirtk (sexsi isteyinize baxir)
chkconfig --level 0123456 iptables off
chkconfig --level 0123456 ip6tables off

84
WWwWw.opensource.az



OPEN
SOURCE
cLUB

Vo soxsi praktikamda daloradius-un php ils badli coxlu yliklemslsrini

gordiikden sonra php-ys aid biitiin paketleri yiikledim. Ancag siz bunu siizgecden

kecirib yalniz 6z telsbinize uydun olani sec¢os bilsrsiniz:

yum install ‘yum search php- |grep php- | grep -v === | awk '{ print $1 }'"

pear install DB # Mitleg bu paketi yikleyirik ki, Daloradius DB-ys
gosula bilsin

/etc/ raddb/sql.conf faylini asadidaki kimi qurasdiririqg:
sql {
database = "mysql"
driver = "rlm sql_${database}"
server = "localhost"
port = 3306
login = "radius"
password = "freebsd"
radius_db = "radius"
acct_tablel = "radacct"
acct_table2 = "radacct"
postauth_table = "radpostauth"
authcheck table "radcheck"
authreply table = "radreply"
groupcheck table = "radgroupcheck"
groupreply table = "radgroupreply"
usergroup_table = "radusergroup"
deletestalesessions = yes
sqgltrace = no
sqltracefile = ${logdir}/sqltrace.sql
num_sql_socks = 5
connect failure retry delay = 60
lifetime = 0
max queries = 0
nas_table = "nas"
$INCLUDE sql/${database}/dialup.conf

}

/etc/raddb/radiusd.conf faylinin icinds asagidaki setiri tapib garsisindan
sorhi silirik:
$INCLUDE sql.conf

/etc/raddb/sites-available/default faylinin icinds iss 'authorize {}',
'accounting {}' ve 'session {}' bOlmslsrinin ig¢gindes sql sotirini tapib
garsisindan ssrhi silin.

Hemcinin uydun olaraq /etc/raddb/sites-available/inner-tunnel faylinda da
'authorize {}' ve 'session {}' DboOlmeslsrinin ig¢inde sql setirini tapib
garsisindan sorhi silin.

Sonra /etc/raddb/clients.conf faylinin ic¢ins istediyiniz client-i slave edin.
Men test Ug¢in localhost-u slave etdim. Asagidaki kimi:
client localhost {

ipaddr = 127.0.0.1

secret = freebsd

require message_authenticator = no
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shortname = localhost
nastype = other

service radiusd start # RADIUS serveri iss saliriqg
chkconfig radiusd on # RADIUS servisini starupa slave edirik

radius -fX # RADIUS serveri debug etmek ii¢ciin bu rejimds iss sala bilersiniz

Sonra FreeRADIUS-un WEB management alstini qurasdiririqg, ysni Daloradius-u:

cd /tmp/ # TEMP govluguna daxil olurug ve daloradius paketini
endiririk

wget

http://sourceforge.net/projects/daloradius/files/latest/download?source=files

mv download\?source\=files daloradius-0.9-9.tar.gz

tar zxvf daloradius-0.9-9.tar.gz

Daloradius bazasinin strukturunu MySQL-s import edirik:
mysql -uradius -pfreebsd radius < /tmp/daloradius-0.9-9/contrib/db/fr2-mysql-
daloradius-and-freeradius.sql

/tmp/daloradius-0.9-9/1library/daloradius.conf.php faylinda asadidaki
setirleri uygun olaraqg config edirik:

$configValues['DALORADIUS VERSION'] = '0.9-9';
$SconfigValues['FREERADIUS VERSION'] = '2';
$configValues['CONFIG DB _ENGINE'] = 'mysql';
$configValues['CONFIG_DB_HOST'] = 'localhost';
SconfigValues['CONFIG_DB_PORT'] '3306';
$configValues['CONFIG_DB_USER'] 'radius';
$configValues['CONFIG_DB_PASS'] 'freebsd’;
$configValues['CONFIG_DB_NAME'] 'radius';

Sonda qurasdirdidimiz govludu artig WEB serverimizin islesk public html
govluguna koécguririk:
mv /tmp/daloradius-0.9-9 /var/www/html/daloradius

Onceden asadidaki govluqg ve fayllari yaradiriq ki, daloradius sikayst
etmosin. Menim halimda gileylsnirdi ve ona gdrade istediyi her seyi etdim ki,
islssin:

mkdir /var/www/html/themes

mkdir /var/www/html/themes/blue

mkdir /var/www/html/themes/blue/css

touch /var/www/html/themes/blue/css/auto-complete.css

chown -R apache:apache /var/www/html/

touch /tmp/daloradius.log

/etc/php.ini faylinda 6lke orazimizi asagidaki sotirdski kimi teyin edirik:
date.timezone = 'Asia/Baku'

service apache2 restart # Apache-ni restart edirik ki,
qurasdirmalarimiz iss dissin
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Cixan sshvleri teyin etmok lcin /var/log/httpd/error.log faylinda WEB
serverin verdiyi sshvlers baxiriqg.

Sonda http://10.50.3.202/daloradius/ linkins asadidaki istifadeci adi ve
sifre ils daxil oluruqg(sskildeki kimi):

login: Administrator

password: radius

()Hdalo

Username

administrator

Password

ssssens

Location

Default

daloRADIUS Copyright @ 2007 by Liran Tal of Enginx
Template design by Six Shooter Media.

9gor ugurla daxil olsaniz asagidaki sokil cap edilmslidir:

@dgla -

Home Management Reports Accounting Billing GIS Graphs Config Help

Location: default
Welcome, administrator [logout]

daloRADIUS Web Management Server

Server Status version 0.9-9

Liran Tal
Services Status

Last Connection Attempts

Radius Log
System Log
Searc | |

RADIUS
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FreeBSD FreeRADIiUS EAP-TLS
Bu basligda biz FreeRADIUS vasitesile WiFi gosulmasini Sertifikatla edsceyik.
Yeni istifade¢i FreeRADIUS Server torofinden generasiya edilmis CA
sertifikatini ve hemin CA ile imzalanmis agari 6z Desktop-unda yikledikden
sonra WiFi-ya gosula bilscak.
Bitin isler FreeBSD 9.2 x64 vo FreeRADIUS 2.2.2 izosrinds gorilmisdir.
Yada mobil telefonlar sadeces istifadec¢i adi ve sifrs ils gosulacaq.
cd /usr/ports/security/openssl
make config
make install
root@backupbsd:~ # tar -zxf CA_scritps.tgz # TGZ paketi agiriqg.
root@backupbsd:~ # chmod -R +x scritps/ # Sertifikatlari yaratmaqg
dclin yetki veririk
root@radius:~ # cd scritps/ # Scriptin iinvanina daxil olurug. Ise saliraiq.
root@owncloud:~/scritps # ./CA _root.sh ROOTPASSWORD
Generating a 1024 bit RSA private key
...................................... ++++++
PO e o o o
writing new private key to 'pem/newreq.pem'
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter '.', the field will be left blank.
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Country Name (2 letter code) [AU]:AZ

State or Province Name (full name) [Some-State] :BAKU

Locality Name (eg, city) []:Narimanov

Organization Name (eg, company) [Internet Widgits Pty Ltd] :DOMAIN
Organizational Unit Name (eg, section) []:IT

Common Name (e.g. server FQDN or YOUR name) []:RADIUS Root Certificate
Email Address []:jamal.shahverdiyev@domain.az

MAC verified OK

Server sertifikatlarini yaradiraiq.

root@backupbsd:~/scritps # echo "01" > ./demoCA/serial
root@backupbsd:~/scritps # touch ./demoCA/index.txt
root@owncloud:~/scritps # ./CA_server.sh server.name.local SERVERPASSWORD
ROOTPASSWORD

Generating a 1024 bit RSA private key

............. +H++++

....... +H++++

writing new private key to 'pem/newreqg.pem'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:AZ

State or Province Name (full name) [Some-State] :BAKU

Locality Name (eg, city) []:Narimanov

Organization Name (eg, company) [Internet Widgits Pty Ltd] :DOMAIN
Organizational Unit Name (eg, section) []:IT

Common Name (e.g. server FQODN or YOUR name) []:server.name.local

Email Address []:user@gmail.com

Please enter the following 'extra' attributes
to be sent with your certificate request
A challenge password []:SERVERPASSWORD
An optional company name []:
Using configuration from /etc/ssl/openssl.cnf
Check that the request matches the signature
Signature ok
Certificate Details:
Serial Number: 1 (0x1)
Validity
Not Before: Dec 9 05:25:17 2013 GMT
Not After : Dec 7 05:25:17 2023 GMT
Subject:
countryName
stateOrProvinceName

AZ
BAKU
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localityName = Narimanov

organizationName = DOMAIN

organizationalUnitName = IT

commonName = server.name.local

emailAddress = user(@gmail.com

X509v3 extensions:
X509v3 Extended Key Usage:
TLS Web Server Authentication

Certificate is to be certified until Dec 7 05:25:17 2023 GMT (3650 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries

Data Base Updated

MAC verified OK

Klientin sertifikatini yaradiraiq.

root@owncloud:~/scritps # ./CA_client.sh client.name.local CLIENTPASSWORD
ROOTPASSWORD

Generating a 1024 bit RSA private key
............................................................ ++++++

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:AZ

State or Province Name (full name) [Some-State] :BAKU

Locality Name (eg, city) []:Narimanov

Organization Name (eg, company) [Internet Widgits Pty Ltd] :DOMAINinfo
Organizational Unit Name (eg, section) []:IT

Common Name (e.g. server FQODN or YOUR name) []:client.name.local

Email Address []:admin@gmail.com

Please enter the following 'extra' attributes
to be sent with your certificate request
A challenge password []:CLIENTPASSWORD
An optional company name []:
Using configuration from /etc/ssl/openssl.cnf
Check that the request matches the signature
Signature ok
Certificate Details:

Serial Number: 2 (0x2)

Validity
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Not Before: Dec 9 05:36:15 2013 GMT
Not After : Dec 7 05:36:15 2020 GMT
Subject:
countryName = AZ
stateOrProvinceName = BAKU
localityName = Narimanov
organizationName = DOMAINinfo
organizationalUnitName = IT
commonName = client.name.local
emailAddress = admin@gmail.com
X509v3 extensions:
X509v3 Extended Key Usage:
TLS Web Client Authentication
Certificate is to be certified until Dec 7 05:36:15 2020 GMT (2555 days)
Sign the certificate? [y/n]:y
1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries
Data Base Updated
MAC verified OK
Diffie-Hellman agari yaradiriq.
root@backupbsd:~/scritps # openssl dhparam -out dhl024.pem 1024
Tostidufi uzunlugqda 1024 bayt yaziriq.
root@backupbsd:~/scritps # dd if=/dev/urandom of=random count=2
2+0 records in
2+0 records out
1024 bytes transferred in 0.000061 secs (16843009 bytes/sec)
FreeRADIUS 2.2 versiyasini yiiklsysk.
cd ‘whereis freeradius2 | awk '{ print $2 }'" # FreeRADIUS2 portuna daxil
oluruqg.
make config # Lazimi modullari secirik.
Run as user freeradius, group freeradius
make install # Yikleyirik.
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No6vbeati acarlari ‘/usr/local/etc/raddb/certs’ iinvanina niisxelsaysk.
root@radius:/usr/ports/net/freeradius?2 # cd /root/scritps/ # sertifikatlarin
govluguna daxil
olag

root@owncloud:~/scritps # cp ./pem/root.pem /usr/local/etc/raddb/certs/
root@owncloud:~/scritps # cp ./pem/server.name.local.pem
/usr/local/etc/raddb/certs/
root@owncloud:~/scritps # cp ./dhl024.pem /usr/local/etc/raddb/certs/
root@owncloud:~/scritps # cp ./random /usr/local/etc/raddb/certs/
‘/usr/local/etc/raddb/clients.conf’ faylina asadidaki sstirleri slavse edirik.
client accessp {

secret = qwerty # WiFi ile RADIUS arasinda
olan Pre-Shared key

ipaddr = 10.50.12.200 # WiFI AP-nin IP adresi

shortname = Test Access point
}
Homcinin ‘/usr/local/etc/raddb/radiusd.conf’ faylinda asadidaki sstirlerin
sorhsiz olmasini yoxlayin.
modules {

$INCLUDE ${confdir}/modules/

SINCLUDE eap.conf
}
“/usr/local/etc/raddb/eap.conf” faylinda eap { boluminds asadidaki setirleri
qurasdiririqg.
default eap type = tls # EAP-TLS protokolu istifads edirik.
tls {

certdir = ${confdir}/certs

cadir = ${confdir}/certs

private key password = SERVERPASSWORD

private_key file = ${certdir}/server.name.local.pem

certificate file = ${certdir}/server.name.local.pem

CA file = ${cadir}/root.pem

dh file = ${certdir}/dh1024.pem

random file = ${certdir}/random
}
Ancaqg sexslsr ola bilsr ki, onlarin iPAD ve Android olan telefonlari ola
bilsr ve onlara sertifikatlari yiklsys bilmerik. Bunun ic¢lin ises EAP-PEAP
qurasdirmaliyiq. /usr/local/etc/raddb/modules/mschap faylinda asadidaki
deyisikliyi edscayik.
mschap {

use_mppe = yes # mppe algoritmini istifade et

require_encryption = yes # sifrolenme istifade et

require_strong = yes # Homises 128 bitlik agar teslsb edir
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with ntdomain hack = yes # Windows bizs istifadecinin adinz
# DOMAIN\username, formasinda yollayir, ancaq cavab olaraqg yalniz
# istifadec¢i ils gayidir. Bu HACK hsmin problemi hsll edir.

Asadidaki sstirlsri iss /usr/local/etc/raddb/modules/realm faylina slavs
edirik.
realm ntdomain ({

format = prefix

delimiter = "\\"

ignore_default = no

ignore_null = no

/usr/local/etc/raddb/sites-available/default faylinda asagidaki setirlsri
deyisdiririk.
authorize {
# suffix
ntdomain

/usr/local/etc/raddb/proxy.conf faylina asagidaki setirlsri slave edirik.

realm DEFAULT {
type
authhost
accthost

radius
LOCAL
LOCAL

Sonra eap.conf faylini agirig ve eap { baslidina peap artirdigdan sonra bizim
TLS-imizs homc¢inin PEAP slaves edirik. /usr/local/etc/raddb/eap.conf faylinda
asagidaki deyisikliklsri edirik.

default_eap_ type = tls peap

default eap type = mschapv2

Indi iss FreeRADIUS lizerindse istifadsci bazasini yaratmaqg lazimdir.
FreeRADIUS istifadeg¢i bazasi olarag MySQL, LDAP, PgSQL vs heatta sistemin
passwd faylindan istifade ede biler. Biz sadecs adi fayldan gotireceyik.
/usr/local/etc/raddb/modules/files faylinda asadidaki deyisiklikleri
edecoayik.
files {

usersfile = ${confdir}/users

compat = no

/usr/local/etc/raddb/users faylina iss asadidaki istifadscileri slavse edirik.
userl Cleartext-Password := "userlpass"
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user2 Cleartext-Password := "user2pass"
user3 Cleartext-Password := "user3pass"
user4 Cleartext-Password := "user4pass"

FreeRADIUS-u is® salag veo test edsk.

echo 'radiusd enable="YES"' >> /etc/rc.conf # FreeRADIUS-u Startup-a
slave edirik.

chown freeradius:freeradius /usr/local/etc/raddb/certs/* #
Sertifikatlarinin Ownerini tsyin edirik
Artiqg ADSL modems goalsn milracistleri
FreeBSD RADIUS serverimizs
yonlendiririk.

radiusd -£fX # RADIUS-u debug rejimde iss saliriqg.

AP-nin qurasdirilmasi ve gosulmasi

Access Point - qurasdirdigda, sadecs NAT rejimde 06zi DHCP vasitesilse IP
paylayacaqg. Qalani iss istifadec¢i adi, sifre {iclin Ginvani RADIUS-a
yonlandirmekdir. Messlen ZyXel iic¢iin qurgasdirma asagidaki sokildeki kimi
olacaq.

BREEESEEUR o-cu-itv

Security Settings

Encryption Method WRAZ W

Authentication Server

Authentication Server IP Address 10 . |50 .19 .

Port Number 1812

Shared Secret EEE [0-54 alphanumeric, printable characters and no spaces)
Rekey Options

Reauthentication Time 3600 Seconds (max. 100 - 2600)

O Global-Key Update

® avery 3500 Seconds [max. 100 - 2600)

every 1000 X1000 Packets (max 100 - 2600)

Apply Reset

Clientin qurasdirilmasi vo gosulmasi.

Hor bir clientin qurasdirilmasi ve gosulmasi lclin biz ayrica sertifikat
generasiya etmsliyik. Bunlardan birini oncs generasiya etmisdik. Client
sertifikatlarini ‘/root/scripts/pl2’ govlugundan ve root sertifikati ise
‘/root/scripts/der’ govludundan ‘/mnt’ govluduna niisxslsyirik. Vo WinSCP
vasitesi ils ordan gotlririk. Sonra iss hemin sertifikati WiFi vermsk
istediyimiz istifadec¢inin Desktop-una yiklsyirik. So6zsiiz ki, ©Oncs root
sertifikati ve sonra iss P12 genislenmesinde olan istifadeci sertifikatina
yiklemak lazimdir.
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root@owncloud:~ # cp /root/scritps/der/root.der /mnt/
root@owncloud:~ # cp /root/scritps/pl2/client.name.local.pl2 /mnt/

Windows7-de vo Windows8-ds sertifikatin yiuklsnmessi veo

qurasdirilmasi.
Deyak ki, Windows8 masini i¢iin COMMON NAME-ds olan adla camal.client.local
adli client sertifikatini RADIUS Root Ceritifacate vasitesiles CLIENTPASSWORD
sifresi ile imzalamisig. Ona gdrs once dediyimiz kimi, hemin root acari vs
camal.client.local.pl2 acarini hemin windows8 masina upload edirik. WindowsS8
masinda mitleqg once root sertifikati ‘Trusted root certificates’ bdlmesins
yikleyirik. Asadidaki ardicilligda gdsterilir. root sertifikatin idstiinds iki
dofs sixilir ve Install certificate diiymesins sixilir.

[ General | Detaie | Cerfiication Patn]

L“, Certificate Information

This certificate is intended for the following purpose(s):

« Al issuance policics
« All application policies

Issued to: RADIUS Root Certificate

Issued by: RADIUS Root Certificate

Valid from 2013-12-09 to 2023-12-07

Install Certificate...|  Issuer Statement

Learn more about £

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to & certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
O Current User

To continue, dick Next.

B
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Certificate Store
Certificate stores are system areas where certificates are kept.

the certificate.

(@) Place all certificates in the following store
Certificate store:

Windows can automatically select a certificate store, or you can specify a location for

() Automatically select the certificate store based on the type of certificate

Learn more about certificate stores

Select the certificate store you want to use,

7] Persanal -
el Trusted Root Certification Autharities

iﬂ Enterprise Trust

7 Intermediate Certification Autharities

- Trusted Publishers

71 1 Intrieted Cartificates
£ >

[ show physical stores

| ok |) cancel
e

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(® Piace all certficates in the following store

Certificate store:
| Trusted Root Certicaton Authorites | [ romse.

Learn more about cerlificate stores
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Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have spedified the following settings:

Ll e R Ha S NARIESY  Trusted Root Certification Authorities
Content Certificate

Finish -> OK -> OK

[N

ndi iss Client client.name.local.pl2 sertifikatini yliklsysk.

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust ists, and certificate revocation
lists from your disk to a cer tificate store

A certificate, which is issued by a certification autherity, is a confirmation of your identity
and containg information used ta protect data or to estabish secure network.
connections, A certificate store is the system area where certificates are kept.

Store Location
(®) Current User
() Local Machine

To continue, dick Next.

File to Import
Specify the fle you want to import.

File name:

Browse. ..

Note: More than one certficate can be stored in a single fie in the folloning formats:

Personal Information Exchange- PKCS 12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (,P78)

Mirosoft Serislized Certificate Store (.S5T)

Learn more about certificate file formats
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Private key protection

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

| CLIENTPASSWWORD

Display Password
Import options:

["] Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[]Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Indude all extended properties.

Learn more about protecting private keys

N

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘You have specified the following settings:

Certificate Store Selected by User JEZENGE

Content PFX

File Mame C:\Wsers'\Qabriel\Desktop \EAP-TLS-Test\camal.name
< >

(o 1) ol

FINISH -> OK
Once secdiyimiz Access Point-in Properties-ni asadida formada qurasdiririq.
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Connection | Securi

Name: Zyxell_AP
SSID: Zyxel_AP
Network type: Access point

Network avaiability:  All users

Connect automatically when this network is in range

Look for other wireless networks while connected to this network
Connect even if the network is not broadcasting its name (S5I0)
[C]Enable Intsl connection settings

Configure...

[ ]
Connection | Security

Security type: | A2 Enterprise v

Encryption type: |.AES w |

Choose a network authentication method:
|I\'icroso&: Smart Card or other certificat v” Settings

Remember my credentials for this connection a
time I'm logged on

Advanced settings

WwWw.opensource.az
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When connecting:

R
(®) Use a certficate on this computer

Use simple selection (R ded)

Verfy the server’s identity by validating the certificate

|| Connect to these servers (g@mplessnv snv?; ™ srv3\ com):

Trusted Root Certffication Authorties:

[] Microsoft Roat Certificate Autharity -
["] Microsoft Root Certificate Authority 2010

[[] Microsoft Root Certificate Autharity 2011

[] owncloud.az

[] ewncloud az

0 Boot Certficate

[[] SecureTrust CA

[ Starfield Class 2 Cartfiication Authority Y]
< >

View Certfficate

["] Don't prompt user to authorize new servers or trusted certification
authorities.

[ Use a different user name for the connection

ok ) oo

Sonra asadgidaki soakilden Advanced Settings bdlmesins kecirik.

Connection | Security

Security type: WPAZ-Enterprise v
T =

Chaase & network authentication method:
| Microsoft: Smart Card or other certificat v | [ Settings

[#]Remember my credentials for this connection each
time T'mlogged on

802.1x settings | 802, 11 settings

Specify authentication mode:

User or computer authentication v

Save cedentials

[[] Enable single sign on for this network

rform immediately before user logon

) Perform immediately after user logon

Masimum delay (seconds): 10 Z|

Allow additional dialogs to be displayed during single
sgnon

[] This network uses separate virtual LANs for machine
and user authentication

www.opensource.az

100



OPEN
SOURCE
cLUB

Advanced settings

802.1¥ settings | 802,11 settings

Fast roaming
Enable Pairwise Master Key (PMK) caching
PMEK time to live (minutes): 720 =
Mumber of entries in PMK cache: 123 3

[ This network uses pre-authentication

[]Enable Federal Information Processing Standards (FIPS)
compliance for this network.

\
)

Sonda OK -> OK

Sonra Windows8 masindan gosulaqg Access Point-imizs.

Connect automatically

Zyxell_AP aill

Enter your user name and password

User name

Password
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Zyxell AP

Choose a certificate

camal.name.local v

Zyxell_AP

Windows can’t verify the server’s
identity

If you're in an area where you'd expect
to find this network, it's probably safe
to connect. Otherwise, this might be a
different network with the same name.

Client sertifikatinin revoke edilmssi

Sizde isde els bir megamlar ola bilsr ki, kimss isden ¢ixar ve ehtiyac olacag
ki, hemin isc¢inin sertifikatlarini sifirlayasiniz. Bu ona gdradir ki, hemin
istifadeci artig sizin WiFi sobskesine tmumiyystls daxil ola bilmesin (Isden
azad edilmenin adi prosedurudur)

Once ag¢diginiz arxivin ig¢inde CA_revoke.sh adli script mévcuddur hansi ki, bu
isde bizs komsk edscsak.

Misal ic¢lin client.namel.local adli istifadec¢inin sertifikatini revoke edirik.
root@owncloud:~ # echo "01" >> /root/scritps/demoCA/crlnumber
root@owncloud:~/scritps # ./CA _revoke.sh client.name.local ROOTPASSWORD

rm: revoke/root-revoked.pem: No such file or directory # Fikir vermeyin
indi yaradilacaq.
rm: revoke/revoke.crl: No such file or directory # Fikir vermeyin

indi yaradilacaq.
Using configuration from /etc/ssl/openssl.cnf
Revoking Certificate 02.
Data Base Updated
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Using configuration from /etc/ssl/openssl.cnf
pem/client.name.local.pem:
/C=AZ/ST=BAKU/L=Narimanov/O=DOMAINinfo/OU=IT/CN=client.name.local/emailAddres
s=admin@gmail.com
error 23 at 0 depth lookup:certificate revoked
/root/scritps/revoke/ govludunda root-revoked.pem adli fayl yaranacaqg. Bu
acari /usr/local/etc/raddb/certs govluuna niisxsleyirik.
root@owncloud:~/scritps # cp /root/scritps/revoke/root-revoked.pem
/usr/local/etc/raddb/certs/
/usr/local/etc/raddb/eap.conf faylinda iss asadidaki formada deyisiklik
edirik.
tls {
# CA file = ${cadir}/root.pem # deyisirik asagidakina
CA file = ${cadir}/root-revoked.pem
#### olave edirik.
check_crl = yes
}
root@owncloud:~/scritps # /usr/local/etc/rc.d/radiusd restart # Sonda
FreeRADIUS-u restart edirik
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FreeBSD 10.1 x64 WiFi Hotspot
Mogsedimiz FreeBSD server Uzoarinde aeroport-larda ve otellsrds oldugu kimi,
Captive Portalin qurulmasidir. Loru dilds desak gonaqg wifi-a istifadec¢i ada
vo sifre daxil etmsdsn gosulur amma, internet resurslarindan istifads etmays
calisdigda onun veb browserins istifade¢i adi ve sifrenin daxil edilmesi
¢ixacaq. 9gor daxil edilen istifade¢i adi ve sifresi défru olarsa, gonaqg
internetden istifads eds bilsacsak.

Sabsks qurulusu asagidaki kimi olacaqg:

L

[ | _
N P 85.2.9.10/24 Public internet
[ 1

[ T 11 Gateeway: 88.8.9.1

1010t01

-EE]
‘ DHCP-da rezerv IP: 10.10.10.3

r &

AP 3-cli martaba

‘LJH CP-da rezerv IP: 10.10.10.2

AP 2-ci martaba

Istifadaci

1

‘LJHL'P—-:L\ rezerv [P: 10.10.10.10

AP 1-ci martaba

Nezords tutulur ki, siz artig FAMP qurmusunuz ve artiqg Apache PHP stabil
isleyir. Apache web serverimiz o&nceden sistemds yaratdigimiz jamal istifadeci
adi ve grupu adindan isleyir (Yeni httpd.conf faylinda bu direktivler
mévcuddur: User jamal ve Group jamal). Biitiin AP-lsrde IP iinvanlar sskildski
kimi, qurulmus ve DHCP server ils ROUTER, FreeBSD Serverimizin daxili ssbosks
kartinin IP {invani gdsterilmisdir. Apache-da VirtualHost yaradilmisdir ve
wifi.atl.az domain adinda isleyir. wifi.atl.az VirtualHost-un PUBLIC HTML
govludu /usr/local/www/wifi/ tnvanidir ve govludun uzvluk, grup yetkisi jamal
teyin edilib. Eynils /usr/local/etc/apache24/httpd.conf qurasdirma fayllinda
Listen 80 ve Listen 443 toyin edilmisdir. /usr/local/domen/wifi.atl.az
virtualhost faylinin terkibi ises asadidaki kimidir:

<VirtualHost *:80>
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RewriteEngine on
ReWriteCond %{SERVER_PORT} !”~443$
RewriteRule */(.*) https://%${HTTP_HOST}/$1 [NC,R,L]
</VirtualHost>
<VirtualHost *:443>
SSLEngine on
SSLCertificateFile /usr/local/etc/apache24/ssl/wifi.pem
SSLCertificateKeyFile /usr/local/etc/apache24/ssl/wifi.key
DocumentRoot /usr/local/www/wifi/
<Directory "/usr/local/www/wifi">
AllowOverride All
Require all granted
</Directory>
</VirtualHost>

php Uclin pear yiklemsk ve MySQL-ds lazim olan verilenlser bazasi ils
istifade¢ini yaratmaq gersakdir.

Pear vyikleyirik ve PHP ii¢clin qurasdiririqg:
# cd ‘whereis pear | awk '{ print $2 }'® - Port unvanina daxil oluruqg
# make -DBATCH install - Yikleyirik

php.ini faylini niisxelsyirik ve gbsterilen deyisenlsri meszmununda uydun
olaraq deyisirik:
# cp /usr/local/etc/php.ini-production /usr/local/etc/php.ini

/usr/local/etc/php.ini faylinda asadidaki deyisiklikleri edirik:
date.timezone = 'Asia/Baku'
include_path = '.:/usr/local/share/pear'’

MySQL verilsnler bazasini yaradaq, hemin bazaya istifadec¢i teyin edsk veo wifi
istifade¢iler iig¢ln cedveli yaradaqg:
mysgl> CREATE database wifi;
mysqgl> grant all privileges on wifi.* to wifidbuser@localhost identified by
'wifidbpassword';
mysqgl> use wifi;
mysql> CREATE TABLE “users  (

"id® int(10) unsigned NOT NULL auto_increment,

‘username” varchar (50) default NULL,

‘password’ varchar (50) default NULL,

‘created’ timestamp NOT NULL default CURRENT TIMESTAMP on update
CURRENT TIMESTAMP,

"time begin® timestamp NOT NULL default '0000-00-00 00:00:00',

"time_end’ timestamp NOT NULL default '0000-00-00 00:00:00',

"status’ tinyint(4) NOT NULL default '0',

‘rule num’ smallint(5) unsigned NOT NULL,

PRIMARY KEY ('id),

KEY "rule num (' rule_num’)
) ENGINE=MyISAM AUTO_ INCREMENT=6 DEFAULT CHARSET=cpl251 AUTO_ INCREMENT=6 ;

105
WWwWw.opensource.az



/etc/rc.conf qurasdirma faylimiz asadidaki kimi olacaq:

hostname="wifinat.atl.az"

ifconfig em0="inet 88.8.9.10 netmask 255.255.255.0"
ifconfig eml="inet 10.10.10.1 netmask 255.255.255.0"
defaultrouter="88.8.9.1"

sshd_enable="YES"

dumpdev="NO"

#### Local Disabled Services ####
sendmail enable="NO"
sendmail submit enable="NO"
sendmail outbound enable="NO"
sendmail msp queue_enable="NO"
sendmail rebuild aliases="NO"
syslogd enable="YES"

syslogd program="/usr/sbin/syslogd"
syslogd flags="-ss"

###+# Local worked services ####
tcp_drop_synfin="YES"

icmp _drop redirects="YES"

dhcpd _enable="YES"

dhcpd ifaces="eml"

dhcpd _conf="/usr/local/etc/dhcpd.conf"
gateway enable="YES"
natd_enable="YES"

natd _interface="emQO"

firewall enable="YES"

firewall type="UNKNOWN"

firewall script="/etc/ipfw.conf"

#### Third Party Services ####
apache24 enable="YES"
mysql_enable="YES"

/etc/ipfw.conf faylina firewall qurasdirmalarimizin reboot-dan sonra islesmssi
iclin, asagidaki sstirleri fayla slave edirik (Goriinen gaydalarda NAT edilir,

istenilen istifadeg¢inin 80 vo 443-ci portlara etdiyi miracistleri daxili WEB
serverimize ydnlendirilir ki, geydiyyatdan keg¢sinler ve udurlu halda 400-dsn

baslayaraq gayda slave edilscsk):

ipfw add 00200 divert 8668 ip from any to any via emO
ipfw add 10800 allow ip from any to 85.132.57.58

ipfw add 10900 allow ip from 85.132.57.58 to any
ipfw add 11000 allow ip from any to 85.132.57.59

ipfw add 12000 allow ip from 85.132.57.59 to any

ipfw add 60000 fwd 10.10.10.1,80 tcp from any to any dst-port 80 via eml
ipfw add 60001 fwd 10.10.10.1,443 tcp from any to any dst-port 443 via eml

ipfw add 65000 allow ip from any to any
ipfw add 65535 deny ip from any to any
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Sistemimizin kernel minimallasdirilmis ve asadidaki opsiyalar slave edilib
kompilyasiya edilmisdir:

options IPDIVERT

options IPFIREWALL

options IPFIREWALL_ VERBOSE

options IPFIREWALL_VERBOSE_LIMIT=3

options DUMMYNET

options IPFIREWALL_ FORWARD

options IPFIREWALL NAT

options LIBALIAS

Portlardan DHCP-ni yiikleyirik:

# cd /usr/ports/net/isc-dhcp42-server/ - Port Unvanina daxil olurug.

# make config - Teleb edilen modullari segirik
isc-dhcp42-server—-4.2.8 1

19ggggggggggadagggaIgdgddggIggIagaddadaaaaaagggggaggdc

IND SYMBOLSEMFEnable BIND internal symbol table

[ 1] IPVE IPveo protocol support

[x] LDZP LDAP protoccl support

LDAP SSL Support LDAP over SSL/TLS

[x] PARANOIA Enable support for chroot

B X oMok N
¥

<Cancel>

# make -DBATCH install - Yikleyirik

/usr/local/etc/dhcpd.conf qurasdirma faylinin terkibini asagidaki sokls
gotiririk:
option domain-name "wifiofis.atl.az";
option domain-name-servers nsl.atl.az, ns2.atl.az;
default-lease-time 3600;
max-lease-time 86400;
ddns-update-style none;
authoritative;
subnet 10.10.10.0 netmask 255.255.255.0 {
range 10.10.10.26 10.10.10.254;
option routers 10.10.10.1;
}
# Access Pointlsri sskildski IP iinvanlara gdres rezerv edirik
host Wifi-1f.1 {
hardware ethernet 04:18:76:8c:9a:a3;
fixed-address 10.10.10.10;
}
host Wifi-1£f.2 {
hardware ethernet 04:18:66:43:11:11;
fixed-address 10.10.10.2;
}
host Wifi-1f.3 {
hardware ethernet 04:18:36:68:a29:9b;
fixed-address 10.10.10.3;
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DHCP {iclin jurnal fayli yaradirig ve Syslog-dan slizgscden keciririk (DHCP
arenda jurnallarina /var/db/dhcpd/dhcpd.leases faylinda baxa bilsrsiniz):
# touch /var/log/dhcp.log

/etc/syslog.conf faylinin sonuna asagidaki setirleri slave edirik:

'dhcpd

* * /var/log/dhcp.log

DHCP-ni iss saliriqg vse qulag asmasini yoxlayiriqg:

# /usr/local/etc/rc.d/isc-dhcpd start

# sockstat -1l|grep dhcp

dhcpd dhcpd 4695 7 udp4 *:67 Kk
dhcpd dhcpd 4695 20 udp4 *:8997 Kk

Portlardan sudo-nu yukleyirik:

# cd “whereis sudo | awk '{ print $2 }'® - Port uUnvanina daxil olurug

# make config - Teleb edilen modullari segirik
sudo-1.8.15

Jaq93aqgIqaqIqqIqIII99II9IIaqqaIqaqqIqaIqqaqqqIIqaqaqqqIIqIIqIqIqqIqII99999999q<
UDI

e

=]

Enable BSM audit support|

DISABLE AUTH Do not reguire authentication by default
DISABLE ROOT_ SUDO Do neot allow roeot teo run sude

DOCS Build and/or install documentation
INSULTS Enable insults on failures

"

LDAP LDAP protocol support

NLS Native Language Support

NOARGS SHELL Run a shell if no arguments are given
OFPIE Enable one—-time passwords (no PAM support)
SS5SD Enable SSSD backend support.

T 60 60 ) ) ) () 6 G| v [S)
e e e e e

< K > <Cancel>
# make -DBATCH install - Yikleyirik
/usr/local/etc/sudoers faylina asagidaki setiri slave edirik (Bu web
serverimizin firewall-a yetki almasi lclin telsb edilir):
jamal ALL=(ALL) NOPASSWD: SETENV: ALL

/usr/local/www/wifi/config.php qurasdirma faylinin torkibi asadidaki kimi
olacag(istifadecilerin geydiyyati ve dayandirilmasi, IPFW gaydalarin slave
edilmesi/silinmesi vasitesi ils yerine yetirilir):

# cat /usr/local/www/wifi/config.php

<?php

define ('DEBUG', true);

define('conf DB HOST', 'localhost'); //Bazanin IP-si

define ('conf DB USER', 'wifidbuser'); //Bazanin istifadeci adi
define('conf DB PASS', 'wifidbpassword'); //Bazanin shifresi
define('conf DB NAME', 'wifi'); //Bazanin adi

define ('RULE_NUM MIN', 400);

define ('RULE_NUM MAX', 600);

define ( 'CLIENTS_IP_BEGIN' ;! 10.10.10.26" ) ; // Mushterilen hansi IP unvandan bashlayacaglar
define ('CLIENTS_IP COUNT', '200');
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define ('CLIENTS TIME', '3600'); // Mushterinin Internet istifade ede bileceyi
zaman (1 saat)
define ('RULE _ADD IP', 'sudo ipfw add %s allow ip from any to %s');
define ('RULE_ADD IP2', 'sudo ipfw add %s allow ip from %s to any');
define ('RULE DEL IP', 'sudo ipfw del %s');
define ('RULE DEL IP2', 'sudo ipfw del %s');
/*
STATUS:
0 - Qoshulmanin melumati, duzdurse goshulmusuz, eks halda gayda elave
edilmedi!
1 - Artig goshulmusunuz
2 - Istifadeci adi artiq istifade edilmishdir
3 - Istifadeci dondurulmushdur
*/
$db_link = mysql connect(conf DB _HOST, conf DB USER, conf DB PASS) ;
if ('$db_link) return cms_errors('Verilenler bazasina goshulmaq mumkun
olmadi!') ;
if ('mysql_select_db(conf DB NAME, $db_link)) return cms_errors('Verilenler
bazasina goshulmaq mumkun olmadi!!!"');
function cms_errors ($text)
{
if (DEBUG) echo $text;
return false;
}
function dumpVarX(&$Var, $Var_s = null)
{
echo "<div align='left' class='debug'>";
dumpVar ($Var, 0, $Var_s);
echo "<div>";
return true;
}
function dumpVar (&$Var, $Level = 0, $Var_s = null)
{
if (SLevel > 4)
{
echo "<b>...</b> LEVEL > 4<br>\n";
return;
}
$is_ob_ar = false;
$Type = gettype ($Var) ;
if (is_array($Var)) {$is_ob_ar = true; $Type =
"Array[".count($Var)."]";}
if (is_object($Var)) $is_ob_ar = true;
if (SLevel == 0)
{
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if ($Var_s) echo "\n<br>\n<b><span
style=\"color:#££0000\">".$Var_s." = {</span></b>";
if ($is_ob_ar && count($Var)) echo "<pre>\n";
else echo "\n<tt>";
$Level zero = 0;
}
if ($is_ob_ar)
{
echo "<span style=\"color:#05a209\">$Type</span>\n";
for (Reset($Var), $Level++; list($Sk, $v)=each($Var) ;)
{
if (is_array($v) && $k==="GLOBALS") continue;
for ($i=0; $i<$Level*3; $i++) echo " ";
echo "<b>".HtmlSpecialChars ($k)."</b> => ";
dumpVar ($v, S$Level);
}
}
else
{
if (is_string($Var) && strlen($Var)>400)
echo '('.$Type.') <span style="color:#35BBFA">strlen
= '.strlen($Var).'</span>'."\n";
else echo '('.$Type.') "<span
style="color:#0000FF">"' ,HtmlSpecialChars ($Var), '</span>"'."\n";
}
if (isset($Level zero))
{
if ($is_ob_ar && count($Var)) echo "</pre>";
else echo "</tt>";
if ($Var_s) echo "<b><span
style=\"color:#££0000\">}</span></b><br>\n";
}
return true;
}
?>
Istifadscilerin geydiyyati skripti yeni /usr/local/www/wifi/add.php fayli
asagidaki kimi olacaq:
# cat /usr/local/www/wifi/add.php
<?php
require_once('config.php')
Suser = get user($_GET['login'], $ _GET['pass']);
if (Suser)
{
switch (Suser['status'])
{
case 0:
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if (add_rule($user)) echo '<h2>Siz
goshulmusunuz!</h2>';
else echo 'Yalnish gayda elave edilmedi!’';
break;
case 1: echo '<h2>Siz artiq goshulmusunuz</h2>'; break;
case 2: echo '<h2>Username artiq istifade edilmishdir</h2>';
break;
case 2: echo '<h2>Istifadeci adi dondurulmushdur</h2>';
break;
default: echo 'Error'; break;
}
} else echo '<h2>istifadeci/shifre yalnishdir!</h2>';
// Qeydiyyat
function get user($login, S$pass)
{
Suser = null;
if ('$login || !'$pass) return null;
$login = addslashes($login) ;
$sql = 'SELECT * FROM users WHERE username="'.$login.'" AND
password="'.$pass.'" LIMIT 1';
$res = mysql_query($sql);
if ($res) Suser = mysql fetch_ assoc($res);
return $user;
}
// Qaydanin elave edilmesi
function add rule ($user)
{
$user_ip = $_SERV'ER[ 'REMOTE_ADDR'] ;
Scurrent_date = time();
if ('checkip($user_ip)) return false;
Stemp = 0;
$sql = 'SELECT rule_pum FROM users WHERE status=1 ORDER BY rule_pum';
$res = mysql_query($sql) ;
if ($res)
{
$t = mysql_fetch_array($res);
if ('$t) S$rule num = RULE_NUM MIN;
else {
while ($temp = mysql fetch array($res))
{
if (($t[0]+1) < $temp[0]) break;
$t = $temp;
}
if ($t[0] < RULE_NUM MAX) S$rule num = $t[0]+1; else
return false;
}
} else return false;
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Scommand = sprintf (RULE_ADD IP, $rule num, $user_ip);
exec ($command) ;
$command2 = sprintf (RULE_ADD IP2, $rule num+100, S$user ip);
exec ($command?2) ;
$sql = 'UPDATE users SET status=1, time_ begin=NOW(),
rule num='.$rule num.' WHERE id='.S$user['id'];
mysql_query ($sql) ;
return true;
}
function checkip ($ip)
{
if (!'$ip) return false;
Suser_ip = explode('.',6 $ip);
Scheck_ip = explode('.', CLIENTS_IP BEGIN) ;
if (($check ip[0] !'= $user ip[0]) && $check ip[0] !'= "*") return
false;
if (($check_ip[l] '= Suser_ip[l]) && $check_ip[l] !'= "*") return
false;
if (($check_ip[2] '= $Suser_ip[2]) && $check_ip[2] !'= "*") return
false;
if (!'(($check_ip[3] <= $Suser_ip[3] && ($check_ip[3] +
CLIENTS IP COUNT) >= $user_ ip[3])) && $check ip[3] != "*") return false;
return true;
}
?>
Vaxtin bitmesine gdre istifade¢inin baglanisi skripti (Yeni
/usr/local/www/wifi/cron.php fayli):
# cat /usr/local/www/wifi/cron.php
<?php
require_once('config.php');
check_users() ;
function check users()
{
$sql = 'SELECT * FROM users WHERE status=1 AND time_begin > 0 AND
(TIME_TO_SEC (TIMEDIFF (NOW() , time begin)) > '.CLIENTS TIME.')';
Sres = mysql query($sql);
if (Sres)
{
while ($user = mysql fetch assoc($res))
{
$command = sprintf (RULE DEL IP, $user['rule num']);
exec ($command) ;
$command2 = sprintf (RULE DEL IP2,
Suser['rule num']+100) ;
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exec (Scommand?2) ;

$sql = 'UPDATE users SET status=2, time_end=NOW()
WHERE id='.$user['id'];

mysql query ($sql) ;

}

return true;

?>

Qeyd: Fayllarda olan hsrflsrin tam Azsrbaycan dilinds gdrsenmssini istsssniz,
Iinternetds “azerbaijan html unicode characters” basligi ile axtaris
edib, simvollarin kodlraini tapa bilsrsiniz. Messlon:
http://usefulwebtool.com/en/characters azerbaijani.php

Istifadeci adi ve sifrenin daxil edilmesi i{iciin forma(Ysni index.html fayli):
# cat /usr/local/www/wifi/index.html
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN"
"http://www.w3.0rg/TR/xhtmll/DTD/xhtmll-strict.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="en" lang="en">
<head>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
<title>Inzibachtiliqg</title>
<link rel="stylesheet" type="text/css" href="admin.css" />

<!--[if 1t IE 7]><1link rel="stylesheet" type="text/css" href="style-
ie.css" /><![endif]-->
</head>

<body>
<div class="login">

<div class="form">
<form method="get" action="add.php">
<p><label>Login:</label><input class="text" name="login" type="text"
size="17"/></p>
<p><label>Parol:</label><input class="text" name="pass"
type="password" size="16"/></p>
<p><input class="submit" type="submit" value="Her shey dogrudur!"/>
</form>
</div>
<div class="rules">
<hl>Wi-Fi istifadesi gaydasi</hl>
<ol>
<li>Qonaqlar ucun WiFi odenishsizdir!</1i>
<li>Reseption-a yaxinlashin</1i>
<li>Istifadeci adi ve shifre alib</1li>
<1li>WiFi-dan yararlanin</1i>
</ol>

</div>
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</div>
</body>
</html>
Admin paneli /usr/local/www/wifi/admin govlugunda olacaqg. Tshlikssizlik tcun
hemin govludu htpasswd ils gorumaniz lazimdir.
/usr/local/www/wifi/admin/admin.php faylinin torkibi asadidaki kimi olacaq:
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN"
"http://www.w3.0org/TR/xhtmll/DTD/xhtmll-strict.dtd">
<html>
<head>
<title>Inzibatci.paneli</title>
<link type="text/css" rel="stylesheet" href="style.css">
</head>
<body>
<form method="post" action="admin.php">
Istifadecilerin sayi: <input type="text" value="" name="num" size=2>
eded.<br><br>
<input type="submit" wvalue="Generasiya et">
</form><hr>
<?php
require_once('/usr/local/www/wifi/config.php');
$n = (int) $_POST['num'];
if ($n > 10) { echo 'Yaradila bilecek istifadeci sayi heddi
ashilmishdir!<br><br>'; $n=0; }
function generate_password($number=10)
{
$arr = array('1','2','3','4','5','6"',
'7','8','9','0'),’
// Shifre generasiya edirik
$pass = "";
for($i = 0; $i < $number; S$i++)
{
// Massivin tesadufi indeksini hesablayiriqg
$index = rand (0, count($arr) - 1);
$pass .= $arr[$index];
}
return $pass;
}
for ($i=0; $i<$n; $i++)
{
$login = generate_ password (4) ;
Spass = generate_password(6) ;
$sql = 'INSERT INTO users (username, password, status,
rule num) VALUES("apt'.$login.'", "'.$pass.'", 0, 0)';
Sres = mysql query($sql);
}
if ($res) echo 'Sayda istifadeci <b>'.$n.'</b> ed. elave
edilmishdir.<br><br>';
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$sql = 'SELECT * FROM users';
Sres = mysql query($sql);
echo '<table
width=\"'30%\"'><td><b>Ad</b></td><td><b>Shifre</b></td><td><b>Status</b></td><
td><b>Qayda</b></td>"';
while ($data = mysql fetch assoc($res))
{
echo '<tr>';
echo '<td>'.$data['username'].'</td>';
echo '<td>'.$data['password'].'</td>';
if ($data['status'] == 0) { echo '<td class=\'blue\'>Aktiv
deyil</td>'; }
if ($data['status'] == 1) { echo '<td
class=\'green\'>Istifade edilir</td>';
echo '<td>'.$data['rule num'].'</td>';}
if ($data['status'] == 2) { echo '<td class=\'reds\'>Istifade
edilmishdir</td>'; }
if ($data['status'] == 3) { echo
'<td><b>Durdurulmushdur</b></td>'; }
echo '</tr>';
}
echo '</table>';
?>
</body>
</html>
/usr/local/www/wifi/admin/style.css faylini terkibi asadidaki kimi olacaq:
.reds {color:#£30;}
.blue {color:#0000cc;}
.green {color:#0£0;}
/usr/local/www/wifi govlugunda .htaccess adli bir fayl yaradirig ve mszmununa
asagidaki setirleri slave edirik.
AuthUserFile /usr/local/www/wifi/.htpasswd
AuthName "Soft Admin"
AuthType Basic
Require valid-user
/usr/local/www/wifi Unvaninda istifadsc¢i adi ils sifresni yaradiriq.
htpasswd -bc .htpasswd admin freebsd - .htpasswd faylina admin
istifade¢i adini freebsd sifrosi
ile vyaz
-b - command line-dan istifadsci
adi ve sifreni gotur.
-c - gbsterilen fayli yarat ve ona
daxil et (eger varsa silib yeniden
yazacad)
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CRON skriptimizin istifadec¢i limitlsrinin yoxlanilmasi lciin 1 desgigedsn bir
ise salmag megssadils /ete/crontab faylina slave edib, daemon-u yeninden ise
saliriqg:

# echo "*/1 * * * * root /usr/local/bin/php
/usr/local/www/wifi/cron.php" >> /etc/crontab

# /etc/rc.d/cron restart

/usr/local/www/wifi/admin.css faylinin torkibi asadidaki kimi olacaqg(Bu fayl
arxa fonda olan sokillsri teyin edir. Sskillsr iss /usr/local/www/wifi/img/
govlugundan oxunur. Sokiller /usr/local/www/wifi/img/gp.gif ve
/usr/local/www/wifi/img/logo.png fayllaridir. Siz bu sokillsri istadiyinizs
doyise bilersiniz):

.login {width:800px; height:540px; position:absolute; left:50%; top:50%;
margin:-250px 0 0 -400px; border:dashed lpx #ddd;

background:url (img/logo.png) 30px 30px no-repeat #£f£ff;}

.login .form {margin:120px 0 0 450px;}

.login .form p {position:relative; margin:0 0 30px 0;}

.login .form label {font:normal 18px arial; position:absolute; margin:3px 0 O
0; color:#aaa;}

.login .form input {margin:0 0 0 100px; padding:2px; font:normal 18px arial;}
.login .form input.text {border-right:solid 1lpx #ccc; border-bottom:solid lpx
#ccc; border-left:solid 1lpx #888; border-top:solid 1lpx #888;}

.login .rules {padding:10px 20px; margin:50px 30px;

background:url (img/gp.gif) 420px 20px no-repeat #ececec;}

hl {margin:10px O0; font:normal 20px tahoma; color:#c00;}

ol {margin:20px 0 0 30px; padding:0;}

ol 1i {margin:0 0 10px 15px; font: normal 16px arial; }

Butlin govlugda olan yetkiler yenileyirik ki, yeni fayllara da menimsadilsin:
# chown -R jamal:jamal /usr/local/www/wifi/

Sohifeys ilk Daxil oldugumuzda istifadec¢i adi ve sifre
istenilscek(yaratdigimiz admin istifadeci adi ve sifresini daxil edib Enter
s1x1riq) :

Authentication Required

The server https://wifi.atl.az:443 requires a username and
password. The server says: Soft Admin,

User MName: ||

Password:

Log In Cancel
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Sonda istifadec¢i ig¢in ilk goriinen sahifs bels olacag:
PN
Pt
FREE |
w ] F [
AVAILABLE HERE
Her shey dogrudur!
Wi-Fi istifadesi gaydasi
1. Qonaglar ucun WiFi odenishsizdirl OPEN
2. Reseption-a yaxinlashin S 0 U R C E
3. Istifadeci adi ve shifre alib CLUB
4. WiFi-dan yararlanin
Inzibatci interfeysi ise asadidaki sskildski kimi olacaq:
€« C' | & b#pS://wifi.atl.az/admin/admin.php
Istifadecilerm sayi: eded.
Ad Shifre Status Qayda
apt3469 343959 Alktiv deyil
apt8234 883542 Aleriv deyil
apt3472 742932 Istifade edilmishdir
apt3561 484678 Istifade edilmishdir
apt3407 785028 Istifade edilmishdir
apt33l3 895150 Altiv deyil
apt2628 749331 [stifade edilmishdir
apt3038 541838 Altiv deyil
apt6606 885390 Altiv deyil
apt2054 818641 Altiv deyil
apt6608 441424 Altiv deyil
apt2891 369797 Altiv deyil
apt7061 432186 Alktiv deyil
apt1421 165107 Altiv deyil
apt4143 269037 Alktiv deyil
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BOLUM 5

Daxili ve dinya DNS serveri

e DNS montiqi

e FreeBSD DNS-in Windows Active Directory ils inteqrasiya
edilmesi

Basligimiz DNS-in diinyada isleme prinsipini, xirda nezsriyyelsrini ve
imumiyyatls DNS serverlsrin bir-birleri ile neg¢e slageys girmeslerini
aciglayir. Eynile bu basligda FreeBSD serverin DNS BIND-1 ils Windows Active
Directory arasinda slage yaradilacag.
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DNS mentiqi

DNS bazasinin individual yazilar olur hansi ki, RR(Resource Records)
adindadir. DNS bazasinin individual hissslosrinse isos zone-lar deyilir. Misal
iclin agor biz 64.223.167.147 IP Unvanli www.google.com saytini acmaq istessk,
asagidaki sskilde olan ardicilliqg gedscsk.

I 654 . 233167 .- 1.4947T
WL EoosEle . corm)

Sekilds gosterildiyi kimi, www.google.com saytina girmek istediyimiz andaca,
DNS server sizs onun IP dnvanina yodnlendirscek. Bu adi halda, sgsr DNS server
islemadiyi halda, adin svezins IP {invanin istifads edilmesins oxsayir. Bunu
asagidaki kimi istifads eds bilsrik:

http://64.233.167.147

Yada email yollamaqg lazimdir.
izmail@[64.233.167.147]

Domain qurulusu root, ikinci desrscsli ve sonraki alt domainler qurulusunda
gedir. Misal {iclin bizim company.com adli ikinci derscsli domain-miz wvar.
Homin domainin billing ile mesdul olan bill.company.com adli alt domain-i wvo
sec.company.com adli tohlilkesizlik departamenti var.

Ad qurulusu ardicilligi asagidaki sokildeki kimi gedscak:

<:;:> Foer ™7

Second
CGn-addr> (6> Ccosa-cola >Cmedonatas > company 1ever

domains

” vy

dormains

!

DNS sistemds olan ad qurulusu 3 strukturda gedir

Asagidaki listde bezi gTLDS (Generic Top-Level Domain) ssviyyenin domainlsrini
agiglayiriqg:

e .org domain-i kommersiya xarakteri olmayan ictimaiyyst-o aiddir.

e .aero domain-i yalniz diinya aeroportlari ¢lin rezerv edilmisdir.

[ .biz domain-i biznes xarakterli isler Ug¢in rezerv edilmisdir.

e .coop domain-i kooperativ birlesmeler ii¢ciin nszsrds tutulmusdur.

° .int domain-i iss Olkslsr arasinda olan razilasmalar ilclin istifads
edilir.

e _museum domain-i iss dinya muzeyloeri lcin rezerv edilmisdir.

e .name domain-i individual xarakterls rezerv edilmisdir.

e .pro domain-i iss mehdudlasdirilmisdir ve yalniz professional

xarakterli megsedlerde istifads edils bilsr.
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Name Syntax

Domain adi négtelerls ayrilarag bir necs hissye bdliine bilsr. Sads DNS

standartlarina riayest edorsk bu ardicilligi istediyiniz goeder davam etdirs

bilersiniz (abc.head.company.com bir misaldir). Asagidaki misal kimi:
string.string.string ... string.

Bitin ad 255 simvoldan c¢ox ola bilmez. Bir subdomain 63 simvoldan c¢cox ola
bilmez. Ad hsrflsrden, ragemlearden ve defis-den ibarst ola bilsr. Defis
domain-in evvelinds ve ya axirinda ola bilmez. Hem¢inin adlarda istfads edils
bilscek digsr spesifik simvollarda movcuddur ancaq, siz bu simvollara
istifade elesmessniz daha yaxsi olar c¢linki, bu sumvollar bir ¢ox programlar
torefinden istifade edilmeys bilsr. Boylk ve kigik simvollar istifads edils
bilsr ancaq, bunu istifads elsmsk c¢ox narahat olacag. DNS bazasinin ssaslari
ile disinsak, misal ic¢iin newyork.com adi bazada NewYork.com vo ya NEWYORK.COM
kimi saxlana bilsr.

Belslikls ad IP Unvana translyasiya edildikds, istifadeg¢i Utcln adin boyik
vo ya kigik simvollarla daxil edilmesinin fergi olmur. Ancag ad bazada boyik
vo kigik simvollarla saxlana bilsr. Belslikls ogor biz DNS bazasinda
NewYork.com kimi saxlamisigsa, onda miracist edilen zaman verilenler bazasi
bu adi “NewYork.com.” kimi gaytaracaqg. Sondaki ‘.’ ndgts simvolu adin
hissesini gdsterir.

Bozi hallar ola bilsr ki, biz domain-in sad hissssini istifads etmedsn
istifade eds bilsrik. Bu adstsn progqramg¢ilarin programlarinda istifads
edilir. Domain adlarinin verilenlsrinds bu veziyyst xeyli ¢otindir:

e Demsk olar ki, skser hallarda son négteni yazmamaq olar.

e Adstsn domain-in sag tersfini o halda yazmamag olur ki, domain-in
ortada olan hissesinin sonu IETF standartinda olan ad ils bitir. Yeni
misal d¢ln, sizde DNS adi computer.ru.company.com-dursa siz bu adin
ovozine computer.ru yaza bilersiniz c¢iinki, her iki adi son netics
etibarile eyni IP dnvana yonlesndirmis olacagsiniz.

Reverse domain-lor

Bozi program teminatlari olur ki, DNS adini IP {invana ssaslanaraqg tapmaq
isteyirler. Bu halda iss biz IP iinvani ada c¢evirmeliyik. Buna reverse dns
yazisi deyilir. IP dnvanin ada sevrilmesins ise reverse translation deyilir.

Domain adlarinda oldugu kimi, IP tnvanlarinda agac tipli strukturu
olur. IP invanlara osaslanaraqg yaradilmis domainlsr reverse domainler
adlanir. Pseudo domainlsr in-addr.arpa IPv4 iiciin ve IP6.arpa iso IPv6
dclndiir. Bu domainlsrin tarixi ag¢iglanmasi var hansi ki, inverse addresses in
the Arpanet menasini kesb edir. in-addr.arpa domain-nin altinda teyin
etdiyinin IP idnvanin ragemi olur. Misal {¢iin in-addr.arpa domain-i {¢iin 0-dan
255 araliginadsk subdomainlsr. Mssslen sgsr bizim 195.47.37.0/24 ssbokssi var
vo bu ssbeoksnin subdomain-i 195.in-addr.arpa olacag. Ve 47.195.in-addr.arpa
onun subdomain-dir (Belslikls sonadsk bels gedecsk). Digget yetirin ki, burda
yazilan SUBDOMAIN-leor, IP idnvan kimi geriys do§ru yazilir. 195.47.37.2 IP
invani dc¢ln qurulus asagidaki kimi olacaq.

120
WWWw.opensource.az



| OPEN
SOURCE
cLUB

Z2.B387.47 . 195 0n-addr.arpa

Bitiin bu qurulus yalniz IP class A,B vo ya C-de ic¢lin islsyscsak. Bos sizde
yalniz C class-1in 6zU olsa no edscsksiniz? Siz 6ziiniiz icin reverse DNS
galdira bileceksinizmi? Beli galdiracagsiniz. Baxmayaraq ki, IP invan 4 bayt-
dan ibarstdir ve classic PTR subdomain adi 3 ardicil rogemden ibaretdir (4-cii
rogemin ©6z# IP dnvanin slamsti olacaq) . Buna gdrs do C class-1 iicin
subdomainlsr 4 elementls yazilir. Misal tc¢lin 195.149.150.16/28 ssbskssi lcln
biz 16.150.149.194.in-addr.arpa adini istifads edecsyik. Bss sgsr IP iunvan 5
bayt-dan ibarst olsa necs olacaqg? Dizdir bu DNS quruldugu andan etibaren sshv
fikirlesdirilmisdir. Ancaqg sonra bu sshv praktik olarag gsbul edildi vs RFC
standartina slave edildi. Biz bunu 7-ci basligda daha detalli ac¢iglayacayig.
Siz IPv6-nin reverse yazilisi hagginda 3-cl bdlmeds baxacagsiniz.

Domain 0.0.127.in-addr.arpa

127.0.0.1 IP {invaninin maraqgli komplektasiyasi vardir. 127 sobokessi her bir
kompiiter ii¢iin LoopBack adapter kimi rezerv edilmisdir. Ancaqg biitiin digsr IP
invanlar internetde birmenali olurlar. Hor bir Name Server taninmis domainler
i¢lin avtoritar olmurlar ancaqg, 0.0.127.in-addr.arpa domain-i iig¢in
avtoritardir (primary name server). Unutmayin hetta adi cache-lenme serveri bu
domain tc¢ln avtoritar olur. Windows 2000 6zini els aparirdi ki, onda els
deyil ancaq, bu hstta bu onun ig¢iin bels ¢otin deyil.

Zone

Golin company.com domain-nin istifade¢isini ag¢iglayaqg. Misal ic¢lin deysk ki,
domain milsyysn grup kompiterlsr {icin srazidir. Mshz bu grupda olan kompiter
adlarinin sonu company.com ils bitir. Ancag company.com domain-i coxlu
oraziyes malikdir ve ©6ziinds 10 sdsd subdomain teskil edir (bill.company.com,
sec.company.com vo sales.company.com va.s). Biz bu domain-i &zlimlize Name
server galdiraraq, heg¢ kssden asili olmadan administrasiya eds bilsrik. Bu
domain-in altinda istenilen sayda alt domain yarada bilerik. Asagidakzi
sokilds biz company.com domain altinda yaratdidimiz alt domainlsrin
siyahisini ac¢iglayirig:

DOoOrmain Corm@amny. Corm
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Spesifik Zone-lar
Adi klassik zonalar adi domain ve ya subdomainlsrden ibarst olur. Hemcinin
DNS realizasiyasinda Spesifik Zone-lardan da istifade edilir. Bunlar
asagidakilardir:
e Zone stub: Bu sadece asili zonadir hansi ki, 06ziinde hansi domain voaya
subdomain-in administrasiya edils bilmesi tg¢ln name server hagginda
informasiyani teskil edir (Onda zona lg¢in NS yazilar olur).

Ona gore do Zone Stub-da biitiin zone melumatlari olmur.

e Zone cache/hint: Bu zona-da root name serverlsr hagginda mslumat
olur (Name server start edilen kimi avtorizasiya edilmeysn verilenler
yaddasin ic¢cins oxunur). Ancaq BIND8 ve yeni versiyalarda bu zone ic¢in
ad gobstoericisi movcuddur. Koéhns versiyalarda iss name cache zone
istifads edilirdi. Unutmayin authoritar root name serverler-i noqte ‘.’
simvolu ils geyd edilmisdir.

Reserve edilmis Domain v® Pseudo Domain-lsr
Sonra gerara alindi ki, domainlerin digsr srazileri de hemg¢inin TLD kimi
istifade edils bilsr ve beszi TLD-lor RFC2606-da rezerv edildi.

e Test lc¢clin nezerde tutulmus domainloer

e Sonad ve misallarin yaradilmasi ic¢iin example domain.

e FError statuslarini cadirmag Uciin invalid domain.

e software gayidislari {icin localhost domain-i.

Internets gosulmayan hostlarda hem¢inin Domain adlarina sahib ola bilsrlsr.
Hoetta onlar TCP/IP protokolundan istifade etmsys bilerler. Bu halda onlara
pseudo domain-lsr deyilir. Bunlar boyiik shemiyyet kesb edirlsr, ssassnds
mailler id¢iin. Bunun sayssinde Mail vasitesile diger ssbskslsrs mslumat
o6ttirmek olur ve Internetls pseudo domain sayssinde edilir (Mesoleon DECnet yada
MS Exchange). Kompaniya 6z daxili sebekesinds once TCP/IP, sonra ise DECNet
protokolu istifads ede biler. Misal tc¢in (Daniellcomputer.company.com )
istifadeci Internet vasitssils TCP/IP vasitesils Unvanlanir. Bss DECnet
protokolu islsyen kompliter olan istifadec¢ilsrdse necs edscsksiniz? Bunun ucin
biz yalanci dnet adli {invan slave edirik. Istifadsc¢i Daniel iss
daniell@computer.dnet.company.com adini tapmaqg licin DNS-ds teyin edilsn mail
serverin dnet.company.com domain-s miracist edecsk. O iss 0z ndvbesinds
DECnet protokolu olan Gateway-e ydnlendirilscsk (company.com domain &zil). Mshz
burdada TCP/IP (SMTP) DECNet-e convert edilir.

Miracistlsr (Translyasiyalar)

Oksor vacib milracistler hostname-i IP Unvana translyasiya edir. Bu melumati
hem¢inin DNS vasitesils olds elemsk olur. Miracistler resolver tersfinden
vasitecilik edir. Resolver iss DNS clientdir ve name serveri-i sorusur. DNS
bazasi blitiin dinyada yayimlandigi ic¢lin, yaxin name server-in son cavabi
gozlemeys ehtiyaci olmur ve o kdmek i¢in diger serverlsrs deo hemg¢inin
miiracist yollaya biler. Name server iss resolver-s cavab verir ve sonra
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aldigi cavabi ve ya cavabin olmamasi hagginda mslumati ona gaytarir. Bltin
mesajlar miiracist ve cavablardan ibarst olur.

Name server ise baslayan kimi, zone hagginda mslumati &z cache
yaddasinda axtarir. Primary name server iss datani daxili diskdsn oxuyur,
secondary ise edilsn milracist cavabini primary-den alir ve onu 0z cache
yaddasina saxlamagla gesnast edir. Primary ve Secondary name serverloards
saxlanilan informasiyaya avtorirativ data deyilir. Hemc¢inin name server
misyyen malumatlari 6z cache-inden oxuyur hansi ki, bu datalar onun local
zonalari hagginda olan mslumatlar deyil ve 6z daxili diskinds saxlanilmir
ancaq, 1izin verir ki, bu verilenlsr root name serverlerls slags saxlaya
bilsinler. Bu dataya geyri resmi verilsnler deyilir. BIND 8,9 versiyasinin
terminalogiyasinda biz onlar hagginda primary ve secondary kimi yox, master
vo slave kimi danisirig. Asagidaki sokilde gdsterildiyi gaydada, Secondary
server zone transfer data miiracisti gelen kimi, Primary server bu datani 0z
daxili diskinden cache-ns yiikleyir ki, Secondary servers &tlire bilsin.

. T
Primary | ZOore Secl:ondary
nanme transter nanme
Server sSerwver

Database omn
diskc

Name serverlsr Oz cache-losrinds pozitiv olan datani saxlayirlar(bszi hallarda
negativ olur) ki, onlara golen real miiracistlsrs tez cavab versinler. Bizim
name serverin misalinda gdsterildiyi kimi bu data digsr name serverlsrden
alinmisdi ve avtoritar deyil. Hem¢inin DNS clientlsr 6zlsride 6z cache-
lorinds mileyyen melumatlari saxlayirlar.

User Stub
pProgram resolver I —

Stub resobmer

- Ot
User St =l MName server = ”;rf;
-
programm resalbver e SETWET

= Other
MName server = narme
e serser

Caching Resohrer
DS client in Windows

Translyasiya telebatlari istifade¢inin programi tersfinden telsb edilir.
Istifadscinin programi translyasiya iiciin smeliyyat sisteminin komponentinden,
yoni resolverinden mslumat alir. Resolver iss transyasiya iclin miiracisti name
servers transfer edir. Kig¢ik sistemlsrds skssr hallarda ancaqg, son resolver
olur. Bu hallarda DNS protokolu tersfinden gslen biitin tslsbatlari, resolver
basga bir name server islaysn kompylterin izerins ydnlsndirir. Cache yaddasi
olmayan resolvers stub resolver deyilir. Windows masinda buna DNS client
deyilir. (Son stub resolverin necs DNS client olmammasinda Ozinlizi
casdirmayin) . Bozi kompiiterlsr ancaq resolverlerls islsyirler (stub yada
cachelenms), digesrleri ise hem resolver hemds name server kimi isleyirlsr.
Indiki doévrs ¢oxlu birlesms metodlari movcuddur ancaq, prinsip eyni olaraqg
galir:
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1. Istifadec¢i emri yerine yetirir sonra iss hostname-i IP {invana
translyasiya elemak lazim olur.

2. 9gor resolver cache-in lizvidirss o nsticeni birbasa almada calisacadg.

3. Bger cavab resolverin cache-inde(yada stub-da) tapilmadisa, resolverlsr
miiracisti name servere ydnlendirscsk.

4. Name server cavab uUcun 0z cache yaddasina baxacaqg.
9gar name server milracisti 0z cache yaddasinda tapa bilmediss, o komek
iclin diger name serverlsrs milracist edscsk.

6. Name server lazimi netice olde edensdek kifayst geder c¢cox name
serverlarls slage quracag. Is bas verscsk milddetde name server Oziide
hemcinin avtoritar name server ils olage gurmada calisacag. Avtoritar
name server son filter edilmis cavabini verscesk(oger edilen milracistds
geyri diizgin ad olarsa menfi cavab gayidacaq)

7. ©geor Once yazdigimiz smeliyyatda, milracist cavabi tez middet srzinds
gaytarmazsa, miiracist tekrarlanacag. 8gsr resolver qurasdirmasinda 1-
den c¢ox name server gdsteorilibss o ndvbsesti miracisti ndévbesti name
servers yobnlendirscek. Name serverlsrin direktoriyasi dovr ssklinds iss
disltir. Cycle name serverin konkret miiracisti ils baslayir hansi ki,
6nce gobsteorilmisdir.

Mame server

Computer A
{e.g.. UNIX)

Remote
name server
= User
-Eﬁ—#ﬂ e O

Computer C

User
program

(&g Windows 98)

Remote

name server Name server not
running or local
§ rosohver is
directed to
} x server
e |

IIL
Alaje

User
program E Resolver E

fe Fesolver User
esolve program

Remote
name sener

I

Computer B Computer D
fe.g. Windows. 2000) fe.g, Windows XP)

DNS miiracist/cavablarin transport {c¢iin hem TCP hemds UDP protokollarindan
istifads edir. O her iki protocol ilciin 53-cii port-u istifads edir (port 53/UDP
va 53/TCP). Miracistlsrin coxu translyasiya vaxti UDP porotokolunu istifads
edir (Buttin adlarin IP dnvana ve geriys c¢evrilmesinds). UDP protokolu ils
otiirilsn verilenlsrin uzunlugu 512Bayt ils mehdudlasdirilmisdir (truncation
flagi istifads edils bilsr hansi ki, gayidan cavabin 512Bayt-dan artig
olmayacadini teyin edir ve gayidan cavabin TCP ils olacadi teyin edilir). UDP
paketlsr 512Bayt ils limitlenirlsr ona gdrs ki, fragmentasiya boyiik hscmli IP
diagramlar Uc¢ln nszsrds tutulur. DNS 0z ndvbesinde UDP fragmentasiyani
meontiqgli saymir. Primary ve Secondary serverlsr arasinda bas versn
transpartirovka ise TCP protokolu vasitesils hesyata kegirilir. Umumi
miracistlsr (hansi ki, adin IP Unvana ve geriys) UDP protocol datagramlarai
vasitesile heyata kec¢irilir. Translyasiyalar client (resolver) tersfinden name
serverlers translyasiya edilir. Sger name server ns cavab versceyini bilmsss
o komek iU¢in diger name serverlors milracist edecsk. Name serverlsr bu
miracistin cavabini 6z aralarinda gerara alirlar hansi ki, adi halda root
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name serverloarden baslayirlar. Asadidaki sekilds translyasiya iclin cavaba
tolsbat var:

D - D
!tera@ion T Irleratrlon T Ilerrartlorn T
MName Mame Name
server 1 server 2 server 3

I
— .

ry A E : :
: - -
Answer
Request Repeat request Repeat regquest

Internetds bir gayda var hansi ki, verilenlerin olan bazasi sn azi iki(asili
olmayan name serverloar) serverdsn ibarst olmalidir ki, biri c¢okdiikde digsri
isleys bilsin. Umumiyystls biz iimidlens bilmerik ki, biitiin name serverlsrs
gosulmaqg hemise mimkiin olacaqg. Bgsr mslumat otirilmesinds TCP protokolu
istifadse edilirss, o halda name serverin gosulmaqg istediyi serverin 6zl cavab
vermeyoarss TCP-nin 6z cavablarina slave gecikmeler ssbsb olacag. Bu problemin
madeni hell formasi UDP protocolundadir. Miracist datagrami translasiya iucin
ilk servers gdnderilir. Bgsr edilen miracist gisa vaxt intervali ils
gayitmazsa, onda datagram digsr servers gdndsrilscek hemg¢inin, yensads cavab
gayitmazsa digesr bir servers ydnlesndirilscsak(sonadsk bels davam edscsk). 9gsr
blitin mdévcud olan serverlsrin he¢ birinden cavab gslmerss, dovr sn svvals
gayidacaqg ve cavab yeniden gayitmazsa, onda timeout bas verscsk.

Round Robin
Bu texnika serverlsr arasinda yikiin bdlisdiiriilmesi ig¢in istifade edilir. Bu
halda bizim DNS serverlsrimiz {icin bir neg¢s PUBLIC IP invan tolsb edilescsak.
Misal i¢iin vacib olan WEB server ola biler hansi ki, onun dayanigliqg ig¢in bir
nec¢s server tolsb edilir. Deyok ki, biz WEB server-i 3 masinda iss
salmisig(Messlen www.company.com). Birincisinin IP idnvani 195.1.1.1,
ikincisinin IP {dnvani 195.1.1.2 ve uglncistnin IP {#invani 195.1.1.3-dur. DNS
Serverimizde www.company.com i¢lin 3 yazi olacag ve onlarin her birinds ayra
IP tnvan olacag. Round Robin texnikasinda cavab asagidaki kimi olacaq:
1. Ilk istifadec¢i l¢in, ilk miracistde WEB server {icin gayidan cavab
195.1.1.1, 195.1.1.2 veo 195.1.1.3 cavabini gaytaracaqg
2. Ikinci istifadec¢i ic¢in olan ndévbsti miracistds WEB servere aid olan
cavab 195.1.1.2, 195.1.1.3 vo 195.1.1.1 gayidacaqg
3. Uclincti istifadeci {iiciin olan névbeati miiracistds WEB Server-s aid olan
cavab 195.1.1.3, 195.1.1.1 va 195.1.1.2 gayidacaqg
4. Bu procedur ilk mliracistden baslayaraqg sonadsk eyni formada davam

edsacak.

Resolverlsr
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Resolver sistemin bir hissesidir hansi ki, IP Unvan transilyasiyasi ils
olagelidir. Resolver clientdir ancaq, o konkret program kimi toeyin edilmir. O
sadecs olarag misyyen bir kitabxana yidgmasindan ibaretdir hansi ki, telnet,
FTP, browserlor vo bozi programlarin tetbiginde istifade edilir. Misal {iclin
o2gar telnet programina kompiiterin adini IP invana gevirmek lazim olsa, o
lazimi kitabxanaya milracist edecsak. Client isa(bizim halda telnet
programidir) kitabxana funksyalarini (gethostbyname) cadirir hansi ki,
miracisti formulyasiya edir ve onlari name servers oturur. Vaxt
maohdudiyystlerins deo hemginin baxmag lazimdir. Hem¢inin ola biler ki,
resolver 6z ilk milracistinin cavabini ala bilmedi ancaq, o ikinci miiracistin
cavabini ala bildi (server ilk milracistin cavabini gdzlediyi halda ola bilsr
ki, o ikinci mliracistin cavabini basga bir name serverden aldi. Bu ona gors
olur ki, ilk name server miiracists daha gec cavab verir). Istifadeci nogteyi
nozoarden buna baxdiqda els golir ki, ilk milraciste cavab gayitmadi ve ikinci
miiracistde buna cavab gayitdi. Hem¢inin UDP protokolun istifadssi eyni nsatice
vers biler. Golin digqgetli olag ona gdrs ki, els hallar ola bilsr ki, UDP
protokolu istifads edilir ve sabeskse yliklll olduduna gdrs cavab yolda itmisdir.

UNIX OS tipli serverlsrds resolver-in qurasdirilmasi
Adoton UNIX OS tipli masinlarda resolver fayli ‘/etc/resolv.conf’ faylinda
olur ve iki setiri teskil edir. Bu ssatirler asadidakilardir(ikinci setir bir
necs defs tskrarlana bilsr):

domain LOCAL Domain-in_adi

nameserver Name serverinizin IP adresi

OSgor istifadec¢i yazdidi domain-in sonunda ndégts yazmasada bels, resolver 06zl
hemin domain-in sonuna négts simvolunu slave edir ve sonra cavabin gayitmasi
i¢ln miracisti name servers yollayir. 8ger translyasiya yerins

yetirilmediss (cavab negative olarsa), resolver cavabi suffix olmadan
gaytarmadga calisacaqg. Bezi resolverlsr 6zlinde axtaris smrini aktiv edirlsr.
Bu emr sayesinds bir neg¢e local domain teyin elemsk olar. Name serverlsrin IP
iinvanlari, resolver torsfinden nameserver omri ils tayin edilirlsr.
Moslshetdir ki, bir nec¢e nameserver omri istifade edesiniz c¢iinki, name
serverlsrden hansisa biri disends digerins kecid eds bilesiniz.

Qeyd: Unutmayin ki, resolver faylinda nameserver smrinin garsisinda hemiss IP
invan teyin edilmelidir. Domain adi yazmag goti ssakildse olmaz.

9ger siz NameServer ve resolver masini els serverin 6zinll teyin elsmsk
istessniz, onda resolv.conf faylinda sadecs 127.0.0.1 nameserver-ni teyin
etmeniz yeter. Resolverin i¢inds nameserver-in sayini limitlemek istessk iss
kernelin parametrini deyismsk lazimdir. Bu fayl adsten
‘/usr/include/resolv.h’ invaninda olur. Ancaqg mumkindir ki, istenilen yeni
compu DNS-siz istifade edssiniz. Ancag bu halda lazimi resolv siyahisini
Linux masinlarinda ‘/etc/hosts’ faylinda, Windows masinlarinda iss
‘$System Root%/System32/Drivers/etc/hosts’ faylinda yazmalisiniz. Ancaq bu
faylda olan teyinatlarla ehtiyatli olun ¢inki, siz sshv olarag real domain
adlarini burda geyd eds bilsrsiniz. Hem¢inin biitin masinlar DNS-s miracist
etmaszden oncs ilk olaraqg /etc/hosts faylina miracist edirlesr.
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Windows masinda resolver-in qurasdirilmasi

Windows masinda siz resolver tarkibini cap etmsk Ucin ipconfig /displayDNS
omrini daxil etmeniz yetsr. Silmek lcin ise ipconfig /flushDNS omrini daxil
etmeniz yetsr. Ancag bu smrden sonra %System Root%/System32/Drivers/etc/hosts
faylinda olan terkibin c¢ixisinda hec¢ bir deyisiklik olmayacaqg. Windows
masinda cache parametrlsrini

HKEY LOCAL MACHINE/SYSTEM/CurrentControlSet/Services/Dnscache/Parameters
registrinds deyises bilsrsniz. Misal lg¢uin NegativeCacheTime key parametri ils
biz negative cavablarin cache-ds ns gsdsr middst galacadini teyin eds
bilsrik.

L. Local Area Connection Properties 7] x|

General .I_-.Mlcation | Advanced ]
I
Connect USnL |nternet Protocol (TCP/IP) Properties 2] x|
Broadc:
=B General I

Advanced TCP/IP Settings 2| »|
You can get IP

T this capability. ¢ | |P Seftings DNS |W|Ns | Options |
S the appropriate
] W= Nt DNS server addrassas, in order of use
il o ¢ Obtain an - 0.130 10 tI
A I —IF Usge the fc @ I
Install. IP address:
—_— add... | Ear.. |  Remowe |
Clescripbon Subnst mask
Transmissic Daf The following thres settings are appled to all connections with TCP/1P
wide arsa - ault gates enabled. For resolution of unqualfied nameas:
s ] P ¢ Append primary and connection specific DNS suffixes
Ot air . ; .
Sppend parent suffise £ e primnan DINGS) suffis
¥ Showi T Usothof — SEENE EEre! S = =G Zunn | B | |
IV Notify me " ZELRC =0 * Append these DMS suffices i onder):
Prefemad DN
Altemate DN
add... | Edt.. | Remove |
DMNS suffioc for this connection: I
F* Registerthis connection’s addnesses in DMNS
™ Use this connaction’s DNS suffocin DNS registration

oK | Cancel |

Windows-un kohns versiyalarinda resolver-in qurasdirilmasi UNIX masinlardaki
kimi idi. Yalniz ferg onda idi ki, config text qurasdirma faylinda deyildi.
Ancaqg yeni versiyalarinda dahada yeni imkanlar artirildi. Misal ig¢iin LAN
Manager System (NETBIOS-a ssaslanir). Windows TCP/IP protocolunu istifade
eladikde, resolver adi IP iinvana translyasiya elemeye calisacag. LAN Manager
ise Windows-un &zlinin ad sistemi kimi qurulub. Ve bu %SystemRoot%/System
32/Drivers/etc/lmhosts faylindan teyin edilir. Sonra ise Windows DNS
prinsipins ssaslanan WINS (Windows Internet Name Service) adli bir database
yaratdi.

1. LAN Manager cache-i local kompliter-de saxlayir (nbtstat -c smri cache-i
list edir). Bu NETBIOS protokolun cache-dir. LMHOSTS faylinda olan #PRE
setirleri parameter olaraqg kompliter acilanda cache-s yiiklenir. Sgsr
LMHOSTS faylinda hansisa deyisiklik edilsrss biz nbtstat -R omri ils
cache-i reload eds bilerik.

WINS serverler broadcast veya LAN ils multicast-la isleyirlasr.
Imhosts fayli ils.
Resolver cache-lo.

aobd w N

DNS serverlsrds
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Homc¢inin bszi programlar ola biler (Misal ig¢iin ping programi) hansi ki,
Internet-de axtarisa komek eds biler.

1. Resolver cache-ds (sger hosts faylinin terkibi icinds oxunarsa)
DNS serverlards
WINS Serverlards
NETBIOS protocol ils broadcast yada multicast paketi.
Imhosts fayli ils.

g w N

OSgor siz ping programi vasitesile ada miiracist etdikde ve adin tssadiifen sshv
yvazdiginiz halda Ethereal (program hagginda daha da strafl:
http://www.ethereal.com saytindan olde edes bilsrsiniz) programi vasitessils
NetBIOS-un broadcast edilmesini gdrs bilersiniz.
Golin indi XP masinin DNS resolver-ni qurasdiraqg.
Orda iki imkan mévcuddur:

1. DNS gurasdirmasini toayin eladikden sonra translyasiya asadidaki

hallarda bas verir:

e Ogor teolsb edilsn ad nogte ils bitsrss onda, resolver adi suffix teyin
etmaden translyasiya elemeye calisacag.

e OSgor adda noégts simvolu olmazsa, o daxil edilsn adin sonuna 6z ndgtes
olave edsrsk resolve etmeys ve ya 0z Windows domain (hansi ki,
Properties-de Computer name-s gdrs toyin edilir)-nde axtarmaga
calisacaqg.

e O calisacaqg ki, daxil edilsen adi translyasiya etsin hansi ki, ©zU nogte
o2lave edib ve adda gosulma ig¢iin DNS suffix zenciri mévcuddur.

2. DNS suffixlerin slave edilmesinds translyasiya asagidaki gaydada yerins
yetirilir:

e Ogor tslsb edilsn adda ndgts varsa, resolver suffix slave etmsadsn
translyasiya elemeye c¢alisacaqg.

e O oskser hallarda siyahisina uyJun olan suffixleri slave etmsays
calisacaqg.

Sger siz ad daxil etdikds sahv edsrseniz ve mdvcud olmayan ad daxil etseniz,
misal i¢iin xxx, o halda siz ikinci opsiyani sec¢mis olacagsiniz. Onda resolver
ilk olaraqg xxx.bill.company.com adini gevirmeys etmeys ve sonra ise
XXX.sec.company.com adinl cevirmeys elemsys calisacaqg. Her iki halda o
miracisti 195.70.130.1 IP Unvanina yoénlsndirmsys calisacag ve ager siz teyin
edilmis vaxt srzinde cavabi almamissinizsa, o miiracisti 195.70.130.10 IP
iinvanina tekrar edecesk ve timeout bas vermeyenadek doévr gedecsk.

Name Server

Name server Ozinds kompliter adlarinin IP Unvanlara c¢evrilmssinin
informasiyasini saxlayir (hem¢inin IP-nin ada c¢evrilmesinde). Name severlsar
mieyyen aralig kompliterlsrin hissesinin adlarini Oziinds saxlayir. Bu hissays
zona-lar deyilir (minimum veziyystde o 0.0.127.in-addr.arpa). Domain vse ya
onun hissslsari zone yaradir. Name Server NS tipli yazi ils teyin edilir. Name
server program teminatidir hansi ki, resolverden gslen mliiracisti basga bir
Name server-o translyasiya edir. UNIX masinlarda name server-in adi named
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adlanir. Hemc¢inin BIND (Berkeley Internet Name Domain) name server kimi
istifade edilir. Name serverlsrin bir necs tipi var ve asadidaki kimi olur:

e Primary name server/primary master zone-a {iciin ssas data merkezidir. Bu
zone—a ug¢lin avtoritativ serverdir. Bu server zone-a hagginda
verilenleri 6z daxili diskinden slde edir. Bu tip serverlsrin adlari
BIND-in versiyasindan asili olur. Ona gdrs ki, primary server adi
BIND4.x-da idi, ancag BIND8-den sonraki versiyalarinda Primary Master
adini almisdir. Administrator bu server Uclin verilenlsri slls yaradir.
Primary server SOA yazisinda toyin edilen domain {icin avtoritar name
server kimi teyin edilmslidir. Her bir zone ii¢ciin ancag bir bels server
movcud olur.

e Master name server zone-a iciin avtoritar serverdir. Master server NS
yazilarinda olan domain iic¢lin hemise avtoritar server olur. Master
server zone-da teyin edilen asili(slave/secondary server) serverlor
i¢lin datanin menbesidir. Bu tip serverlsr BIND8 vs ya yuxarl
versiyalarda isleyir.

e Secondary name server/slave name server iso mileyysn vaxt intervali ils
verilsnlsri ssas primary name serverden alir. Onlarin Uzsrinds hansisa
doyisiklik etmek agilsizlig olacag ona gdrs ki, primary serverds olan
novbati deyisiklikden sonra onlar bura niisxslsnscsak ve burda etdiyiniz
deyisiklik silinib yeniden yazilacag. Bels name server hem¢inin teyin
edilsn zone-lar {i¢clin avtoritar sayilir. Bu tip name server BIND4-dso
basga cir adlanirdir ancaqg, BIND8-den yuxari hem Secondary hemds Slave
name server deyilir.

¢ Caching-only name server name server istenilsn zone Ulg¢ln ns Primary
nads Secondary sayilir (avtoritar deyil). Buna baxmayaraq o adi Name
Serverin biitin xarakteristikalarini o6zinds cemlssdirir. Bitin
verilenlsri 6z cache-inds saxlayir. Bu verilsnlers geyri rosmi deyilir.
Hor bir server cache-lenme serveridir ancaq, biz anlayiriq ki, o
hansisa bir zone {iclin ns Master nsads ki, Slave-dir. (So6zsiiz ki, ancaqg
0.0.127.inaddr.arpa iclin primary name serverdir ancaq bu sayilmir)

e Root name server - root domain i¢lin avtoritardir (ndgte ic¢iin). Her bir
root name server Primary-dir hansi ki, 6ztnl diger bitin serverlsrdsn
forglendirir.

e Slave name server — (BIND4 versiyasinin terminidir)Oziine gslen
miiracistleri diger serverlsrs Otlrlr ancaq, 6zl hec¢ bir miiracists cavab
vermir.

e Stealth name server - secret serverdir. Bu tip Name server heg¢ bir
yerds elan edilmir. Ancaqg 6zlsrinds qurasdirmalarinda statik IP teyin
etmis terefler bilir. Avtoritardir. O zone hagginda melumati hemin
zonanin Otirilmesine kdémek edersk olde edir. Bu tip serverlsr Name
serverin local niisxssinin saxlanilmasi kimi istifade edils bilsr.

Master/Slave server sxemi asagidaki sskilds gdsterilen kimi olacagq:
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Slawve Slave
Slawve
Slawve
Slave
Slave

Eyni Name server hem Master hemde Slave ola bilsr. Messlen bir zone icin
master vo diger zone {icin iss Slave.

Client tersfinden baxildigda ns master (primary) nadeki slave (secondary)
server arasinda he¢ bir ferg yoxdur. Her bir &nemli melumatlari Ozlsrinds
saxlayaraq avtoritar olurlar. Client {¢lin he¢ maragli olmali deyil ki, hansi
server Master-dir veya hansi Slave. Diger toersfden fikirlsssek iss, cahce-
lenme serverloari avtoritar deyil ve ager o translyasiya elsmsk glicline malik
olmazsa, o telsb edilen zone iclin avotoritar servers milracist edscsk.

Bu o demskdir ki, oger hostmaster 0z Master serverinds hansisa verilenlerds
deyisiklik etdiss (0z bazasina hansisa bir ad slave elsadi), onda bitin digsr
slave serverlords olan bazalar avtomatik sekilde deyisdirilscsk. Bu onlarin
SOA (resource record) vyazilarinda olan vaxt intevalinda teyin edilmis miiddsts
osasan sinxronlasdirilir(Yeni deyisiklik hostmaster tersfinden olan kimi,
Secondary servers getmir). Xota yalniz o halda ola biler ki, istifadesci
master serverds edilsn deyisiklik slave gedib catmazdan O6ncs, slave servers
miiracist eds bilsr. Cavab dizglin olmayacaqg c¢iinki, o zaman hsls slave serverin
bazasinda olan mslumat koéhne olacaq.

Daha pis o halda olacaqg ki, ssas server normal islsyir ancaqg, teayin edilmis
zone hagginda he¢ bir melumat Secondary serverds yoxdur ona gdrs ki, zone
otirtilmesi udgursuz olmusdur. Clientlsr 0z milracistlerins cavablari Master ve
ya Slave serverden tesadufi alirlar. Sgsr client cavabi Master serverdsn
alacagsa, bu diizgin olacag. 9gsr client cavabi Slave serverds alacagsa bu
sshv cavabdir. Ancaqg istifadec¢i bilmir ki, bunlardan hansi dodru vs hansi
sshv cavabdir. Onda istifadec¢i deyir: “Birinci dsfs men miiracistime cavab
aldim amma, ikinci defs yox”

Avtoritar datalar primary master serverin disklerinden gsbul edilir. Qeyri
rosmi informasiya ise sobskeds olan diger Name serverlsards gebul edilir.
Ancaqg bir istisna movcuddur. Name server root name serverlsri tanimalidir ki,
degiqg cavab vers bilsin. Ancag adi halda bu onlar ig¢iin avtoritar olmur ona
gbre ki, onceki kimi her bir name server, root name serverlsr hagginda
malumatli deyillsr. Bu cache serverlsr BIND4 vs BIND8-ds Cace/Hint
serverlards olur.

abc.company.com domain adina IP dinvanin alinmasi procesins siz asagidaki
sokildse otrafli formada baxa bilsrsiniz:
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Root name
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Autoritative
) Name
Cl
ient 1 Se - < server for TLD
com
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b v Autoritative
sermner for

Cache COIMPany. corm

Ardicil olarag addimlari acgiglayaqg:

1. Resolver, name servers geden toalsblsri formulalasdirir vs birmenali
cavab gbzleyir. Sgor Name server cavab verms imkanina malikdirss, o
gbzlesmeden cavabi yollayacaqg. O cavabi 6z cache memory-sinde axtarir.
Avtoritar verilsnlsr diskin &zltnden gotiiriliir ve hemg¢inin Oncsaki
otlirmelsrds olan geyri reosmi verilsnler. Sgsr server cavabi 0z cache-
inde tapa bilmirss, o digsr serverlsrls slageye girscek. Bu hemiss root
Name Server ils baslayir. Sgor Name Server cavabi 6ziinde tapa bilmirss,
o birbasa root name server ils slagsys girscek. Mshz buna gdrs ds her
bir name server, root name serverin IP dnvanlarini bilmelidir. Sgsr
root name servers c¢atmag miimkiin deyilss (misal tc¢ln slage yalniz
localdadirsa), onda bir neg¢s udursuz cshdden sonra biitin proses mshv
olacaqg.

2. root name server iso 0z ndvbesinds, ona gslsn miracistin cavabini yetki
verilmis NS (avtoritar nameserver {i¢clin teyin edilen IP iinvan, .com zone-
s1 {d¢ln) yazilarinin iizerinds .com TLD-sinde tapir.

3. Bizim name server iss avtoritar server .com-a miiracist edir ve ondan
company.com hagginda mslumat olds edir ve gdrir ki, onun hagginda NS
resource record-a burda yetki verilib. Mshz bu server biitiin alt
domainleri teyin eds biler.

4. Bizim Name server toayin edir ki, company.com domain-i avtoritardir vs
bizim miiracists cavab verir.

5. Serverin vaxtasiri aldigi informasiya, hemg¢inin cache-ds saxlanilir. Bu
tip névbsti miracist geslsrss, cavab cache-den gaytarilacag. Ancag bu
noévbeti cavabdir ve avtoritar kimi geyds alinmir.

Name server hetta kecgid(abc.company.com-la translyasiya edilen) etdiyi son 5
ndgtenin yolunu bels 6z chace-inde saxlayir. Bu ysaqgin ki, noévbsti
miiracistlerin gslisinds vaxta genast edib onu 6z chace-indsn oxumaq icln
edilir (hem¢inin root name serverlsrs deo koOmek edir). Ancaqg sizs cache-ds
olmayan ve TLD-dse olan domain adinin translyasiyasi telsb edilss, root name
serverlarls slags gqurulacag. Bundan da bize bslli olur ki, root name
serverlsr her bir halda miitleq sskilds hemiss PUBLIC ssbskads gdrinmslidir wve
goriinmediyi halda cox ciddi problemlsrs gotirib c¢ixaracaq.

Name serverin tam olan rekursiv cavaba ehtiyaci yoxdur (root Name serverlsr ve
TLD name serverlsr). Vacib name serverlsrin hstta 0zline gslen miiracistlerin
rekursiv cavablandirilmasina bels ehtiyac yoxdur. Mitleqg vacibdir ki, ona
golen bu tip miiracistlsr mshdudlasdirilsin ve yetki kssilsin. Resolverlsari
birbasa bu tip serverlsrs yodnlandirmek mimkin deyil.
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nslookup programi administrator tc¢ln c¢ox vacib utilitlerden biridir. Hemg¢inin
utilitin istifadesinde de bels onceden siz recursiya ve iterasiyani
sondiirmelisiniz ki, hec¢ koess artig miracist etmeyesiniz. Asadidaki gaydada:

# nslookup

set norecurse

set nosearch

Forwarder Serverlsri

Basga tip serverds vardir hansi ki, forwarder server adlanir. Bu serverin
xarakteristikasi istenilen zone-a i¢iin Primary ve ya Secondary server ils
o2lages qurmaqg deyil, ancaqg teyin edir ki, hansi DNS miracistinde translyasiya
golib. Indiki vaxtadek biz danisirdig ki, resolver ona golen miracisti name
servers yollayir(client rekursiv miiracist yollayir ve cavabi gdzlsyir) ve son
cavab golensadek gdzleyir. Sgsr name server cavab vers bilmirss, o recursive
olmayan miiracistlers rekursiv cavab yollamada baslayir. Ilk olarag o root
name server ils slage qurur. root name server resolvers deyir ki, hansi name
server bu miiracists cavab vermslidir. Sonra o meslshet gdriilen name serverls
olages yaradir. Bu name server iss internets c¢oxlu paketler yollayir. Sgsr
sizin sirketinizde ssbeoke slireti azdirsa onda, forwarder name server
montigini istifads etmeniz kifayestdir. Clinki forwarder sadscs paketlsri basqga
servers yollayir ve cavab gbzlsyir. Asadida local name server ils forwarder
name server arasinda olan alageni gdsteririk:

Iteration

- after timeout
- even if name server is not configured as a forwarder only Root name
T T server
/ Autoritative
. MName
Client Server Fornwarder server for TLD
com
Jr J: Jv l Autoritative
sener for
firm.com

Local Name server miiracistlsri forwarder name servere yollayir. Bu o halda
olur ki, local name server goalen milracistlsri rekursiv kimi geyd edir.
Forwarder name server iss 0z ndvbesinds miiracisti local name serverdsn alir
ve bunlari geyri rekursiv miracistleri kimi Internet ilzsrinden ¢ixarir. Bu
yalniz bizim name servers son nsaticeni gaytarir. Local name server iss,
forwarder name server-den gelsn cavabi son nstice olarag gbzlsyir. Sgsr local
Name serverds hemginin teyin edilen vaxt araliginda cavab vers bilmsdiss o
root name server ile slags yaradacaq. 9gor local name servers root name
serverlear ils alags gqurmada izin verilmirse ve yalniz gdzlemesys izin
verilirsse, onda qurasdirmada onun yalniz forwarder server oldudunu
gostermsliyik. BIND4.x serverloarinds buna Slave server deyilirdi. Forwarder-
only(slave) daxili soabskede istfade edilir(FireWall arxasinda) hardaki, root
name serverlsrls slags saxlamaqg mimkin deyil. Forwarder server iss her iki
variantda cache veziyystindse islesyir ve hsm¢inin zone-lar Uciin hem primary
hemds secondary ola bilsr. Hemc¢inin mimkindir ki, Windows 2003 serverin
izerinds forwarder server kimi qurasdirmaq olar. Asagidaki sskilds gdsterilsn
kimi:
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Sadece Administrative tool-dan DNS-s daxil olun. DNS serverin izerinds sag
diymeni sixib Properties-o daxil olun. Sonra da Forwarders diiymesins sixin.
New diiymesine sixin ve sizs forwarder torsfinden resolve edilecsk domain
adini daxil edin. Siz hem¢inin serverlsrin forwarder serverden golon
cavabinin gézlsnilme vaxtini bels saniyslerls tayin eds bilsrsiniz. Biz
hem¢inin slave servers kec¢idi Do not use recursion for this domain diymesini
istifads edersk eds bilsrsiniz.
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FreeBSD DNS-in Windows Active Directory ils inteqrasiya edilmesi
Msgsedimiz Windows Active Directory serverds olan DNS serverin svezins UNIX
DNS serverin istifade edilmesidir. Hal-hazirda UNIX DNS BIND-i Windows Domain
Controller ils inteqrasiya edosceyik.
Windows 2008 Server
DC Name - example.com
IP address - 192.168.10.10
Unix DNS Bind9
IP - 192.168.10.100
ee /etc/namedb/named.conf # Asagidaki kontenti Faylin daxilins
o2lave edirik. Dynamic DNS qurasdiririg.
zone "example.com" {
type master;
check-names ignore;
allow-query {any;};
allow-update {192.168.10.10;};
file "/etc/namedb/dynamic/example.com.zone";
}i
zone "10.168.192.in-addr.arpa" {
type master;
check-names ignore;
allow-query {any;};
allow-update {192.168.10.10;};
file "/etc/namedb/dynamic/0-168-192.zone";
};
// Mitleqg Asagidaki sotiri sorh edirik, oks halda example.com islemsyscok.
//zone "example.com" { type master; file "/etc/namedb/master/empty.db"; };
ee /etc/namedb/dynamic/example.com.zone # Faylin daxiline
Asagidaki metni slave
edirik
STTL 86400 ; 1 day
@ IN SOA nsl.example.com. dnsadmin.example.com. (
22 ; serial
604800 ; refresh (1 week)
86400 ; retry (1 day)
2419200 ; expire (4 weeks)
86400 ; minimum (1 day)
)
@ IN NS nsl.example.com.
nsl IN A 192.168.10.100
ee /etc/namedb/dynamic/0-168-192.zone # Faylin daxilins Asagidaka
motni slave edirik.
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STTL 86400 ; 1 day

@ IN SOA nsl.example.com. dnsadmin.example.com. (
4 ; serial
604800 ; refresh (1 week)
86400 ; retry (1 day)
2419200 ; expire (4 weeks)
86400 ; minimum (1 day)
)

@ IN NS nsl.example.com.

touch /var/log/named.log # DNS {icin jurnal fayl yaradiriqg

ee /etc/syslog.conf # Faylin sonuna Asagidaki metni olave edirik.
'named
L /var/log/named.log

/etc/rc.d/named restart # Servisi restart edirik

Sonra gedirik Windows 2008 servers. Unutmayin Windows masinda DC galdirmazdan
6nce, mitleqg ssbeks kartinda Primary DNS UNIX IP(192.168.10.100) #nvanini
yazin. Start -> run -> dcpromo daxil edirik. (Yiklenme middetinds Miitlsg DNS-
den qusu gotirin)

Use advanced mode installation(secirik) -> Next -> Next -> Create a new
domain in a new forest

-> example.com (FQDN of the forest root domain-s yaziriqg) -> Next ->

EXAMPLE (Domain NetBIOS name yaziriqg) -> Next

-> Windows Server 2008 R2 (Forest functional level) -> Next -> DNS Server (DNS
server-don secimi silirik) -> Next

-> Next -> DC lciin backup pass yazirig -> Next -> Next

DC ad FQDN olaraq example.com istifade edirik.

tail -f /var/log/named.log # DNS ise diusen middetds Online olarag Loglara
baxiraiqg.

'example.com/IN': adding an RR at ' kerberos. tcp.Default-First-Site-

Name. sites.example.com' SRV

'example.com/IN': adding an RR at ' gc. tcp.example.com' SRV
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BOLUM 6
Internet Resurslarinin paylasdirilmasi

e Squid MSLDAP inteqrasiyasi

e Squid Cluster-in Domain Controller-de external group-larla
inteqrasiya edilmesi.

e Squid-in debug ve troubleshoot edilmssi

e Squid basliglara gors sizgsc

¢ Windows yenilsnmesi

Istenilen sirketin daxilinde internet resurslarinin rshberlik tsrsfindsn
toyin edilmis mileyyen bir siyasesti olur. Bu siyasest fergli sdbelsrs, forgli
qurulusda tetbig edilir. Hemg¢inin nezsrs almaqg lazimdir ki, resurslarin her
bir sexs lc¢in geydiyyati aparilmalidir. Lazim olarsa, rahbsrlik {icin grafik
hesabatin hazirlanmasi bacarigi da olmalidir. Bu basligimiz bitin bu
funksionalligi aciglayir.
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Squid MSLDAP inteqrasiyasi
Squid3.4 versiya lzerinde MSLDAP inteqrasiyasi konfigi asadidaki kimi olacagqg:

DC: domain.lan

Daxil ola bilscek gruplar DCADM OU-sunun icinds yerlesir. Mshz buna gdre deo
search filterini OU ucun yazmisam.

DC Admin login: dcadm

DC pass: Dcpl23@$$

/usr/local/etc/squid/squid.conf faylimizda authentifikasiya bdlumii asagidaka
kimi olacagqg:

# TAG: auth param

auth param basic program /usr/local/libexec/squid/basic_ldap auth -R -b
"dc=bvim,dc=gov,dc=lan" -D "CN=DCADM,CN=Users,DC=domain,DC=lan" -w
"Dcpl23@$$" -f sAMAccountName=%s -h bvim.gov.lan

auth_param basic children 5

auth _param basic realm Please insert your Windows credentials to navigate
auth_param basic credentialsttl 1 hour

auth _param basic casesensitive off

external acl type ldap group S3%LOGIN
/usr/local/libexec/squid/ext_ldap group_acl -R -b "dc=domain,dc=lan" -D
"CN=DCADM, CN=Users,DC=domain,DC=lan" -w "Dcpl23@Q$$" -f

" (& (objectclass=person) (sAMAccountName=%v) (memberof=cn=%a,OU=Domain
Groups ,OU=Domain,DC=domain,DC=1lan))" -h domain.lan

External gruplar {icin ACL-lsrimiz asagidaki kimi olacaq:

#### Added by Jamal

acl inet unlimited external ldap group Proxy Unlimited

acl inet limited external ldap group Proxy Limited

acl inet limwyout external ldap group Proxy Limited w_Youtube

acl inet limwsoc external ldap group Proxy Limited w_Social

acl inet limwyousoc external ldap group Proxy Limited w_Youtube Social
acl inet limwmail external ldap group Proxy Limited w Mail

acl inet limwyoumail external ldap group Proxy Limited w_Youtube Mail
acl inet 1imll2 external ldap group Proxy Limited 112

Qeyd: Unutmayin MSLDAP tsrafdse hsr hansisa bir istifade¢inin grupunu
deyisersinizss, ondan sonra miitlsg FreeBSD-de squid -k reconfigure smrini
daxil etmsk lazimdir ki, LDAP-da yeniden axtaris getsin.

Hemg¢inin unutmayin ki, hstta DC-ds olan bels masinlar internets giris ugun 6z
istifades¢i adlarini ve sifrelsrini daxil etmslidirler.

Unmumumiyyetls squid.conf faylinda istifade etdiyim biitiin siyasete squid
govlugunda baxa bilersiniz.
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Squid Cluster-in Domain Controller-ds external group-larla
inteqrasiya edilmesi.
Megsedimiz: Domain-de olan istifadec¢ilsrin internets girisinin kontrolunu
Squid proxy server iizerinden Domain gruplarina gdérs edilmesidir. Ancaqg
internets giris Domain-de olan konkret secilmis grup istifadecilsrinin
mixtelif yetkileri ils olacag. Yeni bir grup istifadeciler milesyyen saytalara
baxa ve misyyen seyleri download eds biler. Digerleri iss ancag misyyen
internet sohifeslsri aca ve download eds bilsr.
Hor iki masina aid olan resurslar:
OS: FreeBSD 9.2 x64
DC: domain.lan
Squid version: 2.7 (Stable)
DC Groups: inet_ full, inet_minimal, inet mudriyyet
Users: full, minimal, mudriyyet, kenarda
Gorlnen istifadec¢iler uydun olan gruplarin ilzvleridir, yeni full adlzi
istifadeci inet full grupun, minimal adli istifadec¢i inet minimal grupun,
mudriyyet adli istifadsc¢i inet minimal grupun Uzvidir ve her biri ferqgli
yetkiye malikdir. Ancaqg kenarda adli istifadec¢i heg¢ bir grupun izvi deyil vs
Domain Users grupunun uzvudir.
Qeyd: Sger bu masinlari VmWare-de virtual olaraq istifads edirsinizss,
sizin CARP ile bagli probleminiz g¢ixacaqg. Bunun ic¢clin iss
“FreeBSD_ESXi CARP” adli sensds miracist edin ve ordaki gaydada
qurasdirin ki, her sey islesin.
Hor iki masinda /etc/sysctl.conf faylina asadidaki sstirleri slave edirik:
security.bsd.see_other uids=0
kern.corefile="/root/%N.core"
net.inet. tcp.blackhole=2
net.inet.udp.blackhole=1
net.inet.carp.preempt=1
net.inet.carp.allow=1
net.inet.carp.log=1
net.inet.carp.drop_echoed=1
net.inet. tcp.sendspace=65536
net.inet. tcp.recvspace=65536
Hor iki masinin kernel-ni asagidaki opsiyalarla kompilyasiya edirik:
cd /sys/amdé64/conf # Kernel icin lazimi {invana daxil olurug
GENERIC adli faylin sonuna asagidaki sotirleri slave
edirik:
device carp # Bger iki oded Squid server qursaz ki, Cluster
edesiniz onda bu modul lazim olacaq.
# IPFW Firewall
options IPFIREWALL
options IPFIREWALL VERBOSE
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options
options
options
options
options
options

IPFIREWALL VERBOSE LIMIT=10
IPFIREWALL FORWARD

IPDIVERT

DUMMYNET

IPSTEALTH

HZ=1000
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## Squid Diskd modulunu CACHE kimi istifades edsnde asadidaki opsiyalar

kernelds olmalidir ki, o islssin.
options SYSVMSG

options MSGMNB=8192
options MSGMNI=40
options
options
options

MSGSSZ=64
MSGTQL=2048

cd /usr/src
make buildkernel
make installkernel

# max # of bytes in
# number of message
MSGSEG=512 # number of message
# size of a message
# max messages in system

a queue
queue identifiers
segments per queue
segment

# Kompilyasiya {i¢in tnvana daxil olurug
# Kernel-i kompilyasiya edirik
# Kernel-i yiukleyirik

Her iki masinda /ete/rc.conf faylina asadidaki sstirlsri slave edirik (Her iki
masinda IP vo default gateway artig qurasdirilmisdir)

hostname="squidthird.domain.lan"

ifkonfiq em0=" inet 10.70.3.150 netmask 255.255.255.0"

defaultrouter="10.70.3.1"
sshd_enable="YES"

#### Disabled Services ####

# SendMail

sendmail enable="NO"

sendmail_ submit_enable="NO"
sendmail outbound enable="NO"
sendmail msp queue_enable="NO"
sendmail rebuild aliases="NO"
# SysLog

syslogd _enable="YES"

syslogd program="/usr/sbin/syslogd"
syslogd flags="-ss"
ipv6_enable="NO"

#### Local Services ####
tcp_drop synfin="YES"

icmp drop redirects="YES"
gateway enable="YES"
sshd_enable="YES"

firewall enable="YES"

firewall type="UNKNOWN"

firewall script="/etc/ipfw.conf"
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# CARP Cluster IP {icgin

cloned interfaces="carp0O"

ifkonfiq carpO="up 10.70.3.222/24 vhid 1 pass VeryStrOngp@$$wOrd"

#### Third party Services ####

atop_enable="YES" # Monitoring igln
atop_keepdays="30"

atop_interval="5"
mysql_enable="YES" # Hor hal igln

apache22 enable="YES" # Jurnallar {icin
apache22ssl_enable="YES" # Jurnallar {icin

samba_enable="YES" # DC-2 gosulmaqg ucin

winbindd enable="YES" # DC-2 gosulmaqg ucin

kerberos5_ server enable="YES" # DC istifade¢i ve gruplarin UID vs

GID vermsk lcin

kadmind5_ server enable="YES"

squid_enable="YES"

nrpe2_ enable="YES" # NAGIOS monitoring stansiyasi ig¢ln
cdpd_enable="YES" # CDP ils Cisco-nun gormesi ig¢lin
Hor iki masinda /etc/ipfw.conf fayli asadidaki kimi olacaqg:

ipfw add 11000 deny ip from any to any ipoptions rr

ipfw add 11100 deny ip from any to any ipoptions ts

ipfw add 11200 deny ip from any to any ipoptions 1lsrr

ipfw add 11300 deny ip from any to any ipoptions ssrr

ipfw add 11400 deny tcp from any to any tcpflags syn,fin

ipfw add 11500 deny tcp from any to any tcpflags syn,rst

ipfw add 11600 reject tcp from any to any tcpflags syn,fin,ack,psh,rst,urg
ipfw add 65000 allow ip from any to any

indi iss Her iki masina lazimi paketlsri yliklsysk:

cd /usr/ports/sysutils/atop # port unvanina daxil olurug
make install # Yikleyirik

/etc/crontab faylina asadidaki sstiri slave edirik:

# ATOP

0 0 * * * root /usr/local/etc/rc.d/atop
rotate >/dev/null

cd /usr/ports/net-mgmt/nrpe # NRPE-nin portuna daxil olurug
make config # lazimi modullari asagidaki kimi

segirik.

lqqqqqqqqqqqqqqqqqqqqqqqqqqqqqq?{cr]gce{c_lzzqc‘{;;a;qqqqqqqqqqqqqqqqqqqqqqqqqqqqu

x+[ ] ARGS Enable command argument processing

x+[E8] Enable SSL support (disables plain-text server)

< [OK > <Cancel>
make install # Yikleyirik
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nagios pluginlerden iss asadidaki modullari secirik
nagios—plugins-2.0.3,1
1g9ggqdqqdaqdaqaaadaaqaddaddaadaaaaaadqaddqddaadaaaaaaqaqdadqaqaadaaaaaqaqaqdadd

x+[ 1 DBI Check database using DBI

x+[x] EXTRAOPTS Parsing of plugins ini config files for extra options
x+[x] FPING Support for non-flooding fast ping (check fping)
x+[ 1 IPVe IPv6e protocol support

X+[ 1 JRAIL Compilation within jail(8) (see help)

x+[x] LDAP OpenLDAP support (check ldap)

x+[x] MYSQL MySQL support (check mysgl)

x+[x] NETSNMP SNMP support (check snmp)

X+[xX] NLS Native Language Support

x+[ 1 PGSQL PostgresQL support (check pgsql)

x+[ 1 QSTAT Game server query support (check game)

=+[E3] Radius support (check radius)
xXqqadddadddy Configuration of check dig and check dns (see help) ggdgaqaqdd

x+(*) DNS_BASE >= 10 means drill for checkiaig and no check _dns

x+( ) DNS BINDTOOLS Use dig and nslookup from dns/bind-tools

x+( ) DNS_BIND98 Use dig and nslookup from dns/bind98

x+( ) DNS_BIND99 Use dig and nslookup from dns/bind99

x+( ) DNS_BIND910 Use dig and nslookup from dns/bind910

m

< ®K > <Cancel>
cd ‘whereis cdpd | awk '{ print $2 }'" # CDP portuna daxil olurug
make install # Yikleoyirik
cd ‘whereis apache22 | awk '{ print $2 }'" # Apache22-nin portuna daxil
olurug

make config # Susmaya gdrs olan modullari

secirik (SSL olsun)

echo "DEFAULT VERSIONS+=apache=2.2" >> /etc/make.conf # sistems elan edirik
ki, apache22 istifads

edacayik
make install # yukleyirik
cd /usr/ports/lang/php53 # PHP-ni yiklesyirik
make config # Lazimi modullari secirik
php53-5.3.28 3

1ggggqgqgqqaaaaaggayqqqqdaaddaaadqadqdddaqaaaaaagadadqqqqaaaqaaggagqaaq

x+[ ] AP2FILTER Use Apache 2.x filter interface (experimental)

x+[x] APACHE Build Apache medule

x+[x] CCGI Build CGI version

=+[E3] ild CLI version

x+[ ] DEBUG Build with debugging support

Xx+[ ] FEM Build FPM version (experimental)

x+[ ] IBVE IPve protocol support

X+[x] LINKTHR Link thread lib (for threaded extensions)

x+[ ] MAILHEAD mail header patch

x+[ ] MULTIBYTE zend multibyte support

x+[x] SUHOSIN Suhosin protection system

m

> <Cancel>

make install # Yikleyirik

Asagdidaki sstirleri /usr/local/etc/apache22/httpd.conf faylin sonuna slave
edirik ve faylda DirectoryIndex bdluminin garsisina index.php slave edirik
DirectoryIndex index.html index.php # Bu formada

AddType application/x-httpd-php .php

AddType application/x-httpd-php-source .phps

cat /etc/hosts # fayli asagidaki formaya gotiririk
127.0.0.1 localhost localhost.my.domain
10.70.3.150 squidthird.domain.lan squidthird
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cd /usr/ports/lang/php53-extensions/ # PHP-nin genislenmelesrini Yukleyirik

make config # Lazimi modullari secirik

qqqqqqaqqqaaaaaaadaqaqaaaq qqqqqqqqad

1 math functions

1999999999999999999999999]
CEELEE! CEELEEE! 4999999999999949999999999999

make install # Yikleyirik

Konfiglerimiz {¢in Gnvani teyin edirik eynils
/usr/local/etc/apache22/httpd.conf faylinda Listen 443 sotiri artirmag:
unutmayin.

echo "Include /usr/local/domen/*" >> /usr/local/etc/apache22/httpd.conf

mkdir /usr/local/domen/ # Vhost-lar ucin govlug yaradiriqg.

Jurnallarimiz {clin Vhost yaradirig(sertifikatlarla):
cat /usr/local/domen/squidcluster.domain.lan
<VirtualHost *:80>
RewriteEngine on
ReWriteCond %{SERVER_PORT} !~443$%
RewriteRule “/(.*) https://%{HTTP_HOST}/$1 [NC,R,L]
</VirtualHost>
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<VirtualHost *:443>
SSLEngine on
SSLCertificateFils /usr/local/etc/apache22/ssl/squid.pem
SSLCertificateKeyFils /usr/local/etc/apache22/ssl/squid.key
DocumentRoot /usr/local/www/lightsquid/
<Directory "/usr/local/www/lightsquid">
AddHandler cgi-script .cgi
AllowOverride None
order allow,deny
Allow from all
Options FollowSymLinks ExecCGI
DirectoryIndex index.cgi
AuthName "Lightsquid Admin Panel"
AuthType Basic
AuthUserFils /etc/htpasswd
require valid-user
</Directory>
</VirtualHost>

mkdir /usr/local/etc/apache22/ssl/ # Sertifikatlar lcin govlug yaradiriqg

cd /usr/local/etc/apache22/ssl/ # Unvana daxil oluruqg ki, sertifikata
orda yaradaq.

# Sertifikati generasiya edirik

openssl req -new -x509 -days 365 -nodes -out squid.pem -keyout squid.key
Generating a 1024 bit RSA private key

...... ++++++

B Rt ahe e o o

writing new private key to 'squid.key'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguissd Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:AZ

State or Province Name (full name) [Some-State] :BAKU

Locality Name (eg, city) []:Yasamal

Organization Name (eg, company) [Internet Widgits Pty Ltd] :FHN
Organizational Unit Name (eg, section) []:Statistika

Common Name (e.g. server FQDN or YOUR name) []:squidcluster.domain.lan
Email Address []:anar.aghayev@fhn.gov.az

Lazimi tUnvanlara lazimi yetkilsri versk.
chown -R www:www /usr/local/etc/apache22/ssl/
chmod -R 600 /usr/local/etc/apache22/ssl/
chown -R www:www /usr/local/domen/
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mkdir /usr/local/www/lightsquid/ # Squid jurnallarin generasiya
edilmesi lclin istifade edilscek
invan
cd /usr/ports/www/lightsquid/ # Port uUnvanina daxil olurug
make config # Lazimi modullari secirik
lightsquid-1.8 2
lqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqq
bl [ ] Build and/or install documentation
X [x] GD GD graphics library support
m
<Cancel>
make install # Yikleyirik
chown -R www:www /usr/local/www/ # Lightsquid govludunu da www
istifadeci ve grupun izvi edirik
/usr/local/etc/lightsquid/lightsquid.cfg faylinda global konfigleri asadidaki
hala getiririk(log tnvanini squidin konfig faylina uydun olaraqg deyisin)
$cfgpath ="/usr/local/etc/lightsquid";
$tplpath ="/usr/local/www/lightsquid/tpl";
$langpath ="/usr/local/share/lightsquid/lang";
$reportpath ="/usr/local/www/lightsquid/report";
$logpath ="/var/squid/logs";
$ip2namepath ="/usr/local/libexec/lightsquid";
$debug = 0;
$debug2 = 0;
$squidlogtype = 0;
$ip2name="squidauth";
$timereport = 1;
$lang ="ru-koi8";
$templatename ="base";
$showgrouplink = 0;
$userealname = 0;
/usr/local/www/lightsquid/report # Lightsquid tc¢iin report govlug
yvaradiriqg
/usr/local/www/lightsquid/check-setup.pl # Scripti iss salaraq LightSQUID-in
konfig faylinin islemesini test
edirik.
ee /etc/crontab # Indi ise istifadscilsrin hesabatini aciglayaqg.
Meslehatdir ki,hesabati Her yarim saatdan bir edesiniz ve
biz onu CRON-a slave elsmisik.
*/30 * * * * root /usr/local/www/lightsquid/lightparser.pl
root@squidthird:/ # htpasswd -c /etc/htpasswd admin # Admin sifresini
yvaradiriqg
New password:
Re-type new password:
Adding password for user admin
/usr/local/etc/rc.d/apache22 restart # Sonda WEB serveri restart edirik
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cd /usr/ports/databases/mysql55-server/
make config

ver-5.5.38
[99999999999999999%

1 [3999

x+[ ] FASTMTY Replace mutexes with spinlocks
T <Cancel>
make install

cd /usr/ports/net/samba36

make config

Active Directory support

T Asyncronous IO Support
Zeroconf support via Avahi
CUPS printing system support
Dynamic DNS update(require ADS)
Experimental modules

File Alteration Monitor

IPV6 protocol support

LDAP protocol support

Maximum debugging

PAM authentication vs passdb backends
System-wide POPT library
Pthread pool

Disk quota support

smbtorture

SWAT WebGUT

Syslog logging support

UTMP accounting support
WinBIND Support

T <Cancel>
make install

cat /usr/local/etc/smb.conf
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# MySQL bazani Yukleyirik
# Lazimi modullari secirik

# Yukloyirik
# SAMBA36 port nvanina daxil

olurug
# Lazimi modullari secirik

# Yukleyirik

# Serverin qurasdirma fayli
asagidaki kimi olacaqg

[global]
workgroup = DOMAIN
server string = Squidprimary Samba
security = ADS
realm = DOMAIN.LAN
password server = domain.lan
netbios name = squidprimary

load printers = no

domain master = no

local master = no

preferred master = no
interfaces = em0

bind interfaces only = yes
idmap backend = tdb

idmap uid = 10000-20000
idmap gid = 10000-20000

idmap konfiq DOMAIN:backend = rid

idmap konfig DOMAIN:range = 10000-99999

winbind separator = +
winbind enum users = yes
winbind enum groups = yes

winbind use default domain = yes

winbind nested groups = yes
winbind refresh tickets = yes
template homedir = /home/%D/%U
template shell = /bin/sh
client use spnego = yes
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client ntlmv2 auth = yes
encrypt passwords = yes
restrict anonymous = 2
log level = 10

log fils
max log size

50000

mkdir /var/log/samba/
mkdir /usr/local/etc/samba
mkdir /var/db/samba

cat /usr/src/crypto/heimdal/krb5.conf

/var/log/samba/%m.%U. log

# Jurnallar ic¢in govlug yaradiriqg
# SAMBA konfiglsr ig¢in govlug yaradiriqg
# Samba bazasi UuUclin govlug yaradiriqg

# Kerberos qurasdirma faylini
asagidaki kimi edirik

[libdefaults]
default realm = DOMAIN.LAN
clockskew = 300
v4_instance_resolve = false
v4_name convert = {
host = {
rcmd = host
ftp = ftp
}
plain = {
something = something-else
}
}
[realms]
DOMAIN.LAN = {
kdc = DOMAIN.LAN
admin_server = DOMAIN.LAN
kpasswd_server = DOMAIN.LAN

}

[domain_realm]

.domain.lan = DOMAIN.LAN
reboot #
ntpdate domain.lan #
kinit -p jamaladm #

jamaladm@DOMAIN.LAN's Password:

reboot edirik

DC-mizden vaxti aliriqg
Admin account ils DC-ys login olurug

DC-den aldigimiz ticket-s baxirig

klist #
Credentials cache: FIL®:/tmp/krb5cc_0
Principal: jamaladm@DOMAIN.LAN

Issued Expires

Principal

Jul 19 18:31:50 Jul 20 04:31:50 krbtgt/DOMAIN.LAN@DOMAIN.LAN
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cat /etc/nsswitch.conf
group: files winbind
group_compat: nis
hosts: files dns
networks: files
passwd: files winbind
passwd_compat: nis
shells: files
services: compat
services_compat: nis
protocols: files

rpc: files

net join -U jamaladm

Enter jamaladm's password:

Using short domain name -- DOMAIN
Joined 'SQUIDTHIRD' to dns domain

net ads testjoin
Join 1is OK

/usr/local/etc/rc.d/samba restart
wbinfo -u

wbinfo -g

getent passwd

getent group

cd /usr/ports/www/squid
make config

Squid—2.7.9.4

[x] ARP_ACL Enable ACLs based on ethernet address
[x] AUFS Enable the aufs storage scheme

[ ] CACHE DIGESTS Enable cache digests

[x] CARP Enable CARP support

[ ] coss Enable the COSS storage scheme

[x) DELAY_POOLS Enable delay pools

[x] DNS_HELPER Use the old 'dnsserver' helper

[X] FOLLOW XFF Follow X-Forwarded-For headers

[ 1 HTCP Enable HTCP support

[x] IDENT Enable ident (RFC 931) lookups

[ ] IPFILTER Enable transp. proxying with IPFilter
[Xx) KERB_AUTH Install Kerberos authentication helpers
[x] KQUEUE Use kqueue(2) instead of poll(2)

[%) LARGEFILE Support log and cache files >2GB

LDAP AUTH Install LDAP authentication helpers
[x] NIS AUTH Install NIS/YP authentication helpers
[x] PF¥ Enable transparent proxying with PF
[x] PINGER Install the icmp helper

[x) REFERER LOG Enable Referer-header logging

[ 1 sASL AUTH Install SASL authentication helpers

[ ) snp Enable SNMP support

[x] ssL Enable SSL support for reverse proxies
[ 1 STACKTRACES Create backtraces on fatal errors

[ ] STRICT HTT®  Be strictly HTTP compliant

[x] USERAGENT LOG Enable User-Agent-header logging

[ ) via e Enable forward/via database

[x] WCCE Enable Web Cache Coordination Prot. vl

U 0ebe e DeThe e e e e b b DR b DTDE 5D D DB D BB B0 M i
E

e <Cancel>
make install
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# Fayli asadidaki sokls getiririk

# Artig admin account ile DC-o iizv oldug

'domain.lan'
# Qosulmani test edirik
# Samba-ni restart edirik ki, WinBind iss
dissin

# Domain istifadecilerini list edirik
# Domain gruplarini list edirik

# DC userlsrin UID-ns baxirig
# DC userlsrin GID-ns baxiriqg

# Squid27 port tnvanina daxil oluruqg
# Lazimi modullari secirik

# Yukleyirik

chmod -R 750 /var/db/samba/winbindd privilsged/ # Squid liclin SAMBA

govluguna yetki veririk

147

www.opensource.az



OPEN
SOURCE
cLUB

chown -R root:squid /var/db/samba/winbindd privilsged/ # Samba govluguna
squid grupunu

menimsadirik

/usr/local/etc/squid/squid.conf faylinda ssas konfiglesrimizi ag¢iglayaqg(log,
cache konfiglerini istsadiyiniz govluda teyin ede bilersiniz, Hsar hal icin
squid.conf fayli ayrica hazir olacaq).

# TAG: auth param

auth param ntlm program /usr/local/bin/ntlm auth --helper-protocol=squid-2.5-
ntlmssp --domain=DOMAIN.LAN

auth_param ntlm children 250

auth_param ntlm keep alive on

auth_param basic program /usr/local/bin/ntlm_auth --helper-protocol=squid-
2.5-basic --domain=DOMAIN.LAN

auth_param basic
auth_param basic
auth_param basic
auth_param basic

children 250
realm Squid proxy-caching web server
credentialsttl 2 hours

casesensitive off

external acl_type nt group ttl=60 negative_ttl=60 grace=90 children=10 %LOGIN
/usr/local/libexec/squid/wbinfo_group.pl

# TAG:

acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl

deny mime
deny mime
deny mime
deny mime
deny mime
deny mime
deny mime
deny mime
deny mime
deny mime
deny mime
deny mime
deny mime
deny mime
deny mime
deny mime
deny mime
deny mime
deny mime

rep mime_ type
rep mime_ type
rep mime_ type
rep mime_ type
rep mime_ type
rep mime_ type
rep mime_ type
rep mime_ type
rep mime_ type
rep mime_ type
rep mime_ type
rep mime_ type
rep mime_ type
rep mime_ type
rep mime_ type
rep mime_ type
rep mime_ type
rep mime_ type
rep mime_ type

-i

acl boéliminde MIME type-lar lc¢in ACL teyin edirik

~application/octet-stream
~application/x-shockwave-flash$
~“application/octet-stream$
~application/x-tar$
~application/zip$
~application/x-gtar$
~application/x-tar$
~audio/mpeg$

~audio/x-aiff$

~audio/x-wav$

~audio/mp3$

Avideo/mpeg$
~video/quicktime$
~video/x-msvideo$
~video/x-sgi-movie$
~video/vnd.mpegurl$
~audio/x-realaudio$
~audio/x-pn-realaudio$
~“application/x-rar-compressed

#### Added by Jamal

acl inet full external nt _group inet full

acl inet minimal external nt_group inet minimal

#### Birinci ACL DC istifade¢ilsrinin se¢ilmis grupunu teyin edir ####
###4 Tkinci iss bu istifadscileri hsftenin biitiin giinleri biitiin vaxtlarda
toyin edir ####

acl inet mudriyyet external nt_group inet mudriyyet

acl inet mudriyyet time time MTWHFAS 00:00-23:59
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#### Birinci ACL DC istifadeg¢ilerini teyin edir
#acl inet mudriyyet proxy auth
"/usr/local/etc/squid/db/inet mudriyyet.dcusers"

#### faylda olan root domain-ns giris gadadandir ####

acl deny rootdomain dstdom regex "/usr/local/etc/squid/db/deny rootdomain"
###4 faylda olan terminlsr gadadandir ####

acl terminler url regex -i "/usr/local/etc/squid/db/terminler”

#### faylda olan genislenmslsrds download etmok gadadandir ####

acl down_deny url regex "/usr/local/etc/squid/db/down_deny"

# TAG: http_access - Bu béliimde iss http access deny all-dan &nce
asagidakilari olave edirik

http_access allow localnet inet mudriyyet !terminler !'down_deny
http_access allow all inet mudriyyet !terminler !'down_deny

http_access allow localnet inet minimal 'deny rootdomain !'terminler
'down_deny

http_access allow all inet minimal 'deny rootdomain !terminler 'down_deny
http_access allow localnet inet_ full

http_access allow all inet full

http access deny all

# TAG: http_reply access - Eynils reply tcin

http reply access allow localnet inet mudriyyet !'terminler !down_deny
http reply access allow all inet mudriyyet !terminler !down_deny
http_reply access allow localnet inet minimal !deny rootdomain !'terminler
'down_deny

http_reply access allow all inet minimal !deny rootdomain !terminler
'down_deny

http_reply access allow localnet inet full

http_reply access allow all inet_ full

http reply access deny all

/usr/local/etc/squid/squid.conf fayli asadidaki kimi olacaqg:

cat /usr/local/etc/squid/squid.conf | grep -v '“$' | grep -v "#"

auth param ntlm program /usr/local/bin/ntlm auth --helper-protocol=squid-2.5-
ntlmssp --domain=DOMAIN.LAN

auth param ntlm children 250

auth param ntlm keep alive on

auth param basic program /usr/local/bin/ntlm auth --helper-protocol=squid-
2.5-basic --domain=DOMAIN.LAN

auth param basic children 250

auth param basic realm Squid proxy-caching web server

auth param basic credentialsttl 2 hours

auth param basic casesensitive off

external acl type nt group ttl=60 negative ttl=60 grace=90 children=10 3%LOGIN
/usr/local/libexec/squid/wbinfo group.pl

acl all src all

acl manager proto cache object
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acl localhost src 127.0.0.1/32
acl to localhost dst 127.0.0.0/8 0.0.0.0/32
acl SSL ports port 443
acl CONNECT method CONNECT
acl deny mime rep mime type -i “application/octet-stream
acl deny mime rep mime type -i "“application/x-shockwave-flashs$
acl deny mime rep mime type -i “application/octet-streams$
acl deny mime rep mime type -i “application/x-tars$
acl deny mime rep mime type -i “application/zip$
acl deny mime rep mime type -i "“application/x-gtar$
acl deny mime rep mime type -i “application/x-tars$
acl deny mime rep mime type -i “audio/mpeg$
acl deny mime rep mime type -i “audio/x-aiffs$
acl deny mime rep mime type -i “audio/x-wav$
acl deny mime rep mime type -i “audio/mp3$
acl deny mime rep mime type -i “video/mpeg$
acl deny mime rep mime type -i “video/quicktime$
acl deny mime rep mime type -i “video/x-msvideo$
acl deny mime rep mime type -i “video/x-sgi-movie$
acl deny mime rep mime type -i “video/vnd.mpegurl$
acl deny mime rep mime type -i “audio/x-realaudio$
acl deny mime rep mime type -i “audio/x-pn-realaudio$
acl deny mime rep mime type -i “application/x-rar-compressed
acl inet full external nt group inet full
acl inet minimal external nt group inet minimal
acl inet mudriyyet external nt group inet mudriyyet
acl inet mudriyyet time time MTWHFAS 00:00-23:59
acl deny rootdomain dstdom regex "/usr/local/etc/squid/db/deny rootdomain"
acl terminler url regex -i "/usr/local/etc/squid/db/terminler"
acl down deny url regex "/usr/local/etc/squid/db/down deny"
http access allow manager localhost
http access deny manager
http access deny !Safe ports
http access deny CONNECT !SSL ports
http access allow localnet inet mudriyyet !terminler !down deny
http access allow all inet mudriyyet !terminler !down deny
http access allow localnet inet minimal !deny rootdomain !terminler
!down_ deny
http access allow all inet minimal !deny rootdomain !terminler !down deny
http access allow localnet inet full
http access allow all inet full
http access deny all
http reply access allow localnet inet mudriyyet !terminler !down deny
http reply access allow all inet mudriyyet !terminler !down deny
http reply access allow localnet inet minimal !deny rootdomain !terminler
!down deny
http reply access allow all inet minimal !deny rootdomain !terminler
!down deny
http reply access allow localnet inet full
http reply access allow all inet full
http reply access deny all
icp access allow localnet
icp_access deny all
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http port 3128

hierarchy stoplist cgi-bin ?

cache mem 256 MB

cache dir diskd /var/squid/cache 5000 16 512 Q1=72 Q2=64
access_log /var/squid/logs/access.log squid

cache log /var/squid/logs/cache.log

cache store log /var/squid/logs/store.log

mime table /usr/local/etc/squid/mime.conf

netdb filename /var/squid/logs/netdb.state

diskd program /usr/local/libexec/squid/diskd-daemon
unlinkd program /usr/local/libexec/squid/unlinkd

refresh pattern "ftp: 1440 20% 10080
refresh pattern “gopher: 1440 0% 1440
refresh pattern -i (/cgi-bin/|\?) O 0% 0

refresh pattern . 0 20% 4320

acl shoutcast rep header X-HTTPO9-First-Line "~ICY.[0-9]
upgrade http0.9 deny shoutcast

acl apache rep header Server "“Apache
broken vary encoding allow apache

cache effective user squid

cache effective group squid

delay pools 3

delay class 1 2

delay access 1 allow inet mudriyyet

delay access 1 deny all

delay parameters 1 1048576/1048576 1048576/1048576
error directory /usr/local/etc/squid/errors/Azerbaijani
cache dns program /usr/local/libexec/squid/dnsserver
dns_children 100

hosts fils /etc/hosts

forwarded for off

coredump dir /var/squid/cache

Yetki teyin etmek tc¢ln lazim olan govlug ve lazimi fayllari yaradib ic¢ini
dolduraqg.
mkdir /usr/local/etc/squid/db

root@squidthird:/var/log/samba # cat /usr/local/etc/squid/db/deny rootdomain

\.am$

\.ru$

\.org$

root@squidthird:/var/log/samba # cat /usr/local/etc/squid/db/terminler
sex

porn

pron

durty

gay

root@squidthird:/var/log/samba # cat /usr/local/etc/squid/db/down_deny
.[Tt] [Oo] [Rr] [Rr] [Ee] [Nn] [Tt]$

.[Aa] [Vv][Ii]$

.[3j1[Pp] [Ee] [Gg]$

.[2z] [TIi] [PpP]$

. [Mm] [PP]3$
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. [Ee] [Xx] [Ee] $
chown -R squid:squid /usr/local/etc/squid/ # Squid govlugunu squid user
ve grup Uzvi edirik
chown -R squid:squid /var/squid/ # Cache ve loglari squid user
ve qgrup Uzvi edirik
squid -z # Cache generasiya edirik
/usr/local/etc/rc.d/squid start # Squid-i iss saliriqg
Bitlin istifadescilerls test edirik ve udurlu nstice olde edensadsk loglari
analiz edirik.
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Squid-in debug ve troubleshoot edilmssi
Squid NTLM Group ACL-lsr yazilanda okssr hallarda asagidaki sshvlsr bas
verir:
1. Squid DC-ys gosula bilmir.
2. Squid istifade¢ini grupdan ala bilmir
3. Squid DC ayiricisini slave eds bilmir.
Misal ic¢lin asagidaki jurnali gdsters bilesrik:
failed to call wbcSidToGid: WBC ERR WINBIND NOT AVAILABLE
Could not convert sid S-1-5-21-3786744645-3232078785-4224732712-4109 to gid
failed to call wbcGetGroups: WBC ERR WINBIND NOT AVAILABLE
Could not get groups for user fizuli.ahmedov
could not obtain winbind interface details: WBC_ERR WINBIND NOT AVAILABLE
could not obtain winbind separator!
failed to call wbcLookupName: WBC ERR WINBIND NOT AVAILABLE
Could not lookup name Internet Medium Access
tail -f /var/log/samba/log.wb-DomainName # Homc¢inin Samba-da olan jurnallari
arasdiraqg
Hal-hazirda islsysn /usr/local/etc/smb.conf faylinin mszmunu asadidaki
kimidir:
[global]
workgroup = DOMAIN
realm = DOMAIN.LAN
security = ADS
encrypt passwords = true
dns proxy = no
socket options = TCP_NODELAY
domain master = no
local master = no
preferred master = no
os level = 0
domain logons = no
# Mitleg bu setiri teyin edin sks halda he¢ ns islemeyscek ciinki diger
trust domainler arasinda
# Timeout bas verir ve siz problemin harda oldudunu anlaya bilmirsiz.
allow trusted domains = no
load printers = no
show add printer wizard = no
printcap name = /dev/null
disable spoolss = yes
idmap config * : range = 10000 - 40000
idmap config * : backend = tdb
winbind enum groups = yes
winbind enum users = yes
winbind use default domain = yes
template shell = /bin/bash
winbind refresh tickets = yes
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log level = 3
log file = /var/log/samba/%m.%U.log
max log size = 50000
wbinfo -n internet full access # Bu grupun sid-ni axtaririqg ve natice
asagidaki kimi olacaqg
S-1-5-21-3786744645-3232078785-4224732712-4108 SID DOM GROUP (2)
wbinfo -Y S-1-5-21-3786744645-3232078785-4224732712-4108 # Hem¢inin SID-1i
GID-e convert edsnds
10002 asagidaki nestice
olmalidir
9gor bu cavab Could not convert sid to gid cixarsa, demsk winbind DC-den
cavab ala bilmir.
wbinfo -G 10002 # GID-deon SID-o gayidag
S-1-5-21-3786744645-3232078785-4224732712-4108
wbinfo -s S-1-5-21-3786744645-3232078785-4224732712-4110 #SID-1 grupname-s
gaytaraq
DOMAIN+internet low access 2
wbinfo -S S-1-5-21-3786744645-3232078785-4224732712-2200 # User SID-1i UNIX
ID-s convert
edirik
11949
getent passwd | grep 11949 # UID ils bazamizda axtaris edirik
parviz.mammadov:*:11949:10006:Parviz
Mammadov:/home/DOMAIN/parviz.mammadov:/sbin/nologin
wbinfo -U 11949 # UNIX ID-ni Windows SID-s yeniden convert edirik
S-1-5-21-3786744645-3232078785-4224732712-2200
testparm # Once Samba-ni1 test edsk.
Load smb config files from /usr/local/etc/smb.conf
Loaded services file OK.
Server role: ROLE_DOMAIN MEMBER
Press enter to see a dump of your service definitions
/etc/rc.conf-umuzda bu movzu Utcin asadidaki sstirlsr movcuddur:
samba_enable="YES"
winbindd enable="YES"
kerberos5_ server_ enable="YES"
squid_enable="YES"
Hal-hazirda isleyen /etc/krb5.conf qurasdirma faylimiz asagidaki kimidir
(Qeyd: Nezers alin ki, siz default realm-da teyin etdiyiniz DC adi bdyik
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herflerls yazildigina gdrs do, siz kinit-1ls login olanda DC adini boyiik
herfls yazmalisiniz) :
[libdefaults]
default realm = DOMAIN.LAN
kdc_timesync = 1
ccache_type = 4
forwardable = true
proxiable = true
v4_instance_resolve = false
v4_name convert = {
host = {
rcmd = host
ftp = ftp
}
plain = {
something = something-else
}
}
fcec-mit-ticketflags = true
[realms]
DOMAIN.LAN = {
kdc = dc01
kdc = dc02
admin_server = dc01
default_domain = DOMAIN.LAN
}
[domain_realm]
.domain.lan = DOMAIN.LAN
domain.lan = DOMAIN.LAN
[login]
krb4 _convert = false
krbd_get tickets = false
Lazimi yetkileri versk ki, squid wbinfo_group.pl scripti 6z istifadec¢i adi vs
sifresi ils cagira bilsin:
chown -R squid:squid /var/squid/
chown -R squid:squid /usr/local/libexec/squid/
chown -R squid:squid /usr/local/etc/squid/
Bu ona gorsdir ki, squid 6z konfiginds squid istifadec¢i ve grup adindan
islemesini asagidaki kimi deyib:
cache_effective_user squid
cache_effective group squid
/usr/local/etc/rc.d/squid stop # Squid-i dayandiririqg
/usr/local/etc/rc.d/samba stop # Sambani dayandiririqg (Hemginin
winbind dayanir)
Squid-in WinBind-s gosula bilmesi {icin lazimi yetkilsri veririk:
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chown -R root:squid /var/db/samba/winbindd privileged/
chmod -R 750 /var/db/samba/winbindd privileged/

ntpdate domain.lan # DC-mizden on son ve diizgln tarixi aliriqg
net cache flush # Samba ssbeoks cache-ni temizlsyirik
kdestroy # Aldigimiz acgari silirik

kinit -p jamaladm # DC-den yeni acar aliriqg
Credentials cache: FILE:/tmp/krb5cc 0
Principal: SQUIDPRIMARYS@DOMAIN.LAN

Issued Expires Principal
Oct 31 16:00:00 Nov 1 02:00:00 krbtgt/DOMAIN.LANE@DOMAIN.LAN

kinit --renewable jamaladm@DOMAIN.LAN # Yuxarida geyd etdiyim kimi,
DC boyuk herflerls yazilair
ciinki, /ete/krb5.conf
qurasdirma faylinda
default_realm-da DC boylk
herflsrls geyd edilmisdir.

kinit -renewable # acarin sifresiz yenilens bilmssins yetki veririk

kinit -renew # Bu smrls yenileyirik
kinit -R # Yada bu smrls yenileyirik

rm -rf /var/db/samba/*.tdb # ID xoritelenmesi faylini silirik

net ads join -U jamaladm@domain.lan # DC-mizs yeniden login olurug

# Asagidaki omri birbasa sifrs daxil edilmeden script-de istifads etmek olar
net ads join -W domain.lan -I 10.70.3.2 -U Jamaladm%DC@cOuntp#$

net groupmap list # Qrup-larin xsritelsnmesins baxiriqg
Administrators (S-1-5-32-544) -> internet low access
Users (S-1-5-32-545) -> BUILTIN\users

net ads lookup # Domain controller qurulusuna baxaqg
Information for Domain Controller: 10.70.3.3

Response Type: LOGON_ SAM LOGON RESPONSE EX

GUID: 271fef32-c64e-4dl10-a8ae-cdB8aed£f8993b

Flags:
Is a PDC: no
Is a GC of the forest: yes
Is an LDAP server: yes
Supports DS: yes
Is running a KDC: yes
Is running time services: yes
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Is the closest DC:
Is writable:
Has a hardware clock:

yes
yes
no

Is a non-domain NC serviced by LDAP server: no

Is NT6 DC that has some secrets: no
Is NT6 DC that has all secrets: yes

Forest: domain.lan

Domain: domain.lan

Domain Controller: dc02.domain.lan

Pre-Win2k Domain: DOMAIN

Pre-Win2k Hostname: DCO2

Server Site Name : Main

Client Site Name : Main

NT Version: 5

LMNT Token: ffff

IM20 Token: ffff

net ads info # DC hagginda melumat aliriqg

LDAP server: 10.70.3.3

LDAP server name: dc02.domain.lan

Realm: DOMAIN.LAN

Bind Path: dc=DOMAIN, dc=LAN

LDAP port: 389

Server time: Sat, 08 Nov 2014 19:18:52 AZT
KDC server: 10.70.3.3

Server time offset: 3

net sam createbuiltingroup admininstrators

/usr/local/etc/rc.d/samba start
/usr/local/etc/rc.d/samba restart

Squid-in igse salmazdan ve /var/squid/logs/cache.

asagidaki yoxlanislari bir daha edirik:

klist # acarimiza yeniden baxiriqg

Credentials cache: FILE:/tmp/krb5cc 0
Principal: jamaladm@DOMAIN.LAN

Issued Expires Principal

# Bu omrle BuiltIn gruplari

yarada bilsrsiniz. Ancaqg size
lazim deyil c¢iinki groupmap-ds

biitin gruplar gbrsenir.

# Sambani ise salirig

# WinBind serisi yoxlamaqg
iclin sambani yeniden iss
saliraiqg

log-u analiz etmszdsn &ncs

Oct 31 18:17:55 Nov 1 04:17:55 krbtgt/DOMAIN.LAN@DOMAIN.LAN
Oct 31 18:19:40 Nov 1 04:17:55 1ldap/dc02.domain.lan@DOMAIN.LAN
Oct 31 18:19:49 Nov 1 04:17:55 1ldap/dc0Ol.domain.lan@DOMAIN.LAN
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wbinfo -u # DC-1 istifadsgilers baxiriqg
javad.javadov
khumar.kazimova
aydin.jafarov
rofat.guliyev
dilara.ahmadova
anvar.bagiyev
zenfira.huseynova
jamil.zeynalov
nijat.shukurov
simuzar.huseynova
wbinfo -t # RPC cadirisi yoxlayiriqg
checking the trust secret for domain DOMAIN via RPC calls succeeded
wbinfo -p # WinBind-i ping edirik
Ping to winbindd succeeded
wbinfo -P # NetLogon DC gosulmasini yoxlayirig
checking the NETLOGON dc connection succeeded
wbinfo -g # DC-1 gruplarina baxiriqg
cspersistentchatadministrator
cshelpdesk
csviewonlyadministrator
csserveradministrator
csarchivingadministrator
cslocationadministrator
getent passwd # DC istifadeg¢ilerini UNIX formatinda alirig
rubaba.baghirova:*:10021:10000:Rubaba
Baghirova:/home/DOMAIN/rubaba.baghirova:/bin/sh
ramiz.asilbayli:*:10022:10000:Ramiz
Asilbayli:/home/DOMAIN/ramiz.asilbayli:/bin/sh
mansura.zeynalova:*:10023:10000:Mansura
Zeynalova:/home/DOMAIN/mansura.zeynalova:/bin/sh
gazanfar.bagirov:*:10024:10000:Gazanfar
Bagirov:/home/DOMAIN/gazanfar.bagirov:/bin/sh
ayda.ibrahimkhalilov:*:10025:10000:Ayda
Ibrahimkhalilova:/home/DOMAIN/ayda.ibrahimkhalilov:/bin/sh
ariz.verdiyev:*:10026:10000:Ariz Verdiyev:/home/DOMAIN/ariz.verdiyev:/bin/sh
lachin.babayev:*:10027:10000:Lachin
Babayev:/home/DOMAIN/lachin.babayev:/bin/sh
getent group # DC gruplarini UNIX formatda alirig
enterprise admins:x:10006:dcadm
enterprise read-only domain controllers:x:10014
rtccomponentuniversalservices:x:10044:1ync01$
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id full # full adli istifadeg¢i tcg¢tin UNIX ID-ni
bels aliriqg
uid=11476(full) gid=10006 (domain users) groups=10006 (domain
users), 10030 (inet full), 10007 (internet full access), 10029 (tacacsadmin), 10028 (
openvpnma)
DC-de olan gruplarin SID-s convert edilmesins baxaq:
wbinfo -n Internet Full Access
S-1-5-21-3786744645-3232078785-4224732712-4108 SID DOM GROUP (2)
wbinfo -n Internet Low_Access
S-1-5-21-3786744645-3232078785-4224732712-4110 SID DOM GROUP (2)
wbinfo -n Internet Medium Access
S-1-5-21-3786744645-3232078785-4224732712-4109 SID DOM GROUP (2)
Hemcinin SID-den GID-a convert edilmesins baxaqg:
wbinfo -Y S-1-5-21-3786744645-3232078785-4224732712-4108
10075
wbinfo -Y S-1-5-21-3786744645-3232078785-4224732712-4110
10077
wbinfo -Y S-1-5-21-3786744645-3232078785-4224732712-4109
10076
Hemcinin /usr/local/etc/squid/squid.conf qurasdirma faylinda miracist header-
in hecmini asagidaki kimi biraz artiririqg:
request_header max size 35 KB
/usr/local/etc/rc.d/squid start # Sonda Squid Daemon-u iss saliriqg
tail -f /var/squid/logs/cache.log # Online-da jurnallari arasdiririqg ki,
bir daha bels sshv olmasin
Debug Rejimde full istifadec¢isi ils Internet_ Full Access grupunda
geydiyyatdan kecmeys calisaqg.
echo "full Internet Full Access" | /usr/local/libexec/squid/wbinfo_group.pl -
d
Debugging mode ON.
Got full Internet Full Access from squid
User: -—full-
Group: -Internet Full Access-
SID: -S5-1-5-21-3786744645-3232078785-4224732712-4108~
GID: -10003-
Sending OK to squid
OK
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9ger istifadeciden sonra DC adini yazsaqg sahv cap edilir:
echo "full@domain.lan Internet Full Access" |
/usr/local/libexec/squid/wbinfo_group.pl -d
Debugging mode ON.
Got full@domain.lan Internet Full Access from squid
User: -full@domain.lan-
Group: -Internet Full Access-
SID: -S5-1-5-21-3786744645-3232078785-4224732712-4108~
GID: -10003-
failed to call wbcGetGroups: WBC ERR DOMAIN NOT FOUND
Could not get groups for user full@domain.lan
Sending ERR to squid
ERR
perl /usr/local/libexec/squid/wbinfo_group.pl # full user ils
internet full access grupunu
test edsk
full internet_full access
NTLM ils yoxlayiriqg:
/usr/local/bin/ntlm auth --username=full
password:
NT_STATUS_OK: Success (0x0)
wbinfo -a full%Al123456789a # Yens de full istifadecisi ve
A123456789%a sifresi ils gosuldug (ugurlu
neticea)
plaintext password authentication succeeded
challenge/response password authentication succeeded
wbinfo -a full@domain.lan%A123456789a # Eyni ils ancag DC ils
plaintext password authentication failed
Could not authenticate user full@domain.lan%$Al123456789a with plaintext
password
challenge/response password authentication failed
error code was NT_ STATUS NO SUCH USER (0xc0000064)
error message was: No such user
Could not authenticate user full@domain.lan with challenge/response
wbinfo --allocate-uid # ID yerleosmesini test eds bilsrik
Hoem¢inin Samba-nin jurnal faylinda olan domain-imizs aid olan WinBind
jurnalini analiz edirik. Ancaqg jurnallari hemise result-a gdrs arasdirmaqg
lazimdir. Asagidaki kimi:
tail -f /var/log/samba/log.wb-DOMAIN
type HE
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type : SID NAME USER (1)
domain .
domain .
domain : 'DOMAIN'
name HE
name HE
name : 'elnur.alizade'
result : NT_STATUS_OK

Hom¢inin sgsr siz DC-de olan istifadeg¢ilsrden hansisa birinin yerini
deyisseniz, yeni yetkisini artirmaq veya azaltmaq isteseniz bu vaxt alacaqg.
Bu ona gdrsdir ki, istifadeci Sambada olan winbind cache time miiddetins
baxacagqg:
cat /usr/local/etc/smb.conf | grep cache # Monde olan vaxt 15 deqg ya
da 900 saniyedir
winbind cache time = 900

Bu problemi hsll etmek {i¢clin ise istifade¢ini CLI-dan slimizls geydiyyatdan

kegiririk:

wbinfo --authenticate=full%$A123456789%a # full istifadecisini
Al123456789%a sifrs ils
tez login edirik ki,
tez grupu deyissin.

Biraz external ACL nt_group strukturunu aciglayaq:
external acl_type nt group ttl=120 negative_ ttl=120 grace=90 children=500
$LOGIN /usr/local/libexec/squid/wbinfo_group.pl

ttl=n (Time-To-Live yasama vaxti) Kenar ACL-in emali nsticelsrinin
saniyelsrls olan saxlanma middetidir (Susmaya gdrs 3600 saniyedir yeni 1
saat) .

negative ttl=n TTL Kenar ACL-in neqgativ nsticelerinin saxlanilmasi uciin
saniyelerle olan milddstdir (Susmaya gdérs TTL-in menasi ils eyni olur ysni 3600
saniye)

grace=n TTL-in faizlsrls gbzleme middetidir hansi ki, cache verilsnlsrinin
yenilenmesi, ysni cavabin gdzlenmssins ehtiyaci olmadan inisializasiya
edilmelidir (Susmaya gdrs 0-dir godzlems period yoxdur) .

Biitiin bu yazdiglarimdan sonra siz serveri reboot ve ya samba daemon-u restart
etssniz bels, hsr halda getent passwd ve getent group smrinin nsticesini
ugurla almalisiniz.
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Squid basliqglara gors siuzgsc
9ger siz Squid-de genislenmelsrs gdrs noyise download etmek iclin badlasaniz
bu he¢ de o demek deyil ki, onlari yens de download etmek olmaz. Cinki, adi
halda istifadsciler download-da http request edir. Hal-hazirda skser saytlar
download ig¢lin unvani milrsecistden sonra verir yeni http reply-da bu halda size
genigslenmeler komek eds bilmeyscsklsr. Sizs yalniz fayl tiplerinin basliglari
kémek eds bilsr. Yeni MIME-Types. Umumiyyestls Squid-in ev govlugunda yeni,
‘/usr/local/etc/squid/’ -ds artig mime.conf adli fayl mévcud olur vs onun
iginds bltin basliglar aydin sskildse yazilmisdir.

Biz sadecs ‘/usr/local/etc/squid/squid.conf’ faylinda bizim mime codvelimizin
hansi fayldan oxudugunu elan edecsyik ve 0Ozimlzs uydun olan MIME ACL-ni
yaradaciyiqg.

# Bu ‘_sams_52732c3181187’ Misyyen bir ACL-dir ve
/usr/local/etc/squid/52732¢3181187.sams faylinda authentifikasiyadan kecan
istifadecilerin listini saxlayir.

acl _sams_52732c3181187 proxy_ auth "/usr/local/etc/squid/52732c3181187.sams"
acl _sams 52732c3181187_time time MTWHFAS 00:00-23:59

# deny time ACL iss artig lazim olan MIME-type-lari teyin edir.
rep mime_type -i “application/octet-stream

acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl
acl

deny mime
deny mime
deny mime
deny mime
deny mime
deny mime
deny mime
deny mime
deny mime
deny mime
deny mime
deny mime
deny mime
deny mime
deny mime
deny mime
deny mime
deny mime
deny mime

rep mime_ type
rep mime_type
rep mime_ type
rep mime_ type
rep mime_type
rep mime_ type
rep mime_ type
rep mime_type
rep mime_ type
rep mime_ type
rep mime_ type
rep mime_ type
rep mime_ type
rep mime_ type
rep mime_ type
rep mime_ type
rep mime_ type
rep mime_ type

~application/x-shockwave-flash$
~“application/octet-stream$
~application/x-tar$
~application/zip$
~application/x-gtar$
~application/x-tar$
~audio/mpeg$

~audio/x-aiff$

~audio/x-wav$

~audio/mp3$

Avideo/mpeg$
Avideo/quicktime$
Avideo/x-msvideo$
Avideo/x-sgi-movie$
Avideo/vnd.mpegurl$
~audio/x-realaudio$
~audio/x-pn-realaudio$
~“application/x-rar-compressed

# Artig asagidaki gaydada yaziriqg ki, bu ACL-ds _sams_52732c3181187 olan

istifadecilers

# deny mime MIME type-lari gadagandir.

# TAG: http reply access

http reply access deny deny mime _sams_52732c3181187

# TAG: mime table

mime table /usr/local/etc/squid/mime.conf # Mime cedvelini elan edirik
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Windows yenilsnmssi
Domain-ds olan istifadec¢iler Squid lizerinden Windows ve Windows Antivirus
Essentials Update etdikde coxlu problemlsr c¢ixir. Bunlari aradan galdirmaqg
iclin asagidakilari etmeyiniz yetorlidir.
acl windowsupdate dstdomain windowsupdate.microsoft.com
acl windowsupdate dstdomain .update.microsoft.com
acl windowsupdate dstdomain download.windowsupdate.com
acl windowsupdate dstdomain redir.metaservices.microsoft.com
acl windowsupdate dstdomain images.metaservices.microsoft.com
acl windowsupdate dstdomain c.microsoft.com
acl windowsupdate dstdomain www.download.windowsupdate.com
acl windowsupdate dstdomain wustat.windows.com
acl windowsupdate dstdomain crl.microsoft.com
acl windowsupdate dstdomain sls.microsoft.com
acl windowsupdate dstdomain productactivation.one.microsoft.com
acl windowsupdate dstdomain ntservicepack.microsoft.com
acl windowsupdate dstdomain officelS5client.microsoft.com
acl windowsupdate dstdomain login.microsoftonline.com
acl CONNECT method CONNECT
acl wuCONNECT dstdomain www.update.microsoft.com
acl wuCONNECT dstdomain sls.microsoft.com
# veo osas istifade¢i ACL-lsrindsn sonra asagidaki ACL-lsr yazmadiniz
yetorlidir.
# hansi ki, deyirik CONNECT metodu ils wuCONNECT ACL-inde olan LINK-lsars,
btutin localnet ACL-ds olan IP
# adreslerls gosulmaya izin veririk
http_access allow CONNECT wuCONNECT localnet
http_access allow windowsupdate localnet
##### RFC-nin tesdiglediyi LOCAL IP {nvanlarin aralidi hansi ki, localnet
ACL-indadir
acl localnet src 10.0.0.0/8 # RFC1918 possible internal network
acl localnet src 172.16.0.0/12 4 RFC1918 possible internal network
acl localnet src 192.168.0.0/16 # RFC1918 possible internal network
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BOLUM 7

Daxili resurslarin sifrslsnmis kanalla idars edilmssi

e FreeBSD OpenVPN

e FreeBSD serverds OpenVPN Active Directory ils inteqrasiyasi
e Ubuntu serverds OpenVPN Active Directory ils inteqrasiyasa
e Ubuntu serverds OpenVPN FreeRADIUS AD inteqrasiyasi

Hor bir sirketin mieyyen zamandan sonra daxili informasiya resurslarina
girisi lc¢in telsb yarana bilsr. Clinki, hsr hansi bir istifadec¢inin c¢ox tecili
isi ¢ixa bilser ve eyni anda da ise golmek imkani olmaya bilsr. Hemg¢inin geyri
is vaxtlarinda ve ya senbs,bazar glinlerinde hansisa isin tecili go&riilmesi
tolsabi yarana biler. Bu hallarda sirksts gosulmaq telsbi yaranacaqg.
Basligimizda OpenVPN vasitesile istifade¢ilsrin uzagdan gosulmasi {ic¢lin VPN
Server qurasdiririg. VPN serverimizi hem Active Directory, hem de FreeRADIUS-
la integrasiya edecsyik. FreeRADIUS server ise &z ndvbssinds Active Directory
ils inteqrasiya edilmisdir.
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FreeBSD OpenVPN
Istenilen sirketin daxilinds olan informasiya resurslarina xidmest tsalsb
edilir. Bu xidmeti iss sirketin IT ve Programlasdirma sdbeslsri edir. Is
prosesinds hem programlasdirma ve hem de IT iscilerinden teslsb edils bilsar
ki, geyri is wvaxtlari ve senbs, bazar giinleri hansisa is yerins
yetirilmelidir. Artig her kes 0z evinden iss hansisa vasite ils gosulmag
mecburiyystinde galir clinki, oks halda ise golmeli olacaglar. Bu halda bizim
kémeyimizs aciq gaynaqgli OpenVPN cacatcag. Bu program teminati tshlilkesizlik
baximindan da mikemmeldir ve istesnilen client smeliyyat sistemi liclin programa
sahibdir. Baslidimizda FreeBSD server iUzsrinds OpenVPN qurulmasi ag¢iglanacaqg.
11k isimiz serverimizi Router rejiminds iss salmagdir ciinki, OpenVPN-in
virtual ssbokesi yodnlendirilme toalsb edir.
Sistemin yeniden yiiklenmsesindsn sonra islemssi ic¢ln asagidaki smri yerins
yetiririk:
# echo 'gateway enable="YES"' >> /etc/rc.conf
Hal-hazirki senasda yerins yetirmsk i¢lin asadidaki smri yerins yetiririk:
# sysctl -w net.inet.ip.forwarding=1
OpenVPN-i portlardan yikleysk.
cd /usr/ports/security/openvpn # Port unvanina daxil olurug.
make config # Lazimi modullari sec¢irik.
openvpn-2.3.2
i [x]1 EASYRSA Install security-easy-rsa RSA helper package
i [x1 PHECS11 Use security-spkcsll-helper
i [x]1 PH_SAVE Interactive passwords may be read from a file
H 3S5L protocol support
i (=) DPENSSL SSL/TLS support wvia OpenSSL
N ONPOLARSSLEESSLATLS support via PolarSSL|
<Cancel>
make install # Yikleyirik
Qeyd: FreeBSD serverimizde kernel-in tap ve tun tipli alstlsrin desteklenmesi
i¢lin /sys/amd64/conf/GENERIC faylinda “Pseudo devices” bdluminds
“device tap” ve “device tun” forgli setirlerds slave edib kerneli
yeniden kompilyasiya elemek lazimdir. OpenVPN-in versiyasi 2.3.32-dir.
Sozstz ki, gslecek iiglin OpenVPN-in OpenSSL sertifikatlarini daha rahat idare
etmak Utcln ssl-admin portunu da yiiklemsk lazimdir.
Port Unvanina daxil oluruqg:
root@siteA:~ # cd /usr/ports/security/ssl-admin/
root@siteA:/usr/ports/security/ssl-admin # make install # Yukleyirik
PKI infrastruktur iciin easy-rsa-ni portlardan yiikleyirik:
# cd /usr/ports/security/easy-rsa
# make -DBATCH install
Easy-RSA telsb elediyi Uc¢ln BASH yikleyirik:
# pkg install bash
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Public vs Private agarlarin gqurulmasi
Client/Server VPN yaratmazdan oéncs biz PUBLIC acar (PKI) infrastrukturunu
yaratmaliyiqg. PKI 6zlns Certificate Authority, Private acarlari ve
certificates (Public acarlari) hem client ve hem ds server icin daxil edir.
Hoemc¢inin biz Diffie-Hellman parametrli acar generasiya etmsliyik ki,
gizliliyi ideal forward eds bilsk.
PKI yaratmaq ic¢in biz OpenVPN tersfinden yaradilmis easy-rsa scriptlsrinden
istifads etmsliyik.
ise baslayaq
PKI tam inandigimiz bir serverds olmalidir. O hemc¢inin els OpenVPN serverin
6zlinde de ola biler ancaq, tshlikesizlik teleblerine gdrs o tamam ayri bir
server lzorinde olmalidir. Ssas tolsblsrinden biri odur ki, CA(Certificate
Authority) acari tamam basga yerds saxlayaqg, misal lg¢ln external storage
hansi ki, yalniz telsb edilende istifads edilsin. Digser ssas telsb odur ki,
CA private acari tamam soboskeden ayrilmis bir serverds saxlamaqg lazimdir.
Bu resepti FreeBSD9.2 x64 masinda istifade etmisom. Linux ve Windows masinda
da eyni omrlerle istifade ede bilsrsiniz. Ancaq easy-rsa scriptlerin
islenmesi i¢lin BASH tslsb edilir ona gbrs de masininiza Onceden bas-1
yiiklemayi unutmayin. (easy-rsa portlarda /usr/ports/security/easy-rsa
iinvaninda yerlsesir)
Neces edsk
1. PKI dg¢ln govluglari yaradin ve easy-rsa scriptlsrini hsmin govluga
niisxalsyin:
root@siteA:~ # mkdir -m 700 -p /usr/local/etc/openvpn/scripts/keys
root@siteA:~ # ed /usr/local/etc/openvpn/scripts
root@siteA:~ # cp -R /usr/local/share/easy-rsa/*.
2. Bu emrlerin root istifadec¢i adindan iss salinmasina gorsk yoxdur.
3. Sonra biz vars faylini yaradaqg. Fayli yaradin ve asagidakilari icgine
o2lave edin.
export EASY RSA=/usr/local/etc/openvpn/scripts
export OPENSSL="openssl"
export KEY_CONFIG:‘$EASY_RSA/whichopensslcnf SEASY RSA®
export KEY DIR="$EASY RSA/keys"
export PKCS1l MODULE PATH="dummy"
export PKCS1l PIN="dummy"
export KEY SIZE=2048
export CA EXPIRE=3285
export KEY EXPIRE=1000
export KEY COUNTRY="NL"
export KEY PROVINCE=
export KEY CITY=
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export KEY ORG="Scripts"
export KEY EMAIL="openvpn-ca@scripts.example.com"

Qeyd: PKCS1l MODULE PATH ve PKCS1l PIN verilenleri o halda telsb edilir

ki, siz SmardCard istifads etmirsiniz. Susmaya gdrs olan KEY SIZE
2048 bitdir ve bu uzunlug ndvbosti 2-3 il {dc¢ln tohliikesizdir.
Hoemcinin genis uzunluglu 4096-bitlik acar mimkindiir ancag
sifrelenms boylik oldudguna gdrs performance asadi disscsk. Biz
4096 bitlik CA private acar yaradacadiqg ona gdrs ki, burda
performace hec¢ nsys gorsk deyil. Hem¢inin deyisenlsr var ki,
sizin teskilata (KEY_ORG, KEY EMAIL) xasdir. Bu qurasdirmalarin
aciglanmasini birazdan daha detalli seskilde danisacagiqg.

4. 4096 bitlik modul istifads edsrsk vars fayli yerine yetirsk, CA private
acar ca sertifikat genereasiya edsk. CA sertifikat ic¢ln ¢otin sifrs
sec¢cin. Bundan sonra hsr defs script iss disdiikden sonra hemin sifrs
daxil edin:

root@siteA:~ # ed /usr/local/etc/openvpn/scripts/

root@siteA:~ # bash # BASH-a kecirik.
[root@siteA ]# source ./vars

[root@siteA ]# ./clean-all

[root@siteA]l# KEY_ SIZE=4096 ./build-ca --pass

k] # =4096 . /b1

5. Sonra biz server sertifikatini generasiya edeceayik. Script daxil
edilmesini isteyends sifreni daxil edib enter-i sixin. Script ca.key
sifresini isteyends iss CA sertifikati i¢ln sifreni daxil edin. Sonda
ise script sorusacaqg [y,n] siz y edin.

[root@siteA /usr/local/etc/openvpn/scripts]# ./build-key-server openvpnserver
Generating a 2048 bit RSA private key
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writing new private key to 'openvpnserver.key'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default wvalue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [NL]:

State or Province Name (full name) []:

Locality Name (eg, city) []:

Organization Name (eg, company) [Scripts]:

Organizational Unit Name (eg, section) []:

Common Name (eg, your name or your server's hostname) [openvpnserver]:
Name []:

Email Address [openvpn-cal@domain.az]:

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Using configuration from /usr/local/etc/openvpn/scripts/openssl-0.9.8.cnf
Enter pass phrase for /usr/local/etc/openvpn/scripts/keys/ca.key:

Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE: 'NL'

organizationName :PRINTABRLE: 'Scripts'

commonName :PRINTABLE: 'openvpnserver'

emailAddress :IAS5STRING: 'openvpn-ca@domain.az'

Certificate is to be certified until Oct 9 19:15:14 2016 GMT (1000 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries
Data Base Updated

6. Client igtn ilk sertifikat build-key ils yaradilir. Bu client
sertifikatinin yaradilmasi {g¢lin ¢ox sltrstli metodikadir ancaqg, bu halda
clientin private key faylina sifrs teyin etmsk olmur.

[root@siteA /usr/local/etc/openvpn/scripts]# ./build-key openvpnclientl
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Tkinci client sertifikati sifrs ils generasiya edilmisdir. Cetin sifrs
sec¢cin(Yalniz CA sertifikat-da sec¢diyiniz sifresden fosrgli olmalidir!).
Aydinliqg i¢iin ¢ixis gisa gdstorilmisdir:
[root@siteA ]# ./build-key-pass openvpnclient2
configuration from /usr/local/etc/openvpn/scripts/openssl-0.9.8.cnf
Enter pass phrase for /usr/local/etc/openvpn/scripts/keys/ca.key:
Check that the request matches the signature
Signature ok
The Subject's Distinguished Name is as follows
countryName :PRINTABLE: 'NL'
organizationName :PRINTABLE: 'Scripts'
commonName :PRINTABLE: 'openvpnclient2'
emailAddress :IASSTRING: 'openvpn-ca@domain.az'
Certificate is to be certified until Oct 10 05:08:03 2016 GMT (1000
Sign the certificate? [y/n]:y
1 out of 1 certificate requests certified, commit? [y/n]ly
Write out database with 1 new entries
Data Base Updated
Sonra iss server ic¢in Diffie-Hellman parametrli fayl qurun:
[root@siteA /usr/local/etc/openvpn/scripts]# ./build-dh
Ardinca tls-auth key fayla:
[root@siteA /usr/local/etc/openvpn/scripts]# openvpn --genkey --secret
169

www.opensource.az



OPEN
SOURCE
cLUB

Biitin bu gérdiyumiz islsrden sonra /usr/local/etc/openvpn/scripts/keys
govlugunda asagidaki fayllar yaranacaq:
ca.crt - 9sas CA sertifikat, bu fayl hem client ve hem do servers lazimdir
dh2048.pem - Diffie Hellman acgari, bu fayl yalniz servers lazimdir
Qeyd: Sger bu acar yaranmazsa, sadecs /usr/local/etc/openvpn/keys
tnvaninda ./build-dh smrini daxil etmeniz yetsr ki, dh2048.pem
acarl yaransin.

openvpnserver.crt - Serverin sertifikati, yalniz server Ugindir
openvpnserver.key - Serverin acari, yalniz server igindir (gizli fayl)
openvpnclientl.crt - Clientin sertifikati, yalniz client Ucindir
openvpnclientl.key - Clientin acari, yalniz client ic¢indir (gizli fayl)
ta.key - TLS-acar, hem client ve hem ds servers lazimdir

Uydun olaraq serverds ca.crt, dh2048.pem, openvpnserver.crt,
openvpnserver.key, ta.key fayllari ve ilk client-ds iss ca.crt, dh2048.pem,
openvpnclientl.crt, openvpnclientl.key, ta.key fayllari olmalidir.
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FreeBSD serverds OpenVPN Active Directory ils inteqrasiyasi
Bu basligda biz OpenVPN-i1 Windows Domain Controller ils inteqrasiya edesceayik.
Ancaq her bir halda client ve server arasinda olan yol generasiya elsadiyimiz
CA acariyla yoxlanacag ve openvpnserver agari ils sifreslensacak.
Asagidaki sebesks qurulusundan istifads edscayik:
GatelP-2.2.2.1
Client1ServeriP-2.2.2.10/24
Client1ServerGate-2.2.2.1
GatelP-1.1.1.1
Client1LAN-192.168.4.1 FreeBSD-Gat seré::z;ii:?m
VPNServerLAN
10.198.0.1/16
~192.168.200.1/24
SiteB Client1
OpenVPN-Server
SiteA
Slient1 tun0 - 192.158.200.2 \jP“ a
WindowsDC IP:10.198.1.200/24
WindowsDC Gate: 10.18?/
DC: mercurial.lan RS
OU: mercurial IE
Group: Mercurial
Client1IP-192.168.4.10/24 2
Client1Gate-192.168.4.1 Windows DC
Bu misalimizda 2-ci basligda generasiya elediyimiz CA ve server
sertifikatlarini hem server ve hemds client lciin istifads edscsyik. Server
masini FreeBSD9.2 x64 OpenVPN2.3-ds olacaqg. Client masini iss Windows7 x64
OpenVPN2.3-ds olacag. Hemginin OpenVPN serverimizin local ssbskssins gosulmus
Windows 2008 server Domain Controller olacaq.
Domain Controller asadidaki verilsnlsrden ibarstdir:
DC: mercurial.lan
OU: mercurial
Group: mercurial
Test user: jamal
Domain controller masinda mercurial adli grupun ig¢inds jamal adli istifadeci
movcuddur ki, testlerimizi eds bilsk. Hemg¢inin adi Users grupunun ig¢inde
elnur adli istifade¢i mévcuddur ki, giris ede bilmeyen istifads¢i kimi onunla
test edsk.
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‘General  Members I MemberOfI Manzged EVI "General Members I MernberOfI Managed Eyl

Members: Members:

M Active Directory Domain Services Folder Name | Active Directory Domain Services Folder

jamal shahver... mercurial lan/mercurial

_2_, Elnur Babayev  mercurial lan/ATLUsers
_3) Salman Agayev mercunial lan/mercurial

Add.. | Remove | Add. | | Femeve |

oK |  Cancel seply | ok | Cancal Apply

1. Once server masinimiza lazimi paketleri yiiklsysk:
root@siteA:/usr/local/etc/openvpn # cd /usr/ports/security/openvpn-auth-ldap/

root@siteA:/usr/ports/security/openvpn-auth-ldap # make config #
Lazimi modullari secirik

openvpn-auth-ldap—2.0.3 4
lggggoggggoggagggggaggaggagggggaagagaaggaggaggggaggaaaaagagaaagaaaaadg
H E nild and/or install documentation
X [x] EXAMPLES Build and/or install examples
m

™

K > <Cancel >

root@siteA:/usr/ports/security/openvpn-auth-ldap # make -DBATCH install
# Yikleyirik

2. Auth-LDAP paketi servers yilklendikden sonra o /usr/local/lib/openvpn-
auth-ldap.so invanina 6z pluginini slave edir. Biz mehz bu plugini AD-
yo gosulmaqg Ucun istifads edsceyik. /usr/local/etc/openvpn/ad-auth.conf
adli server konfig faylini yaradaq ve icins asagidaki sstirlsri slave
edeak:

plugin /usr/local/lib/openvpn-auth-ldap.so
"/usr/local/etc/openvpn/openvpn-auth-ldap.conf"
proto udp

port 1194

dev tun

server 192.168.200.0 255.255.255.0

ca /usr/local/etc/openvpn/ca.crt
cert /usr/local/etc/openvpn/openvpnserver.crt
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key /usr/local/etc/openvpn/openvpnserver.key
client-cert-not-required

dh /usr/local/etc/openvpn/dh2048.pem
tls-auth /usr/local/etc/openvpn/ta.key 0

persist-key
persist-tun
keepalive 10 60

push "route 10.198.0.0 255.255.0.0"
topology subnet

user nobody
group nobody

daemon
log-append /var/log/openvpn.log
verb 5

Domain Controller-s gosulmaqg ucin /usr/local/etc/openvpn/openvpn-auth-
ldap.conf konfig faylinin mezmunu asadgidaki kimi olacaqg:
<LDAP>
URL 1dap://10.198.1.200
BindDN Administrator@mercurial.lan
Password B123456789
Timeout 15
</LDAP>
<Authorization>
BaseDN "DC=mercurial,DC=lan"
SearchFilter

" (& (sAMAccountName=%u) (memberOf=CN=mercurial ,OU=mercurial ,DC=mercurial,f DC=lan

))H

</Authorization>

Hemcinin unutmayin ki, OpenVPN server-ds
/usr/local/etc/openvpn/openvpn-auth-ldap.conf faylin ig¢inds olan Domain
adinin resolve edilmessi ucin /etc/resolve.conf faylina asagidaki sstir
olave edilmisdir.

nameserver 10.198.1.200

OpenVPN serveri iss salaq:
root@siteA:/usr/local/etc/openvpn # openvpn --config ad-auth.conf

Indi iss Windows7 masinda client konfigurasiyasini yaradaqg. C:\Program
Files\OpenVPN\config tunvaninda ad-udp-client.ovpn adli fayl yaradaqg ve
ig¢ins asagidaki mezmunu slave edsak:

client

auth-user-pass
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proto udp

remote openvpnserver.example.com
port 1194
dev tun

nobind

ca "c:/program files/openvpn/config/ca.crt"

tls-auth "c:/program files/openvpn/config/ta.key" 1

ns-cert-type server

verb 5

Windows7 Client masini iss salaq:

Connect ad-udp-client

Disconnect basic-udp-client
Show Status examplel0-4

ViewLog examplel0-5

Edit Config

Change Password

examplel0-6
examplel0-7
examplel0-9
examplel2-3
examplel2-4
examplel2-7
example3-1-client
example3-2-client2
example6-1
example6-10
example6-2
example6-3
exampled-7

OpenVPN Service

Settings...
Exit
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Curmrent State: Connecting

Sun Apr 06 13:16:05 2014 dhep_lease_time = 31536000 -
Sun Apr 06 13:16:05 2014 tap_sleep =0
Sun Apr 06 13:16:05 2014  dhcp_options = DISABLED
Sun Apr 06 13:16:05 2014 dhep_renew = DISABLED
Sun Apr 06 13:16:05 2014 =[ISARLED
Sun Apr 06 13:16:05 2014
| Sun Apr 06 13:16:05 2014
Sun Apr 06 13:16:05 2014
Sun Apr 06 13:16:05 2014 Usemame: jamal
Sun Apr 06 13:16:05 2014
Sun Apr 06 13:16:05 2014 . sesEnRsEERe
Sun Apr 06 13-16.05 2014 N | | 20
Sun Apr 06 13:16:05 2014
Sun Apr 06 13:16:05 2014 oK | [ Cancel
Sun Apr 06 13:16:05 2014
Sun Apr 06 13:16:05 2014
Sun Apr 06 13:16:06 2014 MANAGEMENT: CMD Thold off" 5
Sun Apr 06 13:16:06 2014 MANAGEMENT: CMD hold release’

OpenVPN - User Authentication

' T | 3

eyl o ——

Client masinin statusunda asagidaki sokil cap edilmelidir:
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Cument State: Connected

Sun Apr 06 13:3%:171 20714 do_ifconfig, tt->ipv6=0, tt->did_ifconfig_ipvE_setup=0

Sun Apr 06 13:35:11 2014 MANAGEMENT: >STATE:1396773557 ASSIGN_IP,,192.168.200.5,

Sun Apr 06 13:39:11 20714 open_tun, tt-3ipve=0

Sun Apr 06 13:35:11 2014 TAP-WIN32 device [TAP] opened: \\.\Global'\{0120D673-1F50-4879-A4AD-8463068AC048} tap

Sun Apr 06 13:3%:171 2014 TAP-Windows Driver Version 9.9

Sun Apr 06 13:35:11 2014 TAP-Windows MTU=1500

Sun Apr 06 13:39:11 20714 Set TAP-Windows TUN subnet mode network/local /netmask = 192.168.200.0/192.168.200.5/255.255.255.0 [SUCCEEDED]
Sun Apr 06 13:39:11 2014 Notified TAP-Windows driver to set a DHCP IP/netmask of 192.168.200.5/255.255.255 0) on interface {01200679-1F50-4879-A4AD-8463D68AC048} [DHCP-serv: 192.168.200.254, leasetime: 31536000]
Sun Apr 06 13:3%:11 2014 Successful ARP Flush on interface [16] {01200675-1F50-4879-A4AD-8463068ACO48}

Sun Apr 06 13:35:16 2014 TEST ROUTES: 1/1 succeeded len=1 ret=1 a=0 u/d=up

Sun Apr 06 13:39:16 2014 MANAGEMENT: >STATE: 1396773556, ADD_ROUTES,,,

Sun Apr 06 13:39:16 2014 C:\Windows\system 32route &xe ADD 10.198.0.0 MASK 255 255.0.0 192.162.200.1

Sun Apr 06 13:39:16 2014 ROUTE: CreatelpForwand Entry succeeded with dwForwardMetric 1=30 and dwForward Type=4

Sun Apr 06 13:35:16 2014 Route addtion via IPAP| succeeded [adaptive]

Sun Apr 06 13:39:16 2014 Inttialization Sequence Completed

‘Sun Apr 06 13:39:16 2014 MANAGEMENT: >STATE:1396773556,CONNECTED, SUCCESS, 192.168.200.5,1.1.1.10

o) (o

m

6. Server masinda /var/log/openvpn.log log faylina baxib asagidaki
sotirleri gormeliyik:

Sun Apr 6 13:17:43 2014 us=626543 2.2.2.10:53829 PLUGIN_CALL: POST
/usr/local/lib/openvpn-auth-ldap.so/PLUGIN AUTH USER PASS VERIFY status=0

Sun Apr 6 13:17:43 2014 us=626715 2.2.2.10:53829 TLS: Username/Password
authentication succeeded for username 'jamal'

Sun Apr 6 13:17:43 2014 us=627135 2.2.2.10:53829 Data Channel Encrypt:
Cipher 'BF-CBC' initialized with 128 bit key

Sun Apr 6 13:17:43 2014 us=627163 2.2.2.10:53829 Data Channel Encrypt: Using

160 bit message hash 'SHA1l' for HMAC authentication

Sun Apr 6 13:17:43 2014 us=627235 2.2.2.10:53829 Data Channel Decrypt:
Cipher 'BF-CBC' initialized with 128 bit key
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Sun Apr 6 13:17:43 2014 us=627282 2.2.2.10:53829 Data Channel Decrypt: Using
160 bit message hash 'SHA1l' for HMAC authentication

Qeyd: Nezsrs alin ki, OpenVPN server ilk defs igs dusends, yolun
sifrelenmesinden sonra yalniz ilk client ilk defe gosulanda, gosulmaya
bilsr. Ancag bundan sonra bitlin gosulmalarda hsm birinci client vs hem
ds digsr clientler problemsiz gosulma edscsk.

9gor OpenVPN serveri startup-a slave elsmsk isteseniz, sadsce asadidaki
setirleri /ete/rc.conf faylina slave etmesniz yetor:
openvpn_enable="YES"
openvpn_if="tun"
openvpn_configfile="/usr/local/etc/openvpn/ad-auth.conf "
openvpn_dir="/usr/local/etc/openvpn"

Ubuntu serverds OpenVPN Active Directory ils inteqrasiyasi
Ubuntu 14.04 server izsrinds OpenVPN yiikleyib qurasdirag ki, VPN-s gosuldugda
istifads edilen istifade¢i bazasini Domain controller-den gdétiirsk.

Istifads edilsn OS-lar:
Windows 2012 Server R2 - DC
Windows 8.1 x64 - Client masini
Ubuntu 14.04 x64 - OpenVPN

Oncs istifade etdiyimiz Domain Controller-in verilenlsrini aciglayaq
Domain Controller: domain.lan

DC RO User: DCADM

DC RO PASS: DcPR$$SfO0rd

DC VPN Group: OpenVPNFAUsers - Tam yetkisi olan VPN istifadecileri (Bitin
sebskaye routing olacaq)

Windows 8.1 client qurasdirma fayli asagidaki kimi olacag(faylimizin adi
domain-ad-auth.ovpn). Faylin genislenmesi miitlsqg .ovpn olmalidir:
client
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auth-user-pass
auth-nocache

reneg-sec 86400

proto tcp

remote ovpndc.domain.az
port 1194

dev tun

nobind

key-direction 1
ns-cert-type server

# OpenVPN serverds yaradilan ca.crt
<ca>

MIIGxXDCCBKygAwIBAgIJALsSV/eQc/V5+MAOGCSqGGS Ib3DQEBBQUAMIGCMQSWCQYD
VQQGEwJBWJENMAsGA1UECBMEQkFLVTEUMBIGA1UEBXMLWWVuaVlhc2FtYWwxFDAS
BgNVBAOTCOFUTE1uZm9UZWNoMQswCQYDVQQLEwJJVDEXMBUGA1UEAXMOQVRMSW5m
bl1R1Y2ggQOExXLDAqBgkghkiGOwOBCQEWHWphbWFsLnNoYWh2ZXJkaX11dkBhdGx0
ZWNoLmF6MB4XDTEOMDYWODE3NDUzOFoXDTIzMDYwNjE3NDUzOFowgZwxCzAJBgNV
BAYTAkFaMQOwCwYDVQQIEwWRCQUtVMRQWEGYDVQQHEwWtZ ZW5pWWFzYW1hbDEUMBIG
AlUEChMLQVRMSW5mb1R1Y2gxCzAJBgNVBAsSTAk1UMRcwFQYDVQQODEw5BVExJbmZv
VGVjaCBDQTEsMCoGCSqGSIb3DQEJARYdamFtYWwuc2hhaHZ1cmRpeWV2QGFObHR1
Y2guY¥XowggIiMAOGCSqGSIb3DQEBAQUAA4ICDWAWggIKAOICAQCOkYn6jZf/RleA
Xsl1lYH/g36sIQJcxJBmcbXh/atZTy7W8rl1XsCw05+RU70aXrFQUEbed01njYiKfri
CutMpT5c7iY6fgfMMoPalqgk8gl7qydk8HvgQoac3k joIwMD7XW1DYiLFk1FxQjEW
BIqI2z6vh9/9ka54s6WNRgzT+7+EZgSuwCEfC6Dm/0gxp4AvEjapwjaURJ6yEuQYe
Odh5ydTsIcueNnBzkuFZRx505iNcaBQZ2 fUVpQvueTCCsHkPt1BGU3TgQWIYTUVZ1
04wPQoOyXCOYUvWaYWSLTDMNDVvCVGFY£fc5C3++nijtfWpO8LLDZgiwC7ScYj+Boo
SZ9dkEpIYdb03KBnn+LCO3STVukpwTr+vyKjPITceuEl1HXdWvXi7wgtopwQhQ+3]
sDCvB+Wg2Bt5zBPC43WTeLANOGZFQN1 f1kyBNX1BmltMOk13k75skkj9TXHjrM44
+avdx1PjkQ86e6/A04wCUOBNf4a00Q8r6PWCEfpkgatDn6hCh6ChAYYugARSW3eRs
P2D31AWGEH1Blf/+397E66£3ByHvPGQ5n1AQ3wI7q+tLH+gPsoFUKcyfEbctuYvG
D0+9jPhvxAAQwc4hBhn+TXRXPkaaaI89iiaJoiF1l//R8kgs8t3yxpxjEyOhs2nrx
tboZ191c02£fj8e2HvhbMs9v+j60VTQIDAQABo4 IBBTCCAQEWHQYDVROOBBYEFIci
KzboRxhacra8gkU+xvRM4df 7TMIHRBgNVHSMEgckwgcaAFIciKzboRxhacra8qgkU+
xVRM4d£f70YGipIGEMIGcMQswCQYDVQQGEwWJBWJENMAsGA1UECBMEQkFLVTEUMBIG
AlUEBxMLWWVuaVlhc2FtYWwxFDASBgNVBAOTCOFUTE1uZm9UZWNoMQswCQYDVQOL
EwJJVDEXMBUGA1UEAXMOQVRMSW5mb1R1Y2ggQOExXLDAqBgkghk iGO9wOBCQEWHWph
bWFsLnNoYWh2ZXJkaX11dkBhdGx0ZWNoLmF6ggkAuxX95Bz9Xn4wDAYDVROTBAUwW
AwWEB/zANBgkqhkiG9wOBAQUFAAOCAGEAT+K700aUfXDEfSFmBTrppvbcGgoVsaEl
5NjMh206D5KWtERhKbP7id20sdt6YgqlPQWW3I3thVQOL686rhbZ/cR6Vzj41cFI
EqCt4ugZrkoMcvPg82POnvrzKCauxv5kmZJThWQTB3WXMo0A4KnQqW6 /HVzSmbQgC
QR6CQNTt1221alRIQrR1CmgRankKC4yQBKbzDwB1XLHVjITdyhJ1HXZxBcdXurMX
Uh7AsHOTxbHy4nbyB+Zz1n037wza6FBeunIqJ/I5eKDcN11yGELjDsEvrSUcbRRg
IenV9/D9LP4y2KghMkiuDn7vhY3IifCjxQg3IJWIa5BdQ/1UlAccsx1i0/nyQtzZF7
5NadlwoSOjEe2H6bwxhlngcItQyiC34HghNKUF16eYLIMEzGkP7UNLWQN32b3IiA
gq9+HTP6TQoci43A0caA3NFaUjuKC3zHykesNS8QqOH7MVB4L38/piaGD/K8CsiZH+
QhkICaJJd7hx/Cfp3VUIKr9yxtAnC5QNbXr9QVCC+mwi/sH91laThP1lmlXd2tKdoZa
My/K605£ZnZSpz0OeFa9j6bRgF2tpbG3jxiWTO00F9xUv5EtXZdfies5BRHalFYGK4
yvVIA/ZJIBSB/6CT8mnM]jGJIcn85CcRggOrOc71QNmgFKw/YopPYyAKZzjgilEKtNm3
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pmPKIhXPdvc=
</ca>

# OpenVPN serverde yaradilan TA acari
<tls-auth>

————— BEGIN OpenVPN Static key V1-----
7148£7b12478b04aeeld45e18bb9%6509
b7£8d3c62d20££fb59241al13b714e951d
6e14e£9254097803e76b75e051866287
2cb6db296bbb2a7322b4d641d235b6e3
6426£f086ecb6d0650ed61285a5e2a78b
f0£7b2352193cl2cbff21ccec82054d00
a00al13d304d7d1365e955eeb30aece8f
15cal06blc2£f504delce03£9e955d17£f6
a70db5635£d3d3£fce914dc090a3£3d59
71db3e9955ad£3797¢50c50bbelcbec4b
laa8d3f363del8474eaeb0b7116edaba
00325fa6fdl15da57adl10£f9%9e81c£f8d7£2
£f1c16d95a£55071365cefd8513c906af
e830c0c83f0leea30add98£734£d6011
£5¢89¢c1822d516e0a0c3452¢c869a5940
929a37e3e064£307b17b8fbe8acb73c3
————— END OpenVPN Static key V1-----
</tls-auth>

# Jurnallari detalli gormek istessok asadidaki setirden serhi silirik

#verb 3

Qeyd: Isimizin topologiyasini, Domain Controller-de grup yaradilmasi ve ora
istifadecinin slave edilmesini, OpenVPN client programinin istifadesi
gaydasini siz OpenVPN-nin Active Directory ils inteqrasiya edilmesi
basligindan oxuya bilsrsiniz.

Ubuntu masinimiz yliklendikden sonra onu yenilesyirik ve lazimi paketlsari
yukleyirik:

apt-get update # Reposlari yenileyirik
apt-get dist-upgrade # Kernel ve mdvcud paketlsri yenileyirik

# OpenVPN, OpenSSL, LDAP, vs hoar hal tg¢tin RADIUS {icin integrasiya paketlsri
yukleyirik

apt-get install openvpn easy-rsa openvpn-auth-ldap openvpn-auth-radius
openvpn-auth-radius-dbg

apt-get install freeradius freeradius-common freeradius-dbg freeradius-utils
freeradius-1ldap

# LDAP utilitlerini yiukleyirik
apt-get install ldap-utils
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cd /etc/openvpn # OpenVPN qurasdirma govluduna daxil olub, asagidaki
kimi konfig faylini yaradiriqg
cat openvpn.conf # Konfig faylimiz asagidaki kimi olacag
plugin /usr/lib/openvpn/openvpn-auth-ldap.so "/etc/openvpn/openvpn-auth-
ldap.conf"
proto tcp
port 1194
dev tun
server 192.168.200.0 255.255.255.0
# Agarlarinin generasiya edilmesi gaydasini FreeBSD OpenVPN basligindan oxuya
bilsrsiniz.
ca /etc/openvpn/keys/keys/ca.crt
cert /etc/openvpn/keys/keys/openvpnserver.crt
client-cert-not-required
key /etc/openvpn/keys/keys/openvpnserver.key
dh /etc/openvpn/keys/keys/dh2048.pem
tls-auth /etc/openvpn/keys/keys/ta.key 0
reneg-sec 86400
persist-key
persist-tun
keepalive 10 60
# Client-lerimizin her birins ayri qurasdirma yazmaqg istessk asadidaki
sotirlsrden sorhi silirik.
#client-to-client
#client-config-dir /usr/local/etc/openvpn/ccd
push "route 10.50.2.0 255.255.255.0"
push "route 10.50.3.0 255.255.255.0"
push "route 10.50.12.0 255.255.255.0"
push "route 10.50.14.0 255.255.255.0"
push "route 10.50.17.0 255.255.255.0"
push "route 10.50.19.0 255.255.255.0"
push "route 192.168.10.0 255.255.255.0"
push "dhcp-option DNS 10.50.3.2"
push "dhcp-option DNS 10.50.3.3"
topology subnet
user root
group root
log-append /var/log/openvpn.log
Active Directory-s gosulmaqg Uguin LDAP gqurasdirma faylimiz iss asagidaki kimi
olacaq:
cat /etc/openvpn/openvpn-auth-ldap.conf # LDAP gosulmamiz ucin
gurasdirma faylimiz asadidaki
kimidir
<LDAP>
URL ldap://domain.lan
BindDN "CN=DCADM, CN=Users,DC=domain,DC=lan"
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Password "DcP@$SE£0rd"
Timeout 15
TLSEnable no
FollowReferrals no
</LDAP>
<Authorization>
BaseDN "DC=domain,DC=lan"
SearchFilter " (& (sAMAccountName=%u) ) "
RequireGroup true
<Group>
BaseDN "DC=domain,DC=lan"
SearchFilter " (cn=OpenVpnFAUsers) "
MemberAttribute "member"
</Group>
</Authorization>

Ubuntu masinimizda sobske ve routing qurasdirmasi asadidaki kimi

cat /etc/network/interfaces

auto 1lo

iface lo inet loopback

auto ethoO

iface ethO inet static
address 99.97.96.131
netmask 255.255.255.240
network 99.97.96.128
broadcast 99.97.96.143
gateway 99.97.96.129
# dns-* options are implemented by the resolvconf package, if

installed

# Ssbsks konfig fayla

dns-nameservers 10.90.3.2 10.90.3.3
dns-search domain.az

auto ethl

iface ethl inet static

address 10.90.3.40
netmask 255.255.255.0

network 10.90.3.0

broadcast 10.90.3.255

# Lazimi route-larimiz

up
up
up
up
up
up

route
route
route
route
route
route

add
add
add
add
add
add

Qeyd: Unutmayin ki,

-net
-net
-net
-net
-net
-net

10.
10.
10.
10.
10.

90.
90.
90.
90.
90.

2.0/24 gw 10.90.3.1
12.0/24 gw 10.90.3.
14.0/24 gw 10.90.3.
17.0/24 gw 10.90.3.
19.0/24 gw 10.90.3.

192.168.10.0/24 gw 10.90.
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izerinden geriye gayitmalidir. Yeni sizin virtual VPN sobskenizin hami
torefinden gdriinmesi lciin router-nizde asadidakina uygun olan bir
routing mitleqg slave etmslisiniz (Yoni virtual 192.168.200.0/24
sobokesini gdrmek iclin 10.90.3.40 IP-sinden kec¢msk lazimdir) :
ip route 192.168.200.0 255.255.255.0 10.90.3.40
Hom¢inin Ubuntu masininizi Routing rejims salmalisiniz. Bunu asagdidaki kimi
edecoayik:
sysctl -w net.ipv4.ip forward=1 # CLI-dan iss salirig
reboot-dan sonra islemssi tcun /etc/sysctl.conf faylinda asadida sstirin
garsisindan sorhi silirik:
net.ipv4d.ip forward=1
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Ubuntu serverds OpenVPN FreeRADIUS AD inteqrasiyasi
Mogsadimiz Ubuntu 14.04 OS iizerinde OpenVPN server galdirmag ve onu
FreeRADIUS ils inteqrasiya etmeokdir. Sonra iss FreeRADIUS serveri Active
Directory ils inteqgrasiya edib, sec¢ilmis MS LDAP grupdan istifadecilers yetki
vermokdir. Sobeskse strukturu asadidaki sokildeki kimi olacaq:

DC: DOMAIN.LAN
DC RO User: DCADM
DC Group: OpenVpnFAUsers

DCIP: 10.10.10.100
Domain|Controller

eth0 - 95.100.34.21

Ubuntu-OpenVPN-FreeRADIUS

eth1-10.10.10.40

OpenVPN Client

Istifade edilen 0OS-lar:
Windows 2012 Server R2 - DC
Windows 8.1 x64 - Client masini
Ubuntu 14.04 x64 - OpenVPN

Once istifads etdiyimiz Domain Controller-in verilenlsrini aciglayaqg
Domain Controller: domain.lan

DC RO User: DCADM

DC RO PASS: DcPR$$£0rDOm

DC VPN Group: OpenVPNFAUsers - Tam yetkisi olan VPN istifadecileri (Bitin
sabskays routing olacaq)

Windows 8.1 client qurasdirma fayli asagidaki kimi olacag(faylimizin adi
domain-ad-auth.ovpn). Faylin genislenmesi miitleg .ovpn olmalidir:
client

auth-user-pass

auth-nocache

proto tcp

remote ovpndc.domain.az

port 1194

dev tun

nobind

key-direction 1

ns-cert-type server
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# OpenVPN serverds yaradilan ca.crt
<ca>

MIIGxXDCCBKygAwIBAgIJALSV/eQc/V5+MAOGCSqGGS Ib3DQEBBQUAMIGCMQSWCQYD
VQQGEwJBWJENMAsGA1UECBMEQkFLVTEUMBIGA1UEBXMLWWVuaVlhc2FtYWwxFDAS
BgNVBAOTCOFUTE1uZm9UZWNoMQswCQYDVQQLEwJJVDEXMBUGA1UEAXMOQVRMSW5m
blR1Y2ggQOExLDAqBgkghkiGOwOBCQEWHWphbWFsLnNoYWh2ZXJkaX11dkBhdGx0
ZWNoLmF6MB4XDTEOMDYWODE3NDUzOFoXDTIzMDYwNjE3NDUzOFowgZwxCzAJBgNV
BAYTAkFaMQOwWCwYDVQQIEWRCQUtVMRQWEGYDVQQOHEWtZ ZW5pWWFzYW1hbDEUMBIG
AlUEChMLQVRMSW5mb1lR1Y2gxCzAJBgNVBASTAk1UMRcwFQYDVQQODEwS5BVExJbmZv
VGVjaCBDQTEsMCoGCSqGSIb3DQEJARYdamFtYWwuc2hhaHZ1lcmRpeWV2QGFObHR1
Y2guYXowggIiMAOGCSqGSIb3DQEBAQUAA4 ICDWAWGgIKAOICAQCOkYn6jZ£/RleA
XslYH/g36sIQJcxJBmcbXh/atZTy7W8rlXsCw05+RU70aXrFQUEbed01lnjYiKfri
CutMpT5c7iY6fgfMMoPalqgk8gl7qydk8HvgQoac3k joIwMD7XW1DYiLFk1FxQjEW
BIqI2z6vh9/9ka54s6WNRgzT+7+EZqSuwCE£C6Dm/0gxp4AVvEjapwjaURJ6yEuQYe
O0dh5ydTsIcueNnBzkuFZRx505iNcaBQZ2 fUVpQvueTCCsHkPt1BGU3TQWIYTUVZ1
04wPQoOyXCOYUvWaYWSLTDMNDVCVGFY£fc5C3++nijtfWpO8LLDZgiwC7ScYj+Boo
SZ9dkEpIYdb03KBnn+LCO3STVukpwTr+vyKjPITceuEl1HXdWvXi7wgtopwQhQ+3]
sDCvB+Wg2Bt5zBPC43WTeLANOGZFQN1 f1kyBNX1BmltMOk13k75skkjOTXHjrM44
+avdx1PjkQ86e6/A04wCUOBNf4a00Q8r6PWCEfpkgatDn6hCh6ChAYYugARSW3eRs
P2D31AWGEH1Blf/+397E66£3ByHvPGQ5n1AQ3wI7q+tLH+gPsoFUKcyfEbctuYvG
D0+9jPhvxAAQwc4hBhn+TXRXPkaaaI89iiaJoiF1l//R8kgs8t3yxpxjEyOhs2nrx
tboZ191c02£fj8e2HvhbMs9v+j60VTQIDAQABo4 IBBTCCAQEWHQYDVROOBBYEFIci
KzboRxhacra8gkU+xvRM4df 7TMIHRBgNVHSMEgckwgcaAFIciKzboRxhacra8qgkU+
xVvRM4df70YGipIGEfMIGcMQswCQYDVQQGEwWJBWJENMAsSGA1UECBMEQkFLVTEUMBIG
AlUEBxMLWWVuaVlhc2FtYWwxFDASBgNVBAOTCOFUTE1uZm9UZWNoMQswCQYDVQQL
EwJJVDEXMBUGA1UEAXMOQVRMSW5mb1R1Y2ggQOExLDAGBgkghkiG9w0OBCQEWHWph
bWFsLnNoYWh2ZXJkaX11dkBhdGx0ZWNoLmF6ggkAuxX95Bz9Xn4wDAYDVROTBAUwW
AwWEB/zANBgkqhkiG9wOBAQUFAAOCAGEAT+K700aUfXDEfSFmBTrppvbcGgoVsaEl
5NjMh206D5KWtERhKbP7id20sdt6YgqlPQWW3I3thVQOL686rhbZ/cR6Vzj41cFI
EqCt4ugZrkoMcvPg82POnvrzKCauxv5kmZJhWQTB3WXMo0A4KnQqW6 /HVzSmbQgC
QR6CQNTt1221alRIQrR1CmgRankKC4yQBKbzDWB1XLHVjITdyhJ1HXZxBcdXurMX
Uh7AsHOTxbHy4nbyB+Zz1n037wza6FBeunIqJ/I5eKDcN11yGELjDsEvrSUcbRRg
IenV9/D9LP4y2KghMkiuDn7vhY3IifCjxQg3IJWIa5BdQ/1UlAccsx1i0/nyQtzZF7
5NadlwoSOjEe2H6bwxhlngcItQyiC34HghNKUF16eYLIMEzGkP7UNLWQN32b3IiA
g9+HTP6TQoci43A0aA3NFaUjuKC3zHykesNS8QqOH7MVB4L38/piaGD/K8CsiZH+
QhkICaJJ7hx/CEfp3VUIKr9yxtAnC5QNbXr9QVCC+mwi/sH91laThP1lmlXd2tKdoZa
My/K605£ZnZSpz0eFa9j6bRgF2tpbG3jxiWTO0F9xUvSEtXZdfies5BRHalFYGK4
yvVIA/ZJIBSB/6CT8mnM]jGJIcn85CcRggOrOc71QNmgFKw/YopPYyAKzjgilEKtNm3
pmPKIhXPdvc=

</ca>

# OpenVPN serverds yaradilan TA agari
<tls-auth>

————— BEGIN OpenVPN Static key V1-----
7148£f7b12478b04aeel445e18bb96509
b7£8d3c62d20££fb59241al13b714e951d
6e14e£9254097803e76b75e051866287
2cb6db296bbb2a7322b4d641d235b6e3
6426£086ecb6d0650ed61285a5e2a78b
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f0£7b2352193cl2cbff21ccec82054d00
a00al13d304d7d1365e955eeb30aece8f
15ca06blc2£f504delce03£9e955d17£6
a70db5635£d3d3£fce914dc090a3£3d59
71db3e9955ad£3797¢c50c50bbelcbec4b
laa8d3f363del8474eaeb0b7116edaba
00325fa6fdl5da57adl10£f9%e81cf8d7£2
£f1c16d95a£55071365cefd8513c906af
e830c0c83f0leea30add98£734£d6011
£5¢89¢c1822d516e0a0c3452¢c869a5940
929a37e3e064£307bl7b8fbe8acb73c3
----- END OpenVPN Static key V1-----
</tls-auth>

# Jurnallari detalli gormek istessok asagidaki setirden serhi silirik

#verb 3

Qeyd: Domain Controller-ds grup yaradilmasi ve ora istifadec¢inin slave
edilmesini, OpenVPN client programinin istifadesi gaydasini siz
OpenVPN-nin Active Directory ils inteqrasiya edilmesi basligindan oxuya
bilsrsiniz. Topologiya eynidir sadscs, orda OpenVPN masinda FreeBSD-dir
burda iss Ubuntu.

Ubuntu masinimiz yltklendikden sonra onu yenilsyirik ve lazimi paketloeri
yiukleyirik:

apt-get update # Reposlari yenileyirik
apt-get dist-upgrade # Kernel ve mdvcud paketlsri yenileyirik

OpenVPN, OpenSSL, LDAP, veo her hal iic¢iin RADIUS iic¢iin inteqrasiya paketlsri
yuklsayirik:
apt-get install openvpn easy-rsa openvpn-auth-radius openvpn-auth-radius-dbg

FreeRADIUS-u da yikleyirik ki, eyni masinda RADIUS qurasdiraqg:
apt-get install freeradius freeradius-common freeradius-dbg freeradius-utils
freeradius-1ldap

LDAP utilitlerini yikleyirik
apt-get install ldap-utils

cd /etc/openvpn # OpenVPN qurasdirma govluguna daxil olub, asagidaki
kimi konfig faylini yaradirig

cat openvpn.conf # Konfig faylimiz asagidaki kimi olacaqg
plugin /usr/lib/openvpn/radiusplugin.so /etc/openvpn/radiusplugin.cnf
proto tcp

port 1194

dev tun

server 192.168.200.0 255.255.255.0

184
WWwWw.opensource.az



# Acarlarinin generasiya edilmesi gaydasini FreeBSD OpenVPN basligindan oxuya
bilersiniz.

ca /etc/openvpn/keys/keys/ca.crt

cert /etc/openvpn/keys/keys/openvpnserver.crt

client-cert-not-required

key /etc/openvpn/keys/keys/openvpnserver.key

dh /etc/openvpn/keys/keys/dh2048.pem

tls-auth /etc/openvpn/keys/keys/ta.key 0

persist-key
persist-tun
keepalive 10 60

# Client-lerimizin her birinse ayri gqurasdirma yazmaqg istessk asadidaki
sotirlerden serhi silirik.

#client-to-client

#client-config-dir /usr/local/etc/openvpn/ccd
push "route 10.99.2.0 255.255.255.0"

push "route 10.99.3.0 255.255.255.0"

push "route 10.99.12.0 255.255.255.0"

push "route 10.99.14.0 255.255.255.0"

push "route 10.99.17.0 255.255.255.0"

push "route 10.99.19.0 255.255.255.0"

push "route 192.168.10.0 255.255.255.0"

push "dhcp-option DNS 10.99.3.2"

push "dhcp-option DNS 10.99.3.3"

topology subnet

user root
group root

log-append /var/log/openvpn.log

OpenVPN ils FreeRADIUS-u birlesdiren qurasdirma fayli iss asagidaki kimi
olacaq:
cat /etc/openvpn/radiusplugin.cnf # RADIUS-a gosulan qurasdirma fayl
NAS-Identifier=OpenVpn
Service-Type=5
Framed-Protocol=1
NAS-Port-Type=5
NAS-IP-Address=127.0.0.1
OpenVPNConfig=/etc/openvpn/openvpn.conf # OpenVPN qurasdirma fayli
overwriteccfiles=true
server
{
acctport=1813 # RADIUS accounting portu
authport=1812 RADIUS authentifikasiya portu
name=127.0.0.1 # RADIUS IP
retry=1
wait=1
sharedsecret=freebsd # FreeRADIUS ils OpenVPN arasinda
istifade edilsn acar

=+
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Indi is® keg¢oak FreeRADIUS-un qurasdirmasina:

OpenVPN client-i gosulmaqg l¢in FreeRADIUS-un clientlsr siyahisina slave
edirik (Qurasdirma fayli asagidaki kimi olacaq):
cat /etc/freeradius/clients.conf # Clientlsr qurasdirma fayla
client localhost {

ipaddr = 127.0.0.1 # OpenVPN server

secret = freebsd # OpenVPN pass

require message_authenticator = no

shortname = localhost

nastype = other

FreeRADIUS-un 6z qurasdirma fayli asadidaki kimi olacaq:
cat /etc/freeradius/radiusd.conf # FreeRADIUS qurasdirma fayli
prefix = /usr
exec_prefix = /usr
sysconfdir = /etc
localstatedir = /var
sbindir = ${exec_prefix}/sbin
logdir = /var/log/freeradius
raddbdir = /etc/freeradius
radacctdir = ${logdir}/radacct
name = freeradius
confdir = ${raddbdir}
run dir = ${localstatedir}/run/${name}
db dir = ${raddbdir}
libdir = /usr/lib/freeradius
pidfile = ${run_dir}/${name}.pid
user = freerad
group = freerad
max_request_time = 30
cleanup delay = 5
max_requests = 1024
listen {

type = auth

ipaddr = 127.0.0.1

port = 1812
}
listen {

ipaddr = 127.0.0.1

port = 1813

type = acct
}

hostname lookups = no
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allow_core dumps = no

regular expressions = yes
extended expressions yes
log {

destination = files
file = ${logdir}/radius.log
syslog facility = daemon
stripped names = no
auth = no
auth_badpass = no
auth_goodpass = no
}
checkrad = ${sbindir}/checkrad
security {
max_attributes =
reject delay =1
status_server = yes

200

}

proxy requests = no

$INCLUDE proxy.conf

S$INCLUDE clients.conf

thread pool {
start_servers = 5
max_servers = 32
min_spare_servers 3
max spare_servers = 10
max requests_per_ server = 0

}
modules {
SINCLUDE ${confdir}/modules/
$INCLUDE eap.conf
}
instantiate {
exec
expr
expiration
logintime
}
$INCLUDE policy.conf
$INCLUDE sites-enabled/

FreeRADIUS ils OpenVPN arasinda olan gosulmanin dizginliyiini test etmsk iicln
iso /etc/freeradius/users faylina asadidaki sstiri slave etmsk lazimdir (Test
dclin Vasif adli istifadeci freebsd sifresi ils):

"vasif" Cleartext-Password := "freebsd"

/etc/init.d/openvpn restart # OpenVPN serveri restart edirik
/etc/init.d/freeradius restart # OpenVPN serveri restart edirik

freeradius -£fX # FreeRADIUS-u debug etmsk ii¢ciin bu smrden istifade edirik
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Windows 8.1 client-den OpenVPN servers gosulub udurlu nstice olde
etmelisiniz. 9gor udgurlu notice olmasa debug edilir. B8gsr her sey udgurlu olsa
kecirik RADIUS-un MS LDAP-la integrasiya edilmesins.
OpenVPN-in istifadecilerinin AD-den yoxlanilmasi ucun FreeRADIUS serveri MS
LDAP ile integrasiya elemek lazimdir. Bunun ucun ashagidakilari edirik:
cat /etc/freeradius/sites-enabled/default # Susmaya gore olan
Virtual RADIUS-u
qurasdiririqg
authorize {
files
ldap # Avtorizasiya LDAP-dan
if (LDAP-Group == "OpenVpnFAUsers") ({ # OpenVpnFAUsers DC
grupundan alsaqg her
shey OK-dir.
ok
}
else {
reject # Eks halda baglayirig
}
}
authenticate {
Auth-Type LDAP {
ldap # Hemc¢inin authentifikasiya ldap grupundan alacayiqg
}
}
preacct {
preprocess
acct_unique
suffix
files
}
accounting {
detail
unix
radutmp
exec
attr_filter.accounting_ response
}
session {
}
post-auth {
exec
}
pre-proxy {
}
post-proxy {
}
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LDAP modulunu qurasdiririqg ki, miiracist eden istifadec¢ilsrin teyin edilmesi
iclin, Domain Controller-s gosulub filter eds bilsin.
cat /etc/freeradius/modules/ldap # LDAP modulunun qurasdirmasi
asagidaki kimi olacaqg
ldap {
server = "domain.lan"
identity = "CN=DCADM,CN=Users,DC=domain,DC=lan"
password = "DcP@$S$S£0rDOm"
basedn = "DC=domain,DC=lan"
filter = " (sAMAccountName=%{%{Stripped-User-Name}:-%{User-Name}})"
ldap_connections_number = 5
timeout = 4
timelimit = 3
net timeout =
tls {

1

start_tls = no
}
dictionary mapping = ${confdir}/ldap.attrmap
edir account_policy check = no
groupname_attribute = "cn"
groupmembership filter =
"(| (& (objectClass=GroupOfNames) (member=%{control:Ldap-
UserDn})) (& (objectClass=GroupOfUniqueNames) (uniquemember=%{control:Ldap-
UserDn})))"
groupmembership attribute = "memberOf"
compare_check items = no
do_xlat = yes
access_attr used for_allow = yes
chase referrals = yes
rebind = yes
set_auth_ type = yes
ldap _debug = 0
keepalive {
idle = 60
probes = 3

interval 3

freeradius -£fX # Debug rejimdse loglarinda udurlu nsatics
olaraq sec¢diyim asagidaki loglarin
oxsarlarini sizde mitleqg gdrmelisiniz.

performing user authorization for jamal

expand: ${Stripped-User-Name} ->

expanding second conditional

expand: ${User-Name} -> jamal
ldap] expand: (sAMAccountName=$%${%{Stripped-User-Name}:-%{User-Name}}) ->
sAMAccountName=jamal)
ldap] expand: DC=domain,DC=lan -> DC=domain,DC=lan

[ldap] ldap get conn: Checking Id: O

[ldap] ldap get conn: Got Id: O
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[ldap] attempting LDAP reconnection

[ldap] (re)connect to domain.lan:389, authentication O

[ldap] bind as CN=DCADM, CN=Users, DC=domain,DC=lan/DcPRS$S$£f0rDOm to
domain.lan:389

[ldap] waiting for bind result

[ldap] Bind was successful

[ldap] Setting Auth-Type = LDAP
[ldap] user jamal authorized to use remote access

[ldap] ldap release conn: Release Id: 0
++[ldap] returns ok
++? 1f (LDAP-Group == "OpenVpnFAUsers")

[ldap] Entering ldap groupcmp ()

expand: DC=domain,DC=lan -> DC=domain,DC=lan
expand: (| (& (objectClass=GroupOfNames) (member=%{control:Ldap-

UserDn})) (& (objectClass=GroupOfUniqueNames) (uniquemember=%{control:Ldap-
UserDn}))) -> (| (& (objectClass=GroupOfNames) (member=CN\3dJamal
Shahverdiyev\2cOU\3dDOMAINTech
Users\2cOU\3dDOMAINTech\2cDC\3ddomain\2cDC\3dlan)) (& (objectClass=GroupOfUniqu
eNames) (uniquemember=CN\3dJamal Shahverdiyev\2cOU\3dDOMAINTech
Users\2cOU\3dDOMAINTech\2cDC\3ddomain\2cDC\3dlan)))

[ldap] ldap get conn: Checking Id: 0

[ldap] ldap get conn: Got Id: O

[ldap] performing search in DC=domain,DC=lan, with filter
(& (cn=0OpenVpnFAUsers) (| (& (objectClass=GroupOfNames) (member=CN\3dJamal
Shahverdiyev\2cOU\3dDOMAINTech
Users\2cOU\3dDOMAINTech\2cDC\3ddomain\2cDC\3dlan)) (& (objectClass=GroupOfUniqu
eNames) (uniquemember=CN\3dJamal Shahverdiyev\2cOU\3dDOMAINTech
Users\2cOU\3dDOMAINTech\2cDC\3ddomain\2cDC\3dlan))))

[ldap] performing search in CN=Jamal Shahverdiyev, OU=DOMAINTech
Users, OU=DOMAINTech, DC=domain, DC=lan, with filter (objectclass=*)
[ldap] performing search in CN=OpenVpnFAUsers, OU=DOMAINTech
Groups, OU=DOMAINTech, DC=domain,DC=lan, with filter (cn=OpenVpnFAUsers)
rlm ldap::ldap groupcmp: User found in group OpenVpnFAUsers
[ldap] ldap release conn: Release Id: O
? Evaluating (LDAP-Group == "OpenVpnFAUsers") -> TRUE
++? 1f (LDAP-Group == "OpenVpnFAUsers") -> TRUE
++- entering if (LDAP-Group == "OpenVpnFAUsers") {...}
+++[ok] returns ok

[ldap] user jamal authenticated succesfully
++[1ldap] returns ok

Qeyd: Unutmayin ki, /etc/freeradius/users faylinda hec¢ bir istifadeci geyd
edilmeyib ve fayl tamamils bosdur.

/etc/init.d/freeradius start # Sonda FreeRADIUS-u start edirik

190
WWwWw.opensource.az



BOLUM 8

Elektron pog¢t infrastrukturunun qurulmasi

e FreeBSD Postfix Postfixadmin inteqrasiya edilmesi
e FreeBSD Postfix Dovecot ils AD integrasiyasi

Hor bir sirketin daxili poc¢t infrastrukturu olmalidir, ¢linki miasir dévrde bu
gagilmaz bir secim ve mecbur tslsbdir. Daxili poc¢t infrastrukturu vasitessils
sirketin 6zlini beyan eden domain suffiksi ile diger bitin dévlet qurumlari ve
kompaniyalara resmi mektublar yollanir ve hemin suffiksle de mektublar gsbul
edilir. Siz bu mail sisteminin gqurulmasi Uc¢ln hsr hansi bir pullu program
teminati ala biler, ya da ag¢ig gaynadi olan postfix-i gqura bilsrsiniz. Bu
basligda Postfix-i Postfixadmin web interfeysls quracayig. Hemg¢inin postfix
dovecot birlesmesi Active Directory ils inteqrasiya edilescsk.
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FreeBSD Postfix Postfixadmin inteqrasiya edilmssi
Mogsadimiz FreeBSD omeliyyat sistemi tizosrinde OpenSource mail serverin
qurulmasidir. Mail server tam funksionalligla hem spamdan gorunmali ve hemds
istifade komfortuna sahib olmalidir. Mail serverimiz saas.az domain adi
izerindse qurulmusdur. Postfix program teminati SMTP ve SMTPS xidmetloarins
cavabdehdir. Dovecot iss POP3, POP3S, IMAP ve IMAPS xidmestlsrine cavabdehdir.
Mail serverin WEB browser vasitesile idars edilmesi iclin, Postfixadmin vs
istifade¢i bazasinin saxlanilmasi {c¢ln MySQL verilsnler bazasi yaradilacaq.
MaiaMailGuard iss hear bir istifade¢i tersfinden qurula bilscsk vs tshsil alma
gabiliyystins sahib olan spam filterdir.
DNS-de olan olan zone faylimizin qurasdirma sotirlsri asadidaki kimi olacagqg:
STTL 172800 ; 2 days
saas.az. IN SOA nsl.saas.az. root.saas.az. (
2015092315 ; Serial
86400 ; Refresh
7200 ; Retry
604800 ; Expire
172800 ; Minimum TTL
)
; DNS Servers
IN NS nsl.saas.az.
IN NS ns2.saas.az.
; MX Records
IN MX 10 mail.saas.az.
IN A 155.123.145.97
; SRV
_Jjabber. tcp.jabber.saas.az. IN SRV 0 0 5269 jabber.saas.az.
_sip._tls.saas.az. IN SRV 0 0 442 access.saas.az.
_sipfederationtls._tcp.saas.az. IN SRV 00 5061 access.saas.az.
_xmpp-client. tcp.jabber.saas.az. IN SRV 00 5222 jabber.saas.az.
_xmpp-server._ tcp.jabber.saas.az. IN SRV 00 5269 jabber.saas.az.
; Machine Names
;localhost IN A 127.0.0.1
cloud IN A 155.123.145.97
conference. jabber IN A 155.123.145.97
elearn IN A 155.123.145.97
fs IN A 155.123.145.97
fssip IN A 155.123.145.97
fscurl IN A 155.123.145.97
fussip IN A 155.123.145.97
jabber IN A 155.123.145.97
gts IN A 155.123.145.97
imap IN A 155.123.145.97
imaps IN A 155.123.145.97
lists IN A 155.123.145.97
maia IN A 155.123.145.97
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mail IN A 155.123.145.97

mailman IN A 155.123.145.97

madmin IN A 155.123.145.97

mpanel IN A 155.123.145.97

moodle IN A 155.123.145.97

nsl IN A 85.132.57.58

ns2 IN A 85.132.57.59

om IN A 155.123.145.97

pop3 IN A 155.123.145.97

pop3s IN A 155.123.145.97

rainloop IN A 155.123.145.97

smpp IN A 155.123.145.97

smtp IN A 155.123.145.97

snort IN A 155.123.145.97

sip IN A 155.123.145.97

sgmail IN A 155.123.145.97

bbb IN A 155.123.145.97

openvpn IN A 155.123.145.97

; Aliases

WWW IN CNAME @

portsnap fetch extract update - Sistemimizin portlarini yenilesyirik

Nezords tutulur ki, FAMP artiqg qurulmus ve hazir veziyystdadir.

Yalniz MySQL-i qurdugda, /etc/my.cnf faylinda asadidaki deyisikliklsri uygun

olaragq etmsk lazimdir:

[mysgld]

max_allowed packet = 10M - RoundCubde-da mail attachment telsb edscsk

innodb_data home_dir = /var/db/mysql/

innodb data file path = ibdatal:10M:autoextend

innodb_log group home dir = /var/db/mysql/

innodb_buffer pool_ size = 16M

innodb_additional_mem pool size = 2M

innodb_log_file size = 5M

innodb_log buffer size = 8M

innodb_flush log at trx commit =1

innodb_lock wait_timeout = 50

mysqgl -uroot -p - MySQL konsola daxil olurug

mysqgl> CREATE DATABASE postfix; - Postfix adli baza yaradirig

mysgl> GRANT ALL PRIVILEGES ON postfix.* TO postfix@localhost IDENTIFIED BY

'postfixdbpass’'; - Postfix adli bazaya istifade¢i adi ve
sifre yaradiriqg
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mysgl> FLUSH PRIVILEGES; - Yetkileri sifirlayiriqg

cd /usr/ports/security/openssl - Portlardan OpenSSL-i yikleyirik
make config - Lazimi modullari secirik
JaaqaqqaaqaaaJaaqaaqaaaqaaqaaaaq qaaqaaqaqqaqdq:

JJq9q9qqaqggaqaqaaaqaaJaqagaaqaaaaqaaaqggdaqg O

C_{qC_{C]CIC_{C]C_{qC_{C_{CIC_{C_{C[C_{C]CIC_{C]C_{C_{C_!C 19 : 199999999999qaqaaqqaqqaqqq
make install - Yikleyirik
Dovecot-u yukleyek ve qurashdiraq

cd /usr/ports/mail/dovecot - IMAP/POP/IMAPS/POP3S iiciin paketi yikleyirik
make config - Lazimi modullari sec¢irik
dgq9q9qaqaqaaqaqgaaaqaqqaqaaqdq qq9qgagqaqaqq

£ 0qqaqaqqaqaaqaqaaqaqqaqaqqaqqaqaaqaaaqaqaaqqaqaaqqaqaaqaaqaaqaqy
d9q999q99q9ggaqaqaqIaqaaaqdgdaaaqaqaaqaaaaaaaadaaaqaaqaaaaqaqaddg
make install - Yikleyirik
echo 'dovecot_enable="YES"' >> /etc/rc.conf - Dovecot servisi StartUP-a

olave edirik
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cp /usr/local/share/examples/dovecot/dovecot.conf /usr/local/etc/dovecot.conf
- Qurasdirma faylini
niisxsloyirik
cp /usr/local/share/examples/dovecot/dovecot-sql.conf /usr/local/etc/dovecot-
sql.conf - Bazaya gosulmaqg uc¢ln
qurasdirma faylini
niisxelayirik
mkdir /etc/ssl/dovecot - Dovecot sertifikat fayllari iicin govlug
yaradiriqg
cd /etc/ssl/dovecot - Dovecot-un SSL govlugu faylina daxil olurug
openssl req -new -x509 -nodes -out cert.pem -keyout key.pem -days 365
- Sertifikat generasiya edirik
Generating a 1024 bit RSA private key
........................... +H++++
s
writing new private key to 'key.pem'
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter '.', the field will be left blank.
Country Name (2 letter code) [AU]:AZ
State or Province Name (full name) [Some-State]:Baku
Locality Name (eg, city) []:Khatai
Organization Name (eg, company) [Internet Widgits Pty Ltd] :0pSO
Organizational Unit Name (eg, section) []:IT
Common Name (e.g. server FQDN or YOUR name) []:mail.saas.az
Email Address []:jamal.shahverdiyev(@saas.az
/usr/local/etc/dovecot.conf qurasdirma faylini asadidaki sskls gotiririk:
protocols = imap imaps pop3 pop3s
disable plaintext_auth = no
ssl cert_file = /etc/ssl/dovecot/cert.pem
ssl key file = /etc/ssl/dovecot/key.pem
login_greeting = ISP Mail Server Ready.
log path = /var/log/dovecot.log
mail debug = yes
verbose ssl = yes
mail location = maildir:/usr/local/virtual/%d/%n
first valid uid = 125
last_valid uid = 125
first valid gid = 125
last_valid gid = 125
195

www.opensource.az



protocol imap {
mail plugins = quota imap quota
}
protocol pop3 {
mail plugins = quota
}
protocol lda ({
postmaster_ address = postmaster@saas.az
}
auth default {
mechanisms = plain login
passdb sql {
args = /usr/local/etc/dovecot-sql.conf
}
userdb sql {
args = /usr/local/etc/dovecot-sql.conf
}

socket listen {

client {
path = /var/spool/postfix/private/auth
mode = 0660

user = postfix
group = postfix

/usr/local/etc/dovecot-sql.conf - Dovecot Uc¢lin SQL fayli yaradib igins
asagidaki mezmunu solave edirik:

driver = mysql

connect = host=localhost dbname=postfix user=postfix password=postfixdbpass
default pass_scheme = MD5

password query = SELECT password FROM mailbox WHERE username = '$%u'

user query = SELECT maildir, 125 AS uid, 125 AS gid,

CONCAT ('maildir:storage=', FLOOR( quota / 1024 ) ) AS quota FROM mailbox
WHERE username = '$u' AND active = '1'

Postfix-i yuklsysk ve qurasdiragqg.
cd /usr/ports/mail/postfix - Port uUnvanina daxil olurug
make config - Lazimi modullari secgirik

www.opensource.az
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postfix-2.11.4,1
1g99999a99999a9999aqdqqaaqaadaqaadaaqdqqaaqaadaqqaaaaaqaaaaqaaaaqae
BDB

x+[x] Berkeley DB (uses WITH BDB VER)

X+[ ] CDB CDB maps lookups

x+[x] DOCS Build and/or install documentation

x+[ ] INST BASE Install into /usr and /etc/postfix

x+[ ] LDAP SASL OpenLDAP client-to-server SASL auth

X+[ ] LMDB LMDB maps

x+[x] MYSQL MySQL maps (uses WITH MYSQL VER)

x+[ 1 NIS NIS maps lookups

X+[xX] OPENLDAP OpenLDAP maps (uses WITH OPENLDAP VER)
x+[X] PCRE Perl Compatible Regular Expressions

x+[ 1 PGSQL PostgresSQL maps (uses DEFAULT PGSQL VER)
=+[E4] Cyrus SASLv2 (Simple Auth. and Sec. Layer)
®+[xX] SPF SPF support (via libspf2 1.2.x)

x+[ ] SQLITE SQLite maps

x+[x] TEST SMTP/IMTP test server and generator

x+[x] TLS SSL and TLS support

X+[x] VDA VDA (Virtual Delivery Agent 32Bit)
Xgqqgdqqqqqqdgdgqgdqq Dovecot SASL authentication methods gggggqggqqc
x+(*) DOVECOT Dovecot 1.x SASL authentication method

x+( ) DOVECOT2 Dovecot 2.x SASL authentication method
xgqgqagqqqqqqdqqaq Kerberos network authentication protocol type gqqc
x+( ) SASLKRBS If your SASL req. Kerberos5, select this

x+( ) SASLEMIT If your SASL req. MIT Kerberos5, select this

m

< €K <Cancel>
make install - Yikleyirik
Yiklsnmads sonda ¢ixan suala asagidaki kimi y cavabi veririk:
Would you like to activate Postfix in /etc/mail/mailer.conf [n]? y

/etc/rc.conf faylina asagidaki sstirleri slave edib sistemi yeniden
yuklayirik ki, SendMAIL-i dayandiraq ve SysLOG yalniz daxilde qulag assin.
##4#4# Disable SendMail ###4#

sendmail enable="NONE"

sendmail submit_ enable="NO"

sendmail outbound_ enable="NO"

sendmail msp queue_enable="NO"

sendmail cert_create="NO"

sendmail rebuild aliases="NO"

syslogd_enable="YES"

syslogd program="/usr/sbin/syslogd"

syslogd flags="-ss"

Ya da ki, sistemi yeniden yliklenme etmeden asadidaki smrlsrls sendmail-i
dayandira bilersiniz:

# sh

# for i in ‘ps auxwww|grep sendmail|awk '{print $2}' ;do kill $i;done && exit

/etc/periodic.conf fayli yaradib ic¢ins asadidaki sotirlsri slave edirik:
daily clean_hoststat_enable="NO"

daily status_mail rejects_enable="NO"

daily status_include_submit mailg="NO"

daily submit_ queuerun="NO"

mkdir -p /etc/ssl/postfix - Postfix sertifikat fayllarai iicin govlug
yaradirig
cd /etc/ssl/postfix - Qovluga daxil olurugq

SMPT dc¢ln SSL sertifikati yaradiriqg:
# openssl req —-new -x509 -nodes -out smtpd.pem -keyout smtpd.pem -days 3650
Generating a 1024 bit RSA private key
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........................................... ++++++++++++

writing new private key to 'smtpd.pem'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:AZ

State or Province Name (full name) [Some-State] :Baku

Locality Name (eg, city) []:Khatai

Organization Name (eg, company) [Internet Widgits Pty Ltd] :0pSO
Organizational Unit Name (eg, section) []:IT

Common Name (e.g. server FQDN or YOUR name) []:mail.saas.az

Email Address []:jamal.shahverdiyev@saas.az

chmod 640 /etc/ssl/postfix/smtpd.pem - Sertifikat faylina minimal
yetkilsri veririk
chgrp -R postfix /etc/ssl/postfix - Sertifikat grupunu postfix teyin edirik

/usr/local/etc/postfix/main.cf qurasdirma faylinin mozmunu asadidaki kimi
olacaqg:
alias_maps = hash:/etc/aliases
alias_database = hash:/etc/aliases
message_size_limit = 10000000
soft_bounce = no
broken_sasl_auth clients = yes
inet protocols = ipv4
smtpd sender_ restrictions = permit sasl_authenticated, permit mynetworks
smtpd recipient_restrictions =
permit mynetworks,
permit_sasl_authenticated,
reject non_fqdn_sender,
reject non_fqdn_recipient,
reject unauth destination,
reject unauth pipelining,
reject_invalid hostname,

smtpd_sasl_auth_enable = yes
smtpd_sasl_authenticated header = yes

smtpd sasl local domain = $myhostname

smtpd _sasl_security options = noanonymous

smtpd _sasl_type dovecot

smtpd sasl path = private/auth

smtp_use_tls = yes

smtpd use tls = yes

smtp_tls note_starttls offer = yes
smtpd tls key file = /etc/ssl/postfix/smtpd.pem
smtpd tls cert file = /etc/ssl/postfix/smtpd.pem

198
WWwWw.opensource.az



OPEN
SOURCE
cLUB

smtpd _tls CAfile = /etc/ssl/postfix/smtpd.pem

smtpd tls loglevel = 0

smtpd tls received header = yes

smtpd tls session_cache_timeout = 3600s

content_filter=smtp-amavis:[127.0.0.1]:10024

queue_directory = /var/spool/postfix

tls_random source = dev:/dev/urandom

transport_maps = hash:/usr/local/etc/postfix/transport

vacation_destination_recipient limit =1

mailman_destination_recipient limit =1

virtual alias maps = mysql:/usr/local/etc/postfix/mysql virtual alias maps.cf

virtual gid maps = static:125

virtual mailbox base = /usr/local/virtual

virtual mailbox domains =

mysql:/usr/local/etc/postfix/mysql virtual domains_maps.cf

virtual mailbox limit = 51200000

virtual mailbox maps =

mysql:/usr/local/etc/postfix/mysql virtual mailbox maps.cf

virtual minimum uid = 125

virtual transport = virtual

virtual uid maps = static:125

virtual mailbox_ limit maps =

mysql:/usr/local/etc/postfix/mysql virtual mailbox limit maps.cf

proxy read maps = $local recipient maps $mydestination $virtual alias_maps
$virtual alias_domains $virtual mailbox maps $virtual mailbox_domains
$relay recipient maps $relay domains $canonical maps $sender canonical_maps
Srecipient_canonical maps $relocated maps $transport_maps $mynetworks
$virtual mailbox limit maps

virtual mailbox limit_ override = yes

virtual maildir limit message = Uzr isteyrik, bu istifadeci ucun teyin

edilmish disk mehdidiyyeti oz heddine catmishdir. Xahish olunur birazdan

yoxlayasiniz.

virtual overquota bounce = yes

relay domains = mysql:/usr/local/etc/postfix/mysql relay domains_maps.cf

lists.saas.az

/usr/local/etc/postfix/master.cf faylinda SMTPS bolumini asadidaki sskls
gotirib yadda saxlayaraqg ¢ixirig:
smtps inet n - n - - smtpd

-o smtpd_tls_ wrappermode=yes

-o smtpd_sasl_auth_enable=yes

-o smtpd client restrictions=permit_sasl authenticated,reject

/usr/local/etc/postfix/mysql virtual alias maps.cf fayli yaradag ve mezmununa
asagidaki sintaksise uyqun olaraq, yaratdigimiz postfix bazasi ile istifadec¢i
verilenlerini daxil edsk:

user = postfix

password = postfixdbpass

hosts = localhost

dbname = postfix

query = SELECT goto FROM alias WHERE address='$%s' AND active = '1'
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/usr/local/etc/postfix/mysql virtual domains _maps.cf fayli yaradaq ve
mezmununa asadidaki sintaksiss uydun olaraq, yaratdidimiz postfix bazasi ils
istifade¢i verilsnlerini daxil edsk:
user = postfix
password = postfixdbpass
hosts = localhost
dbname = postfix
query = SELECT domain FROM domain WHERE domain='$%s' and backupmx = '0' and
active = '1'
/usr/local/etc/postfix/mysql virtual mailbox maps.cf fayli yaradaq ve
mozmununa asadidaki sintaksiss uydun olaraq, yaratdidimiz postfix bazasi ils
istifadeci verilenlerini daxil edsk:
user = postfix
password = postfixdbpass
hosts = localhost
dbname = postfix
query = SELECT maildir FROM mailbox WHERE username='$s' AND active = '1'
/usr/local/etc/postfix/mysql virtual mailbox limit maps.cf fayli yaradaq ve
mozmununa asagidaki sintaksiss uydun olaraq, yaratdigimiz postfix bazasi ils
istifade¢i verilsnlerini daxil edsk:
user = postfix
password = postfixdbpass
hosts = localhost
dbname = postfix
query = SELECT quota FROM mailbox WHERE username='S%s'
/usr/local/etc/postfix/mysql relay domains _maps.cf fayli yaradaq ve mezmununa
asagidaki sintaksise uygun olaraq, yaratdigimiz postfix bazasi ile istifadesc¢i
verilenlerini daxil edsk:
user = postfix
password = postfixdbpass
hosts = localhost
dbname = postfix
query = SELECT domain FROM domain WHERE domain='%s' and backupmx = '1'
Sifrelser olan fayllarda tshliikesizliyi temin edirik:
chmod 640 /usr/local/etc/postfix/mysql_ *
chgrp postfix /usr/local/etc/postfix/mysql *
Transport uydunludu Uclin bazani yenilsyirik:
touch /usr/local/etc/postfix/transport
postmap /usr/local/etc/postfix/transport
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/etc/aliases faylinda deyisiklik edsrsk sonuna asadidaki setiri slave edsk
ki, root istifadecisine golen sistem mesajlarinin gdnderils bilmesi {icin
diizgin email Unvani yazag.
root: admin@saas.az
/usr/bin/newaliases - aliases.db fayli bu smrls yaradirig
/usr/local/etc/postfix/master.cf faylinin Umimi meszmunu asadidaki kimi
olacag(Bu mezmun yukleme prosedurumuzla yavas-yavas doldurulacaq) :
vacation unix - n n - - pipe
flags=DRhu user=vacation argv=/var/spool/vacation/vacation.pl
smtp inet n - n - - smtpd
smtps inet n - n - - smtpd
-o smtpd tls wrappermode=yes
-o smtpd _sasl auth enable=yes
-o smtpd client restrictions=permit sasl authenticated,reject
pickup unix n - n 60 1 pickup
cleanup unix n - n - 0 cleanup
qmgr unix n - n 300 1 qmgr
tlsmgr unix - - n 10007 1 tlsmgr
rewrite unix - - n - - trivial-rewrite
bounce unix - - n - 0 bounce
defer unix - - n - 0 bounce
trace unix - - n - 0 bounce
verify unix - - n - 1 verify
flush unix n - n 10007 0 flush
proxymap unix - - n - - proxymap
proxywrite unix - - n - 1 proxymap
smtp unix - - n - - smtp
relay unix - - n - - smtp
showg unix n - n - - showqg
error unix - - n - - error
retry unix - - n - - error
discard unix - - n - - discard
local unix - n n - - local
virtual unix - n n - - virtual
Imtp unix - - n - - Imtp
anvil unix - - n - 1 anvil
scache unix - - n - 1 scache
mailman unix - n n - - pipe
flags=FR user=mailman:mailman argv=/usr/local/mailman/postfix-to-mailman.py
${nexthop} ${user}
smtp-amavis unix - - n - 2 smtp
-o smtp data done_timeout=2400
-o smtp_send xforward command=yes
-o disable_dns_lookups=yes
-0 max_use=20
127.0.0.1:10025 inet n - n - - smtpd
-o content filter=
-0 local recipient maps=
-0 relay recipient maps=
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-o smtpd restriction classes=

-o smtpd delay reject=no

-o smtpd client restrictions=permit mynetworks,reject

-o smtpd helo restrictions=

-o smtpd_sender_ restrictions=

-0 smtpd_recipient restrictions=permit_mynetworks,reject

-o mynetworks style=host

-o mynetworks=127.0.0.0/8

-o strict_rfc821 envelopes=yes

-o smtpd_error_sleep_ time=0

-o smtpd_soft_error 1limit=1001

-o smtpd _hard error 1limit=1000

-o smtpd client connection_count_ limit=0

-o smtpd client connection_rate limit=0

-o
receive_override options=no_header body checks,no_unknown_ recipient_ checks, no
_address_mappings
Virtual domainlsr ve onlarin mektub yesikleri {icin virtual govluglari
yaradag. Ve govluda lazimi yetkilsri tesyin edsk.
mkdir /usr/local/virtual
chown -R postfix:postfix /usr/local/virtual
chmod -R 700 /usr/local/virtual
PostfixAdmin yiklenmesi ve qurulmasi
PostfixAdmin - Bizim domainlerimizin ve istifadeg¢ilsrimizin idars edilmesi
dclin sla alstdir. Coxlu opsiyaya sahibdir ve programin qurasdirilmasi isini
asanlasdirir. Program hagginda daha da strafli oxumaq istessniz,
http://sourceforge.net/projects/postfixadmin/ linkins baxa bilsrsiniz. Hal-
hazirda 2.3.7_1 versiyasini yikleyirik.
cd /usr/ports/mail/postfixadmin/ - Port unvanina daxil olurug
make config - Lazimi modullari secgirik

postfixadmin-2.3.7 1
19999999999999999999999999999999999999d9IIIgIIIIIIIIIIIIIddd
x+[Edl Build and/or install documentation
Xqqqqqqqqqqqqaqaadqqaqaqaaqqqdqqdqadqadqda DB qqqqqqqaaaaaaqaqaqq
X+ (*) MYSQL MySQL database support
®x+( ) MYSQLT MySQL 4.1+ back-end (use mysgli PHP extension)
X+( ) PGSQL PostgreSQL database support
m
<Cancel>
make install - Yikleyirik
PostfixAdmin onceden postfix lc¢lin yaratdigimiz bazaya gosulur. 9gsr
xatirlamirsinizsa, asagidaki emrlsrle bazani yarada bilsrsiniz:
mysqgl -uroot -p - MySQL konsola daxil olurug
mysqgl> CREATE DATABASE postfix; - Postfix adli baza yaradirig
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mysgl> GRANT ALL PRIVILEGES ON postfix.* TO postfix@localhost IDENTIFIED BY
'postfixdbpass’'; - Postfix adli bazaya istifads¢i adi ve

sifre yaradiriqg
mysql> FLUSH PRIVILEGES; - Yetkileri sifirlayiriqg

PostfixAdmin fayllarina lazimi yetkileri teyin edersk miidafis edirik:
cd /usr/local/www/postfixadmin

find . -type f -exec chmod 640 {} \;

find . -type d -exec chmod 750 {} \;

/usr/local/www/postfixadmin/config.inc.php faylinda deyisiklik edesrsk
asagidaki sskls getiririk:
<?php
SCONF [ 'configured'] = true;
// Asagidaki gosterilen MD5-ds olan sifrs postfixadminin web vasitesile ilk
// inzibatci hesabin slave edilmesi zamani olde edilscsk ve sonra
// burda geyd edilscsk.
SCONF['setup password'] =
'bb6fe8e8£ff6al55c0edbld7b9£437315:£87d8d3325386a8ee91fb75fe26a30de3dcb7106" ;
SCONF[ 'postfix admin path'] = dirname(_FILE );
SCONF[ 'default_language'] = 'en';
SCONF[ 'database_type'] 'mysql’;
SCONF[ 'database_host'] = 'localhost';
SCONF[ 'database _user'] = 'postfix';
SCONF[ 'database_password'] = 'postfixdbpass';
SCONF[ 'database name'] = 'postfix';
SCONF['database prefix'] = '';
SCONF['database_tables'] = array (
'admin' => 'admin',
'alias' => 'alias',
'alias_domain' => 'alias_domain',
'config' => 'config',
'domain' => 'domain',
'domain_admins' => 'domain_admins',
'fetchmail' => 'fetchmail',
'log' => 'log',
'mailbox' => 'mailbox',
'vacation' => 'vacation',
'vacation_notification' => 'vacation_notification',
'quota' => 'quota',
'quota2' => 'quota2',

)

SCONF['admin email'] = 'postmaster@saas.az';
SCONF['smtp server'] = 'mail.saas.az';
$CONF['smtp_port'] = '25"';

SCONF['encrypt'] = 'mdS5crypt';
SCONF['authlib_default flavor'] = 'md5raw';
SCONF[ 'dovecotpw'] = "/usr/sbin/dovecotpw";
SCONF[ 'min password length'] = 8;

SCONF[ 'generate_password'] = 'YES';
SCONF['show_password'] = 'YES';
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SCONF['page_size'] = '100';
SCONF['default aliases'] = array (
'abuse' => 'abuse@saas.az',
'hostmaster' => 'hostmaster@saas.az',
'postmaster' => 'postmaster@saas.az',
'webmaster' => 'webmaster@saas.az'
) ;
SCONF[ 'domain path'] = 'YES';
SCONF[ 'domain_in mailbox'] = 'NO';
SCONF[ 'maildir name hook'] = 'NO';
SCONF|['aliases'] = '100';
SCONF[ 'mailboxes'] = '500';
$CONF [ 'maxquota'] = '3000°';
SCONF['quota'] = 'YES';
SCONF['quota multiplier'] = '1024000';
SCONF['transport'] = 'NO';
SCONF['transport_options'] = array (
'virtual',
'local’,
'relay'
)
SCONF[ 'transport_default'] = 'virtual';
SCONF['vacation'] = 'YES';
SCONF[ 'vacation_domain'] = 'autoreply.saas.az';
SCONF[ 'vacation_control'] = 'YES';
SCONF[ 'vacation_control admin'] = 'YES';
SCONF['alias_control'] = 'YES';
SCONF['alias_control admin'] = 'NO';
$CONF['special_alias_control'] = 'NO';
SCONF['alias_goto_limit'] = '0';
SCONF['alias_domain'] = 'YES';
SCONF[ 'backup'] = 'YES';
SCONF['sendmail'] = 'YES';
SCONF['logging'] = 'YES';
$CONF['fetchmail'] = 'YES';
SCONF['fetchmail extra options'] = 'NO';
SCONF[ 'show_header text'] = 'NO';
SCONF[ 'header text'] = ':: Postfix Admin ::';
SCONF[ 'show_footer text'] = 'YES';
SCONF[ 'welcome_text'] = <<<EOM
Salam,
Yeni hesabiniza xosh gelmishsiniz.
EOM;
SCONF['emailcheck resolve domain']= 'YES';
SCONF['show_status']= 'YES';
SCONF['show_status_key']= 'NO';
SCONF['show_status_text']= 'é&nbsp;é&nbsp;';
SCONF['show_undeliverable']= 'NO';
$CONF['show_undeliverable_color']= 'tomato’;
$CONF['show_undeliverable_exceptions']=
array ("unixmail .domain.ext", "exchangeserver.domain.ext", "gmail
SCONF[ 'show_popimap']= 'NO';
SCONF['show_popimap color']= 'darkgrey';

www.opensource.az
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SCONF['show_custom domains']= array("subdomain.domain.ext","domain2.ext");

SCONF['show_custom colors']= array("lightgreen","lightblue");

SCONF['recipient _delimiter'] = "";

SCONF['create mailbox subdirs prefix']= '';

SCONF[ 'used quotas'] = 'NO';

SCONF[ 'new_quota_table'] = 'NO';

SCONF[ 'theme_logo'] = 'images/logo-default.png';

SCONF['theme css'] = 'css/default.css';

SCONF[ 'xmlrpc_enabled'] = true;

if (file_exists(dirname(__ FILE ) . '/config.local.php')) {
include (dirname(__FILE ) . '/config.local.php');

}

Vacation adli istifadeg¢i ve grup yaradaqg:

pw groupadd wvacation

pw useradd vacation -c Virtual\ Vacation -d /nonexistent -g vacation -s
/sbin/nologin

Vacation govlugu yaradaraqg lazimi scripti ora niisxslsysk ve ardinca yetkileri
govluga teyin edek. Hemc¢inin vacation ig¢ln log ve debug fayllari yaradib
lazimi yetkileri teyin edsk:

mkdir /var/spool/vacation

cp /usr/local/www/postfixadmin/VIRTUAL VACATION/vacation.pl
/var/spool/vacation/

chown -R vacation:vacation /var/spool/vacation/

chmod 700 /var/spool/vacation/

chmod 750 /var/spool/vacation/vacation.pl

touch /var/log/vacation.log /var/log/vacation-debug.log

chown vacation:vacation /var/log/vacation*

/var/spool/vacation/vacation.pl scriptinds asagidaki sstirlsrds uydun olaraqg
doyisiklik edirik:

our $db_type = 'mysql';

our $db_host = 'localhost';

our $db_username = 'postfix’;

our $db_password = 'postfixdbpass';

our $db _name = 'postfix';

our $vacation domain = 'autoreply.saas.az';

our $smtp_server = 'localhost';

our $smtp_server port = 25;

our $logfile = "/var/log/vacation.log";

our $debugfile = "/var/log/vacation-debug.log";
our $syslog = 1;

/usr/local/etc/postfix/master.cf faylinin svvelins vacation filter slave
edirik:
vacation wunix - n n - - pipe

flags=DRhu user=vacation argv=/var/spool/vacation/vacation.pl
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/usr/local/etc/postfix/main.cf faylina asadidaki setirlsri slave etmeayi
unutmayin (Ancaqg biz o6nceden postfix qurulmasinda bu sstirleri nezors
almisdiq)

transport_maps = hash:/usr/local/etc/postfix/transport
vacation_destination_ recipient limit =1

Transport faylina lazimi sotirimizi slave edirik:
echo 'autoreply.saas.az vacation:' >> /usr/local/etc/postfix/transport

postmap /usr/local/etc/postfix/transport - Postfix licin transport bazasi
yaradiriqg

/usr/local/domen/mail.saas.az faylina asadidaki setirleri slave edirik:
<VirtualHost *:80>

ServerAdmin jamal.shahverdiyev(@saas.az

ServerName mail.saas.az

AcceptPathInfo On

DocumentRoot /usr/local/www/postfixadmin/
<Directory "/usr/local/www/postfixadmin">

AllowOverride All

Require all granted
</Directory>

ErrorlLog /var/log/httpd/mail-error.log

CustomLog /var/log/httpd/mail-access.log combined
</VirtualHost>

mkdir /var/log/httpd/ - Jurnallar U¢in govlug ve fayllar yaradiriqg
touch /var/log/httpd/mail-error.log /var/log/httpd/mail-access.log

chown -R www:www /usr/local/www/postfixadmin/ - PostfixAdmin govludunun
yetkilerini apache ic¢ilin teyin
edirik

apachectl configtest - Apache qurasdirmalarini yoxlayiriqg
apachectl graceful - Apache httpd daemonu yeniden iss salirig

Lazim olan programlari iss saliriqg:
/usr/local/etc/rc.d/mysql-server start
/usr/local/etc/rc.d/dovecot start
/usr/local/etc/rc.d/postfix start

Sshvler ti¢clin /var/log/messages ve /var/log/maillog fayllarini arasdirin.
Postfixadmin inzibatg¢isi teyin edsk ve test edsk:

http://mail.saas.az/setup.php linkins daxil oluruqg ve sokildski kimi hash
sifreni generasiya edirik:
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% postfix.admin

Postfix Admin Setup Checker

Running soltware:
= PHP version 5.4.40

= Apache/2.4.12 (FreeB5D) OpenS5LS1.0.1)-Treebsd PHP/5.4.40

Chvecking lor dependencies:
= Magic Quotes: Disabled - OK
» Depends on: presence conflig.inc.php - OK
= Checking $CONF[ confligured’] - OK
»  Depends on: MySQL 3.23, 4.0 - OK
s Depends on: MySQL 4.1 - OK (change the database type o ‘mysgli’ in conlig.inc. php!!)
s Testing database connection - OK - mysgl:)/ postlix : ooooo@lecalvesty postTix
s Depends on: Session - QK
s Depends on: pore - OK
s  Depends on: multibyte string - OK

s  Depends on: IMAP Tunctions - QK

Everything seems fine... attempling o create/update database strocture
Updating databasge:

- old version: 0; target version: 740

updating to version 1 (MySQL)... done
updating to version 2 (MySQL)... done
updating to version 3 (MySQL)... done
updating to version 4 (MySQL)... done
updating to version 5 (MySQL)... done
updating to version 79 (MySQL)... done
updating to version B1 (MySQL)... done
updating to version S0 (all databases)... done
updating to version 169 (My5QL)... done
updating to version 318 (My5QL)... done
updating to version 344 (My5QL)... done
updating to version 373 (My5QL)... done
updating to version 438 (My5QL)... done
updating to version 439 (My5QL)... done
updating to version 473 (My5QL)... done
updating to version 479 (My5QL)... done
updating to version 483 (My5QL)... done
updating to version 485 (My5QL)... done
updating to version 304 (My5QL)... done
updating to version 655 [all databases)... done

updating to version 729 (all database<)... done

Change setup password

Setup password T

Setup password [again) s
| generate passward nasn |

Since version 2.3 there is no requirement to delete setup.php!
Check the config.inc.php file for any other settings that you might need to change!
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Sonra ise asagidaki sgskildski kimi, generasiya edilmis hash sifresini
/usr/local/www/postfixadmin/config.inc.php faylinin $CONF['setup password']
sotirinde teyin edirik ve inzibatg¢i slave edersk ona sifre teyin edirik.

postfix.admin

Postfix Admin Setup Checker

Running software:
s PHP version 5.4.40
s Apache/2.4.12 (FreeB5D) OpensSsL/1.0.1j-freebsd PHP/5.4.40

Checking for dependencies:
+ Magic Quotes: Disabled - OK
» Depends on: presence config.inc.php - OK
s Checking $CONF['configured'] - OK
+ Depends on: MySQL 3.23, 4.0 - OK
« Depends on: MySQL 4.1 - OK (change the database_type to 'mysqgli’ in config.inc.php!!)
+ Testing database connection - Ok - mysqgl://postfixooooc@localhost/postfix
+ Depends on: session - OK
s Depends on: pcre - OK
» Depends on: multibyte string - OK
s Depends on: IMAP functions - OK

Everything seems fine... attempting to create/update database structure

Database is up to date

If yvou want to use the password you entered as setup password, edit config.inc.php and set

SCONF[ "setup_password'] = "bbefeseaffealsscoadbld7bof437315: f87ded3325386a8e201fb75fe26a23ede3dcb7loe " ;

Create superadmin account

rerssarsrssaranERany | Lost password?

Setup password

Admin: jamal shahverdiyev@saas a3 Email address

Password:

Password (again):

Add Admin

Since version 2.3 there is no requirement to delete setup.php!
Check the config.inc.php file for any other settings that you might need to change!

Noticeds asadidaki sskili slde edirik ve
/usr/local/www/postfixadmin/setup.php faylini serverimizden basga bir unvana
kocuriurik.

Admin has been added!
(jamal.shahverdivev@saas.az)

Create superadmin account
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Artigq asagidaki sekildski kimi,

mail serverimizin inzibatg¢i interfeysine

http://mail.saas.az linki ils daxil olurug:

mail.saas.az/login.php

Ardinca ise Domain List -> New Domain diiymesini sixib,
domain slave edirik ve Add Domain diiymesins sixiriqg:

postfix.admin

% postfix.admin

Mail admins login here to administer your

jamal.shahverdiyev@saas.ag

Login (email):

Password:

| English

Admin List Domain List Virtual List Fetch Email Send Email Password Backup WView Log Logout

Postfix Admin 2.3.7

Sonra Virtual List -> Add Mailbox diiymsesins sixib,
daxil edirik ve Add Mailbox diymssins sixirig(Hslski mail istifadeciys

Domain: saas.az
Description: Software as a Service
Aliases: 100
Mailboxes: 500
Max Quota: ‘3000 |
Add default mail aliases: ¥
Mail server is backup Mx: [

—_—
Logged in as jamal.shahverdiyev@saas.az Check for update

Add a new domain

-1 = disable | 0 = unlimited

-1 = disable | 0 = unlimited

ME
-1 = disable | 0 = unlimited

getmasyscak clinki smtp-amavis hazir deyil):

Users click here to login to the user section.

sokildeki kimi yeni

istifadeci verilenlsrini

postfix.admin

Admin List Domain List Virtual List

Postfix Admin 2.3.7

Fetch Email Send Email Password Backup View Log Logout

Create a new mailbox for your domain.

Username: namaz.bayramli @ saas.az ¥ |
Password:  |seeeees Password for POP3/IMAP
Password (again): g

Mame: MNamaz Bayramli Full name

Quota: 100 MB

Active: )

Send Welcome mail: ¥

—_—

Logged in s jamal.shahverdiyev@saas.zz | Check for update

www.opensource.az
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25-ci portumuza telnet atarag test edsk:
# telnet localhost 25

Trying 127.0.0.1...
Connected to localhost.
Escape character is '*]'.
220 raos.localdomain ESMTP Postfix
EHLO saas.az
250-raos.localdomain
250-PIPELINING

250-3SIZE 10000000

250-VRFY

250-ETRN

250-STARTTLS

250-AUTH PLAIN LOGIN
250-AUTH=PLAIN LOGIN
250-ENHANCEDSTATUSCODES
250-8BITMIME

250 DSN

STARTTLS

220 2.0.0 Ready to start TLS
quit

quit

465-ci portumuza telnet ataraq test edirik(Siz bu gosulmada forgli he¢ bir

|

notice olde etmeyocsksiniz c¢iinki, is Ug¢ln SSL sifrelenms telsb edilir ve siz

bunu indi istifads etmirsiniz. Sgsr gosulma varsa,
ve novbsti yoxlanislari SMTP SSL vasitesils edsceayik):

telnet localhost 465
Trying 127.0.0.1...
Connected to localhost.
Escape character is '""~]"'.
quit

quit

telnet vasitesils 110-cu porta gosulaqg:
telnet localhost 110

Trying 127.0.0.1...

Connected to localhost.

Escape character is '*]'.

+0OK SAAS mail serveri hazirdir.
user namaz.bayramli@saas.az

+0K

pass freebsd

+0OK Logged in.

quit

+0OK Logging out.

Connection closed by foreign host.

www.opensource.az
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vacation.pl scripti i¢in beszi portlari yikleyirik(Yikledikds, opsiyalarda
MAIL-SENDER-i1 secmeyi unutmayin) :
cd /usr/ports/mail/p5-MIME-EncWords
make install clean
cd /usr/ports/mail/p5-Email-Valid
make install clean
cd /usr/ports/mail/p5-Mail-Sender
make install clean
cd /usr/ports/devel/p5-Log-Logdperl
make install clean
cd /usr/ports/devel/p5-Log-Dispatch
make config - Lazimi modullar sec¢irik
p5-Log-Dispatch-2.44
1gggggdqdqdqadqadadqddddadaqaddadaddaddadaqaqdaadqdqadaaagdaade
X [x] APACHELOG Apache: :Log support
x [x] DoCs Build and/or install documentation
X [ ] MAILSEND Mail::Send support
x ::Sender support
¥ [x] MAILSENDMAIL Mail::Sendmail support
X [ ] MIMELITE MIME: :Lite support
m
<Cancel>
make install clean
/etc/hosts faylina asagidaki sotiri slaves edirik:
127.0.0.1 autoreply.saas.az
Vacation hagginda dahada strafli
/usr/local/www/postfixadmin/VIRTUAL VACATION/INSTALL.TXT faylindan oxuya
bilersiniz.
SpamAssassin-i yuklemesi ve qurulmasi
SpamAssassin - Spamla milbarizs aparmaq iclin elan program tesminatidir. Ancaqg
Spamd-nids teriflsyirlsr. Spamassassin hagginda strafli oxumaqg isteseniz,
malumati http://spamassassin.apache.org/ linkinden slds eds bilsrsiniz.
cd /usr/ports/mail/spamassassin/ - Port uUnvanina daxil olurug
make config - Lazimi modullari secgirik
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spamassassin-3.4.1
1lggagagaqaddaadadaddaadddaqdadaddqadadaaddqadadaaadadqdadaddadqdddaqadaadadaadaqddadd
X+[x] AS ROOT Run spamd as root (recommended)
x+[x] SSL Build spamd/spamc with SSL support
X+[x] UPDATE AND COMPILE Download and compile rulesets (recommended)

Xqqgqqqqqqqaqqqq Optional user-config/bayes database backends qqgggqqqqqadq

X+ [®] MYSQL MySQL database support
X+[ ] PGSQL PostgresSQL database support
quqqqqqqqqqqqqqqqqqqqq Optional SpamAssassin plugins gqqqdadaddadqadadaadd
X+[ 1 DCC digest 1list support (mail/dcc-dccd)
X+ [x] DKIM Verify DKIM records (mail/p5-Mail-DKIM)
x+[ 1 PYZOR Pyzor digest list support (mail/pyzor)
x+[x] RAZOR Vipul's Razor digest list support (mail/razor-agen
X+ [x] RELAY COUNTRY Location-based scoring (net/p5-Geo-IP)
x+ Verify SPF records (mail/p5-Mail-SPF)
Xqqg9q9q9qq9qaqq9q9qqqqaqq GnukG (for sa-update, optional) gggqqqqqqqaqqdqqqddadq
X+( ) GNUPG NONE Do not use GnuPG
X+ (*) GNUBG GnuPG 1 (security/gnupgl)
X+ ( ) GNUBGZ GnuPG 2 (security/gnupg)
m

<Cancel>
make install - Yikleyirik

Sonda ¢ixan suala Yes cavabi veririk
config: no rules were found! Do you need to run 'sa-update'? Y

vScan adli istifade¢i yaradirig

pw groupadd vscan

pw useradd -n vscan -c Amavisd\ User -d /var/amavisd -g vscan -m
passwd vscan

/usr/local/etc/mail/spamassassin/local.cf adli fayl yaradirig ve mszmununa
asagidaki setirleri slave edirik:
use bayes 1
bayes store_module Mail::SpamAssassin::BayesStore: :MySQL
bayes sql_dsn DBI:mysql:maia
bayes sql_username vscan
bayes sql password freebsd
auto_whitelist factory Mail::SpamAssassin::SQLBasedAddrList
user_awl dsn DBI:mysql:maia
user_awl_ sql username vscan
user_awl_sql password freebsd
user razor2 1
razor_timeout 10
bayes auto_expire 0
internal networks 192.168.1.0/24
trusted networks 192.168.1/24

Homc¢inin /usr/local/etc/mail/spamassassin/v310.pre faylinda razor2 aktiv
edildiyins gbrs, asagidaki sstirleri de
/usr/local/etc/mail/spamassassin/local.cf faylina slave edirik:

user razor2 1

razor_ timeout 10
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RAZOR hesablarini gqurasdiririqg

su - vscan

razor-admin -discover

razor-admin -create

razor-admin -register -1 -user=postmaster@saas.az -pass=freebsd
Register successful. Identity stored in /var/amavisd/.razor/identity-
postmaster@saas.az

exit

Qeyd: Yuxarida teyin etdiyiniz istifads¢inin email yesiyi tez-tez
yoxlanilmalidir ¢inki, razor2 sapmalar hagginda tsyinat ve hesabatlari
bu tinvana yollayacaq.

/var/amavisd/.razor/razor-agent.log jurnal faylinda goérdiylmiz islsrin
naticesini yoxlayiriqg:

May 03 09:48:33.572996 admin[62561]: [ 2] [bootup] Logging initiated
LogDebugLevel=3 to file:/var/amavisd/.razor/razor-agent.log

May 03 09:48:33.573571 admin[62561]: [ 2] Razor-Agents v2.84 starting razor-
admin -register -1 -user=postmaster@saas.az -pass=freebsd

May 03 09:48:34.002369 admin[62561]: [ 3] Attempting to register.

May 03 09:48:34.437572 admin[62561]: [ 3] Register successful. Identity
stored in /var/amavisd/.razor/identity-postmaster@saas.az

FuzzyOCR-in yiklenmesi

FuzzyOCR - alstdir hansi ki, sskillsrdse Spam-1 tesyin eds bilir. Cox ala
islsyen alstdir. Hagginda strafli oxumaq istessniz http://fuzzyocr.own-
hero.net/ linkins miiracist eds bilsrsiniz.

cd /usr/ports/mail/p5-FuzzyOcr-devel - Port unvanina daxil olurug

make config - Lazimi modullari secgirik
p5-FuzzyOcr-devel-3.6.0 6

19999999999999999daqdqddqddadaqdqdqdqqdqaqqaqqaaqaqdd

x-+[Ed] Build and/or install documentation

x+[x] EXAMPLES Build and/or install examples

m

<Cancel>
make install - Yikleyirik

Sonra FuzzyOCR niisxs fayllarini spasmassassin govluduna niisxslesyirik:
cp /usr/local/share/examples/FuzzyOcr/FuzzyOcr. *
/usr/local/etc/mail/spamassassin

Clam AntiVirus-un yiklsnmssi
Clam AntiVirus - havayi antivirus program teminatidir hansi ki, ala islesyir.
Ancaqg siz MaiaMailguard islemesi ic¢ln diger antiviruslardan da istifade eds
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bilsersiniz. Clamd hagginda strafli oxumag istsseniz,
http://www.clamav.net/index.html linkins miiraciest ede bilsrsiniz.

cd /usr/ports/security/clamav - Port Unvanina daxil olurug

make config - Lazimi modullari secgirik
clamav-0.98.6

lqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqgqqqqqqqqqqqqqqqqqqqqqqqqqq

X+ [x] ARC Enable arch archives support

x+[x] ARJ Enable arj archives support

X+[x] DMG XAR Enable DMG and XAR archives support

x+[x] DOCS Build and/or install documentation

x+[ ] EXPERIMENTAL Build experimental code

x+[ ] ICONV Encoding conversion support via iconv

b [ ]| IPvE protocol support

x+[ ] LDAP LDAP protocol support

X+ [x] LHA Enable lha archives support

x+[x] LLVM Enable JIT Bytecode compiler (bundled LLVM)

X+[ ] MILTER Compile the milter interface

%+[ ] STDERR Print logs to stderr instead of stdout

X+[ 1 TESTS Run compile-time tests (req. python)

x+[x] UNRAR Enable rar archives support

X+ [x] UNZOO Enable zoo archives support

m

<Cancel>

make all install clean CLAMAVUSER=vscan CLAMAVGROUP=vscan - vscan
istifadeci adi vs
grupundan
kompilyasiya
edirik

/etc/make.conf faylina ylklenms parametrlsrini slave edirik. Bu geolescokds
programin portlardan yenilenmesi zamani c¢ixacaq problemin garsisini alacaq:
echo 'CLAMAVUSER=vscan' >> /etc/make.conf

echo 'CLAMAVGROUP=vscan' >> /etc/make.conf

ClamAV-i1 sistemin StartUP-na slave edirik.
echo 'clamav_freshclam enable="YES"' >> /etc/rc.conf
echo 'clamav_clamd enable="YES"' >> /etc/rc.conf

Lazimi jurnal fayllari yaradiriqg:

touch /var/log/clamav/freshclam.log

touch /var/log/clamav/clamd.log

touch /var/log/clamav/razor-agent.log

chown -R vscan:vscan /var/run/clamav/ - Prosesin iss salinmasi itg¢ln
govlugun yetkisini vscan edirik

chown -R vscan:vscan /var/log/clamav/

chown -R vscan:vscan /var/db/clamav/ - ClamAV yenilsnme bazalarini da
vscan istifads¢i ve grupun izvl
edirik

freshclam - Bmri iss saliriq ki, /var/db/clamav/ iinvanina sn yeni *.cvd
yada *.cld bazalarini endirib giindemds saxlasin (Netices asadidaki
kimi olmalidir).

ClamAV update process started at Sun May 3 10:52:03 2015

WARNING: Your ClamAV installation is OUTDATED!

WARNING: Local version: 0.98.6 Recommended version: 0.98.7
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DON'T PANIC! Read http://www.clamav.net/support/faqg
Downloading main.cvd [100%]
main.cvd updated (version: 55, sigs: 2424225, f-level: 60, builder: neo)
Downloading daily.cvd [100%]
daily.cvd updated (version: 20409, sigs: 1381309, f-level: 63, builder: neo)
Downloading bytecode.cvd [100%]
bytecode.cvd updated (version: 254, sigs: 45, f-level: 63, builder: anvilleq)
Database updated (3805579 signatures) from database.clamav.net (IP:
195.228.75.149)
FreshClam ve ClamAV programlarini iss salag.
/usr/local/etc/rc.d/clamav-clamd start - ClamD-ni iss saliriqg
sockstat -l|grep vscan - Ise diismesini yoxlayiriqg
vscan clamd 24282 4 stream /var/run/clamav/clamd.sock
/usr/local/etc/rc.d/clamav-freshclam start - FreshClam-i iss saliriqg
ps waux | grep freshclam | grep -v grep - Iss diismesini yoxlayiriq
vscan 24312 0.0 0.4 60020 15264 - 1Is 11:02AM 0:04.54
/usr/local/bin/freshclam --daemon -p /var/run/clamav/freshclam.pid
PEAR-in yiklenmesi
PEAR - PHP-ds genislenmslerin saxlanilmasi Ucln slave kimi terclims edilir.
9ger siz WEB program teminatlari ils c¢ox islsyirsinizses, PEAR istifadesi
isinizi c¢ox asanlasdiracaq. Haggqinda strafli oxumaq iuciin http://pear.php.net/
linkins miiracist eds bilsrsiniz.
cd /usr/ports/devel/pear - Port unvanina daxil olurug
make install - Yikleyirik
/usr/local/etc/php.ini faylinda asagidaki sstiri uydun olaraqg desyisirik:
; UNIX: "/pathl:/path2"
include_path = ".:/usr/local/share/pear"
; Windows: "\pathl;\path2"
;include path = ".;c:\php\includes"
chown -R www:www /usr/local/share/pear/ - kodlari www istifadec¢i adi ve
grupuna menimssadirik
HTMLPurfier-i yiukleyirik:
pear channel-discover htmlpurifier.org - Yeni yiUklenms kanali slave edirik
Adding Channel "htmlpurifier.org" succeeded
Discovery of channel "htmlpurifier.org" succeeded
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pear install hp/HTMLPurifier - HTMLPrufier-i yukleyirik
downloading HTMLPurifier-4.6.0.tgz
Starting to download HTMLPurifier-4.6.0.tgz (239,621 bytes)
................................................. done: 239,621 bytes
install ok: channel://htmlpurifier.org/HTMLPurifier-4.6.0
Maia-Mailguard yiklenmesi
MaiaMailguard - Spam ve antivirus filterlsri licln sla havayi alstdir. O imkan
verir ki, spam ve antivirus filter {icin sexsi qurasdirmalari tsyin edssiniz.
Inzibat¢inin isini ¢ox rahatlasdirir. Haggqinda http://www.maiamailguard.com/
linkindsn oxuya bilsrsiniz.
cd /usr/ports/security/maia/ - Port unvanina daxil olurug
make config - Lazimi modullari segirik
J999999999999999999999999999999 J99999999999999999q 4
[ 1BALTERMIME] Use AlterMime
make install - Yikleyirik
mysql -uroot -p
mysqgl> CREATE DATABASE maia;
mysgl> GRANT ALL PRIVILEGES ON maia.* TO vscan@localhost IDENTIFIED BY
'maiashifresi’;
mysqgl> FLUSH PRIVILEGES;
cd /usr/local/share/doc/maia - Maia govluguna daxil olurug
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mysql -u root -p maia < maia-mysql.sql - Maia bazasinin MySQL sxemini
yaradiriqg

/usr/local/etc/maia/maia.conf qurasdirma faylini asadidaki gaydada
deyisdiririk(verilenlsar bazasini, maia scriptlerini, spamassassin local.cf
scriptini ve gaydalarini,PHP maia scriptler ic¢in URL-1i teyin edirik)
$dsn = 'DBI:mysql:maia:localhost:3306';
$username = 'vscan';
$password = 'maiashifresi’;
$script_dir = '/usr/local/share/maia/scripts’;
$sa_learn = '/usr/local/bin/sa-learn';
Saddress_rewriting type = 0;
Srouting domain = '';
Sauth _method = 'sql';
Spreserve case = 0;
$local cf dir = '/usr/local/etc/mail/spamassassin';
$system rules dir = '/var/db/spamassassin';
Suser_rules _dir = '/var/maiad/.spamassassin';
$pid dir = '/var/run/maia/';
$log_level= 8;
$pq_log level = 'info';
$log dir = '/var/log/maia’;
Sworkers = 10;
$key file = undef;
$default max size = 256%1024;
$learning options = 1;
Sautolearn_ham threshold = undef;
Sautolearn_spam_ threshold = undef;
Sautoreport spam threshold = undef;
Sreport options =1 + 2 + 4 + 8;
Smail types =1 + 2 + 4 + 8 + 16;
Sbase url = 'http://mail.saas.az';
Stemplate dir = '/usr/local/etc/maia/templates/';
$sort = (

'ham' => "score DESC",

'spam' => "score ASC",

'virus' => "received_date DESC",

'attachment' => "received_date DESC",

'header' => "received date DESC",
)
$titles = { 'spam' => '"Spam Quarantine",

'virus' => "Virus Quarantine",

'attachment' => '"Banned File Attachments",

'header' => '"Invalid Email Headers",

'ham' => '"Delivered Email"
}i
@report order = ('spam',6 'ham',6 'virus', 'attachment', 'header');
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/usr/local/etc/maia/maiad.conf qurasdirma faylini da eynile lazimi gaydada
diizeldirik (Faylda olan domain adi, MySQL qurasdirmalari, ozinlize uydun olaraqg
deyismeyi unutmayin) :

use strict;

$max_ servers = 2;

$daemon_user = 'vscan';

$daemon_group = 'vscan';

SMYHOME = '/var/maiad';

$daemon_chroot_dir = undef;

$X HEADER TAG = 'X-Virus-Scanned';

$X HEADER LINE = "Maia Mailguard 1.0.4";

$mydomain = 'saas.az';

$myhostname = 'mail.saas.az';

$inet_socket bind = '127.0.0.1"';

S$inet_socket port = 10024;

@inet_acl = gqw( 127.0.0.1 );

$forward method = 'smtp:[127.0.0.1]:10025';

$log_level = 5;

$DO_SYSLOG = 1;

$SYSLOG_LEVEL = 'mail.debug’;

$LOGFILE = "/var/log/maia/maiad.log";

@lookup_sql dsn = ( ['DBI:mysqgl:maia:localhost:3306', 'vscan',
'maiashifresi'] );

$enable db = 1;

$enable global cache = 1;

$path = '/usr/local/sbin:/usr/local/bin:/usr/sbin:/sbin:/usr/bin:/bin’;
$file '/usr/bin/file’';

$gzip = 'gzip';

$bzip2 'bzip2';

$lzop 'lzop';

$rpm2cpio ['rpm2cpio.pl', 'rpm2cpio'];

$cabextract 'cabextract’;

S$uncompress ['uncompress', 'gzip -d', 'zcat'];
Sunfreeze ['unfreeze', 'freeze -d', 'melt', 'fcat']:;
Sarc ['nomarch', 'arc'];

$unarj ['arj', 'unarj'];

#Sunrar ['rar', 'unrar'];

$zoo 'zoo';

$lha 'lha’';

$cpio ['gecpio', 'cpio'];

Sar 'ar';

$dspam '"dspam’ ;

$pax 'pax’';

$ripole = 'ripole';

SMAXLEVELS = 14;
SMAXFILES = 1500;
SMIN EXPANSION QUOTA
$MAX EXPANSION_ QUOTA
Sdefang virus = 1;
Sdefang banned = 1;
$sa_spam subject_tag = '***SPAM*** ';
$sa mail body size limit = 512*1024;

100*1024;
300*%1024*1024;
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$sa_local tests_only = 0;
$sa_timeout = 60;
$banned_filename_re = new_RE(
gr'\.[*./]1*\. (exe|vbs|pif|scr|bat|cmd|com|cpl|dll)\.?$'1i,
qr'“*application/x-msdownload$'i,
qr'“~application/x-msdos-program$'i,
qr'“~application/hta$'i,
qr'“message/partial$'i, gr'“’message/external-body$'i,
gr'.\. (ade|adp|app|bas|bat|chm|cmd|com|cpl|crt|exe|fxp|hlp|hta|inf|ins|isp]|
js|jse|lnk|mda|mdb|mde |mdw|mdt|mdz |msc|msi|msp|mst|ops|pcd|pif|prgl
reg|scr|sct|shb|shs|vb|vbe|vbs|wsc|wsf|wsh)$'ix,
qr'~\. (exe-ms)$',
qgr'~\. (exe|lha|cab|dll)$"',
);
@av_scanners = (
['ClamAV-clamd',
\&ask_daemon, ["CONTSCAN {}\n", "/var/run/clamav/clamd.ctl"],
qr/\bOK$/m, gr/\bFOUNDS$/m,
qr/~.*?: (?!'Infected Archive) (.*) FOUND$/m ],
)
@av_scanners_backup = (
['ClamAV-clamscan', 'clamscan',
"--stdout --no-summary -r --tempdir=$TEMPBASE {}",
[0], gr/:.*\sFOUND$/m, qr/~.*?: (?!Infected Archive) (.*) FOUNDS$/m ],
)
@viruses_that_fake_ sender maps = (new_RE(
[gr'\bEICAR\b'i => 0],
[qr/.*/ => 1],
)
@keep_decoded_original maps = (new_RE(
qr'“MAIL-UNDECIPHERABLES',
gr'” (ASCII(?! cpio) |text|uuencoded|xxencoded|binhex) 'i,
)
@non_malware viruses maps = (new_RE (
qgr'”~ (Email |E-Mail) \. (Ecard|Faketube | FreeGame | PornTeaser) ',
gr'” (Email |E-Mail)\. (Hoax|Phishing)\."',
qgr'” (HTML |Heuristics) \.Phishing\."',
qr'“~Sanesecurity\.Junk\.',
gqr'“~Sanesecurity\.Jurlbl\."',
gqr'“~Sanesecurity\.Jurlbl\.Auto\.',
gr'“~Sanesecurity\.Lott\.',
qr'“~Sanesecurity\. (Auction|Casino|Doc|Phishing)\."',
qr'“Sanesecurity\. (PhishingTestSig|TestSig Type3 Bdy|TestSig Type4 Bdy|TestSi
g_Type4 Hdr)',
qr'“~Sanesecurity\. (Casino|Cred|Dipl |Hdr|Img|ImgO |Job|Loan|Porn|Scam|Scam4|Sca
mL | Spam | Spam4 | SpamL | Stk) \. "',
qr'“~Sanesecurity\.TestSig',
gqr'“~Sanesecurity\.Spam\."',
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qr'“~Sanesecurity\.SpamAttach\.',
qr'“~Sanesecurity\.SpamImg\.',
qr'“~Sanesecurity\.Spear\.',
qr'“~Sanesecurity\.SpearL\."',
gqgr'~*MSRBL-Images\.[0-5,S]-"',
gr'~MSRBL-Images.Test-"',
gr'~MSRBL-SPAM\. ',
gr'~Email\.Spam\d+-SecuriteInfo\.com',
qr'~Doppelstern\.Attachment\."',
qgr'“winnow\. (phish|scam)\."',
));
Maia d¢iin scriptleri lazimi Unvana nilisxeleyirik:
mkdir -p /var/amavisd/maia/
cp -R /usr/local/share/maia/* /var/amavisd/maia/
chown -R vscan:vscan /var/amavisd/maia/
/var/amavisd/maia/scripts/configtest.pl scriptini iss salirig ve asadidaki
noticeni slds edirik(Catismayan paketleri slimizls ylikleyirik):
Application/Module Version Status
Perl : 5.18.4 : OK
file (1) : 5.19 : OK
Archive::Tar 1.90 : OK
Archive::Zip 1.46 : OK
BerkeleyDB 0.55 : OK
Compress::z1lib 2.06 : OK
Convert: :TNEF : 0.18 : OK
Convert::UUlib : 1.4 : OK
Crypt::0penSSL: :RSA : 0.28 : OK
Data::UUID : 1.220 : OK
DB File : 1.827 : OK
DBD: :mysqgl : 4.031 : OK
DBD: : Pg : N/A : NOT INSTALLED (required if you use
PostgreSQL as your Maia Mailguard database)
DBRI : 1.633 : OK
Digest::MD5 : 2.52 : OK
Digest::SHA : 5.8402 : OK
Digest::SHAl : 2.13 : OK
Encode: :Detect 1.01 : OK
File::Spec 3.40 : OK
forks 0.36 : OK
HTML: : Parser 3.71 : OK
HTTP: :Date : 6.02 : OK
I0::Stringy : 2.111 : OK
IO::Socket::INET6 : 2.72 : OK
I0::Z1lib : 1.10 : OK
IP::Country::Fast : 604.001 : OK
libdb : 5.3 : OK
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LWP : N/A : NOT INSTALLED (SpamAssassin's sa-update
script requires this)
Mail::Address : 2.13 : OK
Mail: :DKIM : 0.4 : OK
Mail::Internet : 2.13 : OK
Mail::SpamAssassin : 3.4.1 : OK
Mail: :SPF : 2.009 : OK
MIME: :Base64 : 3.13 : OK
MIME: :Parser : 5.506 : OK
MIME: :QuotedPrint : 3.13 : OK
Net::CIDR::Lite : 0.21 : OK
Net::Cmd : 2.29 : OK
Net: :DNS : 0.83 : OK
Net::Server : 2.008 : OK
Net::SMTP : 2.31 : OK
NetAddr::IP : 4.075 : OK
Pod: :Usage : 1.61 : OK
Razor2::Client::Agent : 2.84 : OK
Template : 2.26 : OK
Time: :HiRes : 1.9726 : OK
Unix::Syslog : 1.1 : CK
URI : 1.67 : OK
Text::CSV : 1.33 : OK
MySQL Server : 5.5.43 : OK
Database DSN test : PASSED
cd /usr/ports/www/p5-LWP-UserAgent-WithCache - Catismayan paketi
yukleyirik
make install
Maia qurasdirma fayllari Ucgln lazimi yetkileri teyin edirik:
chown -R vscan:vscan /usr/local/etc/maia/
chmod -R 470 /usr/local/etc/maia/
Spamassassin {icin bitlin gaydalari ylikleyirik:
# su - vscan
$ /var/amavisd/maia/scripts/load-sa-rules.pl --debug
Smarty motoru sablonlarini yikleyirik:
cd /usr/ports/www/smarty - Port uUnvanina daxil olurug
make config - Lazimi modullari secgirik
smarty-2.6.28
19gdqq9qgdq9q999999dqddqdqadqagdadqqadadadadaqaaddqaqadadd
x+[Ed] Build and/or install documentation
m
<Cancel>
make install clean - Yukleyirik
/usr/local/etc/php.ini faylinin icinds uydun olaraq asagidaki deyisikliyi
edirik:
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; Paths and Directories ;
; UNIX: "/pathl:/path2"
include _path = ".:/usr/local/share/pear:/usr/local/share/smarty"
chown -R www:www /usr/local/www/maia/ - Maia govluduna apache tcin yetki
veririk
/usr/local/www/maia/config.php PHP gurasdirma faylinda asagdidaki
doyisiklikleri edirik(Faylda Maia ve Postfix ic¢lin yaratdigimiz bazalarin
gosulma qurasdirmalarini diizeldirik):
<?php
$loglevel = PEAR LOG_DEBUG;
$debug_popup = false;
$debuglevel = PEAR LOG_DEBUG;
Sdefault_display language = "en"
date_default timezone_set("Asia/Baku");
Shtml charset = "UTF-8";
$default_session_timeout = 15;
$maia_sql dsn = "mysql://vscan:maiashifresi@tcp(localhost:3306)/maia";
Spurifier cache = null;
$protection = array( 'off' => array
('Y','Yy','y','y','y','y','y','y','N','N','N','N','N','999','999','999"),
'low' => array
('N','Y','Y','Y','N','Y','Y','Y','N','N','N','N','N','999','999','999"),
'medium' => array
(va,va,va,va,va,va,va,va,va,va,va,va,va,151,19991,19991),
'high' => array
(INI,lNl,lNl,lNl,lNl,lNl,lNl,lNl,lNl,lNl,lNl,lNl,lNl,lll,lsl,lsl)
);
Schart_font = '';
Saddress_rewriting type = 4;
S$routing domain = "";
Sauth_method = "sql";
$Sauth_pop3_host = "localhost";
$auth_pop3 port = 110;
$Sauth_imap host = "localhost";
$Sauth_imap port = 143;
$Sauth_ldap_server = "hostname";
$auth_ldap password = "password";
Sauth ldap use tls = "false";
Sauth ldap version = 2;
Sauth _ldap query =
" (| (mailLocalAddress=%%USER%%) (mailLocalAddress=%%USER%%@domain.tld))";
Sauth ldap bind dn = "cn=company, dc=domain, dc=tld";
Sauth ldap base_dn = "dc=domain, dc=tld";
Sauth ldap attribute = "mailroutingaddress";
Sauth ldap opt referrals = 1;
Sauth_exchange nt domain = "NTDomain";
Sauth_exchange only one_domain = False;
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$auth_exchange_params =
"{hostname:port/imap/norsh/notls/%$%NTDOMAIN%%/%%USER%%} INBOX" ;
Sauth sql dsn =
"mysql://postfix:postfixdbpass@tcp(localhost:3306) /postfix";
Sauth_sql table = "mailbox";
Sauth_sql username column = "username";
Sauth_sql password column = "password";
Sauth_sql email column = "username";
Sauth_sql password type = "crypt";
Sauth_external = "/bin/true";
2>

/usr/local/domen/maia.saas.az virtual maia hostu yaradirig ve mezmununa
asagidaki setirleri slave edirik:
<VirtualHost *:80>

ServerAdmin jamal.shahverdiyev(@saas.az

ServerName maia.saas.az

AcceptPathInfo On

DocumentRoot /usr/local/www/maia/
<Directory "/usr/local/www/maia">

AllowOverride All

Require all granted
</Directory>

ErrorlLog /var/log/httpd/maia-error.log

CustomLog /var/log/httpd/maia-access.log combined
</VirtualHost>

touch /var/log/httpd/maia-error.log /var/log/httpd/maia-access.log - Maia
icln web
jurnal
fayllara
yaradirig

/usr/local/etc/rc.d/apache24 restart - Apache24-i yeniden iss saliriqg

http://maia.saas.az/admin/configtest.php linkins miracist edsrsk maia iic¢un
tolsb edilen bilitin paketlerin siyahisini cap edirik(asagidaki sskildeki
kimi) :
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http://maia.saas.az/admin/configtest.php

€ - C  [1 maiasaas.az/admin/configtestphp

File Permissions.

Smarty Template Engine

Database Support

PEAR: Mail_Mime
PEAR:MDB2

PEAR MDB2#mysql
Database Version
PEAR:Pager
PEAR-Net_Socket
PEAR:Net_SMTP
PEAR:Auth_SASL
PEAR: Net_IMAP
PEAR:Net_POP3
PEAR Log
PEAR:lmage_Color
PEAR:Image_Canvas
PEAR Image_Graph
PEAR:Numbers_Roman
PEAR: Numbers_Words

TMAP library
LDAP library

BC math hbrary
2d graphucs library

Maia Mailguard Configuration Tester

g
g

:
|

,.
s

SKIPPED: Not installed. Optional package, required only if you wish
SKIPPED: Not instalied. Optional package. required only if you wish
SKIPPED: Not installed. Optional package. required only if you wi i fe
SKIPPED: Not installed. Optional package. requirsd only if v i

SKIPPED: Not installed. Optional package, required only if you wish

.
4

- &
L B

-

SKIPPED: (OPTIONAL) purifer_cache is not set in maia_config php. Maia will work without it. but the message viewer might be a little faster if you set it to a directory that is writable by the web server.

Baslayiriqg bilitiin gcatismayan paketlsri ylklemsys:
cd /usr/ports/mail/pear-Mail Mime

make install

cd /usr/ports/mail/pear-Mail mimeDecode

make install

cd /usr/ports/databases/pear-DB

make install

cd /usr/ports/devel/pear-Pager

make install

cd /usr/ports/net/pear-Net_Socket

make install

cd /usr/ports/net/pear-Net_ SMTP

make config

(99999999999999999999999999

[x] §PEAR TH

\uth sSUp

99999999999999999999999999999999999999999999999999999
ERCRCRERCREREREERERERELELERELERECREREREREREREREREERERE!

make install

cd /usr/ports/sysutils/pear-Log

make config
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pear-Log-1.12.8

lagagaadaqqaaaqadaagdaaadadadadaaaaqaaqqqaqqaaaqadac
x+[E3] PEAR: : DB support

Xx+[ ] PEAR MATL PEAR::Mail support
Xx+[ ] PEAR MDB2 PEAR: :MDBZ support
x+[ ] PEAR SQLITE

m

<Cancel>

make install

cd /usr/ports/databases/pear-MDB2
make install

cd /usr/ports/databases/pear-MDB2 Driver mysql
make install

cd /usr/ports/security/scrypt
make config
scrypt-1.1.6

1gggqgg9qgqaqqqggqddadddgaadadadqddqgqddadqqadaqadaqadaaac
=+[Ed] Jse SSE2-optimized code

m
<Cancel>
make install
pecl install scrypt - Script-i PHP vasitesils yiklesyirik.

echo "extension=scrypt.so" >> /usr/local/etc/php/extensions.ini

cd /usr/ports/math/php5-bcmath
make install

cd /usr/ports/mail/pear-Net_ IMAP
make install

cd /usr/ports/net/pear-Net POP3
make install

cd /usr/ports/graphics/pear-Image Color
make install

cd /usr/ports/graphics/pear-Image_Canvas
make instll

cd /usr/ports/graphics/pear-Image_ Graph
make install

cd /usr/ports/textproc/pear-Numbers Roman
make install
cd /usr/ports/textproc/pear-Numbers Words
make install

www.opensource.az
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/usr/local/etc/rc.d/apache24 restart - Sonda Web serverimizi yeniden iss

salirig veo asagidaki gskildski
noticeni test edib slde edirik.

€ = € | [ maia.opensourcesz/admin/configtest php

Maia Mailguard Configuration Tester

File Permussions

register_globals
Smarty Template Engine
'WDDX Support
Multibyte String Support

MySQL Support

PEAR Mail_Mime

SKIPPED: (OPTIONAL) purifer_cache is not set in maia_config php. Maia will work without it. but the message viewer might be a little faster if you set it to a directory that is writable by the web server.

pear-Net IMAP modulunu patch edirik:

cd /usr/local/share/pear/

fetch http://www.purplehat.org/downloads/postfix guide/Pie.php.diff
Pie.php.diff 100% of 482 B 4245 kBps
00m00s

patch -p0 < Pie.php.diff

/usr/local/etc/amavisd.conf iiciin qurasdirma faylinin mszmunu asadidaki kimi
olacaq:

use strict;

Smax servers = 2;

$daemon_user = 'vscan';
$daemon_group = 'vscan';

$mydomain = 'saas.az';

$TEMPBASE = "$MYHOME/tmp";
SENV{TMPDIR} = S$TEMPBASE;
SQUARANTINEDIR = '/var/virusmails';
$log level = 5;

$log_recip_templ = undef;
$do_syslog = 1;

$syslog facility = 'mail';

$enable db = 1;

$nanny details_level = 2;
$enable dkim verification = 1;
$enable _dkim signing = 1;
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@local domains maps = ( [".$mydomain"] );
@mynetworks = qw( 127.0.0.0/8 [::1] [FE80::]1/10 [FECO::]1/10
10.0.0.0/8 172.16.0.0/12 192.168.0.0/16 ) ;
$unix_socketname = "$MYHOME/amavisd.sock";
$inet_socket_port = 10025;
$policy bank{'MYNETS'} = {
originating => 1,
os_fingerprint method => undef,
}i
$interface_policy{'10026'} = 'ORIGINATING';
$policy_bank{ 'ORIGINATING'} = {
originating => 1,
allow _disclaimers => 1,
virus admin maps => ["virusalert\@$mydomain"],
spam_admin_maps => ["virusalert\@$mydomain"],
warnbadhsender =1,
forward method => 'smtp:[127.0.0.1]:10027"',
smtpd discard ehlo_keywords => ['8BITMIME'],
bypass_banned checks maps => [1],
terminate_dsn_on notify success => 0,
};
$interface_policy{'SOCK'} = 'AM.PDP-SOCK';
$policy bank{'AM.PDP-SOCK'} = {
protocol => 'AM.PDP',
auth _required release => 0,
};
$sa_tag level deflt = 2.0;
$sa_tag2_level deflt = 6.2;
$sa kill level deflt = 6.9;
$sa_dsn_cutoff level = 10;
$sa_crediblefrom dsn_cutoff level = 18;
Spenpals_bonus_score = 8;
Spenpals_threshold high = $sa kill level deflt;
$bounce_killer score = 100;
$sa_mail body size limit = 256%1024;
$sa_local_ tests_only = 0;
@lookup_sql dsn = ( ['DBI:mysql:maia:localhost', 'vscan', 'maiashifresi'] );
$virus_admin = "virusalert\@$mydomain"; # notifications recip.
$mailfrom notify admin = "virusalert\@$mydomain";
$mailfrom notify recip = "virusalert\@$mydomain";
$mailfrom notify spamadmin = "spam.police\@$mydomain";
$mailfrom to_quarantine = '';
@addr extension virus maps = ('virus');
@addr _extension banned maps = ('banned');
@addr extension_spam maps = ('spam');
@addr extension _bad header maps = ('badh');
$path = '/usr/local/sbin:/usr/local/bin:/usr/sbin:/sbin:/usr/bin:/bin’;
SMAXLEVELS = 14;
SMAXFILES = 3000;
$MIN_EXPANSION_QUOTA = 100*1024;
$MAX_EXPANSION_QUOTA = 500*1024*1024;
$sa_spam subject_tag = '***Spam*** ';
Sdefang virus = 1;
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$defang banned = 1;
Sdefang by ccat{CC_BADH.",3"} = 1;
Sdefang by ccat{CC_BADH.",5"} = 1;
Sdefang by ccat{CC_BADH.",6"} = 1;
$myhostname = 'mail.saas.az';
@keep_decoded original maps = (new_RE(
qr'~MAILS',
gr'~*MAIL-UNDECIPHERABLES',
gr'” (ASCII(?! cpio) |text|uuencoded|xxencoded|binhex) 'i,
));
$banned filename re = new_RE(
qgr'~\. (exe-ms|dll)$"',
[ gr'*\. (rpm|cpio|tar)$’ =01,
gr'.\.(pif|scr)$'i,
qr'”~application/x-msdownload$'i,
qr'”~application/x-msdos-program$'i,
qr'”~application/hta$'i,
qr'~(?'cid:) .*\.[*./]1*[A-Za-
z][*./]1*\.\s* (exe|vbs|pif|scr|bat|cmd|com|cpl|dll) [.\s]*$'i,
qr'.\. (exe|vbs|pif|scr|cpl)$'i,
);
@score_sender maps = ({
U |
new RE( # regexp-type lookup table, just happens to be all soft-blacklist
[gr'” (bulkmail |offers|cheapbenefits|earnmoney|foryou)@'i => 5.0],
[gqr'” (greatcasino|investments|lose weight today|market\.alert)@'i=> 5.0],
[gr'” (money2you|MyGreenCard|new\. tld\.registry|opt-out|opt-in)@'i=> 5.0],
[gr'” (optin|saveonlsmoking2002k|specialoffer|specialoffers)@'i => 5.0],
[gr'* (stockalert|stopsnoring|wantsome |workathome|yesitsfree)@'i => 5.0],
[gr'” (your_friend|greatoffers)@'i => 5.0],
[gr'* (inkjetplanet|marketopt|MakeMoney) \d*@'i => 5.0],
) 14
{
'nobody(@cert.org' => -3.0,
'cert-advisory@us-cert.gov' => -3.0,
'owner-alert@iss.net'’ => -3.0,
'slashdot@slashdot.org' => -3.0,
'securityfocus.com’ => -3.0,
'ntbugtraqg@listserv.ntbugtraq.com' => -3.0,
'security-alerts@linuxsecurity.com’ => -3.0,
'mailman-announce-admin@python.org’ => -3.0,
'amavis-user-admin@lists.sourceforge.net'=> -3.0,
'amavis-user-bounces@lists.sourceforge.net' => -3.0,
'spamassassin.apache.org' => -3.0,
'notification-return@lists.sophos.com' => -3.0,
'owner-postfix-users@postfix.org' => -3.0,
'owner-postfix-announcelpostfix.org' => -3.0,
'owner-sendmail-announce@lists.sendmail.org' => -3.0,
'sendmail-announce-request@lists.sendmail.org' => -3.0,
'donotreply@sendmail . org’ => -3.0,
'catenvelopel@sendmail.org' => -3.0,
'noreply@freshmeat.net' => -3.0,
'owner-technews@postel.acm.org' => -3.0,
228

www.opensource.az

OPEN
SOURCE
cLUB



'ietf-123-owner@loki.ietf.org' => -3.0,
'cvs-commits-list-admin@gnome.org' => -3.0,
'rt-users-admin@lists. fsck.com' => -3.0,
'clp-request@Rcomp.nus.edu.sg' => -3.0,
'surveys-errors@lists.nua.ie' => -3.0,
'emailnews@genomeweb.com'’ => -5.0,
'yahoo-dev-null@yahoo-inc.com' => -3.0,
'returns.groups.yahoo.com' => -3.0,
'clusternews@linuxnetworx.com' => -3.0,
lc('lvs-users-admin@LinuxVirtualServer.org') => -3.0
lc('owner-textbreakingnews@CNNIMAIL12.CNN.COM') => -5.0
'sender@example.net'’ => 3.0,
' .example.net' => 1.0,
}I
]I
)
@decoders = (
['mail’', \&do_mime_decode],
['F', \&do_uncompress, ['unfreeze', 'freeze -d', 'melt',
['z"', \&do_uncompress, [ 'uncompress', 'gzip -d', 'zcat'] ],
['gz', \&do_uncompress, 'gzip -d'],
['gz', \&do_gunzip],
['bz2', \&do_uncompress, 'bzip2 -d'],
['xz"', \&do_uncompress,
['xzdec', 'xz -dc', 'unxz -c¢', 'xzcat'] ],
['lzma', \&do_uncompress,
['lzmadec', 'xz -dc --format=lzma',
'lzma -dc¢', 'unlzma -c', 'lzcat', 'lzmadec'] ],
['lrz', \&do_uncompress,
['lrzip -9 -k -d -0 -', 'lrzcat -q -k'] ],
['lzo', \&do_uncompress, 'lzop -d'],
['1z4', \&do_ uncompress, ['lz4c -d'] 1],
['rpm', \&do_uncompress, ['rpm2cpio.pl’', 'rpm2cpio'] 1,
[['cpio','tar'], \&do_pax_cpio, ['pax', 'gcpio', 'cpio'] 1,
['deb', \&do_ar, 'ar'],
['rar', \&do_unrar, ['unrar', 'rar'] 1,
['arj', \&do_unarj, ['unarj', 'arj'] 1,
['are', \&do_arc, ['nomarch', 'arc'] 1],
['zoo', \&do_zoo, ['zo0', 'unzoo'] ],
['doc', \&do_ole, 'ripole'],
['cab', \&do_cabextract, 'cabextract'],
['tnef', \&do_tnef ext, 'tnef'],
['tnef', \&do_tnef],
[['zip', 'kmz'], \&do_7zip, ['7za', '7z'] 1],
[['zip','kmz'], \&do_unzip],
['7z', \&do_7zip, ['7zx', 'T7za', '7z'] 1],
[[qw(gz bz2 Z tar)],
\&do_7zip, ['7za', '7z']l 1,
[[qw(xz lzma jar cpio arj rar swf lha iso cab deb rpm)],
\&do_7zip, '7z' 1,
['exe', \&do_executable, ['unrar',6 'rar'], 'lha', ['unarj',6 'arj'] 1,

)

@av_scanners = (
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['ClamAV-clamd',
\&ask_daemon, ["CONTSCAN {}\n", "/var/run/clamav/clamd.sock.sock"],
qr/\bOK$/m, gr/\bFOUNDS$/m,
qr/~.*?: (?!'Infected Archive) (.*) FOUNDS$/m ],
[ 'KasperskylLab AVP - aveclient',
['/usr/local/kav/bin/aveclient','/usr/local/share/kav/bin/aveclient’,
'/opt/kav/5.5/kavdmailservers/bin/aveclient', 'aveclient'],
'-p /var/run/aveserver -s {}/*',
[0,3,6,8], qr/\b(INFECTED |SUSPICION|SUSPICIOUS)\b/m,
qr/ (? : INFECTED | HARNING | SUSPICION | SUSPICIOUS) (.+)/m,
1,
['KasperskylLab AntiViral Toolkit Pro (AVP)', ['avp'],
'!-* -p -B -Y -O0- {}', [0,3,6,8], [2,4],
qgr/infected: (.+)/m,
sub {chdir('/opt/AVP') or die "Can't chdir to AVP: $!"},
sub {chdir ($STEMPBASE) or die "Can't chdir back to $TEMPBASE $!"},
] r
[ 'KasperskylLab AVPDaemonClient',
[ '/opt/AVP/kavdaemon', 'kavdaemon',
' /opt/AVP/AvpDaemonClient', 'AvpDaemonClient',
' /opt/AVP/AvpTeamDreanm', 'AvpTeamDreanm',
'/opt/AVP/avpdc', 'avpdc' ],
"-f=$TEMPBASE {}", [0,8], [3,4,5,6], gr/infected: ([*\r\n]+)/m ],
['CentralCommand Vexira (new) vascan',
['vascan', '/usr/lib/Vexira/vascan'],
"-a s --timeout=60 --temp=$TEMPBASE -y $QUARANTINEDIR ".
"--log=/var/log/vascan.log {}",
[o,31, [1,2,5],
qr/ (?x) *\s* (?:virus|iworm|macro|mutant|sequence|trojan)\ found:\ (
[*\I\s'1+ )\ NN\ /m T,
['Avira AntiVir', ['antivir', 'vexira'l],
'--allfiles -noboot -nombr -rs -s -z {}', [0], qr/ALERT:|VIRUS:/m,
qr/ (?x) ~\s* (?: ALERT: \s* (?: \[ | [*']* ") |
(?i) VIRUS:\ .*?\ wvirus\ '?) ( [*\]\s']l+ )/m ],
['Avira AntiVir', ['avscan'],
'-s --batch --alert-action=none {}', [0,4], qr/(?:ALERT|FUND) :/m,
qr/ (? :ALERT|FUND) : (?:.* <<< )?(.+?)(?: ; |1$)/m 1,
[ 'Command AntiVirus for Linux', 'csav',
'-all -archive -packed {}', [50], [51,52,53],
qr/Infection: (.+)/m ],
['Symantec CarrierScan via Symantec CommandLineScanner',
'cscmdline', '-a scan -i 1 -v -s 127.0.0.1:7777 {}',
qr/~Files Infected:\s+0$/m, gqr/~Infected\b/m,
qr/~(?:Info|Virus Name) :\s+(.+)/m ],
['Symantec AntiVirus Scan Engine',
'savsecls', '-server 127.0.0.1:7777 -mode scanrepair -details -verbose
',
[0], gr/~Infected\b/m,
qr/~(?:Info|Virus Name) :\s+(.+)/m ],
['F-Secure Linux Security',
['/opt/f-secure/fsav/bin/fsav', 'fsav'],
'--virus-actionl=report --archive=yes --auto=yes '.
'--list=no --nomimeerr {}', [0], [3,4,6,8],
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qr/ (?:infection|Infected|Suspected|Riskware): (.+)/m ],
['CAI InoculateIT', 'inocucmd', # retired product
'-sec -nex {}', [0], [100],
qr/was infected by virus (.+)/m ],
['CAI eTrust Antivirus', 'etrust-wrapper',
'-arc -nex -spm h {}', [0], [101],
qr/is infected by virus: (.+)/m ],
['MkS Vir for Linux (beta)', ['mks32',6 'mks'],
'-s {}/*'I [O]I [11211
qr/--[ \t]l*(.+)/m ],
['MkS Vir daemon', 'mksscan',
'-s -q {}', [0], [1..7],
gr/*... (\s+)/m ],
['ESET Software ESETS Command Line Interface',
['/usr/bin/esets_cli', 'esets_cli'],
'--subdir {}', [0], [1,2,3],
qr/:\s*action=" (?'accepted) [*"]*"\n.*:\s*virus="([*"]*)"/m ],
['ESET NOD32 for Linux File servers',
['/opt/eset/nod32/sbin/nod32', 'nod32'],
'--files -z --mail --sfx --rtp --adware --unsafe --pattern --heur '.
'-w -a --action=1 -b {}',
[0], [1,10], gr/“object=.*, virus="(.*?)",/m ],
['Norman Virus Control v5 / Linux', 'nvece',
'-¢ -1:0 -s -u -temp:$TEMPBASE {}', [0,10,11], [1,2,14],
qr/(?i) .* virus in .* -> \'(.+)\'/m ],
[ ' Panda CommandLineSecure 9 for Linux',
['/opt/pavcl/usr/bin/pavecl', 'pavel'],
'-auto -aex -heu -cmp -nbr -nor -nos -eng -nob {}',
qr/Number of files infected[ .]*: 0+(?!'\d)/m,
qr/Number of files infected[ .]*: 0*[1-9]/m,
gr/Found virus :\s*(\S+)/m 1],
['NAI McAfee AntiVirus (uvscan)', 'uvscan',
'--secure -rv --mime --summary --noboot - {}', [0], [13],
qr/ (?x) Found (?:
\ the\ (.+)\ (?:virus|trojan) |
\ (?:virus|trojan)\ or\ variant\ ([~ ]+) |
:\ (.+)\ NOT\ a\ virus)/m,
]’
['VirusBuster', |['vbuster', 'vbengcl'],
"{} -ss -i '*' -1log=$MYHOME/vbuster.log", [0], [1],
qr/: '(.*)' - Virus/m ],
['CyberSoft VFind', 'vfind',
'--vexit {}/*', [0], [23], gqr/##==>>>> VIRUS ID: CVDL (.+)/m,
]’
['avast! Antivirus', ['/usr/bin/avastcmd', 'avastcmd'],
'-a -i -n -t=A {}', [0], [1], gr/\binfected by:\s+([* \t\n\[\]]+)/m 1],
['Ikarus AntiVirus for Linux', 'ikarus',
"{}', [0], [40], gr/Signature (.+) found/m ],
['BitDefender', 'bdscan',
'--action=ignore --no-list {}', qr/“Infected files\s*:\s*0+(?!'\d)/m,
qr/~ (?:Infected files|Identified viruses|Suspect files)\s*:\s*0*[1-9]/m,
qr/ (?:suspected|infected) \s*:\s*(.*) (?:\033|$)/m ],
['BitDefender', 'bdc',
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'-—arc --mail {}', qr/~Infected files *:0+(?!'\d)/m,
qr/~ (?:Infected files|Identified viruses|Suspect files) *:0*[1-9]/m,
qr/ (?:suspected|infected) : (.*) (?:\033|$)/m ],
['ArcaVir for Linux', ['arcacmd',k 'arcacmd.static'],
'-v 1 -summary 0 -s {}', [0], [1,2],
qr/ (?:VIR|WIR) : [ \tl*(.+)/m 1,
)
@av_scanners_backup = (
['ClamAV-clamscan', 'clamscan',
"--stdout --no-summary -r --tempdir=$TEMPBASE {}",
[0], gr/:.*\sFOUND$/m, qr/~.*?: (?!Infected Archive) (.*) FOUNDS$/m ],
['F-PROT Antivirus for UNIX', ['fpscan'],
'--report --mount --adware {}',
[0,8,64], [1,2,3, 4+1,4+2,4+3, 8+1,8+2,8+3, 12+1,12+2,12+3],
qr/*\ [Found\s+[*\]11*\]\s+<([* \t(>]*)/m ],
['FRISK F-Prot Antivirus', ['f-prot',6 'f-prot.sh'],
'-dumb -archive -packed {}', [0,8], [3,6],
qr/ (?:Infection: |security risk named) (.+)|\s+contains\s+(.+)$/m ],
['Trend Micro FileScanner', ['/etc/iscan/vscan', 'vscan'],
'-za -a {}', [0], gr/Found virus/m, qr/Found virus (.+) in/m ],
['drweb - DrWeb Antivirus',
['/usr/local/drweb/drweb', '/opt/drweb/drweb', 'drweb'],
'-path={} -al -go -ot -cn -upn -ok-',
[0,32], [1,9,33], gr' infected (?:with|by) (?: virus)? (.*)$'m ],
[ 'Kaspersky Antivirus v5.5',
['/opt/kaspersky/kav4dfs/bin/kav4dfs-kavscanner',
'/opt/kav/5.5/kav4unix/bin/kavscanner’,
'/opt/kav/5.5/kavdmailservers/bin/kavscanner', 'kavscanner'],
'-i0 -xn -xp -mn -R -ePASBME {}/*', [0,10,15], [5,20,21,25],
qr/ (? : INFECTED | WHARNING | SUSPICION | SUSPICIOUS) (.*)/m,
]I
['Sophos Anti Virus (savscan)',
['/opt/sophos-av/bin/savscan', 'savscan'],
'-nb -f -all -rec -ss -sc -archive -cab -mime -oe -tnef '.
'--no-reset-atime {}',
[0,2], gr/Virus .*? found/m,
qr/*>>> Virus(?: fragment)? '?(.*?)'? found/m,

echo 'maiad _enable="YES"' >> /etc/rc.conf - Sistem StartUP-a slave edirik.

maiad debug-sa - Debug rejimde daemon- ise salirig. Ugurlu nsatice
asagidaki setirleri cap etmslidir. Sonra dayandirmaqg lcgln
Ctrl+C istifade etmsk lazimdir.

May 3 22:35:53 mail.saas.az /usr/local/sbin/maiad[80885]: SpamControl: done

May 3 22:35:53 mail.saas.az /usr/local/sbin/maiad[80892]: TIMING [total 4

ms] - bdb-open: 4 (100%), rundown: 0 (0%)
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May 3 22:35:53 mail.saas.az /usr/local/sbin/maiad[80893]: TIMING [total 5
ms] - bdb-open: 5 (100%), rundown: 0 (0%)
/usr/local/etc/rc.d/maiad start - Daemon-u iss Saliriqg
pPs waux | grep maia - MaiaD daemonun proseslards olmasinil axtaririg
vscan 81069 22.0 3.1 262572 131108 - Ss 10:39PM 0:02.45 maiad (master) (perl)
vscan 81074 22.0 3.1 263956 131412 - S 10:39PM 0:00.01 maiad (virgin child) (perl)
vscan 81075 22.0 3.1 263956 131432 - S 10:39PM 0:00.01 maiad (virgin child) (perl)
/usr/local/etc/postfix/main.cf faylina asadidaki sstiri slave edirik (Ancag
biz postfix yiiklenmesinds artiq slave etmisdik):
content filter = smtp-amavis:[127.0.0.1]:10024
/usr/local/etc/postfix/master.cf faylinin sonuna asadidaki sstirleri slave
edirik:
smtp-amavis unix - - n - 2 smtp

-o smtp _data done_timeout=2400

-o smtp_send xforward command=yes

-0 disable_dns_lookups=yes

-o max_use=20
127.0.0.1:10025 inet n - n - - smtpd

-0 content filter=

-0 local recipient maps=

-0 relay recipient maps=

-o smtpd_restriction_ classes=

-o smtpd_delay reject=no

-o smtpd client restrictions=permit_ mynetworks,reject

-o smtpd helo restrictions=

-o smtpd_sender restrictions=

-o smtpd _recipient restrictions=permit mynetworks, reject

-o mynetworks_ style=host

-o mynetworks=127.0.0.0/8

-0 strict rfc821 envelopes=yes

-o smtpd _error sleep time=0

-o smtpd_soft_error 1limit=1001

-o smtpd _hard error 1limit=1000

-o smtpd_client connection_count_limit=0

-o smtpd_client connection_rate limit=0

-o
receive_override options=no_header body checks,no_unknown_recipient_checks, no
_address_mappings
crontab -u vscan -e - vscan istifadec¢isi ii¢lin asagidaki cron-lari slave

edirik
#Maia bazasinda saxlanilmasi i¢lin yeni gaydalarin yiiklenilmesi.
30 4 * * * /var/amavisd/maia/scripts/load-sa-rules.pl > /dev/null
#SpamAssassin gatari.
0 * * * ¥ /yar/amavisd/maia/scripts/process-quarantine.pl --learn --report >
/dev/null
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#Hor saatin ise dismesinds olan statuslarin snapshotunun gdétiirtilmesi.
0 * * * * /yvar/amavisd/maia/scripts/stats-snapshot.pl > /dev/null

#Tosdigleonmeyeon mektublarin silinmesi.
0 23 * * * /yvar/amavisd/maia/scripts/expire-quarantine-cache.pl > /dev/null

#Karantin xebsrdarliginin yollanilmasi.
0 15 * * * /var/amavisd/maia/scripts/send-quarantine-reminders.pl > /dev/null

#Iicmallarin karantinini gdstsrmsk.
0 15 * * * /yvar/amavisd/maia/scripts/send-quarantine-digests.pl > /dev/null

#Pik olmayan saatlardag bayesian auto-expiry cagirilmasi.
25 2 * * x /usr/local/bin/sa-learn --sync --force-expire > /dev/null

http://maia.saas.az/login.php?super=register linkins daxil oluruqg ki, MAIA
iclin super inzibatg¢ini slave edok. Nezerinizds saxlayin ki, =slave etmek
istediyiniz istifade¢i miitlsg onceds postfixadmin teorsfinden slave edilmis
movcud istifadeg¢i olmalidir. Bizim misalda namaz.bayramli@saas.az Oncesdsn
olave edildiyins gbrs, onu maia.saas.az-in inzibatc¢isi slave edirik:

[l maia.saas.az/login.php?super=register

Maia Mailguard 1.0.4

A Virus and Spam Management Solution for Email

Login

Username: |namaz bayramli@saas az

Password: E ]

Giris etdikden sonra, yuxarida olan Admin(agar simvoluna sixiriqg) -> System
Configuration

€' | [ maia.saas.az/admindex.php?

CETERCETTET

"r Administration
L User: namaz.bayramli@saas.az
L el Ko d AC) 1 1%
Administration Menu
[ Users ]

[ Domains ]
[ Virus Aliases ]
[ Languages ]
[ Themes ]
[ System Configuration ]
[ Statistics ]
[ Help ]
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Acilan soshifede asagidaki sertlser uydun olmalidir:

1. 9min olun ki, teyin edilmis biitiin fayllar tam invanla gdsterilmisdir.

2. Mitleq neozoro alin ki, "Mail Size Limit" parametri /etc/my.cnf faylinda
olan max_allowed_packet hscminden bdytk olmali deyil. Bu hscm hsm¢inin
/usr/local/etc/php.ini faylinda upload max filesize = 10M vs
post_max_size = 10M parametrlerinds uygun olaraqg teyin edilmelidir. Ona
gors ki, 10*1024*1024 nsaticesinde 1048576 (10M) alinir.
Mail size limit (bytes): [7] 10000000

/usr/local/etc/rc.d/postfix restart - sonda postfix-s yeniden yiiklsnms
omri daxil edirik

RoundeCube Yiklsnmessi ve qurasdirilmasi

Roundcube - mektubun otlirilmesi ve gebul edilmesi ig¢ln ¢ox rahat web client-
dir. Hemg¢inin Azerbaycan dili de mdvcuddur. Cox gdzsl gdrinltslii interfeyss
malikdir. Hagginda daha da sotrafli oxumaq istessniz, http://roundcube.net/
linkine miracist eds bilsrsiniz.

cd /usr/ports/mail/roundcube - Port uUnvanina daxil olurug

make config - Lazimi modullari secgirik

roundcube—-1.1.1,1
lagggagaga9999999999I9499Ig9I9da9IIg9999I9999999999999999IIIIIIIIIIdd!

X+ [x] DOCS Build and/or install documentation

x+[ 1 CGD» Enable GD support (image conversion)

=+[Ea] Enable LDAP support (address book)

x+[ 1 WNscC Install network spellchecker

=+[x] PSPELL Enable PSpell support (internal spellcheck)
®+[x] SSL Enable SSL support (imaps or google spellcheck)
EJAIIIIIIIIIIIIIIIIIIAIIIIIIIIIIIIIIII DB gaaqagadIdIgIIdIIIgIgad:
R+ (*) MYsSQL Use MySQL backend

X+ ( ) PGsSQL Use PostgresQl. backend

x+( ) SQLITE Use sSQLite backend

m

<Cancel>

make install - Yikleyirik

Roundcube ic¢in baza, istifade¢i ve sifresini yaradirig:

mysql -uroot -p

mysql> CREATE DATABASE roundcube;

mysql> GRANT ALL PRIVILEGES ON roundcube.* TO roundcube@localhost IDENTIFIED
BY 'roundcbedbpass';

mysgl> FLUSH PRIVILEGES;

Rouncube bazasini dolduragqg:

cd /usr/local/www/roundcube/SQL - SQL sxem fayli yerlssen Unvana daxil
olurug
mysqgl -u roundcube -p roundcube < mysqgl.initial.sql - SQL sxemini roundcube

bazasina doldururug

Qurasdirma faylini nlisxeleyirik:
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cp /usr/local/www/roundcube/config/config.inc.php.sample
/usr/local/www/roundcube/config/config.inc.php

/usr/local/www/roundcube/config/config.inc.php faylinda olan sstirleri
roundcube bazasina ve istifadeg¢isi ils sifrssins uydun olaraqg qurasdiririqg:
<?php
$config = array();
$Sconfig['db_dsnw'] = 'mysql://roundcube:roundcbedbpass@localhost/roundcube'
Sconfig['default host'] = 'localhost';
Sconfig['smtp_server'] = 'localhost';
Sconfig['smtp port'] = 25;
Sconfig['smtp user'] = '';
Sconfig['smtp pass'] = '';
Sconfig['support url'] = '';
Sconfig['product name'] = 'OpenSource Webmail';
Sconfig['des_key'] = 'rcmail-!24ByteDESkey*Str';
$config['plugins'] = array(
'archive',
'zipdownload',

~.

)

$config['skin'] = 'larry';

/usr/local/www/roundcube/config/defaults.inc.php fayli asadidaki kimi
olacag(Vacib qurasdirmalar girmizi rangls seg¢ilmisdir):
<?php

$config = array();

Sconfig['db_dsnw'] 'mysql://roundcube: roundcbedbpass@localhost/roundcube’ ;
Sconfig['db dsnr'] = '';

Sconfig['db_dsnw_noread'] = false;
Sconfig['db_persistent'] = false;

Sconfig['db_prefix'] = '';

Sconfig['db_table dsn'] = array(

);

Sconfig['db max_allowed packet'] = null;

$config['debug level'] = 4;

$Sconfig['log driver'] = 'file';
$config['log date format'] = 'd-M-Y H:i:s O';
$config['log_session_id'] = 8;

$config['syslog id'] = 'roundcube';

$config['syslog facility'] = LOG_USER;
Sconfig['per user logging'] = false;
Sconfig['smtp log'] = true;

Sconfig['log logins'] = false;

Sconfig['log _session'] = false;

Sconfig['sql _debug'] = false;

Sconfig['imap_debug'] = false;

Sconfig['ldap_debug'] false;

Sconfig['smtp_debug'] = false;

Sconfig['default host'] = 'localhost';

Sconfig['default port'] = 143;
Sconfig['imap auth type'] = null;
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Sconfig['imap conn_options'] = null;
Sconfig['imap timeout'] = 0;
Sconfig['imap auth cid'] = null;
Sconfig['imap auth pw'] = null;

Sconfig['imap delimiter'] = null;
Sconfig['imap ns_personal'] = null;
$Sconfig['imap ns_other'] = null;
$Sconfig['imap ns_shared'] = null;
Sconfig['imap force caps'] = false;
Sconfig['imap force_ lsub'] = false;
Sconfig['imap force ns'] = false;
$Sconfig['imap disabled caps'] = array();
Sconfig['imap log session'] = false;
Sconfig['imap cache'] = null;

Sconfig[ 'messages_cache'] = false;
Sconfig['imap cache ttl'] = '104';
Sconfig[ 'messages_cache ttl'] = '10d’';

Sconfig[ 'messages_cache_threshold'] = 50;

Sconfig['smtp_server'] = '';
Sconfig['smtp port'] = 25;
Sconfig['smtp user'] = '';
Sconfig['smtp pass'] = '';
Sconfig['smtp_auth type'] = '';
$Sconfig['smtp_auth cid'] = null;
Sconfig['smtp_auth pw'] =
$Sconfig['smtp_helo_host']
Sconfig['smtp_ timeout'] =
$Sconfig['smtp conn_options'] = null;
Sconfig['ldap _cache'] = 'db';

- ol

Sconfig['ldap cache ttl'] = '10m';
Sconfig['enable_installer'] = false;
Sconfig['dont override'] = array():;
Sconfig['disabled actions'] = array();

Sconfig['advanced prefs'] = array():;
Sconfig['support url'] = '';
Sconfig['skin logo'] = null;
$config['auto_create_user'] = true;
$config['user_aliases'] = false;
Sconfigl[' log_dir' ] = RCUBE_INSTALL PATH
$config['temp dir'] = RCUBE_INSTALL PATH
$Sconfig['temp dir ttl'] = '48h';
Sconfig['force_ https'] = false;
Sconfig['use https'] = false;
Sconfig['login_autocomplete'] = 0;
Sconfig['login 1lc'] = 2;
$config['skin_include_php'] = false;
Sconfig['display version'] = false;

Sconfig['session_lifetime'] = 10;
Sconfig['session _domain'] = '';
Sconfig['session name'] = null;
$config['session_auth_name'] = null;
Sconfig['session path'] = null;
Sconfig['session_storage'] = 'db';

'logs/';

'temp/';
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Sconfig[ 'memcache hosts'] = null;

Sconfig[ 'memcache pconnect'] = true;
Sconfig[ 'memcache timeout'] = 1;

Sconfig[ 'memcache retry interval'] = 15;
Sconfig['ip_check'] = false;
Sconfig['proxy whitelist'] = array();
Sconfig['referer check'] = false;
Sconfig['x_frame options'] = 'sameorigin';
Sconfig['des_key'] = 'rcmail-!24ByteDESkey*Str';
$config['username_domain'] ="'';
$config['username_domain_forced'] = false;
$Sconfig['mail domain'] = '';

Sconfig['password charset'] = 'ISO-8859-1"';
Sconfig['sendmail delay'] = 0;

Sconfig['max recipients'] = 0;
Sconfig['max_group members'] = 0;
Sconfig['product name'] = 'Roundcube Webmail';
Sconfig['useragent'] = 'OpenSource Webmail';
Sconfig['include_host config'] = false;

Sconfig['generic_message_footer'] = '';
$Sconfig['generic_message footer html'] = '';
Sconfig['http_received header'] = false;
Sconfig['http_received header encrypt'] = false;
$config['mail_header_delimiter'] = NULL;
$config['line_length'] = 72;
$Sconfig['send format flowed'] = true;
$config['mdn_use from'] = false;
Sconfig['identities_level'] = 0;
Sconfig['identity image_size']l = 64;
Sconfig['client mimetypes'] = null; # null == default
Sconfig['mime magic'] = null;

Sconfig['mime_ types'] = null;

Sconfig['im identify path'] = null;
Sconfig['im convert path'] = null;
Sconfig['image thumbnail size'] = 240;
Sconfig['contact photo_size'] = 160;
$Sconfig['email dns_check'] = false;
$config['no_save_sent messages'] = false;
Sconfig['use_secure _urls'] = false;
$config['assets_path'] = '';
$Sconfig['assets_dir'] = '';
$config['plugins'] = array();
Sconfig['message_sort col'] = '';

Sconfig[ 'message_sort order'] = 'DESC';

Sconfig['list cols'] = array('subject',6 'status', 'fromto',6 'date',

'flag', 'attachment');
$config['language'] = null;

Sconfig['date format'] = 'Y-m-d';

Sconfig['date formats'] = array('¥Y-m-d', '¥/m/d', 'Y.m.d', 'd-m-Y',
'd.m.Y', 'j.n.Y');

Sconfig['time format'] = 'H:i';

$config['time_formats'] = array('G:i', 'H:i', 'g:i a', 'h:i A'");
Sconfig['date short'] = 'D H:i';
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Sconfig['date long'] = 'Y-m-d H:i';
Sconfig['drafts mbox'] = 'Drafts';
Sconfig['junk mbox'] = 'Junk';
Sconfig['sent mbox'] 'Sent’;
$Sconfig['trash mbox'] = 'Trash';
Sconfig['create_default folders'] = false;
Sconfig['protect_default folders'] = true;
Sconfig['show_real foldernames'] = false;
Sconfig['quota_ zero_as_unlimited'] = false;
$config['enable_spellcheck'] = true;
Sconfig['spellcheck_dictionary'] = false;
$Sconfig['spellcheck_engine'] = 'googie';
Sconfig['spellcheck uri'] = '';
Sconfig['spellcheck languages']
Sconfig['spellcheck ignore_ caps'
Sconfig['spellcheck ignore nums'] = false;
Sconfig['spellcheck ignore syms'] = false;
Sconfig['recipients_separator'] L
Sconfig['sig max lines'] = 15;

Sconfig['max pagesize'] = 200;
$config['min_refresh_interval'] = 60;
$Sconfig['upload progress'] = false;
$config['undo_timeout'] = 0;
$config['compose_ responses_static'] = array(
);

$Sconfig['address_book_type'] = 'sql';
Sconfig['ldap public'] = array();
$Sconfig['autocomplete_addressbooks']
Sconfig['autocomplete min length'] =
Sconfig['autocomplete threads'] = 0;
Sconfig['autocomplete max'] = 15;

NULL;
= false;

1;

$config['address_template'] = '{street}<br/>{locality}

{zipcode}<br/>{country} {region}';
Sconfig['addressbook search mode'] = 0;

Sconfig['contact_search name'] = '{name} <{email}>';

Sconfig['default charset'] = 'IS0-8859-1';
$config['skin'] = 'larry';
$config['standard_windows'] = false;
$Sconfig['mail pagesize'] = 50;
$config['addressbook_pagesize'] 50;
$config['addressbook_sort_col'] = 'surname';
$config['addressbook name listing'] = 0;
$config['timezone'] = 'auto';
Sconfig['prefer html'] = true;
Sconfig['show_images'] = 0
Sconfig[ 'message_extwin']
Sconfig['compose extwin']
$config['htmleditor'] = 0;
Sconfig['compose save localstorage'] = true;
$config['prettydate'] = true;

Sconfig['draft autosave'] = 300;
$config['preview_pane'] = false;
Sconfig['preview_pane mark read'] = 0;

n~.

false;
false;
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Sconfig['logout purge'] = false;
Sconfig['logout_expunge'] = false;
Sconfig['inline images'] = true;

Sconfig['mime _param folding'] 1;
Sconfig['skip_deleted'] = false;
Sconfig['read when_deleted'] = true;
Sconfig['flag for deletion'] false;
$config['refresh_interval'] = 60;
Sconfig['check_all folders'] = false;
$Sconfig['display next'] true;
Sconfig['default list mode'] = 'list'

~.

Sconfig['autoexpand threads'] = 0;
Sconfig['reply mode'] = 0;
Sconfig['strip existing sig'] = true;

Sconfig['show_sig'] 1;
Sconfig['force_7bit'] = false;
Sconfig['search mods'] null;
Sconfig['addressbook search mods']
Sconfig['delete_always'] = false;

Sconfig['delete_junk'] = false;

null;

$config['mdn_requests'] = 0;
$Sconfig['mdn_default'] = 0;
$config['dsn_default'] = 0;

Sconfig['reply same folder'] = false;
Sconfig['forward attachment'] = false;
$config['default_addressbook'] null;
$Sconfig[ 'spellcheck _before_ send'] false;
Sconfig['autocomplete_single'] = false;
Sconfig['default font'] 'Verdana';
Sconfig['default font size'] '10pt’;
Sconfig[ 'message_show_email'] = false;
Sconfig['reply all mode'] 0;

chown -R www:www /usr/local/www/roundcube/

chmod 600 /usr/local/www/roundcube/config/*

- Roundcube-un lazimi
istifads¢i ve grup adindan
ise dismesi Uclin yetkilsr
toyin edirik

- BUtidn roundcube qurasdirma
fayllarini tshliikesiz edirik

/usr/local/domen/mpanel.saas.az virtual host faylina asadidaki sstirleri

olave edirik ki, roundcube panel islssin:
<VirtualHost *:80>
ServerAdmin jamal.shahverdiyev(@saas.az
ServerName mpanel.saas.az
AcceptPathInfo On
DocumentRoot /usr/local/www/roundcube/
<Directory "/usr/local/www/roundcube">
AllowOverride All
Require all granted
</Directory>
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Errorlog /var/log/httpd/mpanel-error.log
CustomLog /var/log/httpd/mpanel-access.log combined
</VirtualHost>

touch /var/log/httpd/mpanel-error.log /var/log/httpd/mpanel-access.log -
Jurnal fayllarini
yaradiriqg

apachectl graceful - Apache-a restart omri daxil edirik

http://mpanel.saas.az/ linkins miiraciot edirik vo asadidaki sokildski
naticeni slde edirik:

| m

roundcube L 2

WMsa nonb3oBatens namaz.bayramli@saas.az

OpenSource Webmail

Daxil oldugdan sonra olde etdiyimiz son nstice asagidaki kimi olacag:

€« c mpanel.saas.az =

roundcube L]

Viclcome * jamalshahverdiyevosass.az  Bc00:05 10166
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Qeyd: Sger problem yaranarsa jurnallar /usr/local/www/roundcube/logs/
govlugunda yigilacaqg.

SquirrelMail-in yuklenmesi ve qurasdirilmasi

SquirrelMail - active inkisaf etdirilir. Boylk pluginlers sahibdir. Resmi
saytindan http://www.squirrelmail.org/ dahada strafli meslumat olds eds
bilersiniz.

cd /usr/ports/mail/squirrelmail - Port uUnvanina daxil olurug

make config - Lazimi modullari secgirik
squirrelmail-20150324

1gggqaqagqaqqdagadaaaaaaqadaagqadadaqdaddadddaqdadadqaqadaqadqdaaqadqdaaaqd
ATABASERMPEAR database support (must also install a driver)
[x] DOCS Build and/or install documentation

[%] LDAP LDAP protocol support

£

=E

<Cancel>

make install - Yikleyirik

/usr/local/domen/sqmail.saas.az faylina asadidaki setirleri slave edirik ki,
sgmail.saas.az adli virtual host islsys bilsin:
<VirtualHost *:80>

ServerAdmin jamal.shahverdiyev@saas.az

ServerName sqgmail.saas.az

AcceptPathInfo On

DocumentRoot /usr/local/www/squirrelmail/
<Directory "/usr/local/www/squirrelmail/">

AllowOverride All

Require all granted
</Directory>

ErrorlLog /var/log/httpd/squirrelmail-error.log

CustomLog /var/log/httpd/squirrelmail-access.log combined
</VirtualHost>

Jurnal fayllarini yaradiriqg:
touch /var/log/httpd/squirrelmail-error.log /var/log/httpd/squirrelmail-
access.log

chown -R www:www /usr/local/www/squirrelmail/ - SquirrelMail-in ev
govlugunu apache tc¢lin teyin
edirik ki, webdsn islads
bilsk.

apachectl graceful - WEB serveri yeniden iss saliriqg

/usr/local/etc/php.ini faylinda asadidaki sstirlsri uydun olaraq, dizsldirik:
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file uploads = On
short_open_tag = On

cd /usr/local/www/squirrelmail && ./configure - SquirrelMail-i

qurasdiririqg. Asagidaki
sshife acilacag. Uygdun olaraqg
rogemlar ve simvollarla kegid
edsrsk. Qurasdirmaq lazimdir.
Ancaqg hsr qurasdirmadan sonra
S (Save data) diymesins
sixmadl unutmayin.

SquirrelMail Configuration : Read: config.php
Config version 1.4.0; SquirrelMail version 1.4.23 [SVN]

Main Menu --

1. Organization Preferences
2. Server Settings

3. Folder Defaults

4. General Options

5. Themes

6. Address Books

7. Message of the Day (MOTD)
8. Plugins

9. Database

10. Languages

D. Set pre-defined settings for specific IMAP servers

(o] Turn color on
S Save data
Q Quit

1-i sixairiq ve asagidaki sokildeki kimi qurasdiririqg:

11 IMail 1£1 i
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Sonra R diiymesini sixarag osas menyuya daxil oluruq ve 2 diymesini sixib
asagidaki sekildeki kimi IMAPS-i qurasdiririg(Server software boliimiinds
dovecot secmoyi unutmayin) :

u

Sonra R diilymesini sixib ssas menyuya gayidirig ve 3 diymesini sixib
qurasdiririg(Qurasdirma asagidaki sskildeki kimi olmalidir. S ils yadda
saxlamagi unutmayin) :

Sonra 8 diymesi ils pluginlsri secib asagidaki kimi, qurasdiririqg(S ils yadda

saxlayib, Q diymesini sixaraq g¢ixiriq):
i il «

Test Ucln http://sgmail.saas.az/src/configtest.php linkins miracist edirik ve
asagidaki neticeni olde etmsliyik (Login now diymesine sixiriq) :
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€ > C [ sqmailsaas.az/src/configtestphp

SquirrelMail configtest

This script will ry to check some aspects of your SquirrelMail configuration and point you to erors whereever it can find them. You need to go run conf..p1 in the config/ directory first before you run this script

SquirrelMail version: 1423 [SVN]
Config fle version: 140
Config file last modified: 04 May 2015 21:28:00

Checking PHP configuration...

PHP version 5.4.40 OK.

Running as www(80) / www(80)

display_errors:

error_reporting: 22527

variables_order OK: GPCS

PHP extensions OK. Dynamic loading is disabled
Checking paths.

Data di OK.

Attachment dir OK.

Plugins are not enabled in config.

Themes OK.

O]
Default language OK.
Base URL detected as: http://sqmeil 2/sec (location base
Checking outgoing mail service...
SMTP server OK (220 raos.localdosain £9MTP Postfix)
Checking IMAP service .
IMAP server ready (- o [GIPASILITY DiPirevt LITERAL SASL.TS LOSDN-SEFERSALS 10 EVAELE AUTHRPLATY ASTS=LOSIN] SS65 mail serverd hazirdin.)
Capabilities: * CAPABILITY IMAParevl LITERAL+ SASL-IR LOGIN-REFERRALS ID ENABLE SORT SORT=DISPLAY THREAD=REFERENCES THREAD=REFS MULTIAPPEND UNSELECT IDLE CHILDREN NAMESPACE UIDPLUS LIST-EXTENDED I1BNLEVEL=1 CONDSTORE QRESYNC ESEARCH ESORT SEARCHRES WITHIN
CONTEXT=SEARCH LIST-STATUS QUOTA AUTH=PLAIN AUTH=LOGIN
Checking mnternationalization (i18n) settings
gettext - Gettext functions are available. On some systems vou must have appropriate system locales compiled.
mbstring - Mbstring functions are available.
recode - Recode functions are unavailable.
iconv - Iconv functions are available.
timezone - Webmail users can change their time zone settings.
Checking database functions
not usmng database functionality.

Congratulations. your Squurre[Maul setup looks fine to me!

Login now

Acilan peoncoreade istifadec¢i adi ve sifreni daxil edirik:

[ sqmail.saas.az/src/login.php

SquirrelMail
webrmail
for

SquirreIMail version 1.4.23 [SVN]
By the SquirrelMail Project Teara

Saa$ Login

Name: [namaz bayramii@saas az

Sonda slds etdiyimiz sshife deyisdirilmis tema Forest ilsdir ve asadgidaki
kimidir:

€ 5 € | [) sqmail saas.az/src/webmailphp

Compose Addresses Folders Options Search Help Calendar Ferch OpenSource
| S | |

Togglc All Viewing Messages: L to3 (3 total)

| Unread || Delets |
From©1 Date® Subject 1

*jamalshahverdiyev@opensource.az S:1dpm  + Attachment Sending test

) Jamal Shahverdiyer S:08pm  + Salam

| jomal shabrverdiyev@saas.az $:56am  Welcome

[ogsle All Viewing Messages: L to3 (3 total)

Qeyd: Ancag siz eynils Horde ve Rainloop-dan da istifads eds bilsrsiniz.

Mailman yiklenilmesi ve qurasdirilmasi

Mailman - mektublarin gdnderilmesi ii¢glin istifade edilen ve destsklensn cox
gbzol aletdir. Bger siz gdndsrilms serveri yaratmag istsyirsinizss, bu alsti
secmoniz diizgiin gerardir. Strafli melumati resmi saytindan
http://www.gnu.org/software/mailman/index.html olde eds bilersiniz. Mdvcud
misalimizda 2.1.20-ci versiyadan istifads edilmisdir.
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Ilk isimiz apache WEB serverimizin py genislenmeli kodlarin iss sala bilmesi
Uclin CGI-i aktive etmskdir. Bunun lcin /usr/local/etc/apache24/httpd.conf
qurasdirma faylinda asadidaki setirlesrin garsisindan sorhi silirik:
<IfModule mpm prefork module>
LoadModule cgi _module libexec/apache24/mod cgi.so
</IfModule>
AddHandler cgi-script .cgi
/usr/local/etc/rc.d/apache24 restart - WEB Serverimizi yeniden iss
saliriqg ki, deyisikliklsr
aktivlsessin
cd /usr/ports/mail/mailman - Port invanina daxil olurug
make config - Lazimi modullari secgirik
mailman-2.1.20
1g9ggqggagaadaagagdaddadaadaaaagaaaaaaddaaaaaaaaaagagaaaaaaaaar
® Build and/or install documentation
% [ ] HIDIG — EXPERIMENTAL — htdig integration patches
x [ 1 NAMAZU2 Make private archives searchable with namazu?2
x [x] NLS Native Language Support
xqadgqqqqaqqaaaaqqqIqIqIqq Integrate with which MTA? gggggaqaqqr
x ( ) COURIER for use with courier
x () EXIM4 for use with eximé
% ( ) OPENSMTPD for use with opensmtpd - EXPERIMENTAL -
x (*) POSTFIX for use with postfix
x ( ) SENDMAIL for use with sendmail
m
3 <Cancel>

make install - Yikleyirik
echo 'mailman_enable="YES"' >> /etc/rc.conf - StartUP-a slave edirik
Postfix-To-Mailman scriptini sldes edsk:
cd /usr/local/mailman - Mailman govluguna daxil olurug
fetch http://www.gurulabs.com/downloads/postfix-to-mailman-2.1.py - Scripti

endiririk
mv postfix-to-mailman-2.1.py postfix-to-mailman.py - Scriptin adinz

doyisirik
chmod 750 postfix-to-mailman.py - Lazimi yetki teyin edirik
chown mailman:mailman postfix-to-mailman.py - Fayl hiilquglarini deyisirik
which python2.7 - Python binary faylinin idinvanini tapiriqg
/usr/local/mailman/postfix-to-mailman.py faylda asagidaki sstirlsrds
doyisiklik edirik:
#!'/usr/local/bin/python2.7
MailmanHome = "/usr/local/mailman";
MailmanOwner = "postmaster(@saas.az";
/usr/local/etc/postfix/main.cf faylinda asagidaki girmizi rengle geyd edilmis
invanlari deyisiklik edirik:
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relay domains = mysql:/usr/local/etc/postfix/mysql relay domains_maps.cf
lists.saas.az
transport maps = hash:/usr/local/etc/postfix/transport
vacation destination recipient limit = 1
mailman destination recipient limit =1
/usr/local/etc/postfix/transport faylina otlrtctint slave edirik:
echo 'lists.saas.az mailman:' >> /usr/local/etc/postfix/transport
/usr/local/etc/postfix/master.cf faylinin sonuna asadidaki setirleri slave
edirik:
mailman unix - n n - - pipe
flags=FR user=mailman:mailman argv=/usr/local/mailman/postfix-to-mailman.py
${nexthop} ${user}
postmap /usr/local/etc/postfix/transport - Transport faylinin bazasini
yenileyirik
/usr/local/etc/rc.d/postfix restart - Postfix daemonu yeniden iss
saliriqg
/usr/local/domen/lists.saas.az adli lists.saas.az sayti Ug¢ln virtual host
yaradiriq ve mezmununa asagidaki setirlsri slave edirik:
<Virtualhost *:80>
ServerAdmin webmaster@saas.az
DocumentRoot "/usr/local/mailman"
ServerName lists.saas.az
ServerAlias lists.saas.az
ScriptAlias /cgi-bin/ "/usr/local/mailman/cgi-bin/"
ScriptAlias /mailman/ "/usr/local/mailman/cgi-bin/"
Alias /pipermail "/usr/local/mailman/archives/public"
Alias /icons "/usr/local/mailman/icons"
<Directory "/usr/local/mailman">
AllowOverride All
Options FollowSymlinks ExecCGI
Require all granted
</Directory>
ErrorlLog /var/log/httpd/mailman-error.log
CustomLog /var/log/httpd/mailman-access.log combined
</Virtualhost>
apachectl graceful - WEB serverimizi yeniden iss saliriqg ki,
doyisikliklerimiz aktivlessin.
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Sonra http://lists.saas.az/mailman/listinfo linkins miracist edirik ve
asagidaki sekilde cap edilen soshifeni olde edirik:
« € | [ lists.saas.az/mailmanylistinf
lists.saas.az Mailing Lists
Welcome!
Below is a Listing of all the public mailing Lists on Lists saas az. Click on a list name to get more mnformation about the list, or to subscribe, unsubscribe. and change the preferences on your subscription. To visit the general information page for an nnadvertised List. open a URL similar to thus one.
but with a'” and the kst same appended.
List aisisrwes, you e vii the st admi st i the anagement erface fo your kit
Tf you are having trouble using the lists. please contact mailman @l
List Description
Test 6 description available]
python .
ﬂ pc\':\erc‘n '_L“;Esni—'

Sistemimiz dc¢in sifrs teyin edirik:
cd /usr/local/mailman - MailMan Unvanina daxil olurug
bin/mmsitepass - Sifro geyd smrini daxil edirik
New site password: shifre
Again to confirm password: shifre tekrar
Password changed.
Yeni siyahi yaradiriqg:
bin/newlist - Yeni siyahi generasiya edirik
Enter the name of the list: mailman
Enter the email of the person running the list: namaz.bayramli@saas.az
Initial mailman password: list shifresi
Hit enter to notify mailman owner...
Enter sixiriqg ki, MailMan sahibins xebsrdarlig yollansain.
Mailman qurasdirma faylina siyahini slave edirik:
echo "add_virtualhost('lists.saas.az',6 'lists.saas.az')" >>
/usr/local/mailman/Mailman/mm cfg.py
/usr/local/etc/rc.d/mailman start - Mailman-i iss salirig. Iss salma

middetindse sshvleri 6zl diizeldib, daemon-

un yeniden iss salinmasi hagginda sizs

malumat verscsak.
Test Uclin http://lists.saas.az/mailman/listinfo linkins daxil olurug. A¢ilan
sohifods the list admin overview page linkine sixiriqg ve sonra create a new
mailing list sixiriqg ki, yeni istifadscilsr siyahisi yaradaq. Asagdidaki
gaydada siyahi slave edirik:
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€« C [ listssaas.az

Create a lists.saas.az Mailing List

You can create a new mailng list by entering the relevant mformation mto the form below. The name of the mailing list wll be used as the primary address for posting messages to the List. so 1t should be lowercased. You wall not be able to change this once the List 1s created.
You also need to enter the email address of the mitial list owner. Once the list 15 created, the list owner will be given notfication, along with the mitial list password. The list owner will then be able to modify the password and add or remove additional list owners.
If you want Mailman to automatically generate the uitial List admin password. click on “Yes in the autogenerate field below. and leave the nutial list password fields empty
You must have the proper authorization to create new mailing lists. Each site should have a Jist creator’s password. which you can enter in the field at the bottom. Note that the site admunistrator’s password can also be used for authentication
List Idenin
Name of list: test
e

Initial list owner address: |namaz bayramii@saas.az
e
Auto-generate initial list password?  * No  Yes

Tnstial list password: eeeeee
—

Confirm initial password: -+

List creator’s (authentication) password: sssesesr

Create List Clear Form

Vacibdir

*ANY* {invanlamasi siyahisini lists.saas.az Ulcln kenar serverlerden gslsn
isteonilen miiracist gsbul edscsk. Sgsr bu spamer hiicumu olsa, onun garsisini
almaq mimkiin olmayacaqg. Ona gdrs ds biz her bir tnvanlandirici siyahisi fiiciin
ayri xoritelenme siyahisi hazirlamaliyig.

Bitlin dinvanlandirici siyahisini tapiriqg:
cd /usr/local/mailman
bin/genaliases

/usr/local/etc/postfix/relay recipients fayli yaradaq ve Onceki smrden slds
etdiyimiz neticeni tamligla bu fayla asagidaki sintaksisle olave edsk. Hsar
bir Uinvanin sonunda “OK” olmalidir. Diger s&zls dessk bizim
users@lists.saas.az adli yayimlanma siyahimiz moévcuddur.
users@lists.saas.az OK

users-admin@lists.saas.az OK

users-bounces@lists.saas.az OK

users-confirm@lists.saas.az OK

users-join@lists.saas.az OK

users-leave@lists.saas.az OK

users-owner@lists.saas.az OK

users-request@lists.saas.az OK

users-subscribe@lists.saas.az OK

users-unsubscribe@lists.saas.az OK

postmap /usr/local/etc/postfix/relay recipients - Postfix licln
xoriteslesnms fayli
yaradirig

Qeyd: Siz hsr yeni domain ucin yuxarida edilen ardicilligdi
tokrarlamalisiniz, oks halda postfix mektub invanlarini gsbul
etmoyocak. Sozsiiz ki, bitin ilUvnanlari bir faylda geyd etmsk olar ancaqg,
her defs postmap omrinden istifade etmeyi unutmayin. Hem¢inin Postfix-
ds olan 'relay recipients' direktivinde hsr edilen dsyisiklikden sonra,
postfix daemon-a restart etmeyi unutmayin.
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/usr/local/etc/postfix/main.cf faylinda asagidaki deyisikliyi edin:
relay recipient maps = hash:/usr/local/etc/postfix/relay recipients
postfix reload - Postfix qurasdirmalarini yenidsn oxuyurug
http://lists.saas.az/mailman/listinfo linkins daxil olun. Yeni yaradilmis
siyahisinin adinin ysni Test-in Ustine sixin. "Subscribing to listname"
boliminds olan ¢atismamazlidi doldurun ve gdnderin diymesins sixin. Ekektron
moktubunuzu yoxlaysn ve mektubu tesdigleyin. listname@lists.domain.tld
dnvanina mektub yollayin. Sger her sey dizglin qurulubsa, mektub gedscesk ve
blitin mimkiin ola bilscsk sshvler /var/log/maillog iinvanina yigilacag. Bgsr
sohvler yoxdursa onda, http://lists.saas.az/pipermail/listname linkini
yoxlayin ki, gonderilmis mektuba baxag. Hem¢inin serverinizde olan normal
istifade¢iye mailman@domain.tld adli alias yaratmadi unutmayin oks, halda
/var/log/maillog faylinda sshvleri gdreceksiniz.
Yeni gondsrilmenin yaradilmasi igin ardicilliq asagidaki kimi olacagq:
Mailman siyahimiza yenisi olan lists2.domain2.tld slave edsak:
cd /usr/local/mailman
bin/newlist -u lists.domain2.tld -e lists.domain2.tld listname
Mailman qurasdirma faylina yeni siyahi slave edirik:
echo "add virtualhost('lists.domain2.tld',6 'lists.domain2.tld')" >>
/usr/local/mailman/Mailman/mm cfg.py
/usr/local/etc/postfix/main.cf faylimizda relay domains bolimiini asagidaki
sokle gotiririk:
relay domains = mysql:/usr/local/etc/postfix/mysql relay domains_maps.cf
lists.saas.az lists.domain2.tld
Postfixin transport faylina yenisini slave edirik:
echo 'lists.domain2.tld mailman:' >> /usr/local/etc/postfix/transport
postmap /usr/local/etc/postfix/transport - Transport xoritelenmssini
yenileyirik

postfix reload - Postfix-i yeniden iss saliriqg
/usr/local/domen/lists.domain.tld faylina asagidaki setirlsri slave edirik:
<Virtualhost *:80>

ServerAdmin webmaster@domain2.tld

DocumentRoot "/usr/local/mailman"

ServerName lists.domain2.tld

ServerAlias lists.domain2.tld
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ScriptAlias /cgi-bin/ "/usr/local/mailman/cgi-bin/"
ScriptAlias /mailman/ "/usr/local/mailman/cgi-bin/"
Alias /pipermail "/usr/local/mailman/archives/public"
Alias /icons "/usr/local/mailman/icons"
<Directory "/usr/local/mailman">
AllowOverride All
Options FollowSymlinks ExecCGI
Require all granted
</Directory>
Errorlog /var/log/httpd/domain2-error.log
CustomLog /var/log/httpd/domain2-access.log combined
</Virtualhost>

/usr/local/etc/rc.d/apache24 restart - sonda apache24 web server yeniden
ise salirig

Noticeds http://lists.domain2.tld/mailman/listinfo sshifesini yoxlayiriqg.

Mailgraph yiiklenilmesi ve qurasdirilmasi

Mailgraph - Sizin pog¢t serverden statistikanin slds edilmesi ig¢lin ala CGI
scriptdir. Haggqinda daha strafli http://mailgraph.schweikert.ch/ rosmi
linkinden oxuya bilsrsiniz.

RRDTool-u yuklayoak:
cd /usr/ports/databases/rrdtool - Port unvanina daxil olurug

make config - Susmaya gdrs olan modullari secgirik
rrdtcol-1.4.8 7

lagggagggaggaaaaagaaagdgaaaadadaaaaagaaaaadaaaagaaaaaaaaqaqdaaaaagaqad

x.+ Use Dejavu fonts (reguires X11)

x+[x] DoCSs Build and/ocr install documentation

x+[x] EXAMPLES Build and/or install examples

x+[x] GRAPH Enable the rrdtool graph command (needs cairo)

x+[ ] JSON Support of json export

X+[x] MMAP Use mmap in rrd update

x+[x] NLS Native Language Support

x+[x] PERL_MODULE Build PERL module

x+[ ] PYTHON MODULE Build PYTHON bindings

x+[ ] RUBY MODULE Build RUBY bindings

<Cancel>
make install - Yikleyirik

Mailgraph-i patch edirik:

cd /usr/ports/mail/mailgraph

make extract

fetch http://www.purplehat.org/downloads/postfix guide/mailgraph-1.14-
postfix.diff

patch -p0 < mailgraph-1.14-postfix.diff

make all install clean
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mailgraph-1.14-postfix.diff faylinin mszmunu asagidaki kimi olacaqg:
--- files/mailgraph.in.orig Tue Sep 18 16:25:41 2007
+++ files/mailgraph.in Tue Sep 18 16:25:19 2007
@@ -27,7 +27,7 @@
${mailgraph_enable="NO"}
${mailgraph pidfile="%%DATADIR%%/mailgraph.pid"}
${mailgraph flags="--logfile /var/log/maillog --daemon-rrd=%$$DATADIR%$% --
ignore-localhost --daemon --daemon-pid=${mailgraph pidfile}"}
-: ${mailgraph user="%$$MAILGRAPH USER%%"}
+# : ${mailgraph user="$%$%MAILGRAPH USER%%"}
${mailgraph chdir="%%DATADIR%%"}

load rc_config $name
--- work/mailgraph-1.14/mailgraph.pl.orig Tue Sep 18 16:26:18 2007
+++ work/mailgraph-1.14/mailgraph.pl Tue Sep 18 16:27:30 2007
@@ -575,7 +575,10 @@
if ($prog =~ /*postfix\/(.*)/) {
my $prog = $1;
if ($prog eq 'smtp') {
if ($text =~ /\bstatus=sent\b/) {
if ($text =~ /VIRUS/) {
event ($time, 'virus');

}
elsif ($text =~ /\bstatus=sent\b/) {
return if $opt{'ignore-localhost'} and
Stext =~

+ + + +

/\brelay=[*\s\[1*\[127\.0\.0\.1\]1/;
if (defined $opt{'ignore-host-re'}) {

chown -R root:www /var/log/maillog - Fayli web server tersfinden
oxunulabilsn edirik ki, mailgraph daemon
ise diissin.

echo 'mailgraph _enable="YES"' >> /etc/rc.conf - StartUP-a slave edirik

/usr/local/etc/rc.d/mailgraph start - Iss saliriqg

CGI script ve CSS scriptleri lazimi dnvanlara nisxslsyirik:

cp /usr/local/www/cgi-bin/mailgraph.cgi /usr/local/www/apache24/cgi-bin/
cp -Rp /usr/local/www/data/mailgraph/ /usr/local/www/apache24/data/

Noticede WEB sohifemizden acdigda, asadgidaki nsticeni olde etmis olacayiqg:
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« C' | [ 94.20.81.149/cgi-bin/mailgraph.cgi#G0

Last Day

01
01
s o1
Wooea
= oo
0.0
®®'gTo0 1sios 2000 22100 00:00 0z 00 0400 0500 0300 10°60 1200 1400
B sent total: 0 msgs avg: 0.00 nsgs/min max: O msgs/min
B Received total: 1msgs avg: 0,00 nsgs/min max: 1 nsgs/min
[Tue May 5 15:16:45 2015]
1o
e o8
2 s
@
& oa
S 02
o
1600 19.00 20,00 22,00 00,00 0200 0400 0600 08:00 1000 1200 1400
M Bounced 0 msgs ava: 0,00 nsos/min max: O nsos/min
O Viruses 0 msas avai 0,00 nsgs/min  maxi O nsgs/min
O Span : 0 msgs avg: 0.00 nsgs/min  max 0 msgs/min
B Rejected total: 0 msgs avg: 0.00 nsgs/min  max © msgs/min

Last Week

nsgs/nin

[Tue May 5 15:16:45 2015]

Wed Thu Fri Sat
W Sent total: 0 msgs avg: 0.00 nsgs/min  max
B Received total: 1 msgs avg: 0.00 nsgs/min  max

nsgs/min

Sun Hon Tus
© nsgs/min
1 nsgs/min

[Tue May 5 15:16:45 2015]

Wed Thu Fri sat
M Bounced  total:
O viruses
@ span

B Rejected total:

0 msgs avg: 0.00 msgs/min  max:
0 msgs avg: ©.00 msgs/min  max:
0 msgs ava: 0.00 msgs/min  max:
0 msgs ava: 0.00 msgs/min  max:

Sun Hon Tue
nsgs/min
nsgs/nin
nsgs/min
nsgs/nin
[Tue May 5 15:16:45 2015]

cooo
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FreeBSD Postfix Dovecot ils AD integrasiyasi
Msgsadimiz FreeBSD smeliyyat sisteminin tzesrinde olan Postfix (SMTP/S) vo

Dovecot (POP/S,
integrasiya elomokdir.

istifadec¢i adi ve sifre forqgli bazalarda olmasin.
nec¢s sifrs yadinda saxladigda onu

servislerden yararlanmaq iclin bir

IMAP/S) -1 Active Diretory-nin MSLDAP istifadec¢i bazasi ils
Bunu ona gors edirik ki, sirkstin daxilinds olan

Istifadeci fargli

bezdirscsk ve bu da narahatcilida getirib c¢ixaracaqg. Bu texnologiyaya Single
Sign On deyilir.

Tolab edilen Server Teminatlari.

FreeBSD: 9.1 AMD64 (Postfix Server - 192.168.1.100) - 1 =aded
Windows Server 2008 R2 x64 (Active Directory - 192.168.1.200) - 1 aded
Windows7 32 (MS Outlook 2007 Client - 192.168.1.10 ve 20) - 2 aded
Bu serverlsarden alave 1 aded-do FreeBSD-NAT server vardir hansi ki, yuxarida
gésterilen avadanliglari NAT ils Internets c¢ixarir ki, testlerimizi eds

bilsk. Ssbsks qurulusu sskildski

AD: postfix.az
Organizational UNIT: Userler
Security Group: GGMAIL
GGMAIL Members:
Ramil Mustafayev
Tural Nesirov
Salman Agayev
Camal Shahverdiyev

IP: 182.168.1.100/24
Gateway: 192.168.1.1

kimidir:

199.100.133.10

Internet

192.168.1.1 X
Q

IP: 192.168.1.20/24
Gateway: 192.168.1.1

IF: 182.168.1.200/24
Gateway: 192.168.1.1

:

Active
Directory

:

FreeBSD
PostfixDovecot

Windows7-Client1

Gateway: 192.168.1.1

Windows7-Client2

FreeBSD-NAT

Virtual Masinlarimiz Vmware Workstation-un VmNet3 ssbskssinds islsyir
hem¢cinin VmNet3 eynils bizim LoopBACK ssbeoks kartimiz ile Bridge edilmisdir.

Windows 2008 serverds biitiin gdrsceyimiz islerden ylklenme biten kimi Computer

Name-i deyismek lazimdir. Biz

‘winserver’

istifadse edscoayik.

Start -> Computer -> Right Click -> Properties -> Change settings -> Change

(Computer Name Tab-inda)

www.opensource.az

-> Adi yaziriqg -> Ok -> OK -> Close -> Restart now
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GGEMA
]| Computer Name/Domain Changes S

Computer Name I Hardware | Advanced | Remote | You can change the name and the membership of this
computer. Changes might affect access to network resources.

ﬁ | Windows uses the following information to identify your computer More information
C o~

on the network.

I Computer name:

Iwinsefved

Computer description:

For example: "lIS Production Server” or
"Accounting Server". Full computer name:

Full computer name: WIN-GTCBKFEBQPF WEISCIVeY;

Workgroup: WORKGROUP More... I

To rename this computer or change its domain or Change... Member of
workgroup, click Change. " Domain:

¢ Workaroup:
IWORKGROUP

| 0K I Cancel

Hom¢inin FireWall-i1 séndirmeyi unutmayin

Sonraki isimiz Windows 2008 Serverds Domain Controller galdirib tslsb edilsn
Unit,Group veo istifadec¢ileri slave etmokdir. Hem¢inin yeni Group-u yeni Unit-
o olave edib, sonra ardinca da yeni istifadec¢ilsri hemin Group-a slavs
edirik.

Qeyd: Unutmayin ki, sAMAccountName istifadec¢inin Domain-s girisi zamani
istifade edeceyi Atributdur. mail iss FreeBSD mail serverin LDAP-dan
istifadeciler hagginda mslumat aldigda istifadeg¢i email unvanini
gdsteresn atributdur ve bunun iicliinde mail atributunu hemiss doldurmag
lazimdir. Hem¢inin unutmayin ki, istifade¢i yaratdigda o milsyyen bir
standarta uygun olaraqg yaradilmalidir. Bizim halda sAMAccountName:
username.surname kimi gdsterilmslidir.

Start -> Run -> dcpromo # Omri daxil edib Domain Controlleri qurasdiraq.

[ depromo Logoff |»
osen B & )

Sekildse gosterildiyi kimi “Use advanced Mode installation” secirik ve iki
defs ‘'Next” diiymesins sixiriqg.
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@/ Active Directory Domain Services Installation Wizard
Welcome to the Active Directory
Domain Services Installation
Wizard
Thsvnzadh*sywmdm&eauymmm
Services (AD DS) on this server, making the server
Active Directory domain controller. To continue, dd(Next
Leam more about the additional options that are
available in advanced mode installation.
Vo ‘Create new Domain in the forest’ secib ‘Next’ edirik.
@/! Active Directory Domain Services Installation Wizard E
Choose a Deployment Configuration
You can create a domain controller for an existing forest or for a new forest.
FQDN-ds gordiylimiiz kimi ‘postfix.az’ yazib “NEXT” diymesinse sixirig. Ancag
siz istenilen ad vers bilersiniz. Bu sizin Domain Controller adidair.
ctive Directory Domain Services Installation Wizard
Name the Forest Root Domain
The first domain in the forest is the forest root domain. lts name is also the name of
the forest.
NetBIOS adi oldudu kimi saxlayib “NEXT” diiymesins sixiriq.
256
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@/ Active Directory Domain Services Installation Wizard

Domain NetBIOS Name
This is the name that users of earier versions of Windows will use to identify the
new domain.

Forest functionality Level-i yalniz serverimizin 6z Release olan “Windows
2008 server R2” secirik ve “NEXT”

@! Active Directory Domain Services Installation Wizard

DNS serverin ylklenmesi i¢iin sec¢cib, “Next” diymesins sixiriqg.

@! Active Directory Domain Services Installation Wizard

ler(FODE]
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Cixan mesaja fikir vermeden “Yes” diiymesins sixiriq.
@ Active Directory Domain Services Installation Wizard x|

A A delegation for this DNS server cannot be created because the
ng authoritative parent zone cannot be found or it does not run
“ Windows DNS server. If you are integrating with an existing DNS

infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution
from outside the domain “postfix.az”. Otherwise, no action is
required.

Do you want to continue?
|

Baza, Log ve SysVol iinvaninin he¢ birinin #nvanini deyismesdsn “Next” istifades
edirik.
O Active Directory Domain Services Installation Wizard i x|

Location for Database. Log Files. and SYSVOL

Specify the folders that will contain the Active Directory domain controller
database, log files, and SYSVOL.

For better perfformance and recoverability, store the database and log files on separate
volumes.

Database folder:
C:\Windows\N Browse... |
Log files folder:
IC:\Windows\NTDS Browse... |
SYSVOL folder:
IC:\Wmdows\SYSVOL Browse... |

More about placing Active Directory Domain Services files

< Back I Next > I Cancel

Admin sifresini itirildikds LDAP-1 borpa elsmsk liclin sifreni iki defe daxil
edib “Next” diiymesins sixiriqg.

| Active Directory Domain Services Installation Wizard E x|

Directory Services Restore Mode Administrator Password

-

The Directory Services Restore Mode Administrator account is different from the domain
Administrator accourt.

Assign a password for the Administrator account that will be used when this domain
controller is started in Directory Services Restore Mode. We recommend that you

choose a strong password.
Password: quun.
Confim password: lunnno|

More about Directory Services Restore Mode password

< Back Next > Cancel

Sonda Umumi qurasdirmalarimizi nozsrden kegirib “Next” diiymesins sixirig.
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©! Active Directory Domain Services Installation Wizard

Completing the Active Directory
Domain Services Installation
Wizard

Active Directory Domain Semcausnownstdedonhsi
computer for the domain “postfix.az".

domain
site "'Default-First-Site-Name". You can manage sites
with the Active Directory Sites and Services
administrative tool.

To close this wizard, click Finish.
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Yaratdigimiz AD-nin i¢inde yeni Organizational UNIT yaradaq.

il

File Acton View Help

e A ElEEREEN 7 G

% Egrver Manager (WIN-PQRPSEP7R00) postfix.az 6 objects [Filter Activated] | Actions

1z -
=] ﬁ Active Directory Domain Services Nane‘ - TE .
=] : Active Directory Users and Computers [\ —J Builtin builtinDomain More Actions >
=E 2] | Computers Container Default container for up
Delegate Control... ain Cont... Organizational ...  Default container for dc
Find... ignSecur... Container Default container for se
Change Domain... aged Ser... Container Default container for m;
Change Domain Controller... s Container Default container for up
Raise domain functional level...
@ (] Use Operations Masters...
B At Orc ] Conpui
& All Tasks »  Contact

Features

Diagnostics View L2

Gifk Configuration e

=3 Storage Refresh
Export List...
Properties
Help

Adini “Userler” toyin edib “OK” diiymssins sixiriqg.

New Object - Organizational Unit ] x|

~ Createin: postfix.az/

Name:
IUseder

[V Protect container from accidental deletion

Yeni “Group” Slave edsk.

File Action View Help

=

e EIEIEEE

Sk Server Manager (WIN-PQRPSEP7R00)
=] 5,\ Roles
=] g Active Directory Domain Services

e —

£ ] Active Directory Users and Computers [ W There are no items to show in this view.
Bl 5 postfix.az
] Builtin
Computers
Domain Controllers
__| ForeignSecurityPrincipals
[ ] Managed Service Accounts

2| Userler
[i# Active Directory Sites and Services

£ DN Server Computer

ﬁ Features »  Contact
Disrostis e T

% Configuration felres) InetOrgF

=3 storage View »  msmaging-PSPs
Arrange Icons » MSMQ_ 3 Allas
% Organizational Unit
el Printer
Properties User
Help Shared Folder

More Actions 4

“GGEMAIL” adli “Global Security Gorup”

yaradaq ve “OK” diiymesini sixaqg.
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New Object - Group x|

% Createin:  postfix.az/Userler

Group name:
| GGEMAIL

Group name {pre-Windows 2000):
| ceeEmAL

Groupscope | [ Grouptype
¢ Domain local " Security
% Global " Distribution
€ Universal

ok | concel |

Toyin eladiyimiz miesyysn standarta ssasen istifadscileri slave edsk vs hemin
istifadecg¢ileri “GGEMAIL” grupuna olave edek. 98lave edesceyimiz istifadeciler
asagidakilar olacagqg.

1. Kamil Babayev

2. Salman Agayev

3. Ramil Mustafayev
4. Tural Nesirov
5
6

. Namaz Bayramli
. Mail Postmaster (postmaster@postfix.az — mail bildiris ig¢in Mail Admin
istifadec¢i)
7. Camal Shahverdiyev (Domain, Enterprise Admin, Administrators qruplarinin
izvi)

11k olarag ‘Camal Shahverdiyev’ istifadscisini yaradagq.
-loix]

File Action View Help
A N EREE I
Name

= 5 Roles T e e
= ‘i_z Active Directory Domain Services Type . Desaiption
£ Active Directory Users and Computers [\ 52, GGEMAIL Security Group ... More Actions »
B i3 postfix.az
] Builtin

| Computers
5] Domain Controllers
| ForeignSecurityPrincipals
"] Managed Service Accounts
] Users
5 Userler
[ ¢ Active Directory Sites and Services
£, DNS Server

gﬂ Features
? Diagnostics
jf& Configuration
g Storage

Asagidaki sekildski standarta uydun olaraq bilitiin xanalari doldurub
istifadecileri yaradirigq. Sadescse hal-hazirda bizim misalda “Camal
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mailto:postmaster@postfix.az

Shahverdiyev” istifadec¢isini Admin kimi yaradirig ve Admin gruplarina slavs

edirik.

New Object - User )

& Createin:  postfix.az/Useder

x|

First name:

lCarnaI— Initials: l—

IShahverdiyev

Last name:

Full name: ICamaI Shahverdiyev

User logon name:

|camal shahverdiyev I @postfix.az ;]

User logon name {pre-Windows 2000):
[PosTRIXY

Icamal .shahverdiyev

< Back I Next > I

Cancel |

New Object - User

& Create in:  postfix.az/Userer

|

Password: sessssene

Confim p i: :

™ Usermust change password at next logon

¥ User cannot change password

[ Accourt is disabled

< Back =

Cancel |

New Object - User

& Createin:  postfix.az/Userer

x|

When you click Finish, the following object will be created:

Full name: Camal Shahverdiyev
User logon name: camal shahverdiyev@postfix.az

The user cannot change the password.
 The password never expires.

‘camal . shahverdiyev’
, "Administrators”,

“Domain Users”,

istifadec¢isini “Domain Admins”,
“Group Policy Creator Owners”,

“Enterprise Admins”
“GGEMAIL"”

ve “Scheme Admins” gruplarina slave edsk. 9lave elsmsk iclin iss gdrdiylniz
Add diuymesinden istifads edirsiniz.

www.opensource.az
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_ Remote Deskiop Services Profle |  Personal Virtual Deskiop | COM=-
General | Address | Account | Profile | Telephones | Organization Member Of

Member of
Name Active Directory Domain Services Folder
Administrators postfix.az/Buittin
Domain Admins postfix.az/Users
Domain Users postfix az/Users
Enterprise Admins  postfix.az/Users

]| |

Primary group: Domain Users

Set Primary Group I you h,i:,m bl clients or POSIXcompliant

OK | Concel | mmy | Hep |

kl

Diger istifadeciler ise “Domain Users” vos “GGEMAIL” grupunun iUzvi olmalidir.

Mohz “GGEMAIL” grupu lzvlerinin email yesikleri postfix-ds yaradilacaq.

Asagida sadeces ‘Kamil Babayev’ istifadec¢inin hansi gruplarin izvliylnds

oldugunu gosteririk.

adli

Security | Environment | Sessions | Remote control
Remote Desktop Services Profile I COM+ I Attribute Editor
General | Address I Account I Profile | Telephones | Organization
Published Certficates | Member OF | P { Replication | Dialin | Object

Member of:

Name Active Directory Domain Services Folder

Domain Users domain Jan/Users

GGEMAIL domain Jan/Users
Primary group: Domain Users

. There is no need to change Primary group unless
you have Macintosh clients or POS[X-compliant
applications.
[ ok ][ cancel |[ Moy || Heb |

“GGEMAIL” grupunun iUzvlerini asagidaki sskilde cap edirik.
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Object | Security | Attribute Editor
Genersl | Members |  MemberOf |  Managed By
Members:
Mame Active Directory Domain Services Folder

& camal shahverdiyev domain lan/Users
& Kamil Babayev domain Jan/Users
& Mail Postmaster domain lan/Users
& Namaz Bayramli domain Jan/Users
& Ramil Mustafayev  domain lan/Users
& Salman Agayev domain lan,/Users
& Tural Nesirov domain lan/Users

| Add... || Remove |

Unutmayin ki, istifadsc¢inin Properties-inde onun email-1 hagginda melumat

yazilmasa istifadeciler LDAP-dan onun email-i1 hagginda melumat olds
etmoyoscoaklar. Sokilde gbsteorildiyi kimi.

Security I Environment I Sessions | Remote control
Remote Desktop Services Profle | COMs | Astribute Editor
Published Certificates | Member Of | Password Replication | Dialin | Object
General | Address | Accourt | Profie | Telephonss | Organization

& Kamil Babayew
Last name: |Eaba'_.fev |
Display name: |Kami| Babayev |
Description: | |
Office: | |
Telephone number: | | | Other... |
E-mail: |kami|.baba)fev@posﬁ“u:.az| |
Web page: | | | Other... |
oK || Ccancel || Aoy || Heb
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AD olan masinimizda FreeBSD -Postfix masin lc¢clin DNS-dso ad slave edsk.
MX vyazilari olacag ve 192.168.1.100 IP iinvanina yoénaldilscak)

Start -> Run -> DNS -> Enter

Siz A vyazisi idc¢iin PTR-i yaratmaq istedikde xeta c¢ixacaqg ona gdrs ki,

(A vo

osas AD

adinin postfix.az-1in Oziniin revers zonasi hazirlanmayib. Ona gdrs siz onca

onu yaratmalisiniz

& DNS Manager

File Acton View Help

=10l x|

€9 7nlcHE§EE

2, DNS

Bl 5 WIN-PQRPSEP7ROO
[=l (] Forward Lookup Zones
_msdcs.postfix.az

To add a new zone, on the Action menu, dick New

Next diiymesini sixaraq “Primary
S1xX1riqg.

Zone Type
The DNS server supports various types of zones and storage.

The Domain Name System (DNS) allows a DNS namespace to be divided into zones. Each zone stores
information about one or more contiguous DNS domains.

Zone.

Zone” secirik ve yens do “Next” diymesini

X

P

Select the type of zone you want to create:
%' Primary zone

Creates a copy of a zone that can be updated directly on this server.
" Secondary zone

Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides fault tolerance.
€ Stub zone

Creates a copy of a zone containing only Name Server (NS), Start of Authority

(S0A), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

¥ Store the zone in Active Directory (available only if DNS server is a writeable domain
oller)

contr

<Back Next > Cancel I

Data replicasiyasini susmaya gors saxlayib “Next” diymesini sixiriqg.

x
Active Directory Zone Replication Scope
You can select how you want DNS data replicated throughout your network.

Select how you want zone data replicated:
" To all DNS servers running on domain controllers in this forest: postfix.az

% To all DNS servers running on domain controllers in this domain: postfix.az
" To all domain controllers in this domain (for Windows 2000 compatibility): postfix.az

£ To all domain controllers specified in the scopeiof: this directory partition;

[ E

<Back [ next> cancel |

IPv4 LookUP zona secirik veo Next

diymesini sixiriqg.
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New Zone Wizard

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

192.168.1 scbokesi iicin Revers Zona toayin edirik ve Next.

New Zone Wizard

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

Hor kssin DNS-den Update dartmasina izin veririk ve Next diymesins sixiriqg.

New Zone Wizard X|

Dynamic Update
Yﬁacms:edfyhatﬂistms:oneameptsseue,nman,omodynaﬁc
tes. ,,

WwWw.opensource.az
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Sonda Finish diiymesins sixiriqg.

New Zone Wizard 3 x|

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You
specified the following settings:

Name:  1.168.192.in-addr.arpa ;I
Type: Active Directory-Integrated Primary
Lookup type: Reverse
=
Note: You should now add records to the zone or ensure

that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish.

<gack [ Fsh | concel |

Oncs Windows AD masinin &zl liciin PTR yaradirig ve eyni Domain adi (Yeni:
postfix.az) veririk.Ardinca OK diiymesini sixiriq.

£ DNS Manager o -10f x
File Acton View Help

€9 [ 7pXEc=HEIF a6

T oS N = T =
B F WINSERVER ) < Resource Record i x|
[ﬁl Global Logs ] (same as parent folder)  pointer (PTR) I
=[] Forward Lookup Zones

<msdcs.posifix.az Host IP Address:
(2] postfix.az
=[] Reverse Lookup Zones l 152:165:1.200,
(2] 1.168.192.in-addr.arpz
(] Conditional Forwarders

Fully qualified domain name (FQDN):
| 200. 1. 168. 192.in-addr.arpa

Host name:

l postfix.az Browse... I

I~ Allow any authenticated user to update all DNS records with the same
name. This setting applies only to DNS records for a new name.,

|

s I 2]l =

Sonra FreeBSD masinimiz U¢in ‘mail.postfix.az’ adini 192.168.1.100 IP
invanina A yazisi kimi slave edak.
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& DNS Manager Update Server. Data File = D|5|
€9 7mEo= dmld gt New Alias (CNAVE)...
:g DNS New Mail Exchanger (MX)... Data Timest
B 5 WIN-PQRPSEP7ROO New Domain....
Global Logs New Delegation...
= | Forward Lookup Zones Other New Records...
(2] _msdcs.postfix.az %]_udp Al Tacks 5
a8 "I DomainDnsZones  ———
|| ForestDnsZones REM_
e Q (same as parent folde ExportList... [21], win-parp8ep7r0o.post... static
B ud Q (same as parent folde  yiaw » win-pgrp8ep7ro.postfix.az. static
2 EomainDnsZones g] (same asparentfolde ————————— 192.168.1.200 4/9/2013 9:C
| ForestDnsZones & win-parp8ep7roo Arrange Icons > 192.168.1.200 static
[ ] Reverse Lookup Zones Liz \Dﬁl::ﬂs
[ Conditional Forwarders e S
Help
<« | 3|

|Create a new host resource record. [

hewrost N |
Name (uses parent domain name if blank):
Imail

Fully qualified domain name (FQDN):
|mai.postﬁx.az.

IP address:
| 192.168.1.100

[V Create associated pointer (PTR) record

v aliow any authenticated user to update DNS records with the
Same.QUNSL.0AMS

Nohayeot sonda ise mail.postfix.az A yazisini eynils MX kimi geyd edirik ve
OK.
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|

s ONSManager =1o1x]
File Action View Help ‘
I = I e .JE
%, DNs Name Mail Exchanger (M) |
B & yIINSERVER | _msdcs
# [g1) Global Logs 7 _sites Host or child domain:
[= || Forward Lookup Zones |t
= &l _msdcs.postfix.az 3 _udp
# [ postfix.az DomainDnsZones By default, DNS uses the parent domain name yahen aeating a Mail
) ] Reverse Lookup Zones ML !dixegﬂloangenrm \a!bosvcsgeslsei:g &agvl:’s‘; or child name, but in most
Bl 168.192.in-addr.arpz ﬁ(same as parent fold: pl=tiny .
@ [] Conditional Forwarders - Fully qualified domain name (FQDN):
ﬂ (same as parent fold:
j (same as parent fold: I posticaz. 013 2:
:_] winserver
j mail Fully qualified domain name (FQDN) of mail server:
Imai!.postﬁx.az Browse... I
Mail server priority:
| 10
ok | concd | Hep |
< | 2[4l T i
( ( (
Windows Domain Controllerimizds DNS qurasdirmalari bitdikden sonra serverin
6zU Ugln $sbsks kartinda DNS kimi ilk IP iinvani 6zUnl yazirig yoni
192.168.1.200. Eynile deo biitiin diger masinlardada DNS kimi Windows AD-nin
DNS-ni istifade etmsliyik.
Windows7 clientleri ise Computer name doyisib “win7-1" vo “win7-2” etdikdsn
sonra “POSTFIX” netbios adi ils Domain-s gosurug.Unutmayin ki, Windows7
clientlari Domain-s gosdugda Domain admin istifade¢isi kimi
‘camal.shahverdiyev’ istifads edirik(Sonda Sisteme Local istifadec¢i yox,
Domain Istifadscisi kimi daxil olmagi unutmayin). Hemde Microsoft Outlook
2007-ni yikleyirik ki, testlerimizi eds bilsk.
Artiqg FreeBSD masinimizda Postfix veo Dovecot birlesmesinin qurmasinin
vaxti golib g¢atdi. (FreeBSD x64 9.1 - IP: 192.168.1.100)
portsnap fetch extract update # Once portlarimizi yenileyirik. (Sonda
reboot edirik.)
cat /etc/rc.conf # Faylin Sonuna asagidaki sstirlsri slave
ederak lazimsiz servisleri sondiririk.
###4# Disabled Services (Bunlardan sonra mutlsqg reboot els)
sendmail enable="NO"
sendmail submit enable="NO"
sendmail outbound enable="NO"
sendmail msp queue_enable="NO"
sendmail rebuild aliases="NO"
syslogd enable="YES"
syslogd program="/usr/sbin/syslogd"
syslogd flags="-ss"
# cat /etc/periodic.conf # Periodik islerimizde
asagidakilari sondirtrik.
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daily clean hoststat_enable="NO"
daily status mail rejects_enable="NO"

daily status_include submit mailg="NO"

daily submit queuerun="NO

# pw group add vmail -g 1000

OPEN
SOURCE
cLUB

# Sistems Mail dcin ‘vmail’ adla
grup olave edirik.

# pw user add vmail -u 1000 -g 1000 -d /dev/null -s /sbin/nologin # vmail

# mkdir /var/virtual

# chown -R vmail:vmail /var/virtual

# chmod -R 700 /var/virtual

# cd /usr/ports/mail/dovecot

# make config

istifade¢ini yaradib wvmail grupuna
olave edirik.

# Istifadscilerin Mail-lori
yarananda, bu govlugda yaranacadg.

# Bu govlugu vmail user vs grupun
izvi edirik.

# vmail istifadeg¢ilsrine bu govlug
iclin tam yetki veririk.

# POP/S vo IMAP/S istifads eds
bilmeyimiz ic¢iin dovecot-1.2.17-ni
yikleyirik.

# Asadidaki sokilds olan modullari
secirik. Qalan depends-lords iss
IPv6 vo SQLITE secmirik ve basga
her seyi susmaya gors secirik

dovecot-1.2.17

kqueue (2) support
55L support
[x] MENAGESIEVE ManageSieve support
[ 1 GSSAPI GSSAPI support
[ 1 VEOPMAIL VPopMail support
[ 1 BDB BerkleyDB support
[x] LDLFP CpenLDAP support
[ 1 PGSQL PostgreSQL support
[x] MYSQL MySQL support
[ 1 SQLITE 5QLite support

<Cancel>

# make install clean

# cd /usr/ports/mail/dovecot-sieve

# make install clean

# echo ‘dovecot enable="YES"’' >> /etc/rc.conf

# Yukleoyirik.

# Bu paket golsn Mail Spam ils
toyin edilerse email yesiyins
dismezden svval onun filteri ils
mesgul olacagqg.

# Yukleyirik.

# Dovecot-u Startup-a
olave edirik ki,
reboot-dan sonra
islesin.

270

www.opensource.az



OPEN
SOURCE
cLUB

Dovecot-un IMAP/S ve POP/S uciin sertifikatlarini hazirlayaq.

#mkdir /etc/ssl/dovecot # Sertifikatlar tuclin govlug yaradaq

#cd /etc/ssl/dovecot # Qovluga daxil olag

#openssl req -new -x509 -nodes -out cert.pem -keyout key.pem -days 365 #
Sertifikatimizi
yaradaqg.
Verilenloari
asagidaki formada
olave edirik.

Country Name (2 letter code) [AU]:AZ

State or Province Name (full name) [Some-State] :Baki

Locality Name (eg, city) []:Yasamal

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Azersu

Organizational Unit Name (eg, section) []:IT

Common Name (e.g. server FQDN or YOUR name) []:mail.postfix.az

Email Address []:postmaster@postfix.az

# cat /usr/local/etc/dovecot.conf # Dovecot Config
faylimizin tsrkibi bels
olmalidar.

protocols = imap imaps pop3 pop3s

disable_plaintext_auth = no

log path = /var/log/dovecot.log # Jurnal faylimizin Unvani

info_log path = /var/log/dovecot.log # Info jurnal faylimizin Unvani

auth_debug = yes

auth_debug passwords = yes

auth_verbose = yes

ssl = yes

ssl cert file = /etc/ssl/dovecot/cert.pem

ssl key file = /etc/ssl/dovecot/key.pem

login_greeting = Camal's Mail Server Ready.

mail location = maildir:/var/virtual/%$n/Maildir

mail uid = vmail

mail gid = vmail

mail privileged group = mail

first valid uid = 1000

last_valid uid = 1000

first valid gid = 1000

last_valid gid = 1000

valid chroot_dirs = /var/virtual

maildir copy with hardlinks = yes

protocol imap ({

mail plugins = quota imap quota

mail plugin dir = /usr/local/lib/dovecot/imap

imap client workarounds = delay-newmail netscape-eoh tb-extra-mailbox-sep
}
protocol pop3 ({

pop3_uidl format = %08Xu%08Xv

mail plugins = quota

mail plugin dir = /usr/local/lib/dovecot/pop3

pop3_client workarounds = outlook-no-nuls oe-ns-eoh
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}

protocol lda {

#

}

debug = yes

mail plugins = cmusieve quota

mail plugins = sieve quota

mail plugin dir = /usr/local/lib/dovecot/lda

postmaster_ address = postmaster@postfix.az

sendmail path = /usr/sbin/sendmail

auth socket path = /var/run/dovecot/auth-master

log path = /var/log/dovecot-lda.log

info_log path = /var/log/dovecot-lda.log
global_script path = /usr/local/etc/dovecot/dovecot.sieve
sieve_global path = /usr/local/etc/dovecot/dovecot.sieve

auth_username format = %Lu
auth default {

}

mechanisms = plain login
passdb ldap {
args = /usr/local/etc/dovecot-ldap.conf
}
userdb ldap {
args = /usr/local/etc/dovecot-ldap.conf
}
user = root
socket listen {

master {
path = /var/run/dovecot/auth-master
mode = 0600

user = vmail
group = vmail

}

client {
path = /var/run/dovecot/auth-client
mode = 0660

user = postfix
group = postfix
}

dict {

}

plugin {

}

# touch /var/log/dovecot.log /var/log/dovecot-lda.log # Jurnal fayllarimizi
yaradiriqg.

quota rule = *:storage=102400
quota = maildir

quota_warning = storage=85%% /usr/local/bin/quota-warning.sh 85%

# Istifadsciye cixacaq Quota warning
sieve = /usr/local/etc/dovecot/dovecot.sieve

www.opensource.az
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# chown vmail /var/log/dovecot* # Jurnal fayllarimizin
sahibini ‘vmail’ adl:
istifadecini teyin
edirik.

Asagidaki smrls siz LDAP-1 test ede bilsrsiniz.

# ©Omri daxil etdikden sonra camal.shahverdiyev istifadesc¢isi tc¢iin parol

yidmaniz yeter

ldapsearch -x -b "dc=postfix,dc=az" -D "camal.shahverdiyev@postfix.az" -h

postfix.az —-W

Sieve Scripti SpamAssasinden Spam kimi alinan mektublari

istifadegilarin INBOX.Spam govluduna oOtlrescesk. Script globaldir vs

bitin istifadec¢iler idcin istifade edilsacsak.

#mkdir /usr/local/etc/dovecot # Dovecot Sieve Scripti i¢in govlug

yaradaqg.

#touch /usr/local/etc/dovecot/dovecot.sieve # ‘dovecot.sieve’ script faylini

yaradaqg.

#chown -R vmail /usr/local/etc/dovecot # Yaratdigimiz govlug ‘vmail’

istifadegisinin izvi edsk.

# cat dovecot.sieve # Faylin mezmununa asagidaki

setirleri slave edirik.

#hH S

#

require ["fileinto"];

if header :contains "X-Spam-Level" "**kkkkkkkkkkkkkkkkkk! [

discard;
stop;

}

elsif

header :contains "X-Spam-Status" "Yes" {

fileinto "INBOX.Spam";
stop;

}

#

# S

Bitln istifadecilesrin email yesikleri 20MB (20480) hecminds olacag. Bgsr bu

hocm 85%-2 catsa hemin istifadeg¢ilsrs email yollanacaqg. Siz bunu oziuniizs

uygun olarag qurasdira bilersiniz. Indi iss golin onun scriptini hazirlayaq.

# touch /usr/local/bin/quota-warning.sh # Istifadec¢i ftcin
Warning Scriptimizi
yaradaqg.

# chown vmail /usr/local/bin/quota-warning.sh # Scripti ‘vmail’
istifadecinin tzvi
edirik.
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# cat /usr/local/bin/quota-warning.sh # Scriptimizin terkibi
asagidaki kimi olacaqg.

HHHHHGH S S B SR

#!/bin/sh

PERCENT=$1
FROM=" postmaster@postfix.az"
qwf="/tmp/quota.warning.$$"

echo "From: $FROM

To: $USER

To: postmaster@postfix.az

Subject: Sizin e-mail yesiyiniz $PERCENT% istifade edilir.
Content-Type: text/plain; charset="UTF-8"

Xeberdarliq: Sizin e-mail yesiyiniz $PERCENT% istifade edilir." >> $qwf

cat $qwf | /usr/sbin/sendmail -f $FROM "S$USER"
rm -f $qwf
exit O

A

Dovecot LDAP-1 qurasdiraq.

# cat /usr/local/etc/dovecot-ldap.conf # Faylimizin terkibi
asagidaki kimi olacagqg.

#HEH

debug_level = 0

hosts = 192.168.1.200:3268 # Domain Controllerin IP ve LDAP

portu(alternative portu)

base = dc=postfix,dc=az

ldap_version = 3

scope = subtree

deref = searching

dn = CN=Camal Shahverdiyev,OU=Userler,DC=postfix,DC=az

dnpass = Zuzubala

auth _bind = yes

user_filter =

(& (ObjectClass=person) (sAMAccountName=%u) (memberOf=CN=GGEMAIL,OU=Userler,DC=p

ostfix,DC=az))

pass_filter =

(& (ObjectClass=person) (sAMAccountName=%u) (memberOf=CN=GGEMAIL,OU=Userler,DC=p

ostfix,DC=az))

#HEHH

Qeyd: Unutmayin Dovecot-u start etmsk istsyesnds o hslski gqalxmayacaq ciunki,
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sistemds ‘postfix’ adli istifadec¢i ve
yiklemek ve sonra iss salmaq lazimdir.

grup yoxdur. Ona gdrs dso Oncs onu

Postfix-in yiklenmesi. O bizim MTA (Mail
islsyscsk.
# cd /usr/ports/mail/postfix

Transfer Agent) rolunda

# Postfix default olaraqg portlarda
2.9.5 idi. Lazimi modullari secgsak.
# lazimi modullari secirik.
Dependslsrin hamisinda SQLITE ve
IPv6-dan basga hsr seyi secirik.

# make config

postfix-2.9.5,1

Berkeley DB (uses WITH BDB VER)
[ 1 coB CDB maps lookups
[ 1 INST BRSE Install into fusr and /etc/postfix
[ 1] LDRP_SASL OpenLDAP client-to-server SRSL auth
[x] MYSQL MySQL maps (uses WITH MYSQL VER)
[ 1 NIS NIS maps lookups
[x] OPENLDAP OpenLDAP maps (uses WITH CPENLDAP VER)
[x] BCRE Perl Compatible Regular Expressions
[ 1 PGSQL PostgresQL maps (uses DEFAULT PGSQL VER)
[x] SASL2 Cyrus SASLv2 (Simple Auth. and Sec. Layer)
[ 1 SFF SPF support (via libspf2 1.2.x)
[ 1 SQLITE SQLite maps
[®] TEST SMTP/LMTPE test server and generator
[x] TLs 58L and TLS support
[x] VDR VDA (Virtual Delivery Agent 32Bit)
Dovecot SASL authentication methods
(*) DOVECOT Dovecot 1.x% SASL authentication method
{ } DOVECOT2 Dovecot 2.x% SASL authentication method
Kerberos network authentication protocol type
(*) SASLKRBS If your SASL req. KerberosS, select this
{ ) SASLEMIT If your SASL req. MIT Kerberos5, select this

<Cancel>

# make install

# Yukleyirik.

Would you like to activate Postfix in /etc/mail/mailer.conf [n]? y

# Suala ‘yes’ cavabi veririk.

# cat /etc/passwd | grep postfix

# Postfix adli istifadsci
yaranmasinl yoxlayiriq.

postfix:*:125:125:Postfix Mail System:/var/spool/postfix:/usr/sbin/nologin

# cat /etc/group | grep postfix
postfix:*:125:

# /usr/local/etc/rc.d/dovecot start
# cat /var/log/dovecot.log

# Postfix adli grup
yaranmasinl yoxlayiriqg.

# Dovecot-u iss saliriqg.

# Jurnal faylinda islemssini
yoxlayiriqg. Asagidaki
sotirler oxsar ssatirlsr
olmalidair.

Apr 10 12:11:10 dovecot: Info: Dovecot v1.2.17 starting up

Apr 10 12:11:11 auth(default): Info: new auth connection: pid=29668
Apr 10 12:11:11 auth(default): Info: new auth connection: pid=29669
Apr 10 12:11:11 auth(default): Info: new auth connection: pid=29671
Apr 10 12:11:11 auth(default): Info: new auth connection: pid=29672
Apr 10 12:11:11 auth(default): Info: new auth connection: pid=29670
Apr 10 12:11:11 auth(default): Info: new auth connection: pid=29673
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Dovecot-u test edsk.

# telnet localhost 143 # IMAP Serverimizin portuna gosulurug.
Trying 127.0.0.1...

Connected to localhost.

Escape character is '~]'.

* OK [CAPABILITY IMAP4revl LITERAL+ SASL-IR LOGIN-REFERRALS ID ENABLE
STARTTLS AUTH=PLAIN AUTH=LOGIN] C

amal's Mail Server Ready.

a login camal.shahverdiyev Zuzubala # camal.shahverdiyev istifadsg¢isi ve
Zuzubala sifresi ils gosuluruq

a OK [CAPABILITY IMAP4revl LITERAL+ SASL-IR LOGIN-REFERRALS ID ENABLE SORT
SORT=DISPLAY THREAD=REFERENC

ES THREAD=REFS MULTIAPPEND UNSELECT IDLE CHILDREN NAMESPACE UIDPLUS LIST-
EXTENDED I18NLEVEL=1 CONDSTORE

QRESYNC ESEARCH ESORT SEARCHRES WITHIN CONTEXT=SEARCH LIST-STATUS QUOTA]
Logged in

EXAMINE INBOX # INBOX govlugumuzu yoxlayiriq

FLAGS (\Answered \Flagged \Deleted \Seen \Draft)

OK [PERMANENTFLAGS ()] Read-only mailbox.

0 EXISTS

0 RECENT

OK [UIDVALIDITY 1365578088] UIDs valid

OK [UIDNEXT 1] Predicted next UID

OK [HIGHESTMODSEQ 1] Highest

OK [READ-ONLY] Select completed.

LOGOUT # Vo ¢ixiriqg.

BYE Logging out

OK Logout completed.

Connection closed by foreign host.

E O S ]

oo

[\))

# 1s -la /var/virtual/ # Istifadecinin govlug yaranmasina baxiriqg.
drwx------ 3 vmail wvmail 512 Apr 10 12:14 camal.shahverdiyev/

Indi is® Postfix iigiin SSL /TLS sertifikatlarini yaradaq

# mkdir /etc/ssl/postfix # Postfix licliin sertifikat govludunu yaradagq

# cd /etc/ssl/postfix # Icins daxil olag

# openssl req —new -x509 -nodes -out smtpd.pem -keyout smtpd.pem -days 3650
# 10 illik sertifikat yaradaqg

Country Name (2 letter code) [AU]:AZ

State or Province Name (full name) [Some-State] :Baku

Locality Name (eg, city) []:Yasamal

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Azersu

Organizational Unit Name (eg, section) []:IT

Common Name (e.g. server FQDN or YOUR name) []:mail.postfix.az

Email Address []:postmaster@postfix.az

# chmod 640 /etc/ssl/postfix/smtpd.pem # Yetkini azaldag
# chgrp -R postfix /etc/ssl/postfix # Qovlugun grup tzvliyuni
‘postfix’-s versk.
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# cd /usr/local/etc/postfix/ # Postfix-in govluduna daxil olaqg.

# cat /usr/local/etc/postfix/main.cf # Qurasdirma faylinin terkibini
asagidaki kimi edirik.

FHEHE A AR

## Global config

queue directory = /var/spool/postfix

command directory = /usr/local/sbin

daemon directory = /usr/local/libexec/postfix

mail owner = postfix

myhostname = mail.postfix.az

mydomain = postfix.az

myorigin = Smydomain

mydestination = $myhostname, localhost.Smydomain, localhost

unknown local recipient reject code = 550

mynetworks style = host

smtpd banner = $myhostname ESMTP $mail name (Smail version)

debug peer level = 3

debugger command =
PATH=/bin:/usr/bin:/usr/local/bin:/usr/X11R6/bin
xxgdb $daemon directory/$process name Sprocess _id & sleep 5

sendmail path = /usr/local/sbin/sendmail

newaliases path = /usr/local/bin/newaliases

mailg path = /usr/local/bin/mailqg

setgid group = maildrop

html directory = no

manpage directory = /usr/local/man

sample directory = /usr/local/etc/postfix

readme directory = no

## Antivirus Filter edilmssi (Asagidaki setirin Kommentini Amavis-new yiiklenib
qurasdirandan sonra silmek lazimdir)
#content filter=smtp-amavis:[localhost]:10024

## SASL-in qurasdirilmasi
broken sasl auth clients = yes
smtpd sender restrictions = permit sasl authenticated, permit mynetworks
smtpd recipient restrictions =
permit mynetworks,
permit sasl authenticated,
reject non fgdn hostname,
reject non fgdn sender,
reject non fgdn recipient,
reject unauth destination,
reject unauth pipelining,
reject invalid hostname,
reject rbl client list.dsbl.org,
reject rbl client bl.spamcop.net,
reject rbl client sbl-xbl.spamhaus.org
smtpd sasl auth enable = yes
smtpd sasl authenticated header = yes
smtpd sasl local domain = $myhostname
smtpd sasl security options = noanonymous
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smtpd sasl type = dovecot
smtpd sasl path /var/run/dovecot/auth-client

## TLS/SSL-in qurasdirilmasi

smtp use tls = yes

smtpd use tls = yes

smtp tls note starttls offer = yes
smtpd tls key file = /etc/ssl/postfix/smtpd.pem
smtpd tls cert file = /etc/ssl/postfix/smtpd.pem
smtpd tls CAfile = /etc/ssl/postfix/smtpd.pem
smtpd tls loglevel = 0

smtpd tls received header = yes

smtpd tls session cache timeout = 3600s

tls random source = dev:/dev/urandom

## LDAP/AD-nin qurasdirilmasi

home mailbox = Maildir/

virtual mailbox base = /var/virtual
virtual uid maps = static:1000

virtual gid maps = static:1000

smtpd recipient restrictions = permit mynetworks, reject unauth destination
alias maps = hash:/etc/aliases

command directory = /usr/local/sbin

daemon directory = /usr/local/libexec/postfix
virtual mailbox domains = POSTFIX.AZ

virtual mailbox maps = ldap:ldapvirtual
ldapvirtual server host = ldap://192.168.1.200:3268
ldapvirtual search base = dc=postfix,dc=az
ldapvirtual bind = yes

ldapvirtual bind dn = POSTFIX\camal.shahverdiyev
ldapvirtual bind pw = Zuzubala
ldapvirtual query filter = (sAMAccountName=%u)
ldapvirtual result attribute = sAMAccountName
ldapvirtual version = 3
ldapvirtual chase referrals = yes
ldapvirtual result format=%s/Maildir/

## Dovecot LDA Agent Delivery
virtual transport= dovecot
dovecot destination recipient limit=1

ik daaaaaaddssi

Postfix-in master.cf faylinda lazimi deyisiklikleri edsk.

# cat /usr/local/etc/postfix/master.cf # master.cf faylinda
SMTPS-1i asagdidaki
formada qurasdiririqg

smtps inet n - n - - smtpd

# -0 syslog name=postfix/smtps

-o smtpd tls_ wrappermode=yes

-o smtpd_sasl _auth_enable=yes

-o smtpd client restrictions=permit sasl authenticated,reject
# -o milter macro daemon name=ORIGINATING
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Ve ‘/usr/local/etc/postfix/master.cf’ faylinin sonuna asagidaki sestirleri

olave edsk. Unutmayin ki, bu setirden sonra Postfix-i yalniz SmapAssasin

yiklenib qurasdirildigdan sonra start edib test eds bilsrsiniz.

dovecot unix - n n - - pipe

flags=DRhu user=vmail:vmail argv=/usr/local/bin/spamc -u ${user} -e

/usr/local/libexec/dovecot/deliver -d ${user}

Postfix-in alias bazasini yaradaq.

# mv /etc/aliases /etc/aliases.OFF

# 1ln -s /usr/local/etc/postfix/aliases /etc/aliases

# touch /usr/local/etc/postfix/aliases

# postalias /usr/local/etc/postfix/aliases

Domain Controller istifadec¢ileriniz iiciin sifrs generasiya elemsk {iclin

asagidaki sintaksisden istifads eds bilsrsiniz.

# printf '\OUserler\Ocamal.shahverdiyev' | mmencode

AntiSpam qurasdiraq.

# cd /usr/ports/mail/p5-Mail-SpamAssassin # Hal-hazirda 3.3.2-ci
versiya istifads
edilir.

# make config # sokildeki Depends-
lori se¢irik.IPv6 ve
SQLITE-dan basga butin
modullari susmaya gore
secirik.

p5-Mail-SpamAssassin-3.3.2 8 e

Run spamd as root (recommended)
[x] SPRMC Build spamd/spamc (not for amavisd)
[ 1 SACOMPILE sa-compile
[x] DKIM DKIM/DomainKeys Identified Mail
[x] 55L Build with SSL support for spamd/spamc
[x] GNUPG Install GnuPG (for sa-update)
[ 1 MYSQL kdd MySQL support
[ 1 BPGSQL Bdd PostreSQL support
[2] RRZOR Bdd vVipul's Razor support
[ 1 SPF QUERY Bkdd SPF query support
[ 1 RELAY COUNTRY Relay country support
[ 1 DCC BRdd DCC support (see LICENSE)

<Cancel>

# make install clean # Yukloyirik.

Do you wish to run sa-update to fetch new rules [N]? Y # Suala Yes

cavabi veririk.

SpamAssassin-i startupa slave edirik.

# echo ‘spamd enable="YES"’ >> /etc/rc.conf

# echo ‘spamd flags="-u spamd -H /var/spool/spamd"’ >> /etc/rc.conf

# cd /usr/local/etc/mail/spamassassin # local.cf faylini

qurasdiraqg.
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# cat local.cf # Faylin terkibi asagidaki
kimidir.
rewrite_ header Subject *****SPAM*****
use bayes 1
ifplugin Mail: :SpamAssassin: :Plugin: :Shortcircuit
# /usr/local/etc/rc.d/sa-spamd start # SpamAssassin-i iss saliriq.
# echo 'postfix enable="YES"' >> /etc/rc.conf # Postfix servisi Startup-a
olave edirik.

# /usr/local/etc/rc.d/postfix start # Postfix-i ises saliriq.
Postfix—-1 test edsk.
# telnet localhost 25 # Postfix-in portuna gosulaqg. Tind gara

simvollar smrlsrdir.
Trying 127.0.0.1...
Connected to localhost.
Escape character is '*]'.
220 mail.postfix.az ESMTP Postfix (2.9.5)
helo localhost
250 mail.postfix.az
mail from: camal.shahverdiyev@postfix.az # Istifadscgiden
250 2.1.0 Ok
rcpt to: kamil.babayev@postfix.az # Istifadegiys gdndesririk
250 2.1.5 Ok
Data
354 End data with <CR><LF>.<CR><LF>
Salam Necesen kamil? # Mesaj
250 2.0.0 Ok: queued as D3230112A85
quit
221 2.0.0 Bye
Connection closed by foreign host.
Vo Mail yesikleri olan govluda baxiriqg ki, kamil.babayev adli istifadec¢i icin
yesik yaranib.
# 11 /var/virtual/ # Kamil tc¢lin yesik yaranib.
drwx-——---- 3 vmail wvmail 512 Apr 10 12:14 camal.shahverdiyev/
drwx------ 3 vmail wvmail 512 Apr 10 13:35 kamil.babayev/
SpamAssassin-i test edsk.
Asagidaki setiri hansisa istifadec¢i adindan kimess yollayin.
XJS*C4JDBQADNI1 . NSBN3*2IDNEN*GTUBE-STANDARD-ANTI-UBE-TEST-EMAIL*C. 34X
Ogesr siz diizgin gqurasdirmisinizsa onda ‘/var/log/maillog’ vs
‘/var/log/dovecot-lda.log’ fayllarinda bunun subutlarini gére bilersiniz.
# cat /var/log/maillog | grep "identified spam"
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Apr 10 14:09:30 postfix-ldap spamd[733]: spamd: identified spam (1002.0/5.0)
for camal.shahverdiyev:58 in 32.8 seconds, 468 bytes.
# cat /var/log/dovecot-lda.log | grep "marked message to be discarded"
Apr 10 14:09:30 deliver (camal.shahverdiyev): Info: sieve:
msgid=<20130410090847.7F30F112AA2@mail .postfix.az>: marked message to be
discarded if not explicitly delivered (discard action)
Sgesr isteseniz ki, SPAM istifadec¢inin INBOX.spam govluduna yigdilsin vs aydin
gbrinsin onda, “/usr/local/etc/dovecot/dovecot.sieve” faylinda asagidaki
doyisikliyi elemsk lazimdir.
require ["fileinto"];
if header :contains "X-Spam-Status" "Yes" {
fileinto "INBOX.Spam";
stop;
}
Antivirus-u qurasdiraq.
Clamav ve Amavisd-New Mail-in virus filtrasiyasindan cavabdehdir.
# cd /usr/ports/security/clamav # Clamavi yikleyirik(0.97.7 versiyasi)
# make config # Lazimi modullari seg¢irik.
# make install clean # Yukleoyirik.
# cd /usr/ports/security/amavisd-new # amavisd-new paketini
yiklsysk. (2.8.0 versiyadir.)
# make config # Asagidaki modullari secirik.
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# make install clean # Yukleyirik.

# cat /usr/local/etc/clamd.conf # CLAMD qurasdirma faylina
valniz asagidaki sstirleri
olave edirik.

LogFile /var/log/clamav/clamd.log

LogFileMaxSize 2M

LogTime yes

PidFile /var/run/clamav/clamd.pid

DatabaseDirectory /var/db/clamav

LocalSocket /var/run/clamav/clamd.sock.sock

FixStaleSocket yes

User clamav

AllowSupplementaryGroups yes

ScanMail yes

# cat /usr/local/etc/freshclam.conf # FreshClam qurasdirma
faylina yalniz asagidaki
sotirleri slave edirik.

DatabaseDirectory /var/db/clamav

UpdatelogFile /var/log/clamav/freshclam.log

LogFileMaxSize 2M

LogTime yes

PidFile /var/run/clamav/freshclam.pid

DatabaseOwner clamav

AllowSupplementaryGroups yes

DatabaseMirror database.clamav.net

282
WWW.opensource.az



OPEN

SOURCE
CLUB
NotifyClamd /usr/local/etc/clamd.conf
# ee /usr/local/etc/amavisd.conf # Faylda yvalniz asagidaki sotirleri
uydun olaraq 6z {nvanlarina
deyisirik ve galan setirleri
susmaya gdrs saxlayiriqg.

$max servers = 2;

$daemon_user = 'vscan';

$daemon_group = 'vscan';

$mydomain = 'postfix.az';

$SMYHOME = '/var/amavis';

$TEMPBASE = "$MYHOME/tmp";

SENV{TMPDIR} = $TEMPBASE;

SQUARANTINEDIR = '/var/virusmails';

$log_level = 5;

$log_recip_ templ = undef;

$do_syslog = 1;

$syslog_facility = 'mail';

Senable db = 1;

Snanny details level = 2;

$Senable dkim verification = 1;

$enable dkim signing = 1;

@local_domains_maps = ( [".$mydomain"] ) ;

['ClamAV-clamd',
\&ask_daemon, ["CONTSCAN {}\n", "/var/run/clamav/clamd.sock"],
qr/\bOK$/m, qr/\bFOUNDS$/m,
qr/*.*?: (?'Infected Archive) (.*) FOUNDS$/m ],
['ClamAV-clamscan', 'clamscan',
"--stdout --no-summary -r --tempdir=$TEMPBASE {}",
[0], gr/:.*\sFOUND$/m, qr/*.*?: (?!Infected Archive) (.*) FOUNDS$/m ],

# touch /var/log/clamav/clamd.log # Lazimi jurnal fayllara
yvaradiriqg.

# touch /var/log/clamav/freshclam.log # Lazimi jurnal fayllara
yvaradiriqg.

# chown -R vscan:clamav /var/log/clamav/ # Jurnal faylimiz {iclin vscan
istifade¢i ve clamav grupu
dzvliylu veririk

# chmod -R 770 /var/log/clamav/ # Jurnal faylimiz iictin vscan
istifadec¢i ve clamav grupu ucin
yetki veririk

# chown -R vscan:clamav /var/db/clamav/ # Clamav bazasini vscan
istifadse¢i ve clamav grupunun
{izvil edirik.
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# chmod -R 770 /var/db/clamav/ # Clamav bazasina vscan
istifads¢i ve clamav grupu icin
yetki veririk.

# chown -R vscan:clamav /var/amavis/ # Amavis govludunu vscan
istifade¢i ve clamav grupunun
dzvi edirik.

# chown -R vscan:clamav /var/run/clamav/ # Eyni isi PID fayllari dgiun
edirik.

# chmod -R 770 /var/run/clamav/ # Eyni isi PID fayllari dgin
edirik.

Antivirusumuzu Startup-a slave edirik.

# echo ‘clamav_clamd enable="YES"’ >> /etc/rc.conf # Clamd Startup

# echo ‘clamav_freshclam enable="YES"’ >> /etc/rc.conf # FreshClam

Startup

# echo ‘amavisd enable="YES”’ >> /etc/rc.conf # Amavisd-New Startup

# /usr/local/etc/rc.d/clamav-freshclam start # Once FreshClam-1

start edirik.

Clamavda bug olduguna gdres asagidaki addimlari slimizls ‘sock.sock’ fayli

iicin edirik. ©

# touch /var/run/clamav/clamd.sock.sock

# chown -R vscan:clamav /var/run/clamav/

# chmod -R 770 /var/run/clamav/

# freshclam # Antivirus Bazamizi yenileyirik.

# /usr/local/etc/rc.d/clamav-clamd start # ClamD-ni ise saliraiqg.

# /usr/local/etc/rc.d/amavisd start # AmavisD-ni iss saliriqg.

Sonda ise inteqgrasiyani bitirmek tctn ‘/usr/local/etc/postfix/main.cf’ ve

‘/usr/local/etc/postfix/master.cf’ faylinin sonlarina lazimi setirleri slave

elomek lazimdir.

# ee /usr/local/etc/postfix/main.cf # Faylin icinds content filter

sotirin garsisindan sorhi silirik.

## Antivirus Filter edilmesi

content filter=smtp-amavis:[localhost]:10024

# cat /usr/local/etc/postfix/master.cf # Faylin sonuna asagidaki sotirleri

olave edirik.

# Amavis listen

smtp-amavis wunix - - n - 2 smtp

-o smtp_data done_timeout=1200
-o smtp send xforward command=yes
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-o disable dns_lookups=yes

127.0.0.1:10025 inet n - n - - smtpd
-o content filter=
-0 local recipient maps=
-0 relay recipient maps=
-0 smtpd_restriction_ classes=
-o smtpd_delay reject=no
-0 smtpd_client restrictions=permit mynetworks,reject
-o smtpd _helo_restrictions=
-o smtpd_sender_ restrictions=
-0 smtpd_recipient restrictions=permit_mynetworks,reject
-o mynetworks style=host
-0 mynetworks=127.0.0.0/8
-o strict rfc821 envelopes=yes
-o smtpd error sleep time=0
-o smtpd soft error limit=1001
-o smtpd hard error 1limit=1000
-o smtpd client connection_count limit=0
-o smtpd client connection_rate limit=0

receive_override options=no_header body checks,no_unknown_recipient_checks

# /usr/local/etc/rc.d/postfix restart # Vo sonda Postfix-i yeniden iss
salairiqg.

Test Ucln asadidaki sotirde olan tearkibi slave edersk email yollayin va
noticoys baxin. Email virus kimi ‘/var/log/maillog’ faylinda geyds
alinacagdir.

X50!P%QRAP[4\PZX54 (P*) 7CC) 7} SEICAR-STANDARD-ANTIVIRUS-TEST-FILE! $H+H*

# telnet localhost 25 # Tind gara simvollar emrlsrdir.
Trying 127.0.0.1...

Connected to localhost.

Escape character is '"~]'.

220 mail.postfix.az ESMTP Postfix (2.9.5)

helo localhost

250 mail.postfix.az

mail from: kamil.babayev@postfix.az

250 2.1.0 Ok

rcpt to: camal.shahverdiyev@postfix.az

250 2.1.5 Ok

Data

354 End data with <CR><LF>.<CR><LF>

X50!P%@AP[4\PZX54 (P*) 7CC) 7} SEICAR-STANDARD-ANTIVIRUS-TEST-FILE! $H+H*

250 2.0.0 Ok: queued as ADA33112C72
quit

221 2.0.0 Bye

Connection closed by foreign host.
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Ashagidaki setirleri log faylinda gormelisiniz.

Apr 10 16:08:07 postfix-ldap amavis[28607]: (28607-01) Blocked INFECTED
(Eicar-Test-Signature) {DiscardedInternal,Quarantined}, MYNETS LOCAL
[127.0.0.11:25791 [127.0.0.1] <kamil.babayev@postfix.az> ->
<camal.shahverdiyev@postfix.az>, quarantine: wvirus-9XJQSiKlfwnh, Queue-ID:
ADA33112C72, Message-ID: <20130410110753.ADA33112C72@mail.postfix.az>,
mail id: 9XJQSiKlfwnh, Hits: -, size: 394, 360 ms

9gor siz jurnallara tam diggetls baxsaniz gdrsceksiniz ki, virus menssli
emailler ‘wvirusalert@postfix.az’ istifads¢isins dovecot tsrsfindsn
yonlendirilir. Bunun {l¢in siz AD-ds hemin istifads¢ini yaradib ‘GGEMAIL’
grupuna slave elemelisiniz. Belslikls sonda AD-mizds test iUg¢lin GGEMAIL
grupunda asagida sekilde gbstorilen istifadeciler olacag. Bunlardan mitleg
olanlar. Admin: camal.shahverdiyev, Mail Postmaster: postmaster vo Virus

Alerter: virusalert
GGEMAIL Properties [ 7

| Object I Security I Attribute Editor |
General Members | Member Of I Managed By |

Members:

Mame Active Directary Domain Services Folder
_a_, camal shahverdiyewv domainlan/Users
_a_, Kamil Babaysv domain lan/Users
_3) Mail Postmaster domain lan/Users
_3) MNamaz Bayramli domain lan/sers
i, Ramil Mustafayev domain lan/Users
i, Salman Agayev domain lan/Users
_3_, Tural MNesirov domain lan/Users
_3_, Virus Alerter domain lan/Users

# 11 /var/virusmails/ # Bu Gnvanda iss hemin viruslari gdrs bilsrsiniz.
—rw-r—----- 1 vscan vscan 1028 Apr 10 16:08 wvirus-9XJQSiKlfwnh
—rw-r----- 1 vscan vscan 1028 Apr 10 16:16 virus-Bamtri8mxBRp

Indi iss Maillsrimizs WEB-dsn yetki alagq.

Bunun ii¢glin 6nce Apache, PHP5 vo MySQL-1 yiklemsk lazimdir. Cunki biz hem

SquirrelMail hsmde RoundCube istifads edscsyik.

# cd /usr/ports/www/apache22 # apache22-nin portuna daxil olurug.

# make config # Susmaya gdrs olan modullari daxil
edirik. (Butin dependsleards IPv6-dan
basga)

# make install clean # Ylikleoyirik.

# echo 'apache22 enable="YES"' >> /etc/rc.conf # Startup-a slave edirik.
# cd /usr/ports/lang/php53 # PHP5.3-1 yukleyirik(5.3.23 versiyasi)

# make config # Asagidaki modullari secirik.
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# make install clean # Ylkleyirik. Biitiin Dependslsrds IPvé6-dan
basga hsr sey susmaya gora

# ee /usr/local/etc/apache22/httpd.conf # Asagidaki setirleri faylin sonuna
o2lave edirik.

AddType application/x-httpd-php .php

AddType application/x-httpd-php-source .phps

DirectoryIndex index.html index.php # index.php-ni bu sstirin garsisina
yaziriqg.

# cd /usr/ports/lang/php53-extensions/ # PHP53 U¢in lazim olan
genislenmeler yiklemsliyik.

# make config # Asagidaki modullara

secirik (SQLITE veo IPV6-dan basqga)
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# make install clean # Yikleoyirik.

WEBMail-in qurulmasai.
Biz hem SquirrelMail hsmde Roundcube-un qurulmasini edscsyik. Ancag birinci
SquirrelMail-den baslayaqg.

# cd /usr/ports/mail/squirrelmail # SquirrelMail-i portlardan yiklsyok.
# make config # Lazimi modullari secoak.

# make install clean # Yukleyirik.

# ee /usr/local/etc/apache22/Includes/squirrelmail.conf # SquirrelMail-in
WEB-don acilmasi
tictin onun
qurasdirmasini
apache-a olavs
edek.Faylin
torkibi
asagidaki
setirlserden
ibarst
olacaqg.

Alias /squirrelmail/ "/usr/local/www/squirrelmail/"

<Directory "/usr/local/www/squirrelmail">

AllowOverride None

Options None

Order allow,deny

Allow from all
</Directory>

# ed /usr/local/www/squirrelmail/ # SquirrelMail-in qurasdirilmasi Ugln
govluga daxil olurug
# ./configure # Scripti ise salirig ve Menyu agilir
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2. Secirik Opsiya: “1. Domain” # Domain adini veririk(Bizim halda:
postfix.az vo Enter)

3. Secirik Opsiya: “A. Update IMAP Settings” vo “5.

993-1 daxil edirik ve Enter.

IMAP Port” sonra ise

4, Seg¢irik Opsiya: “7. Secure IMAP (TLS)” vo “Enable TLS (y/n) [n]: y” edib

Enter sixiraiqg.

5. Secirik Opsiya: “8. Server software” vo “dovecot”

S1X1riqg.

s6zini daxil edib Enter

6. Segirik Opsiya: “R Return to Main Menu” sixib ssas menyuya gayidiriqg.
7. Secirik Opsiya: “10. Languages” vos “2. Default Charset”-i utf-8 yazib

ENTER sixiriqg.

8. Secirik Opsiya: “S Save data” veo iki defo ENTER sixirig. “Q Quit”

¢1x1riqg.

SquirrelMail-in Quota Pluginini yiiklsysk.

# cd /usr/ports/mail/squirrelmail-check quota-plugin/ # Port-una daxil olagqg.

=+

make install clean

# cd /usr/local/www/squirrelmail/plugins/check_quota

# cp config.sample.php config.php

# ee config.php

$settings['quota_type'] 1;
$settings['graph type']l = 1;
$settings['info_above_ folders list'] = 0;
$settings['show_intro_texts'] = 1;
$settings['details_above graph'] = 0;

AutoSubscribe Pluginin yiklenmesi.

# Yiklsysk.

# Config govluguna
daxil olag ki,
qurasdiraqg.

# Sample faylini
qurasdirma faylina
nisxalayak.

# Faylin ig¢indes
asagidaki setirlers
uygun deyisiklikleri
edin.

Bu Plugin butin istifadec¢ilsr {icin Spam govludunun yaradilmasina cavabdehdir.

O hemg¢inin ‘Maildir’ govludunuda yenilsyir.
# cd /usr/local/www/squirrelmail/plugins

www.opensource.az

# Unvana daxil
olurug ki, plugin
yiukleayak.
autosubscribe-
1.1-1.4.2.tar.gz
adli modulu
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internetdsn bu
govluga endirin.

# tar -zvxf autosubscribe-1.1-1.4.2.tar.gz # tar.gz fayl:
plugins govluguna
agiriqg.

# cd autosubscribe # Agdigimiz
govluga daxil
oluruqg.

# cp config sample.php config.php # Sample faylini config
faylina nisxslsaysak.

# ee config.php # config faylinda asagidaki iki
sotiri uydun olaraqg deyisin.

$autosubscribe_folders='INBOX.Spam';

Sautosubscribe_special folders='INBOX.Spams';

TimeOut Plugin-in yuklenmssi

# cd /usr/ports/mail/squirrelmail-timeout _user-plugin # Port-una daxil
oluruqg.

# make install clean # Yukleyirik.

Iss salmaqg iiciin iss ‘/usr/local/www/squirrelmail’ govluguna daxil olub
‘configure’ scriptini iss salmag lazimdir.

# cd /usr/local/www/squirrelmail # SquirrelMail govluduna daxil olurug.

# ./configure # Scripti iss saliraiqg.

1. Segirik: “8. Plugins”

2. Plugini ylklemek i¢clin sadecs onun ragemins sixmaq yatear. Ve istediyiniz
Pluginleri seg¢e bilsrsiniz.

3. Secirik: "compatibility", "check quota", "timeout_ user", "autosubscribe",
"calendar", "administrator"

4. Secirik: “S Save data” sonra Enter vo “Q Quit”

# echo "192.168.1.100 ‘hostname'" >> /etc/hosts # Apache-i aldadaq ki,
tez iss dissin.

# /usr/local/etc/rc.d/apache22 restart # Sonda apache-i iss salaq.

Sonda ise asagidaki links daxil olaraq SquirrelMail-mizi test edirik.
http://mail .postfix.az/squirrelmail/src/configtest.php
8gsr sizde Date/TimeZone sshvi ve asadidaki sokilde olan sshv ¢ixsa

ERROR: You have enabled any one of magic_quotes_runtime, magic_guotes_gpc Of magic_guotes_sybase in your PHP configuration. We
recommend all those settings to be off. SquirrelMail may work with them on, but when experiencing stray backslashes in your mail or other strange behaviour, it
may be advisable to turn them off.

Onu asagidaki gaydada diizelds bilsrsiniz.
# cd /usr/local/etc/ # PHP inisializasiya ic¢lin govluduna daxil olurug
# cp php.ini-production php.ini # Inisializasiya faylini copy edsk.

# ee php.ini # PHP-nin inisializasiya faylini asadidaki setirlers
uydun olaraq deyisin
short open _tag = On
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date.timezone = "Asia/Baku"

# apachectl graceful # Apache-i reload edesk ve yenads Browserdan test
edek. Asagidaki sokils uydun bir sakil cgap
edilmelidir. Yeni nstice udgurludur.

SquirrelMail configtest

This script wll ry o check some aspects of your SquirelMal configaration and point you to errors whereever it can fid them. You need to go run cont o1 in the cong1a/ directory first before you run this script

SquinelMalversion: 1422
Config fle version: 140
Contig il last modified: 11 April 2013 04:26:44

SMTP scrver OK (220 meid.perstin.sn 1807 Frantin 3.5.8)
IMAP server teady (- or eamssrs Daesers LETERAL® Si-iR LoCm-REIEEALY B e —
Cagabliies » CAPABTLITY TWAPAzavl LITERAL+ SASL-TR LOGIN-REFERRALS 10 ERRBLE SOKT NSELECT TOLE CHILORDN WAMESPACE UIDPLUS LIST-DXTENDED T1SKLEVEL=1
CONDSTCRE QRESYNC ESEARCH ESORT SEARCHRES WITHIN
Checking intemabionakization (118n) sefings...

database functions.
ot using database fnct

Congratiations, your SquinelMad setup looks fine to me!

Sonda iss asagidaki links daxil olub AD-ds yaradilan istifadec¢i ve sifrs ils
daxil oluruqg.
http://mail.postfix.az/squirrelmail/

SquirrelMail

webmail
for
nuts

uirrelMail version 1.4.22

Sq
By the SquitrelMail Project Team
SquirrelMail Login
Name: camal.shahverdiyev

Password: W\

Login

WEBMail RoundCube
# cd ‘whereis roundcube | awk '{ print $2 }'" # RoundCube-un Portuna daxil
oluruqg.

# make config # Sokilde goésterilen modullari secirik.

# make install clean # Yukleyirik.
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RoundCube-un islemesi iicin biz ona MySQL baza, istifadec¢i adi ve sifre

yaratmaliyiqg. Bunun Uciin iss MySQL-i yiiklemsk lazimdir.

# cd /usr/ports/databases/mysql55-server/ # Portuna daxil olurug.

# make config # Yalniz SSL modulu sec¢irik.

mysqgl-server-5.5.30
SSL protocol support
[ 1 FASTMTX Replace mutexes with spinlocks
<Cancel>

# make install clean # Yukloyirik.

# echo 'mysql enable="YES"' >> /etc/rc.conf # MySQL-i Startup-a slavs

edirik.

# /usr/local/etc/rc.d/mysql-server start # Iso saliraqg.

# /usr/local/bin/mysql_secure_installation # MySQL-i qurasdirag.

Enter current password for root (enter for none):

Set root password? [Y/n] ¥ # Yes deyirik.

New password: # Yeni sifreni yaziraiqg.

Re-enter new password: # Yeni sifreni tekrar

yaziridg.

Remove anonymous users? [Y/n] Y # Yes deyirik

Disallow root login remotely? [Y/n] Y # Yes deyirik

Remove test database and access to it? [Y/n] ¥ # Yes deyirik

Reload privilege tables now? [Y/n] ¥ # Yes deyirik

# mysql -u root -p # MySQL-o daxil oluruqg.

mysgl> CREATE DATABASE roundcubemail; # RoundeCube ig¢ln baza

yaradiriqg.

Query OK, 1 row affected (0.00 sec)

# Homin baza i¢iin istifades¢i adi ve sifrs yaradiriqg.

mysgl> GRANT ALL PRIVILEGES ON roundcubemail.* TO roundcube@localhost

IDENTIFIED BY 'freebsd';

Query OK, 0 rows affected (0.00 sec)

# chown -R www:www /usr/local/www/roundcube/ # RoundCube fayllarina Apache

dclin yetki veririk.

# Apache Uuc¢lin yeni qurasdirma fayllari invani yaradiriqg.

# echo "Include /usr/local/domen/*" >> /usr/local/etc/apache22/httpd.conf

# mkdir -p /usr/local/domen/ # Yetki verdiyimiz govludu yaradiriqg.

# chown -R www:www /usr/local/domen # Apache tcun hemin govluga yetki

veririk.

# mv /usr/local/www/roundcube/.htaccess /root/homefold-htaccess # Mitlsg
bunu
edirik. 9ks
halda WEB
ils yetki
ala
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Hoemcinin geyd elemsk isteyirem ki, roundcube-dan ¢ixan error mesajlari siz
‘/var/log/httpd-error.log’ faylindan slde eds bilsrsiniz.
# ee /usr/local/domen/mail.postfix.az # Yeni VirtualHost yaradib icins asadidaki
torkibi olave edirik

<VirtualHost *>

ServerName mail.postfix.az

ServerAlias www.mail.postfix.az

DocumentRoot "/usr/local/www/roundcube"
<Directory "/usr/local/www/roundcube">

Options All

Options FollowSymLinks

AllowOverride AuthConfig

Order allow,deny

Allow from all
</Directory>
</VirtualHost>
# apachectl graceful # Apache-1 reload edirik.
# apachectl -t # Apache-1 test edirik.
# httpd -S # VirtualHost-u Test edirik
Sonra WEB ile asagidaki links daxil olaqg ki, RoundCube-un telsbatlarini
yoxlayaq. Ancaqg qurasdirmalarimiz bitdikden sonra miitleg
‘/usr/local/www/roundcube/installer/’ govludunu ya silin yada yerini desyisin.
http://mail.postfix.az/installer
Asagidaki gskils uygun formada bir sokil cap edilecsk. Vs ‘Next’ diymesini
S1xX1rig.
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Checking PHP version
Version: OK (PHP 5.3.23 detected)

Checking PHP extensions
The following modules/extensions are required to run Roundcube:

PCRE: OK
DOM: OK
Session: OK
XML: OK
JSON: OK

The next couple of extensions are optional and recommended to get the best performance:

FileInfo: OK

Libiconv: OK
Multibyte: OK
OpenSSL: OK
Mcrypt: OK

Intl: OK

Exif: OK

Checking available databases
Check which of the supported extensions are installed. At least one of them is required.

MySQL: OK
MySQLi: OK

PostgreSQL: NOT AVAILABLE (Not installed)
SQLite (v2): NOT AVAILABLE (Not installed)

Check for required 3rd party libs
This also checks if the include path is set correctly.

PEAR: OK
MDB2: OK
Net_SMTP: OK
Net_IDNA2: OK
Mail_mime: OK

Checking php.ini/.htaccess settings

The following settings are required to run Roundcube:

file_uploads: OK
session.auto_start: OK
zend.zel_compatibility_mode: OK
mbstring.func_overload: OK
magic_quotes_runtime: OK
magic_quotes_sybase: OK
date.timezone: OK

The following settings are optional and recommended:

allow_url_fopen: OK

[NEXT ]

Qurasdirma fayllari ‘/usr/local/www/roundcube/config’ govluduna niusxsladikdsn

sonra asagidaki setiri uygun olarag ‘main.inc.php’ faylinda deyisin.
$rcmail config['support url'] = 'http://mail.postfix.az';
MySQL-i Roundcube WEB ils qurasdiraq.

Database setup-

db_dsnw

Database settings for read/write operations:

MySaL |Z| Database type

localhost Database server (omit for sqlite)
roundcubemail Database name {use absolute path and filename for sqlite)
roundcube Database user name (needs write permissions){omit for sqlite)

Database password (omit for sqlite)

Imap-i qurasdiraq.
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IMAP Settings

default_host

The IMAP host(s) chosen to perform the log-in

ssl:/Mocalhost )

© add

Leave blank to show a textbox at login. To use SSL/IMAPS connection, type ssl://hostname
default_port

993

TCP port used for IMAP connections
username_domain

‘pnstﬁxaz

Automatically add this domain to user names for login
Only for IMAP servers that require full e-mail addresses for login

CLI-dan IMAPS-in test edilmesi iiciin asadidaki smrden istifade eds bilersiniz.
openssl s client -connect localhost:993 # Bu smrles SSL ils Dovecot-un
Port-una gosulurug.

SMTP-ni qurasdiradg.
SMTP Settings
smtp_server

ssl://localhost
Use this host for sending mails
To use SSL connection, set ssl://smtp.host.com. If left blank, the PHP mail() function is used

smtp_port
465
SMTP port (default is 25; 465 for SSL; 587 for submission})

sSmtp_user/smtp_pass

SMTP username and password (if required)
Use the current IMAP username and password for SMTP authentication

smtp_log

[¥] Log sent messages in {log_dir}/sendmail or to syslog.

Ekran opsiyalarindan asagidakilarda deyisiklik edirik. Ve “Create Config”

diymesine sixiriqg.
Display settings & user prefs

language
en_US

The default locale setting. This also defines the language of the login screen.
Leave it empty to auto-detect the user agent language.
Enter a REC1766 formatted language name. Examples: en_US, de_DE, de_CH, fr_FR, pt_BR

larry B

Name of interface skin (folder in /skins)

skin

mail_pagesize
50
Show up to X items in the mail messages list view.
addressbook_pagesize *
50
Show up to X items in the contacts list view.
prefer_html *
[ prefer displaying HTML messages
preview_pane *
[¥] 1f preview pane is enabled
htmleditor *
Compose HTML formatted messages | never E
draft_autosave *

Save compose message every | never [zl
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Sonra sokildeki gdstsrilsn ‘main.inc.php’ ve ‘db.inc.php’ kimi fayllara
yikleyib ‘/usr/local/www/roundcube/config’ govluduna yerlesdirmek lazimdir.

Copy or download the following configurations and save them in two files (names above the text box) within the /usr/local/www/roundcube/config directory
Make sure that there are no characters outside the <2php 2> brackets when saving the files.

chown -R www:www roundcube/ # Apache istifadec¢isins Roundcube govlugu
iclin yetki veririk. Ardinca da “Continue”
diymesine sixmaqg lazimdir.

SMTP ve IMAP test etdikde asadidaki nosticeni vermslidir size.
Test SMTP config

Server: ssl://localhost
Port: 465

User: \camal.shahverdiyev
Password: sessesces

Trying to send email...
SMTP send: OK

Sender camal.shahverdiyev@postfi

Recipient ramil.mustafayev@postfix.a

Send test mail

Test IMAP config

Server ssl://localhost [~ ]
Port 993
Username camal.shahverdiyev

Password |eeeececes

Check login

Indi ise Iki Client arasinda OutLook qurasdiraq.

Client-in biri kamil.babayev digsri iss ramil.mustafayev olacaqg.
Hal-Hazirda Kamil Babayev iiciin POP qurasdiraciyiqg. Sokilde gdrindiyid kimi
POP/IMAP secib Next edirik.

Add New E-mail Account =

Choose E-mail Service

© Internet E-mail
Connect to your POP, IMAP, or HTTP server to send and receive e-mail messages.
Microsoft Exchange
Connect to Microsoft Exchange for access to your e-mail, calendar, contacts, faxes and voice mail.

_) Other

<Back [ Next> | [ cancel |

Indi ise POP/Imap, Login ve Sifre qurasdirmalarimizi edek ve ardinca ‘More
Settings’ diuymesini sixaq.
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Add Account

POP and TMAP Account Settings
Enter the mail server settings for your account.

User Information Test Account Settings

Your Mame: Kamil Babayev We recommend that you test your account to ensure that
i the entries are correct.
Email Address: kamil.babayev@postfix.az

Server Information
Test Account Settings ...

Account Type: POP3

[ E| et S T —— [+] sutomatically test account settings when Mext
P . is clicked

Dutgoing mail server [SMTPE | mail.postfix.az Deliver new messages to:

Logon Information Mew Cutlook Data File

User Name: kamil.babayev () Existing Outlook Data File

Passwaord: | Browse
[+] Remember password
|:| Reguire logon using Secure Password Authentication

[SPA) More Settings ...

Sonra iss “Advanced” bdliminds POP3-ds ‘This server requires an encrypted

connection (SSL)’ diuymesins qus goyuruq ve SMTP-ds iss 465-ci port yazib SSL
secgirik.
intemel:“El m;il Settings ==

| General I Outgoing Server | Connection ] Advanced

Server Port Numbers

Incoming server (POP3): 995 Use Defaults
[¥] This server requires an encrypted connection (SSL)
Outgoing server (SMTP): |

Use the following type of encrypted connection: |SSL =]
Server Timeouts —
Short —J Long 1 minute
Delivery

| Leave a copy of messages on the server
Remove from server after 10

Remove from server when deleted from "Deleted Items’

L oK ] [ cancel |

Vo ‘Outgoing Server’ boliumiinds iss ‘My outgoing server (SMTP) requires
authentication’ secirik.
Intemet E-mail S&ﬁngs

My outgoing server (SMTP) requires authentication

@ Use same settings as my incoming mail server
() Log on using

Mame

rd
Remember password

Require Secure Password Authentication (SPA)

() Log on to incoming mail server before sending mail
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Sonra “Ok”, “Next” ve “Finish”. Email yesiyi istifadec¢i adina yaradilmasini
toklif edends sokildeki kimi gsbul edib ‘OK’ diymesini sixiriqg.

Indi iss Diger clientls ramil.mustafayev istifadscisinin email clientini
IMAPS/SMTPS Uucun qurasdiraq. kamil istifadog¢isinds etdiyimiz kimi eyni
gaydada olacaqg. Ancaq burda protocol POP yox IMAP secilscsk.

Internet E-mail Settings
Each of these settings are required to get your e-mail account working.

User Information Test Account Settings
Your Name: Ramil Mustafayev After filing out the information on this screen, we
recommend you test your account by dlicking the
E-mail Address: ramil.mustafayev @postfix.az| button below. (Requires network connection)
Server Information
[ Test Account Settings ... |
Account Type: IMAP
Incoming mail server: mail.postfix.az

Outgoing mail server (SMTP): | mailpostfix.az

Logon Information

User Name: ramil.mustafayev

Password: seses e
[¥]Remember password

[]Require logon using Secure Password Authentication (SPA)
More Settings ...

[ <Back [ mext> | [ cancel |
Eyni gaydada olarag “More Settings” ardinca “Outgoing Server” vs "“My outgoing
server (SMTP)requires authentication” sec¢irik.

[ General | Folders | Outaoing Server | connection | Advanced

My outgoing server (SMTF) requires authentication

(@) Use same settings as my incoming mail server

() Log on using

User Mame:
Password:
Remember password
Require Secure Password Authentication (SPA)

[ Ok ][ Cancel ]

Sonra da “Advanced”-s kecib IMAP/SSL secirik ve SMTP/SSL secib portu 465
edirik ve “OK” sixiriqg.
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| General I Folders I Qutgoing Server | Connection | Advanced

Server Port Numbers
Incoming server (IMAP): 993
Use the following type of encrypted connection: | S5L lz‘
Outgoing server (SMTF): a5 |
Use the following type of encrypted connection: | S5L lz‘
Server Timeouts
Short 4 Long 1 minute
Folders
Root folder path:

“Next” vo “Finish”. Cixan istifadec¢i adi inisializasiyasina OK cavabi
veririk. Test iiclin fayl attach edersk mail yollayin. Hem¢inin WEB ils.

Istifads¢inin LDAP bazasindan istifadeci listlerini slds elomsk istessniz
asagidaki gaydani her bir istifadec¢ids elsssniz yetor.

Microsoft Outlook 2007 Client-de Tools -> Account Settings -> Address Books -
> new vo ardicilliqg asagidaki gaydada edscsksiniz. Sekilde gortldiyl kimi.
Next diiymesini sixin.

Directory or Address Book Type
You can choose the type of directory or address book you'd ike to add.

(© Internet Directory Service (LDAP)
Connect to an LDAP server to find and verify e-mail addresses and other
information.

() Additional Address Books
Connect to an address book to find and verify e-mail addresses and other
information.

Atributlari gskildski kimi doldururuqg.

Server Information

Type the name of the directory server your Internet service provider or system administrator
has given you.

Server Name: postfix.az
Logon Information

[Z] This server requires me to log on

User Name: Camal Shahverdiyev

Password: P ——

["|Require Secure Password Authentication (SPA)
More Settings ...

Server Name: postfix.az (This server requires me to log on - secirik)
User Name: Camal Shahverdiyev
Password: **xkkkkkx
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Sonra ‘More Settings’ diiymesini sixiriqg. “Connection” bdlimiinds iss asagidaki
qurasdirmalari edirik.

Connection | Search

Display Name

The display name as it appears in the Address Book

postfix.az

Connection Details

Port: 388

Use Secure Sockets
Layer D

Display name: postfix.az
Port: 389

Vo sonda ‘Search’ Dboliumiine keg¢ib sskildeki qurasdirmalari edirik. Ve OK ->
Finish diiymesini sixiriq.

Connection | Search

Server Settings

Search timeout in seconds: &0

Specify the maximum number of entries you 100
want to return after a successful search:
Search Base
") Use Default
@ Custom: | dc=postfix,dc=az

Browsing
[ Enable Browsing {requires server support)

o ) conm ][ oy ]
Custom: dc=postfix,dc=az
Ctrl+Shift+B -> Tools -> Options Kohne Contacts-i se¢ib remove diymesini
sixsaz vo “Show this address list first: postfix.az” sec¢soz axtaris ig¢ln daha
rahat olar. Istifadsc¢inin Contacts Address Book-da postfix.az secmsyi
unutmayin. Sonra kamil istifadec¢isini axtaris edin ve nesticeni gdrscsaksiniz.
Unutmayin LDAP qurasdirmalarini Admin yox hoer istifade¢inin 6z adindan
elsssniz ds islesyscsk.
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BOLUM 9
Linux Ug¢un disk ve ssbsks dayanigligi

e Linux BOND
¢ Linux FCoE
e Multipath disklsrin islsk veziyyotds genislendirilmesi

Istenilen Linux ve Unix smesliyyat sistemlsrinin iistiinde ssbsks kartinin
birlsesdirilmesi imkani moévcuddur. Telsb, mdvcud serverin 1 Gigabitlik ssbsks
kartinin kecirilms gabiliyysti tab gstirmsdikds yaranir. Bu tslsbin
garsiliginda bond deyilen program teminati var hansi ki, Cisco-nun channel-
group-na uygun metodu iles 0z daxili ssbsks kartlarini virtual strukturda
diiztir. Bu basligda bondu ac¢iglayirig. Eyni zamanda da artiq fiber-channel
gosulmalari ethernet uzerinden daha tekmillssdirdiyins gbrs, ethernet
izerinden fiber-channel trafikinin otiiriilmesi iic¢iin ssbsks kartinda lazimi
qurasdirmalarin edilmesi ac¢iglanacaqg. Sirkstinizin islsk bir sisteminin
izerinds bels bir tslsb yarana bilsr ki, FC vasitesils paylasilmis diskler
yeniden formatlanmadan artirilmis hissesi istifadsyes verilsin. Bu halda siz
diski umount ede bilmeyscsksiz ve mecburi extend edib formatlayacagsiniz.
Basligimiz bunun hagginda da danisir.
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Linux BOND

Bonding nadir ve bu necs isleyir

Bonding portun trunk edilmesi ils eyni seydir. Bonding terminini mshz ona
gors istifade edirik ki, bir necs sosbeks kartini 1 ndgteys cemloasdiririk.

Bonding size izin verir ki, c¢oxlu portlari 1 grup daxilinde slagelendiresiz
hansi ki, soboks genisliyini effektiv sokilde birlesdirir. Bonding hemc¢inin
size serait yaradir ki, multi-gigabitlik kanallar yaradaraq trafikinizi genis
sobaka axini dzsrinden Otirs bilesiniz. Misal Ucin siz 3 adead megabitlik
portlarinizi 1 adead 3 megabitlik trunk portun dzerinden birlssdirs
bilersiniz. Bu 3 megabit siiretin ekvivalenti olacagqg.

Harda bonding-i istifads etmsliyem?

Siz istenilen dayanigli linklsr, sshve davamiyyst yada ylikin boélisdiriilmesi
d¢lin bunu istifade ede bilersiniz. Bu yikssk davamiyystli sabsks segmentinin
o2lde edilmesi iiclin on yaxsi yoldur. Bonding-i sksar hallarda 802.1g VLAN
destoaklenmesinde istifade edirlsr (hemg¢inin sizin sebske avadanligi da 802.1qg
protokolun istifads edilmesini destesklemslidir)

Bonding-in hansi tiplsri mévcuddur

mode=1 (active-bakup)

Active-backup politikasi: Yalniz bond tabeciliyinde olan ssbsks kartlarindan
biri aktiv veziyystde olur. Diger interfeyslsrden biri yalniz ve yalniz o
halda aktiv veziyyetds golir ki, aktiv olan interfeys-ds sshv bas verir yada
hansisa ssbsbden deaktiv veziyyete keg¢ir. Bond-un MAC invani ¢6l teresfdes
yalniz bir sobeks karti iizerinds gdriinir ki, ssbsks Swith-ini casdirmasin. Bu
rejim sohve davamli ssraiti yaradir.

mode=2 (balance-xor)

XOR politikasi: Qayidisa ssaslanir|[ (soure MAC Unvan, destination MAC invan
ils XOR-lasdirirlir) ikinci dersrcsli ssbsks kartlarini sayfaca salir. Bu
monsabds olan hesr bir MAC iUnvan ic¢lin, asililidinda olan eyni slave-i secgir.
Bu rejim ylike davamiyyet ve sahve davamliliqg ig¢lin ssrait yaradir.

mode=3 (broadcast)
Broadcast politikasi: Asililiginda olan bitin ssbeke kartlari idzerinden hsr
seyi otlirir. Bu rejim sshve davamliliqg idclindur.

mode=4 (802.3ad)

IEEE 802.3ad Dynamic link aggregation. Umumi grup yaradir hansi ki, bunda &z
novbesinde eyni slrst ve duplex qurasdirmalarini yayimlayir. Bitin
asi1lilidinda olan slave-lori bir aktiv birlessdiricide utilizasiya edir hansz
ki 802.3ad spesifikasiyasinda bu hagda strafli yazilair.

e Planli tslsbler:
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e Ethtool alosti ils siz siiret ve duplex hagginda, her bir ssboske karti
hagginda strafli melumat slde eds bilsrsiniz.
e Switch IEEE 802.3ad Dynamic Linc aggregation-u destosklemslidir.
Oksor Switchler bezi tip gurasdirmalarda her bir hal idc¢iin 802.3ad
rejiminin aktivlesdirilmesini telsb edir.
mode=5 (balance-tlb)
Adaptive transmit load balancing: Kanal bonding-i hansi ki, he¢ bir switch
desteklsnmesins ehtiyaci yoxdur. Cixis trafiki hal-hazirki yiklsmenin ig¢indes
her bir slave ic¢lin yayimlanir (Stirstden asili olaraqg hesablanir). Gelsn trafik
ise hal-hazirki slave-den daxil olur. Sgor daxil olan trafikin slave-inds
problem olarsa, digsr slave adapter disen slave-in MAC dnvanini Ozins
goturur.
e Plan: Baza driverlesrinds slave-lorin siiretinin hesablanmasi ic¢in
ethtool istifads edilir
mode=6 (balance-alb)
Adaptive load balancing: IPv4 trafiki {icin balance-tlb ve load-balancing-i
6zunds cemlesdirir ve heg¢ bir switch destsklenmesins eythiyaci yoxdur.
Qayidis yik boliinmesi ARP razilasmasi ile holl edilir. Bond driver-i local
sistemdon golen ARP cavablari cixisda tutur ve menbenin MAC dnvanini silib 06z
bond Slave-inds olan adapterlsrin birinin MAC dnvanini yazir ki, fergli
invanlar server Uclin fergli avadanlig invani istifads etsin.
Cent0S6.5-ds bunun qurasdirmasi asagidaki kimi olur.
Deyak ki, iki oded sosbesks kartimiz var ethO ve ethl. Bu ssbsks kartlarini
bond0 adinda birlesdiririk.
[root@bimnl network-scripts]# cat ifcfg-bond0 # Bond0O-u yaradiriqg
DEVICE=bond0
IPADDR=10.40.7.50
NETMASK=255.255.255.0
GATEWAY=10.40.7.1
ONBOOT=yes
BOOTPROTO=static
BONDING_OPTS="mode=1 miimon=100 primary=ethO" # Bond i¢lin model-i sec¢irik,
yeni active-backup
USERCTL=no
[root@bimnl network-scripts]# cat ifcfg-ethO # eth0O-1i bond0O-a slave edirik
DEVICE="ethO"
BOOTPROTO="static"
ONBOOT="yes"
TYPE="Ethernet"
MASTER=bond0
SLAVE=yes
USERCTL=no
[root@bimnl network-scripts]# cat ifcfg-ethl # ethl-i bond0O-a slave edirik
DEVICE="ethl"
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BOOTPROTO="static"
ONBOOT="yes"
TYPE="Ethernet"
MASTER="bond0"
SLAVE=yes
USERCTL=no

[root@bimnl ~]# cat /proc/net/bonding/bond0 # Bond0 statusuna baxirig

Ethernet Channel Bonding Driver: v3.7.1 (April 27, 2011)

Bonding Mode: load balancing (round-robin)
MITI Status: up

MII Polling Interval (ms): O

Up Delay (ms): O

Down Delay (ms): O

Slave Interface: ethO

MII Status: up

Speed: 1000 Mbps

Duplex: full

Link Failure Count: O

Permanent HW addr: 84:8f£:69:50:a8:ae
Slave queue ID: O

Slave Interface: ethl

MII Status: up

Speed: 1000 Mbps

Duplex: full

Link Failure Count: 0

Permanent HW addr: 84:8£:69:50:a8:b0
Slave queue ID: O

www.opensource.az
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Linux FCoE
FCoE - Fibre Channel Over Ethernet yeni ssboks texnologiyasidir hansi ki,
Fibre Channel c¢orciveloarini Ethernet sobskoesi {izerinden enkapsulyasiya edir.
Bu 10 Gigabit Ethernet (ve daha da c¢ox) ssbekesi iizerinden Fibre Channel
protokolun istifades edilmesins sorait yaradir.
Once RHEL-in resmi 6.5-ci versiya diskini serverimizs mount edirik.
mkdir /media/CentOS/ # Bu unvan Mount edecoyimiz RHEL DVD
diski lclndir.
mount /dev/sr0 /media/Cent0OS/ # DVD diski énce yaratdidimiz govluda
mount edirik.

Sonra /etc/yum.repos.d/CentOS-Media.repo adli fayl yaradib icins asagidaki
kontenti slave edirik:
[e5-media]
name=CentOS-$releasever - Media
baseurl=file:///media/Cent0OS/

file:///media/cdrom/

file:///media/cdrecorder/
gpgcheck=0
enabled=1
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-beta
yum update # Reposlari yenileyirik.
yum install fcoe-utils.x86_64 fcoe-target-utils.noarch # Lazimi

paketlori yikleyirik.

cd /etc/fcoe/ # FCoE uUnvanina daxil olurug
[root@hp proliant fcoe]# ethtool eth2 # FC adapterimizi tapiriqg
Settings for eth2:

Supported ports: [ FIBRE ]

Supported link modes: 1000baseT/Full

10000baseT/Full

Supported pause frame use: Symmetric Receive-only

Supports auto-negotiation: Yes

Advertised link modes: 1000baseT/Full

10000baseT/Full

Advertised pause frame use: Symmetric Receive-only

Advertised auto-negotiation: Yes

Link partner advertised link modes: 1000baseT/Full

10000baseT/Full

Link partner advertised pause frame use: Symmetric

Link partner advertised auto-negotiation: Yes

Speed: 8000Mb/s

Duplex: Full

Port: FIBRE

PHYAD: 1

Transceiver: internal
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Auto-negotiation: on
Supports Wake-on: g
Wake-on: g
Current message level: 0x00000000 (0)
Link detected: yes
[root@hp proliant fcoel]# ethtool eth3 # Ikinci FCoE karti tapirig
Settings for eth3:
Supported ports: [ FIBRE ]
Supported link modes: 1000baseT/Full
10000baseT/Full
Supported pause frame use: Symmetric Receive-only
Supports auto-negotiation: Yes
Advertised link modes: 1000baseT/Full
10000baseT/Full
Advertised pause frame use: Symmetric Receive-only
Advertised auto-negotiation: Yes
Link partner advertised link modes: 1000baseT/Full
10000baseT/Full
Link partner advertised pause frame use: Symmetric
Link partner advertised auto-negotiation: Yes
Speed: 8000Mb/s
Duplex: Full
Port: FIBRE
PHYAD: 1
Transceiver: internal
Auto-negotiation: on
Supports Wake-on: g
Wake-on: g
Current message level: 0x00000000 (0)
Link detected: yes
[root@hp proliant fcoel# cp cfg-ethx cfg-eth2 # eth2 ssbesks karti icln FCoE
qurasdirmasini niisxolsyirik
[root@hp proliant fcoel# cp cfg-ethx cfg-eth3 # eth3 gsbeks karti icln FCoE
qurasdirmasini nisxsleyirik
Sonra hem /etc/fcoe/cfg-eth2 qurasdirma faylinda ve hem ds /etc/fcoe/cfg-eth3
qurasdirma faylinda DCB_REQUIRED="no" edirik (Asagidaki sskildski kimi):
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Qeyd: Sger siz DCB(Data Center Bridging - QoS ic¢in istifade edilir)-i FCoE
NetCard-larda aktivlesdirmek isteyirsinizse, onda hsr bir FCoE card-in
qurasdirmasinda faylinda (Misal tcln: /etec/fcoe/cfg-eth2) DCB_REQUIRED="yes"
etmok lazimdir veo asagidaki emrles aktivlesdirmsk lazimdir:

dcbtool sc eth2 dcb on

dcbtool sc eth2 app:fcoe e:1

Ardincada /etc/fcoe/config config faylinda SUPPORTED DRIVERS deyisenini "fcoe
bnx2fc" edirik (Asagidaki sokildeki kimi):

[root@hp proliant fcoe]# service lldpad start # lldpad-i start edirik
Starting lldpad: [ OK ]

[root@hp proliant fcoel# service fcoe start # fcoe-ni start edirik
Starting FCoE initiator service: [ OK ]

[root@hp proliant fcoel# fcoeadm -i # FCoE kartlara baxiriqg
NetXtreme II BCM57810 10 Gigabit Ethernet

Revision: 10

Manufacturer:
Serial Number:
Driver:

Description:

Broadcom Corporation
9CB6549A5270

bnx2x 1.710.10
Number of Ports: 1

Symbolic Name: bnx2fc (Broadcom BCM57810) v2.4.2e over eth3

OS Device Name:
Node Name:

Port Name:
FabricName:
Speed:

Supported Speed:

MaxFrameSize:

FC-ID (Port ID):

State:

Symbolic Name:

host2
0x50060B0000C26613
0x50060B0000C26612
0x10000027F8DBEC63
Unknown

1 Gbit, 10 Gbit
2048

0x010203

Online

bnx2fc (Broadcom BCM57810) v2.4.2e over eth2
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OS Device Name: host3

Node Name: 0x50060B0000C26611
Port Name: 0x50060B0000C26610
FabricName: 0x10000027F8DBF943
Speed: Unknown

Supported Speed: 1 Gbit, 10 Gbit
MaxFrameSize: 2048

FC-ID (Port ID): 0x010203

State: Online

[root@hp proliant fcoel# cat /proc/partitions # Partitionlari yoxlayiriqg
major minor #blocks name

0 292935982 sda

1 512000 sdal

2 292422656 sdaz

253 0 52428800 dm-0

1 29290496 dm-1

2 210702336 dm-2

8 16 10485760 sdb

8 32 10485760 sdc

253 3 10485760 dm-3

8 48 10485760 sdd

8 64 10485760 sde

Hor iki daemon, ysni lldpad ve fcoe-ni startup-a slave edirik:
[root@hp proliant fcoe]# chkconfig lldpad on
[root@hp proliant fcoel# chkconfig fcoe on

Oncedsen Multipath-i Linux masinimiza yliklsyirik.
[root@hp proliant fcoe]l# yum install device-mapper-multipath.x86 64 device-
mapper-multipath-1libs.x86_ 64 -y

Multipath #nvanlarin tapilmasini iss saliriqg
[root@hp proliant fcoe]# mpathconf --enable
[root@hp proliant fcoel# mpathconf --find multipaths y

Multipath daemon-u iss salirig
[root@hp proliant fcoel# /etc/init.d/multipathd start
[root@hp proliant fcoel# chkconfig multipathd on # Startup-a slave edirik
[root@hp proliant fcoe]# multipath -11 # Multipath-da diskimize baxiriqg.
mpathb (360002ac000000000000000030000%9a26) dm-3 3PARdata,VV
size=10G features='0' hwhandler='0' wp=rw
"—+- policy='round-robin 0' prio=1 status=active
|- 2:0:0:0 sdb 8:16 active ready running
|- 2:0:1:0 sdc 8:32 active ready running
sdd 8:48 active ready running
sde 8:64 active ready running

Firewall ve Selinux-u sondiuririk
[root@hp proliant fcoel]# chkconfig --level 0123456 iptables off
[root@hp proliant fcoe]# chkconfig --level 0123456 ipé6tables off
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/etc/selinux/config faylinda SELINUX=disabled edirik.
[root@hp proliant fcoel# reboot # Hor hal ucin sonda reboot edirik
Troubleshoot Uc¢lin bozi smrlsri sinagdan kecgirsk
[root@hp proliant fcoe]# yum -y install lsscsi.x86_64 # Lazimi paketi
yikleyirik
[root@rac ~]# lsscsi | grep disk # Diskleri yoxlayiriqg
[0:0:0:0] disk HP LOGICAL VOLUME 5.22 /dev/sda
[1:0:0:0] disk 3PARdata VV 3123 /dev/sdb
[1:0:1:0] disk 3PARdata VV 3123 /dev/sdc
[2:0:0:0] disk 3PARdata VV 3123 /dev/sdd
[2:0:1:0] disk 3PARdata VV 3123 /dev/sde
FCoE ile gsolsn disklsrimize baxiriqg
[root@rac ~]# fcoeadm -t
Interface: eth3
Roles: FCP Target
Node Name: O0x2FF70002AC009A26
Port Name: 0x20120002AC009A26
Target ID: 0
MaxFrameSize: 2048
OS Device Name: rport-1:0-3
FC-ID (Port 1ID): 0x010400
State: Online
LUN ID Device Name Capacity Block Size Description
0 /dev/sdb 10.00 GiB 512 3PARdata VV (rev 3123)
Interface: eth3
Roles: FCP Target
Node Name: O0x2FF70002AC009A26
Port Name: 0x21120002AC009A26
Target ID: 1
MaxFrameSize: 2048
OS Device Name: rport-1:0-6
FC-ID (Port ID): 0x010500
State: Online
LUN ID Device Name Capacity Block Size Description
0 /dev/sdc 10.00 GiB 512 3PARdata VV (rev 3123)
Interface: eth3
Roles: FCP Target
Node Name: 0x500143801603302F
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Port Name: 0x5001438016033030
Target ID: 2
MaxFrameSize: 2048
OS Device Name: rport-1:0-7
FC-ID (Port ID): 0x010600
State: Online
Interface: eth?
Roles: FCP Target
Node Name: Ox2FF70002AC009A26
Port Name: 0x21110002AC009A26
Target ID: 0
MaxFrameSize: 2048
OS Device Name: rport-2:0-4
FC-ID (Port ID): 0x010500
State: Online
LUN ID Device Name Capacity Block Size
0 /dev/sdd 10.00 GiB 512
Interface: eth?
Roles: FCP Target
Node Name: O0x2FF70002AC009A26
Port Name: 0x20110002AC009A26
Target ID: 1
MaxFrameSize: 2048
OS Device Name: rport-2:0-6
FC-ID (Port 1ID): 0x010400
State: Online
LUN ID Device Name Capacity Block Size
0 /dev/sde 10.00 GiB 512
Interface: eth?
Roles: FCP Target
Node Name: 0x500143801603302C
Port Name: 0x500143801603302D
Target ID: 2
MaxFrameSize: 2048
OS Device Name: rport-2:0-7
FC-ID (Port ID): 0x010600
State: Online
LUN-larimiza baxaqg:
[root@rac ~]# fcoeadm -1
Interface: eth3

www.opensource.az

Description

3PARdata VV (rev 3123)

Description

3PARdata VV (rev 3123)
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Roles: FCP Target
Node Name: 0x2FF70002AC009A26
Port Name: 0x20120002AC009A26
Target ID: 0
MaxFrameSize: 2048
OS Device Name: rport-1:0-3
FC-ID (Port ID): 0x010400
State: Online
LUN #0 Information:
0S Device Name: /dev/sdb
Description: 3PARdata VV (rev 3123)
Ethernet Port FCID: 0x010218
Target FCID: 0x010400
Target ID: 0
LUN ID: 0
Capacity: 10.00 GiB
Capacity in Blocks: 20971520
Block Size: 512 bytes
Status: Attached
Interface: eth3
Roles: FCP Target
Node Name: O0x2FF70002AC009A26
Port Name: 0x21120002AC009A26
Target ID: 1
MaxFrameSize: 2048
OS Device Name: rport-1:0-6
FC-ID (Port 1ID): 0x010500
State: Online
LUN #0 Information:
0S Device Name: /dev/sdc
Description: 3PARdata VV (rev 3123)
Ethernet Port FCID: 0x010218
Target FCID: 0x010500
Target ID: 1
LUN ID: 0
Capacity: 10.00 GiB
Capacity in Blocks: 20971520
Block Size: 512 bytes
Status: Attached
Interface: eth3
Roles: FCP Target
Node Name: 0x500143801603302F
Port Name: 0x5001438016033030
Target ID: 2
MaxFrameSize: 2048
OS Device Name: rport-1:0-7
FC-ID (Port ID): 0x010600
State: Online
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Interface: eth2
Roles: FCP Target
Node Name: 0x2FF70002AC009A26
Port Name: 0x21110002AC009A26
Target ID: 0
MaxFrameSize: 2048
OS Device Name: rport-2:0-4
FC-ID (Port ID): 0x010500
State: Online
LUN #0 Information:
0S Device Name: /dev/sdd
Description: 3PARdata VV (rev 3123)
Ethernet Port FCID: 0x010218
Target FCID: 0x010500
Target ID: 0
LUN ID: 0
Capacity: 10.00 GiB
Capacity in Blocks: 20971520
Block Size: 512 bytes
Status: Attached
Interface: eth2
Roles: FCP Target
Node Name: O0x2FF70002AC009A26
Port Name: 0x20110002AC009A26
Target ID: 1
MaxFrameSize: 2048
OS Device Name: rport-2:0-6
FC-ID (Port 1ID): 0x010400
State: Online
LUN #0 Information:
0S Device Name: /dev/sde
Description: 3PARdata VV (rev 3123)
Ethernet Port FCID: 0x010218
Target FCID: 0x010400
Target ID: 1
LUN ID: 0
Capacity: 10.00 GiB
Capacity in Blocks: 20971520
Block Size: 512 bytes
Status: Attached
Interface: eth2
Roles: FCP Target
Node Name: 0x500143801603302C
Port Name: 0x500143801603302D
Target ID: 2
MaxFrameSize: 2048
OS Device Name: rport-2:0-7
FC-ID (Port ID): 0x010600
State: Online
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FCoE kartimizda statistikalara baxaq:
[root@rac ~]# fcoeadm -s eth2
eth?2 interval: 1 Err 1Inv IvTx Link Cntl Input
Input Output Output
Seconds TxFrames TxBytes RxFrames RxBytes Frms CRC Byte Fail Regs
Requests MBytes Requests MBytes
0 1387 125068 2552 2417480 0 0 0 0 7 1125
2 0 0
1 1387 125068 2552 2417480 0 0 0 0 7 1125
2 0 0
FCoE ils ping edak:
[root@rac ~]# fcping -c3 -h eth3 -F 0x010218
Maximum ECHO data allowed by the Fabric (0xfffffd) : 2108 bytes.
Maximum ECHO data allowed by the Source (0x010218) : 2044 bytes.
Maximum ECHO data allowed by the Target (0x010218) : 32 bytes.
Maximum ECHO data requested from user input (-s) : 32 (default 32) bytes.
Actual FC ELS ECHO data size used : 32 bytes.
Actual FC ELS ECHO payload size used : 36 bytes (including 4 bytes ECHO
command) .
Sending FC ELS ECHO from 0x10218 (fc hostl) to 0x10218:
echo 1 accepted 0.225 ms
echo 2 accepted 0.222 ms
echo 3 accepted 0.225 ms
3 frames sent, 3 received 0 errors, 0.000% loss, avg. rt time 0.224 ms
-c - GOndsrilscsk ping sayi (Bizim halda 3 =dsd)
-h - hansi FCoE kartimizin {lzsrindsn
-F - FC-ID (Bunu fcoeadm -i omri ils slds eds bilsrsiniz.)
FCoE-nin digsr masinlara paylasilmasi.
Siz FCoE-ni 0ziniiz itifads etdiyiniz kimi, basga masinlara da paylasa
bilersiniz.
yum install fcoe-target-utils # Oncs lazimi paketi yiukleyirik.
service fcoe-target start # Servisi ise saliriqg
chkconfig fcoe-target on # Servisi startup-a slave edirik.
targetcli # Omri daxil edirik ki, qurasdirma faylimizi yaradaqg
Avadanligin teyinati asagidaki kimi olur:
backstores/block create examplel /dev/sda4d
examplel adli /dev/sdad diskini yaradirigqg.
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Diger avadanligi teyin edirik:
backstores/fileio create example2 /srv/example2.img 100M # 100M-baytliqg
img faylini
example2 adla
paylasiriqg
tem _fc/ create 00:11:22:33:44:55:66:77 # FCoE interfeysde FCoE target
yaradiriqg
cd tcm £c/00:11:22:33:44:55:66:77 # target instansin xesritslenmesi
luns/ create /backstores/fileio/example2
acls/ create 00:99:88:77:66:55:44:33 # FCoE initiator-a yetkini veririk.
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Multipath disklsrin islsk veziyystds genislendirilmesi
Multipath I/0 — bir nec¢e marsrutdan istifads elsmskls, mslumatlar saxlanilan
sobsks lizvlerinin gosulmasi texnologiyasidir. Messlsn, bir SCSI-disk iki
SCSI-kontrollers birlesdirilmis ola bilsr. Kontrollerlsrden biri, siradan
¢1xdigdi halda smeliyyat sistemi diske giris tg¢ln digerinden istifads edscsak.
Bu arxitektura sistemin sshve davamlilidini artirir ve yiliklenmenin
bolisdiirtile bilmesins serait yaradir.
Unutmayin ki, ise baslamazdan svvel avadanliqg inzibatg¢isi hemin diski 0oz
Management serverinds &nceden artirmalidir.
Serverimizds olan Fibre Channel linkler ii¢iin axtaris edirik:
echo "- - -" > /sys/class/scsi_host/host0/scan
echo "- - -" > /sys/class/scsi_host/hostl/scan
Yiixaridan smrls eyni isi goriir sadece, burda dovr bitin isi avtomatlasdirir:
for host in 'ls /sys/class/fc_host’; do

echo "- - -" > /sys/class/scsi_host/${HOST}/scan
done
Genislendirilecek diskimizi tapirig. Genislendirilecek diskimiz
' /dev/mapper/mpathg' adindadir. Ancag onun bdylumesinden 6énce, bizs golen
kanallar izerinds olan disklsrin hecmini resize etmeliyik ve sonra da MPATH
diski resize etmeliyik
fdisk -1 | grep Disk | grep -v identifier
Disk /dev/sdf: 1610.6 GB, 1610612736000 bytes
Disk /dev/sdg: 1610.6 GB, 1610612736000 bytes
Disk /dev/mapper/mpathg: 1610.6 GB, 1610612736000 bytes
Disk /dev/sdh: 1610.6 GB, 1610612736000 bytes
Disk /dev/sdi: 1610.6 GB, 1610612736000 bytes
MPath diskimizin hscmine baxirig ve bir yerds geyd edirik ki, sonra deyismis
hecmi gdrs bilsk.
blockdev --getsz /dev/mapper/mpathg
Disklerimizin Optika ils gelsn kanallarini yeniden scan edirik
echo 1 > /sys/block/sdf/device/rescan
echo 1 > /sys/block/sdg/device/rescan
echo 1 > /sys/block/sdh/device/rescan
echo 1 > /sys/block/sdi/device/rescan
Yeniden disklesrimizs baxib goriirtik ki, fiziki disklsrds hscm artib, ancag
Mpath diskinds hscm kodhns olarag galir.
fdisk -1 | grep Disk | grep -v identifier
Disk /dev/sdf: 1825.4 GB, 1825361100800 bytes
Disk /dev/sdg: 1825.4 GB, 1825361100800 bytes
Disk /dev/mapper/mpathg: 1610.6 GB, 1610612736000 bytes
Disk /dev/sdh: 1825.4 GB, 1825361100800 bytes
Disk /dev/sdi: 1825.4 GB, 1825361100800 bytes
Multipath diskin 0zini resize edib reconfigure edirik, sonra da menyudan exit
smri ils ¢ixiriqg.
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multipathd -k 'resize map /dev/mapper/mpathg’
multipathd> reconfigure
ok

Yeniden Disklesrimiz-de axtaris edib mpathg diskinin hecmins gb&z yetirib
goriirtik ki, hecm artiqg 1825.4Gb-dir.

fdisk -1 | grep Disk | grep -v identifier | grep mpathg

Disk /dev/mapper/mpathg: 1825.4 GB, 1825361100800 bytes

Omeoliyyat sistemins mpathg diskinde olan partition table-in desyismesi
hagginda melumat otidririk.
partprobe /dev/mapper/mpathg

Phisical Volume-mu resize edirik.
pvresize /dev/mapper/mpathg

Artirilan hecmden 232GB hscmi wg-1TB Volume group-unda olan u02 LVOL-una
artiririqg. Neticeds asadidaki jurnallarda godrinen formada olmalidir
lvextend -L +300G /dev/vg-1TB/u0l /dev/mapper/mpathg

Extending logical volume u0l to 1.07 TiB
Logical volume u0l successfully resized

Sonda movcud olan fayl sistems toxunmadan yeni yaranan hecme fayl sistemi
artirirqg.
resize2fs -p /dev/vg-1TB/u0l
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Korporativ ssbskade yazisma sistemi

e OpenFire XMMP serverin qurulmasi
e OpenFIRE ils Active Directory integrasiyasi

Hor bir korporativ ssbskenin daxili yazisma sistemi olmalidir. Bu yazisma
sistemi istifadecileri hemin ssboke daxilinde melumat otiirilmelsrinds
tohliikesiz edir, sirketin 6zinil tehlilkesiz edir ve istifadecilesrin arasinda
danisiglari jurnallayir. Sirkest daxilinds olan daxili yazisma sistemi domain
controllerls inteqgrasiya gabiliyystine malik olmalidir ki, istifads¢ilsr her
bir program teminati ig¢in, fergli istifadeci adi ve sifrs daxil etmssinlsr.
Basligimizda bunlarin hamisi miizakirs edilscsk.
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OpenFire XMMP serverin qurulmasi
OpenFire - JAVA da yazilmis Jabber/XMPP serverdir. Ikili lisenziya altinda
islsyir. Hem pulsuz program teminatidir ve homde resmi destoyi mdévcuddur.
Idarsetms {iclin WEB panels sahibdir, 9090 (http) ve 9091 (https) portlar
tzorinden isleyir. Pluginleri (genislenmeler), SSL/TLS destsklesyir, JDBC
vasitesile verilenler bazasina gosula bilir (Oracle, MSSQL, PostgreSQL, DBZ,
Sybase ASE, MySQL ve ya daxili verilenler bazasi HSQLDB), LDAP-a gosula ve
gruplara gors slizgecdsn kegirs bilir, diger menbslsrs sosaslanaraq istifadeci
geydiyyatini aparmaq ve fergli dillsrin destsklenmssi imkanina sahibdir.
Idars edilmesinin skssr hissssi WEB interfeys vasitesils edilir.
Resmi sayti http://www.igniterealtime.org/

Asagidaki funksionalliglari movcuddur:
e WEB ils idarsetms
e Coxlu pluginlers sahibdir
e SSL/TLS desteklsyir

e Mesajlarin saxlanilmasi ve istifadeg¢i detallari {i¢clin, verilsnler
bazalari ils islems gabiliyysti

e IDAP ils slags

e TIstifadegilerin kenar verilenler vasitesils geydiyyatdan kegirilme
imkani

e Qeyri asili paforma, temiz JAVA
e Spark ils tam inteqrasiya edils bilir

Dostaklensan klient programlari:
e Miranda IM
e OQIP Infium
e Spark
e Trillian Pro
e Gaim
e Pandion
e Psi
e Exodus
e Pidgin
e Kopete
e Jitsi

DNS serverinizde asagidakilara uygun olarag SRV yazilari alave edin:

openfire IN A 94.20.81.149

_jabber. tcp.jabber.opensource.az. IN SRV 0 0 5269
jabber.opensource.az.

_xmpp-client._ tcp.jabber.opensource.az. IN SRV 0 0 5222
jabber.opensource.az.

_xmpp-server._ tcp.jabber.opensource.az. IN SRV 0 0 5269
jabber.opensource.az.

MySQL serverimizds Onceden verilenler bazasi yaradaq ki, sonraki
qurasdirmalarimizda bizden tslsb edilsnde hazir olagqg:
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mysql -uroot -p
mysqgl> CREATE DATABASE openfire;
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mysgl> GRANT ALL PRIVILEGES ON openfire.* TO openfire@localhost IDENTIFIED BY

'openfiredbpass'
mysgl> FLUSH PRIVILEGES;

Yiklemays baslamazdan once mitleqg portlari yenilemsk lazimdir.

cd /usr/ports/net-im/openfire - Port invanina daxil olurug
make config - Lazimi modullari secgirik
openfire—3.9.3,1

lqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqq
Build and/or install documentation

=+H[=x] PLUGINS Install bundled plugins

m
<Cancel>
make install - Yikleyirik
echo 'openfire enable="YES"' >> /etc/rc.conf - OpenFire-1 StartUP-a slave
edirik
/usr/local/etc/rc.d/openfire start - Iss saliraiqg
sockstat -1 | grep openfire - Iss diismesini yoxlayiriqg
openfire java 56187 26 tcp4 *:9090 x o
openfire java 56187 29 stream (not connected)

Ardinca http://openfire.opensource.az:9090 sohifesins daxil olurug ve

asagldakl $Sklll o2lds etmis olacayig(English sec¢ib Continue diiymesins sixin):

€ - C [ openfiresaasaz?

Q openfire’

Setup

Sefup Progress

Language Selection

Welcome to Setup

Server Setings

Welcome o Cpenire Setup. This ool il ead you trough e inifial setup ofhe server. Before you confinue, choose your preferred language.

Choose Language

Caeeh(cs €7

# Engish fen
Espafiol (&5
Frangas (i
Nederlands (nl;
Polski (pl_PL]
Portugués Brasileiro (pi_BR
Pycexmi (n_RU
Sloventina (sk]

S (fRitk) simpified Chinese (zn_CN

GOsterilsn linkds domain adi sec¢irik ve Continue dilymesins sixiriqg:
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6 openfire

Setup

Setup Progress
[ —
e Server Setings

+ Server Setfings
Databse Setings Below are host sefings for this server. Nole: fhe suggested value for the domain is based on the network settings ofhis machine.
Frofle Setings }
DOma: | openfire szas.az
Admin Accoun f—
Adin Console Portjapgg (3
Secure Admin Console Port [gpgy |
Propery Encrypiol -l

# Blowsh

AES

Property Encrypion Key:

[

Ardinca kesnar baza secmok iiclin Standart Database Connection secirik veo
Continue diiymesins sixiriqg:

6 openfire
Setu

p

Setup Progress
-
MLl Database Settings

/Server Seftings

\ Datahase Sttngs Choose hoi you would [ike 1o connectto te Openire database

Profile Sefings
@ Standard Database Comnection
Admin Account Use an extemal database with the builtin conneciion pool

) Embedded Database
Use an embedded database, powered by HSQLDB. This aplion requires no extemal database configuration and is an easy way fo get up and running quickly. However, is does not ofier the same level of performance 2s an exemal database.

Sonra verilenlsr bazasi MySQL seg¢irik, Database URL:
jdbc:mysql://localhost:3306/openfire?rewriteBatchedStatements=true
sintaksisle yazirig ve sokilds gbsterildiyi gaydada, openfire ig¢in MySQL
istifads¢i adi ve sifresini daxil edib Continue diymesine sixiriqg:
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6 openfire

Setup

Setup Progress

-

vLanguage Selection

'Server Settings

+ Database Settings
Profile Settings

Admin Account

Novboti gsokilds Default seg¢ib Continue

6 openfire

Setup

Setup Progress

Language Selection

Datahase Settings - Standard Connection

Specify a JDBC driver and connection properties to connect to your database. lfyou need more information about this process please see the database documentation distributed with Openfire.
Note: Database scripts for most popular databases are included in the server distribution at [Openfire HOME]/resources/database.

Database Driver Preses:
JOBC Driver Class: |cum.mysq\.]dbc.Drwer
Database URL: [igh /1

@

:3306/openfireZrewriteBatchedstaty )

Minimum Connections: )
Maximum Connections: E @
Connection Timeout Days @

diymesine sixiriqg:

Profile Settings
¥Sarver Sattings
/Databasa Settings Choass the user and group system fo use vith the server.
+ Profile Settings
 Deraun
Admin Account

Acilan sshifeads,

sistemimizds

Store users and groups In he server database. This s the best oplion for simple deplayments,
Directory Server (LDAP)

Integrate with a directory server such as Aclive Direciory or OpenLDAP using the LDAP profocol. Users and graups are siored in the direciory and ireated as read-only
Clearspace Infegration

Integrale with an existing Clearspace installaion. Users and groups wil be pulled directly om Clearspace. Clearspace will also be used for aumienticaling users. Please be aware at Clearspace 2.0 or higher is required.

[

admin adli hssab licin email dnvani ve sifreni iki defs daxil

edib, (admin adli istifadec¢i adi ve teyin etdiyimiz sifrs ils gslscskds

daxil olacayig. admin adi soartdir)

continue diymesins sixiriqg:
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6 openfire’

Setup Progress
I |
ST Administrator Account
v Server Settings
vDatabase Settings

+ Profile Settings

Enter settings for the system administrator account (username of "admin”) below. It is important to choose £
setup your admin account (not for first ime users).

» Admin Account Admin Email Address: [namaz.bayramli@saas.az
& valid email address for the admin acceunt.

New Password: |oooooooooooooooooooo |

Confirm Password: |oo+oooo++oooo+oooo-ﬂ- |

Sonda acilan sahifs asagidaki kimi olacag ve Login to the admin console
diymesins sixib sistemimize daxil oluruqg:
€ - C | [} openfire.saas.az:9090/setup/setup-finished jsp

6 openfire:

Setup

Setup Progress
I
v'Language Selection Setup complete!
+Server Settings
vDatabase Settings

+Profile Settings

+Admin Account Login to the admin console

This installation of Openfire is now complete. To continue:

admin istifadeci adi ve biraz once yazdigimiz sifreni geyd edersk sistemimizs
daxil olurug:

[} openfire.saas.az:9090/login.jsp

6 openfire” Administration Console

|admin H..................|| Login ‘

username password

Openfire, Version: 3.0.2
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Sonda ag¢ilan pencears asagidaki kimi olacaqg:

>’  OPEN
Q@ SOURCE
o~ CcLUB

€ - € [1openfiresaas.az9090/indexjsp 9l
Operiie 3.
openfire sssdmn- Logo

m UsersiGroups ~ Sessions ~ Group Chat  Plugins ~ Fastpath  Rayo

ServerManager | ServerSeftings | MediaServices | Client Management | Jingle Nodes

Jitsi Videobridge | Gateways | Statistics | Archiving

+ Server Information .
Server Information

System Propertes
Language and Time
Clustering T
Cache Summary
Senver version 3.10.0 is now available. Click here | read fhe change log
Database
Logs
Email Sefings Below you will ind server informafion, ports being used and labest news about Openire.
Securty Audit Viewer Server Properties .
DB Atcess Server Uptime: 2 hours. 36 minutes — staried May 7, 2015 4437 AM Ignite Realtime News
Spectrum? Stats Version: Openiiie 393

Server Directory: lusrocalsharafavaiopenire
Server Name: openfire saas.az

Environment
Java Version: 1.7.0_80 Cracle Corporafion — OpenJDK 64-Bit Server VM
Appserver. jefty7 x.y-SNAPSHOT
Host Name: ras.az
0/ Hardware: FreeBSD | amd64
Locale / Tmezone: en/ Azerbaijan Time (4 GMIT)
Java Memory IR 5524 MB of 227 50 MB (24.3%) used

Server Ports

Interface  Fot  Type Description
Al addresses 522 9

All addresses 5223 §

Al addresses 5269 9 Serverto Server ‘The port used for remote servers to connect to this Server.

Al addresses 3090 Admin Conssle The port used for unsecured Admin Console access.

All addresses  TTTT File Transfer Proxy ~ The port used for the proxy senvice that allows file transfers to occur between two entities on the XMPP network.

All addresses 7070 HTTP Binding The port used for unsecured HTTP client connections.
Al addresses 7443 §  HTTP Binding The port used for secured HTTP clint connections

All addresses 5229 Flash Cross Domain ~ Service that allows Flash clients connect to other hostnames and ports.

Edit Froperti

Asagidaki sablonda gdsterildiyi kimi, bir necgs

WwWw.opensource.az

‘The Ignife Reaffime f2ed is curmently unavailable.

‘The Ignite Realtime i2ed is cumently unavailable.

Client to Senver ‘The standard port for clients to connect to the server. Connections may or may not be encrypted. You can update the security settings for this port.
Client 1o Sesver The port used for clients to connect to the server using the old SSL method. The old $SL method is not an XMPP standard method and wil be depracated in the future. You can update the security seffings for this
port

istifadec¢i yaradaqg:
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6' openfire’

Server Users/Groups Sessions Group Chat Plugins Fastpath Rayo
Users | Groups : Import & Export

User Summary

Create User

+ Create New User

User Search

Just married Use the form below to create a new user.

MotD Properties Create New User
Registration Properties
Username: * |faxri.iskandarmt |
Advanced User Search
Name: |Faxri Iskandarov |
Users Creation . -
Email: |faxr|.|skandarmr@saas.az |
Password: * [srennes |

Confirm Password: * [ssesess| |

Is Administrator? [ (Grants admin access to Openfire)

Create User || Create & Create Another ” Cancel |
—_—

* Required fields

Sonra grup olave edirik:

6’ openfire’

Server Users/Groups Sessions Group Chat Plugins Fastpath Rayo

Users | Groups | Import & Export

Group Summary

» Create New Group Create Group

Use the form below to create your new group. Once you've created the group you will proceed to another screen where you can add members and set up group contact list.

Create New Group

Group Name:* [gaas-Users ]
Description:

3AAS sirkstinin daxili istfads

Create Group

4

* Required fields

Server | Users/Groups | Sessions | Group Chat | Plugins | Fastpath | Rayo

Sonra hemin grupa daxil olaraq yaratdidimiz istifadecileri hemin grupa slavs
edirik:
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6 openfire

Server [ e"3" Sessions  Group Chat  Plugins  Fastpath | Rayo
Users | Groups : Import & Export

+ Group Summary

Create New Group GrouP Summary

Total Groups: 1
Name

1 SAAS-User
“SRES JTEETnin daxil istfada Gt quruimus cat sistemi

Server | UsersiGroups | Sessions | Group Chat | Plugins | Fastpath | Rayo

6’ openfire

Server m Sessions | Group Chat | Plugins  Fastpath | Rayo

I o~ e
Group Summary
Edit Group
Group Options
» Edit Group
" ECltgroup 881Ings NG 86 ofTaMOYA GToUR MEMBerS &G ACIINISAIGT UsIng e forms below,

Deleto Group

sBack anarue
Greato New Group

SAAS-Users

SAAS sirkatinin daxil stfada icn quruimus cat sistemi

Contact List (Roster) Sharing

You can use the form below o automatically add this group 1o users® contact lists. When enabled, this aroup will only appear in the contact lists of the group's mermbers. However, you can share this aroup with all users of members of other groups
@ Disable contact ist group shaning
) Enable contact list aroup sharing

Save Contact List Settings.

Members of This Group

Uss the form below to add users to this group. Onc addsd, you will be &bl 1o ramove them, or give certain users adminisirative rights ovr the group.

Add User: [faxi.skandsrod | [ add ]

username Admin Remove

Mo members in this group. Use the form above to add some

Members of This Group

Use the form below to add users to this group. Once added, you will be able to remove them, or give certain users administrative rights over the group

Add User: |rufat.babayes ‘
~r

Username Admin

Remove
@ faxri.iskandarov (=] o

indi iss clientin qurasdirilmasina baxaqg. Bunun iiclin 6ncs Spark client
programini gdstarilesn linkden
http://www.igniterealtime.org/downloads/download-
landing.jsp?file=spark/spark 2 7 0.exe

dartiriq ve ylikleyirik.

Asagidaki sekilde uygun sskilde faxri.iskandarov adli istifadecini
qurasdiririg:

® Spark

Usemame >

—
Sorver
kA Save password

[ Aute login

Accounts# Advanced Login

www.opensource.az
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Sonra Monitoring service pluginin yitklenmesini yoxlayiriqg:

Plugins

Plugins add new functionalty to the server. The list of plugins currently installed is below. To dovload new plugins, please vist the Avaiable Pluqins page.

Plugins. Description Version  Author Restart Delete
# Broadcast BB Broadcasts messages ko users. 190 Jive Software 2 o
% Client Contral BB Controls clients allowed to cannect and available features 120 Jive Software 2 ©
<% Content Filter BB Scans message packets for defined patterns 170 Conor Hayes 2 O
[E] DB Access BB Provides administrators with a simple direct access interface to their Openfire DB. 110 Daniel Henninger 2 o
@& Debugger Plugin BB Prints XML traffic to the stdout (raw and interpreted XML) 130 Jive Software 2 ©
G Email Listener BB Listens for emails and sends alerts to specific users. 110 Jive Software 2 o
4 Fastpath Serice BB Support for managed queued chat requests, such as a support team might use. 431 Jive Software 2 o
& Gonra BB ProtoXEP-scxx: Remote Roster Management support 215 Holger Bergunde / Daniel Henninger / Axel-F. Brand & @
@ Hazelcast Clustering Plugin BR Clustering support for Openfire, powered by Hazelcast. 121 Tom Evans. ] [x]
©Q Jingle Nodes Plugin BB Provides support for Jingle Nodes 010 Jingle Nodes (Rodrigo Martins) 2 @
‘ Version 0.1.1 Available (Change Log) @ Update
K Jitsi Video Bridge BB Integrates Jitsi Video Bridge into Openfire. 130 jitsi.org and ignitereaitime.org 2 )
§ Justmarried BB Allows admins to rename or copy users 110 Holger Beraunde 2 o
I Kraken IM Gataway B@ Provides gateway connectivity to the other public instant messaging networks 120 Daniel Henninger 4 [x]
B Load statistic BB Logs load statistics to a file 120 Jive Software 2 O
% Monitoring Service BB Monitors conversations and statistics of the server. 142 Jive Software 2 o
% MotD (Message of the Day) BB Allows admins to have 2 message sent to users each time they log in. 110 Ryan Graham 2 ©
@ Packet Filter BB Rules to enforce ethical communication 320 Nate Putnam 2 O
P Presence Service BB Exposes presence information through HTTP. 160 Jive Software 2 o
© Ravo Plugin BB Provides suppart for XEP-0327 002 Ignite Realtime Community 2 o
& Registration BB Performs various actians whenever a new user account is created. 160 Ryan Graham 2 O
@ SIP Phone Plugin BB Provides support for SIP account management 110 Ionite Realtime 2 o
& STUN server plugin BB Adds STUN functionality to Openfire 110 Ignite Realtime 2 ©
@ search BB Provides support for Jabber Search (XEP-0055) 160 Ryan Graham 2 @
« Subscription BB Automatically accepts or rejects subsription requests 130 Ryan Graham 2 o
@ User Creation B Creates users and populates rosters. 120 Jive Software 2 ©
& User Import Bxport BB Enables import and export of user data 240 Ryan Graham 2 )
S User Service BB Allows administration of users via HTTP requests. 143 Justin Hunt 2 o

Upload Plugin
Plugin files (.jar) can be uploaded directly by using the form below.

o file chosen

Ardinca Server -> Archiving -> Archiving
daxili yazismalarin loglanmasini aktivlesdiririk

6 openfire

m Users/Groups ~ Sessions  GroupChat  Plugins  Fastpath  Rayo

Server Manager

Search Archive

+ Archiving Settings

Conversations

Hotta siz Online web vasitesils danisiglar apara bilsrsiniz.
http://openfire.opensource.az:7070/jitsi/apps/ofmeet linkine daxil etmsniz

Server Settings

MediaServices | Client Management | Gateways | Stafistics | Archiving

Archive Settings

Use the form below to manage the archiving setfings
Message and Metadata Settings
Enable or disable message and/or metadata archiving.

Conversation State Archiving:

Phone | Jingle Nodes | Jitsi Videobridge

Record who talks to who, how long their conversations last, and the number of messages in each conversation. The actual message contents wil not be recorded unless message archiving is enabled

Message Archiving:

Archive: the full text of all messages sent befween users. Message text will be searchable using keywords
Archive one-fo-one chats
Archive group chats

Only archive conversations of the following room names (separated by comma)

Idle Time:
‘The number of minutes a conversation can be idle before ifs ended

Max Time:
‘The maximum number of minutes a conversation can last before if's ended

Max Message Age:
‘The maximum number of days to keep messages before purging them from the database.

NOTE: Seting this value above 0 wil PERMANENTLY DELETE any messages older than the specified number of days.

Retrievable Messages:
‘The number of days worth of messages a user is alowed to refrieve.

Update Setting

yetoar.

www.opensource.az

Dﬂiil

Bunun tcin

Bu kanal sifrslenmis olmayacaqg. Sifrslenmis kanal iclin iss

Settings bolimiine daxil olurug vas
(Asagidaki sskildski kimi):
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I

http://openfire.opensource.az:7443/jitsi/apps/ofmeet linkins daxil olmag
lazimdir.

Qeyd: Yiklemeden susmaya gors ager siz Jitsi client programdan
istifade edirsinizss, o halda OpenFire torosfds hsr bir mistsri lc¢ln
ayrica SIP némrs yaratmadga ehtiyac yoxdur. Cinki Jitsi client programi
vasitesils XMPP lzsrindsn gdrinti, ssos, data otirmsk ve hesmds skrani
paylasmaq olur. Ancaqg Jitsi client programi
https://jitsi.org/Main/Download iinvanindan endirilir, yiiklenilir vs
XMPP protokolu istifade edilersk qurasdirilir. Asadida jitsi programin
qurulmasi gostsrilscsak.

Umumiyystls pluginler Server tab-in altinda qurasdirilir. Hemcinin Server ->
Jitsi Videobridge bolimiine daxil olurug ve asagidaki sokildeki kimi, jitsi
kecide istifade¢i adi ils sifrs teyin edirik ve eynile telefon qurasdiririqg:
Jitsi Videobridge Settings Page

0OfMeet Configuration
® Disable IPv6 - Do not use IPv6 for webrtc
Enable IPv6 - Enable webrtc to use IPv6
® Disable Nicknames - Do nat prompt user to provide a nickname
Enable Nicknames - Prompt user to enter a nickname

ICE Servers

Video Resolution 720

Media Configuration

Min port used for media 50000

Max port used for media 50000

Security

Usemame for web applications admin

Password for web applications saesene

Recordings
Disabled - Audio and Video Recording disabled

' Enabled - Audio and Video Recording enabled

SIP Registration

Usemame 1014
Password sesnne
Registration Server fs.opensource.az

Qutbound Proxy

Save Settings

Save Changes to any of these parameters requires a restart of Openfire.

Siz hemcinin Sessions -> Tools -> Send Message bolimiinden hsr kess
xobordarliq yollaya bilersiniz. Asagidaki seskilds bu gbsterilir:
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6 openfire

Server Users/Groups Sessions Group Chat Plugins Asterisk-IM Fastpath Rayo

Active Sessions | Tools

+ Send Message

— Send Administrative Message
Gateway Reqistration

Overview

Use the form below to send an administrative message to all users.

To: All Online Users
Message:

| Send Message || Cancel |
—

9gor her bir istifadec¢i ilg¢lin SIP ndmrs teyin etmek istessk, Oncsdsn servers
XMPP istifadec¢iler slave edilir vs ardinca Server -> Phone -> Add new Phone
Mapping bolmesins daxil olub SIP istifadec¢ilsri slave edirik(SIP server els
XMMP olan serverin o6ziindedir). Misal i¢iin mOvcud namaz.bayramli adli XMPP
istifadecisi d¢iin SIP ndmrs yaradiriq.

Create SIP Phone Mapping

Create or update a phone mapping using the form below.

XMPP username : |namaz.ba-,rramli
SIP username : |1018
Authorization Username : |1C|18

Display Phone Number:  |1018

Password : |.......

Server: Il‘s.opensource.az

Quthound Proxy ; | |

Voice Mail Number : |1018 |

e

Sonra Windows masinimiza Jitsi XMPP/SIP klient programini endiririk vse
asagidaki kimi qurasdiririqg(Resmi sayti: https://jitsi.org/Main/Download
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File -> Add new account -> XMPP -> XMPP Username

#

Add new account

Metwork " J' XMPP v

(®) Existing XMPP account

() Create a new XMPP account

User name and password

XMPP username namaz.bayraml@jabber.opensource.az

Password

Ex: johnsmith@jabber.org

Remernber password

Advanced

Noticeds asagidaki kimi istifadec¢cinin hem XMPP hssabi ve homds SIP hesabi

olacaqg:

#

Add Cancel

- Password -> Add

Options
1] §
Al = vt o QO F @8
Accounts | General Audio Video Security Events Chat Advanced
\! namaz.bayramli@jabber.opensource.az (Jabber) v Lvailable

Add

Edit Delete

Sonra File -> Add contact ve sokildeki kimi verilenleri slave edib, Add
diymesine sixiriqg (Sozsiiz ki, bu adda istifadsg¢i o6nceden moévcud idi) :

Add contact

Select account:| ./ namaz.bayramli@jabber.cpensource.az (Jabb... v

Select group: Friends
ID or Number: nurlan.farajo\.r@jabber.opensource.az{

Display name: |freebsd

Add Cancel

www.opensource.az
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Yuxarida gdsterilen qurasdirmani nurlan.farajov@jabber.opensource.az
istifade¢isi ig¢tinds edirik ve hemin istifade¢i siyahisina eynils
namaz.bayramli@jabber.opensource.az istifadecisini slave edirik.

Noticeds gorintli ils bir masindan digerins zeng edsk ve sonra ekrani
paylasaqg(Asagidaki gorinti video ils danisiq) :

3&

Gosha (georgiy.shubin@jabber.opensource.az/jitsi-11p4s2m)

zrtp Connected

S )
0

X0 Im-I@im
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Bu iss ekranin yayimlanmasidir:

You are sharing your screen

£ Jiti==20
File Tools Help

Me
@ online ~

@L—— 0

 Recent conversations

@ rufat.alizade@jabber.opensource.az
Onie

@ zumrud.shahverdiyeva@jabber.open...

Orine

,  Dostlar ”n
a

@ Namaz Bayramii

[ Enable desktop remote control

frno¢vEETR i~

0

L e G
7 (PSR NG

XN OYEEDTNR i~

9gor SIP gqurasdirma ils birgs etssniz asadidaki misal uydun olacag. Ancaqg
burada domain adi opensource.az istifads edilir. Sonra yeniden yensds Tools -
> Options -> Add -> SIP(Network-da sec¢ilir) ve SIP istifadec¢i adi ils sifres
daxil edilir (Sekildeki kimi) :

Mmmﬂsrsw 4

User name and password
sPid 1018 |
Ex: john@veiphone.net or simply "jehn” for no server

Password | ll.llll-| |

Remember password
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Noticede asadidaki kimi istifade¢inin hem XMPP hesabi ve hesmds SIP hesabi

olacaq:
- Options
= it T 9 F O ® o
General Audio Video Security Events Chat Advanced
V namaz. e 5 N Awvailable
SIP 1018 (RegistrarLess SIP) SIP Online
Add | | Edit || Delete
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OpenFIRE ils Active Directory inteqrasiyasi
OpenFIRE - Svveller Wildfire server ve Jive Messenger kimi meshur olan
XMPP (Extendible Messaging and Presence Protocol - mdévcud olma hagginda
melumat ve genislens bilen melumat miibadilesi protokolu. Svveller jabber
protocol kimi taninirdi. Java-da yazilmisdir, serverdir.

Idarsetms {iclin WEB interfeyss sahibdir. Inzibatcilar istenilsn yerdsn gosula
veo rahat sokilde istifadec¢ileri sils, yarada ve konfrans zallarina gosa
bilsrler.

Bu bdlmads biz FreeBSD 10.1 masina OpenFIRE 3.10.2-nin PostgreSQL verilenler
bazasi istifadse edsrsk yliklenmssine baxacayiq. Hemginin istifadecg¢i bazasi
miessisomizos aid olan Domain Controller-de olacaq. Yiklesnms ve gqurasdirmaya
baslamazdan once nezsarde tutulur ki, FreeBSD masinsnszda artig portlar ve
paketlsar yiklenmis ve hazir veziyyetdadir.

OpenFIRE-1 portlardan ylkleyirik:

root@dolibarr:~ # cd /usr/ports/net-im/openfire

root@dolibarr:/usr/ports/net-im/openfire # make config
openfire-3.10.2,1

1999999999999999999999999999I999999aaaIdagadaqqaaaqaqde

X Build and/or install documentation
x [x] PLUGINS Install bundled plugins

m

<Cancel>

root@dolibarr:/usr/ports/net-im/openfire # make -DBATCH install

PostgreSQL verilenlsr bazasini yikleyirik:
root@frfs:~ # cd /usr/ports/databases/postgresql94-server/

root@frfs:/usr/ports/databases/postgresgl94-server # make config
rostgresglSd —server—9_4_.4 1
lqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqq

=+ L[ 1 Puilds with debugging symbols

=+ [ 1 DTRACE Puild with DTrace probes

=+ [ 1 GSESRAPT Build with SSSAPI suppoxrt

=+ 1 T TUse ICU for unicode collatiomn

=+ [3x] INTDATE Builds with &4—bit date/s/time tvpe
=+ Build with LDAP authentication suppo
=+ [32] NLS Use internaticonalized messages

=+ [ ] OPTIMIZED CFLAG Builds with compiler optimizations [
=+ [ | i =raN BPuild with PAM sSupport

=+ [2x] SSI. Puild with OpensSsIi. suppoxrt

=+ [32] T Z DA TR Use internal timezone database
xgoooooagagage] Build with kerberos prowvider support oagogoaoqooicy
=+ ({ » MIT KREB5S Build with MIT kerberos support

2+ ( ) HEIMDAT., KRBS Builds with Helimdal kerberos

m

==Cancel >

root@frfs:/usr/ports/databases/postgresgl94-server # make -DBATCH install

OpenFIRE ve PostgreSQL-i StartUP-a slavs edirik(Yeni /ete/rc.conf faylina):
root@frfs:~ # echo 'postgresql enable="YES"' >> /etc/rc.conf
root@frfs:~ # echo 'openfire enable="YES"' >> /etc/rc.conf

PostgreSQL inisializasiyasini ise saliriqg:
root@frfs:~ # /usr/local/etc/rc.d/postgresql initdb

/usr/local/pgsql/data/postgresql.conf faylinda asadidaki sstirin garsisindan
serhi silirik:
listen_addresses = 'localhost'
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/usr/local/pgsql/data/pg _hba.conf faylinda host all all 127.0.0.1/32 trust
sotirini deyisib asagidaki kimi edirik:
host all all 127.0.0.1/32 md5

PostgreSQL ve OpenFIRE servislerini ise saliriqg:
root@frfs:~ # /usr/local/etc/rc.d/postgresql start
root@frfs:~ # /usr/local/etc/rc.d/openfire start

Artig pgsql istifads¢isi igin sifrs teyin edirik:
root@frfs:~ # passwd pgsql

Changing local password for pgsql

New Password: pgsql_sifresi

Retype New Password: pgsql sifresi tekrar

pgsql istifadeci adi ils daxil oluruqg, openfire {icin istifade¢i ve bu
istifadecinin gosulmasi ii¢clin verilsnlsr bazasi yaradiriqg:

root@frfs:~ # su pgsql

$ createuser -sdrP openfire

Enter password for new role: sifre

Enter it again: tekrar sgifre

$ createdb openfire --owner=openfire

Konsoldan ¢ixiriqg:
$ exit

PostgreSQL servisini yeniden iss saliriqg:
root@frfs:~ # service postgresql restart

Hazirdir! Artiqg istenilen Desktop masindaki hansisa web browserds
http://server IP:9090/ iinvanina daxil olsaniz asagidaki sshifeni
goraceksiniz (English se¢ib Continue dilymesine sixiriq):

O openfire:

Setup

Setup Progress

Language Selection

Welcome to Setup
Server Settings
Welcome to Openfire Setup. This tool will lead you through the initial setup of the server. Before you continue, choose

DatabaEGiSatintIS your preferred language.

Profile Settings

Admin Account
Choose Language

Czech (cs_CZ)
Deutsch (de)

English (en)

Espafiol (es)

Frangais (fr)

Nederlands (nl)

Polski (pl_PL}

Portugués Brasileiro (pt_BR)
Pycckui (ru_RU)
Slovencina (sk)

3z (ﬁﬁ;) Simplified Chinese (zh_CN})

[
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Acilan pencerade domain adi olarag chat.opensource.az yaziriqg ve sifrslsnscsk
kanal i¢lin acara sifrs teayin edib, Continue diiymesine sixiriqg:

i Openfire 3.10.2
6 openfire’

Setup

Setup Progress

- 00 |

vLanguage Selection Server Settings
+ Server Settings

Database Seffings Below are host settings for this server. Note: the suggested value for the domain is based on the network settings of this

machine.
Profile Settings
Admin Account Domain: |chat.opensource.az @
Admin Console Port: @
Secure Admin Console Port: |gggq ©)

Property Encryption via: (3
® Blowfish

() AES

Property Encryption Key: |....... |

|....... | )

Standart Database Connection sec¢ib Continue diymesins sixiriqg:

. Openfire 3.10.
6 openfire

Setup

Setup Progress

. 00 |

bt Database Settings
v Server Settings

» Database Settings

Choose how you would like to connect to the Openfire database.

Profile Seftings
(e Standard Database Connection

Admin Account Use an external database with the built-in connection pool.

, Embedded Database
Use an embedded database, powered by HSQLDE. This option requires no external database configuration
and is an easy way to getup and running quickly. However, it does not offer the same level of performance as
an external database.

Continue

—_—
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Verilenler bazasina gosulmasi ii¢glin, database tipi PostgreSQL, gosulacag IP
iinvan, verilenlsr bazasinin adi, istifade¢i adi ve sifreni yazib, Continue
dilymesins sixiriq:

Setup Progress
I

v'Language Selection

Database Settings - Standard Connection
' Server Settings
+ Database Settings Specify a JOBC driver and connection properties to connect to your database. If you need more information about this

process please see the database documentation distributed with Openfire.

Profile Settings
d Note: Database scripts for most popular databases are included in the server distribution at

Admin Account [Cpenfire HOME]/rescurces/database.
Database Driver Presets: | * PostgreSQL hd |
JDEC Driver Class: [org.pastgresal.Driver |®
Database URL: |jdbc:postgresql:!flocalhosﬂ:5432!0penfire | @
Usemame: [gpenfire |@
PasSWord: sessesas @

Minimum Connections

5]
Maximum Connections: E

Connection Timeout: 1.0 [Days ()

@
@

Mote, it might take between 30-60 seconds to connect to your database.

2

Istifadeci bazasi olaraq LDAP(Yeni Active Dircetory) sec¢ib, Continue
diymesine sixiriqg:

. Openfire 3.10.2
6 openfire’

Setup

Setup Progress

'

wLanguage Selection

Profile Settings

+ Server Settings

~Database Settings Choose the user and group system to use with the server.

» Profile Settings
_ () Default
Admin Account Store users and groups in the server database. This is the best option for simple deployments.

@ Directory Server (LDAP)
Integrate with a directory server such as Active Directory or OpenLDAP using the LDAP protocol. Users and
groups are stored in the directory and treated as read-only.

, Clearspace Integration
Integrate with an existing Clearspace installation. Users and groups will be pulled directly from Clearspace.
Clearspace will also be used for authenticating users. Please be aware that Clearspace 2.0 or higheris
required.

[ Continue]
—
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Active Directory-o gosulmaqg ii¢clin domain.lan-a aid olan Distinguisesd Name vs
Administrator istifadec¢isi iigclin Distinguished Name ile sifresini yaziriqg.
Unutmayin ki, LDAP port 3268 yaziriqg veo Test Settings diymesini sixiriqg:

DC adi: domain.lan

Filter edilen grup adi: CN=openfireUsers,OU=0pSO Groups,DC=domain,DC=lan
Domain Administrator: CN=Administrator,CN=Users,DC=domain,DC=lan

Setup

Setup Progress
I

vLanguage Selection

Profile Settings: Connection Settings
' Server Settings

«Database Settings 1. Connection Settings 2. User Mapping 3. Group Mapping
» Profile Settings

Admin Account Step 1 of 3: Connection Settings

Configure connection settings for your LDAP directory below. All fields are required:; if you need additional
information about a field, hover your mouse over the corresponsing help icon.

LDAP Server
Server Type: | Active Directory @
Host: |domain.lan (z}  Port 3268 (Z)
Base DN: |DC=domain,DC=lan @
Authentication:
Administrator DN: |CN=Administrator, CN=Users,DC=daomain,DC=lan ()

v Advanced Seftings

Yes No
Use Connection Pool: Ceonnection Poocling. Default is "Yes’ )
. Enable S5L connections te your LDAP server,
Lozl default port is usually 636 &
. Write trace infermation about LDAP connecticns
Enable Debug: to System.out e
Follow Referrals: Automatically follow LDAP referrals when found .
Deference Aliases: Automatically deference LDAP aliases when &
found
?77setup.ldap.serverenclose dns??7:  ?77setupldap.server.enclose_dns_help??? )

Ugurlu noaticse asagidaki sokildeki kimi olacaqg:

Test: Connection Settings Close

Status: Success!

A connection was successfully established to the LDAP server using the settings above. Close this test panel and continue to
the next step.
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Status: Success! oldugdan sonra Save & Continue diymesine sixiriqg:
Profile Settings: User Mapping

1. Comnection Setfings 2. User Mapping 3. Group Mapping

Step 2 of 3: user Mapping

Configure how the server finds and loads users from your LDAP directory. I you need addiional information about a fie, hover your mouse over the corresponsing heip icon.
User Mapping
Username Field: sAMAccountliame

» Advanced Setiings

User Profiles (vCard)
Use the form belowr o speciy the LDAP filds that match the profie fiekds. Fiekds that are-left empty vill ot be mapped. Values enclosed in ) wil be replaced with actual LDAP content
Store avatar in database ff not provided by LDAP

Profile Field
Name

Value
Email maly

Full Name {displayllame}
Nickname
Birthday

PhotolAvatar GpegPhote}

Home

- Strest Adaress homeostaladdress}
-cay

- Stste/Province
-Pastal Gade Khomezin}
- Country {s

- Phona Numbsr

- Mobie Number

{homsPhons}

{mabie}

-Fax

-Pager

Business

- Street Address {strestiddress}
oty

- State/Province
- Pastsl Code

- Country

- Job Tite

- Dapartment
-Phone Number
- Mobie Number
-Fax

{relephonsliumber}
{mobie}

[csimeTelephonshumber}
[ Pazer pagery

e 1]

Qrupa gérs filter edilmesi iigln Advanced Settings-in altinda Group Filter
boltumindes asagidaki sintaksisi yazirig ki, yalniz DC-mizs aid olan
openfireUsers grupunun Uzvlsri serverimize giris eds bilsinlsr (Test Settings
diymesini sixib, sinagdan keg¢iririk):

(memberOf=CN=openfireUsers,OU=0pSO Groups,DC=domain,DC=lan)

Profile Settings: Group Mapping

1. Connection Seftings 2. User Mapping 3. Group Mapping

Step 3 of 3: Group Mapping

Configure how the server finds and loads groups from your LDAP diractory. If you need additional information about a fild, hover your mouse over the corresponsing help icon

Group Mapping
Group Field: |en 3)
Member Field: member 3)
Description Field: |description 3)

~ Advanced Settings

Posix Mode: @ ves No

Group Filter |(memberCf=Ch=openfireUse| (7

[ Test Settings | Save & Continue |

[—

9ger asagidaki kimi siyahi cap edilss demsk ki, grupla birlssms udurla

alinmisdir ve icinde olan istifadecileri asagidaki sskildeki kimi
gorscsksiniz:

Test: Group Mapping Close

Asmall list of groups is selected for you to review. When you are finished close this window.

Name Description Members
odoo o
reduser1 redlast o
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Save & Continue diiymesine sixaraq davam edirik. OpenFire {c¢lin iznibatgi
olacaqg LDAP-da movcud olan bir ve ya bir neg¢e istifadec¢i adini daxil edirik:

G openfire’

Setup Progress
B |
vLanguage Selection

Administrator Account

v Server Settings

wDatabase Settings Choose one or more users from your LDAP directory to be administrators by entering their usernames.
v Profile Settings Add Adminicirat
ministrator: |administrat add
» Admin Account ministrator] || |
P—

Acilacag sokilde Administrator LDAP istifadec¢i hesabi iicliin test dilymesini

six1b sinagdan keciririk:
Administrator Account

Choose one or more users from your LDAP directory to be administrators by entering their usemames.

Administrator

Test Remove
administrator

]

Istifadeci sifresini daxil edib test diymesins sixiriqg:

Test: Administrator Settings Close

Administrator: administrator

Password: [eassasannas | | Test |

—_—

Ugurlu natice asagidaki kimidir:

Test: Administrator Settings Close

Status: Authentication Successful!

Specified username and password are valid. Close this test panel to continue.

Ardinca Continue diiymesini sixib davam edirik.

Artiqg ylklenme bitmisdir ve bshrsli nsticeni asagidaki kimi alib, Login to
the admin console diiymesini sixmalisiniz.
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6 openfire-

Setup

Setup Progress

«wLanguage Selection

Setup Complete!

+Server Settings

vDatabase Settings This installation of Openfire is now complete. To continue:

+Profile Settings

+Admin Account Login to the admin console

Qeyd etdiyimiz Domain admini Administrator istifads¢i hesabi adi ve sifresini
daxil edib login diymesine sixiriqg.

G openfire- Administration Console
|Administratc|r | ﬁ | Login
usermnane password
Openfire, Version: 2.10.2

Sinaqg Ug¢ilin Users/Groups -> Users bdlumins daxil olsaz, User Summary altinda
DC-nizde olan istifadeg¢ilsri gdrs bilsceksiniz:

6 OpenfiI'E' Logged in as administrator -

Server Sessions  GroupChat  Plugins  Fastpath  Mestings  Rayo

Users : Groups : Import & Export

+ User Summary

Create New User User summaw

User Search
Justmaried Tatal Users: 8- Sored by Usamame — Users perpage: 100 ¥

MotD Properties Online Usemame Name Groups Created Last Logout

Registafion Properies 1§ sty Admiisirator None QOct1, 2015

Advanced Ussr Search
Guest None Oct1, 015

Users Creston
ibigt None QOct1, 2015
odoo! None Oct1, 015
0PSO Nane Oct 1, 2015
pCOt Nane Oct 1, 2015

redusert redlast None QOct1, 2015

reduzer? Redlast] Nong QOct1, 2015

Sinaglarin edils bilmesi ic¢ln “OpenFire XMMP serverin qurulmasi” boliminds
yazi1ldigi kimi, hsr hansisa bir XMMP client vasitesils serverimizs gosulurug.
Sexsi tecrilbems ssaslanaraqg deys bilsrem ki, on funksionali Jitsi-dir. Sadscs
DC-ds olan iki istifadec¢i ils fergli Desktop-lardan gosulub sinaglarinizi
etmeniz kifaystdir.
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BOLUM 11
Butin hsllsr ucun WEB serverlsr

e CentOS OCI8 PHP5-FPM nGinx

¢ nGinx yikssk dayaniqli reverse proxy

e Apache Tomcat8 yiklenmesi ve qurasdirilmasi

e Apache ANT yiklsnmesi vo qurasdirilmasi

e Apache Maven yiklesnmssi ve qurasdirilmasi

e CentOS PDO_OCI inteqrasiyasi

e Oracle JDK8-in yiklenmesi ve qurasdirilmasi

e Ubuntu 14.04 x64 tomcat7 Java8 yiklenmesi ve qurasdirilmasi

¢ Ubuntu Tomcat serverds http ve https portlarin

deyisdirilmesi
Bu basligda demsk olar ki giindemds istifade olunan biitiin web serverlsrdsn
danisaciyig. Adesten tslsb, PHP isleyen serverin istiinds ORACLE verilenlsr
bazasina gosulmasina yaranir c¢inki, skssr veb programlar php-ds yazilir ve
sirket bazasi oracle-da olur. Hem¢inin java programc¢ilarin 6z yazdiglari
kodlari misyysn bir veb application serverds isleade bilmelsrins ehtiyaclara
var. Java ug¢in tomcat server glindemds istifads edilsnlsrdendir. Eynile
program¢ilarin kod anbari lUg¢in ant ve maven hagginda danisilacaqg. Tomcat
serverds standart portlarin istifadesinin qurasdirilmasi aciglanacad.
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CentOS OCI8 PHP5-FPM nGinx
Mogsadimiz CentOS serverin iizerinde nGinx WEB server, PHP-FPM ve Oracle
Client yikleyib gqurasdirmaqdir. Lakin, PHP-nin oracle-a gosulmasi {iclin
OCI (Oracle Call Interface) toalsb edilir. Bu basligda PHP iizerinde OCI-in
qurasdirilmasi gdsterilir.

Lazim1l reposlari endirsk ve qurasdirag.

rpm --import https://fedoraproject.org/static/0608B895. txt

rpm -ivh http://dl.fedoraproject.org/pub/epel/6/x86_64/epel-release-6-
8 .noarch.rpm

rpm --import http://rpms.famillecollet.com/RPM-GPG-KEY-remi

rpm -ivh http://rpms.famillecollet.com/enterprise/remi-release-6.rpm

yum install yum-priorities

vi /etc/yum.repos.d/epel.repo # "priority="-ni 10 edirik.
[epel]

name=Extra Packages for Enterprise Linux 6 - $basearch
#baseurl=http://download. fedoraproject.org/pub/epel/6/$basearch
mirrorlist=https://mirrors.fedoraproject.org/metalink?repo=epel-
6&arch=$basearch

failovermethod=priority

enabled=1

priority=10

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-EPEL-6

[...]

vi /etc/yum.repos.d/remi.repo # Sonra "remi" sreposunda "enabled=1" edirik
[remi]

name=Les RPM de remi pour Enterprise Linux $releasever - $basearch
#baseurl=http://rpms.famillecollet.com/enterprise/$releasever/remi/$basearch/
mirrorlist=http://rpms.famillecollet.com/enterprise/$releasever/remi/mirror
enabled=1

priority=10

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-remi

failovermethod=priority

[remi-test]

name=Les RPM de remi en test pour Enterprise Linux $releasever - $basearch
#baseurl=http://rpms.famillecollet.com/enterprise/$releasever/test/$basearch/
mirrorlist=http://rpms.famillecollet.com/enterprise/$releasever/test/mirror
enabled=0

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-remi

yum install nginx # nGinx Paketini yikleyirik
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chkconfig --levels 235 nginx on # nGinx-i startup-a olave edirik.
/etc/init.d/nginx start # Servisi Start edirik.
# PHP ve modullarini yukleyirik.
yum -y install php-cli.x86_64 php.x86_ 64 php-common.x86_ 64 php-fpm.x86_ 64
php-devel .x86_64 php-odbc.x86_ 64 php-pear.noarch php-pecl-apc.x86_ 64 php-
pecl-apc-devel.x86_ 64
# '/etc/php.ini' faylin icinds asagidaki sotirlsri qurasdiririqg. Dizgln vaxti
siz "cat /etc/sysconfig/clock" bu fayldan gotirs bilorsiniz.
cgi.fix pathinfo=0
date.timezone = "Europe/Berlin"
# PHP-FPM-1 startup-a olave edib iss saliriqg
chkconfig --levels 235 php-fpm on # StartUP-a olave edirik.
/etc/init.d/php-fpm start # Start edirik.
vi /etc/nginx/nginx.conf # Faylin icinde asagidaki deyisiklikleri edirik.
worker processes 4;
keepalive_timeout 2;
vi /etc/nginx/conf.d/default.conf # Fayli asadidaki kimi config edirik.
server {
listen 80;
server_name _;
autoindex on;
#charset koi8-r;
#access_log logs/host.access.log main;
location / {
root /usr/share/nginx/html;
index index.php index.html index.htm;
}
error_page 404 /404 .html;
location = /404.html {
root /usr/share/nginx/html;
}
error page 500 502 503 504 /50x.html;
location = /50x.html {
root /usr/share/nginx/html;
}
location ~ \.php$ {
root /usr/share/nginx/html;
try files S$Suri =404;
fastcgi_pass 127.0.0.1:9000; # Bu Port-da PHP-FPM qulag asir
fastcgi_index index.php;
fastcgi_param SCRIPT FILENAME S$document root$fastcgi_script name;
include fastcgi_params;
}
location ~ /\.ht {
deny all;
}
}
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/etc/init.d/nginx reload # Servisi reload edirik
vi /usr/share/nginx/html/info.php # Test lcin php script yaradib asdidaki
mozmunu aolave edirik.
<?php
phpinfo () ;
?2>
http://server_ip/test.php # Test edirik.
## Gecikmelerin olmamasi iclin biz PHP-FPM-i UNIX Socket faylinda qulag asdira
bilerik.
vi /etc/php-fpm.d/www.conf # Faylda asagidaki deyisiklikleri edirik.
;listen = 127.0.0.1:9000
listen = /tmp/php5-fpm.sock
listen.owner = nginx
listen.group = nginx
user = nginx
group = nginx
/etc/init.d/php-fpm reload # PHP-FPM-i reload edirik.
# Eyniyls nGinx-in icinds-de deyisikliyi etmeliyik
vi /etc/nginx/conf.d/default.conf # Faylda 9000-ci port svezins Unix Socket
yaziriq.
location ~ \.php$ {
root /usr/share/nginx/html;
try files S$uri =404;
fastcgi_pass unix:/tmp/php5-£fpm.sock;
fastcgi_index index.php;
fastcgi_param SCRIPT FILENAME S$document root$fastcgi_script name;
include fastcgi_params;
}
/etc/init.d/nginx reload # Servisi reload edirik.
http://www.oracle.com/technetwork/topics/linuxx86-64soft-092277.html ->
Unvandan OracleInstanceClient-i dartiriqg.
rpm -ivh oracle-instantclientll.2-basic-11.2.0.3.0-1.x86_ 64.rpm # Paketi
yukleyirik
rpm -ivh oracle-instantclientll.2-devel-11.2.0.3.0-1.x86_64.rpm # Paketi
yukleyirik
'/usr/lib/oracle/11.2/client64/' - ORACLE HOME bu iunvana yiklenir.
pecl install oci8 # oci8 modulunu yiiklsyirik. 'autodetect'
secirik ki, ©zi oci8 iinvanini tapsin.
9gsr, tapmasa unvan
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'/usr/lib/oracle/11.2/client64/bin'
unvani yazin.
vi /etc/php.ini # Faylda oci8 genislenmesini aktivlesdiririk.
extension=oci8.so
vi /root/.bash profile # Fayla asagidaki setirleri slave edirik.
export LD LIBRARY PATH=/usr/lib/oracle/11.2/client64/1lib
/etc/init.d/nginx reload # Servisi reload edirik.
# Test Ucln /usr/share/nginx/html {invaninda index.php fayli yaradib igins
asagidaki mezmunu slave edirik.
<?php
// put real credentials
Sconn = oci_connect('test',6 'test', 'localhost/SMPP') ;
if ('$Sconn) {
Se = oci_error();
trigger_error (htmlentities($e['message'], ENT_QUOTES), E_USER_ERROR) ;
}else({
echo 'Success';
oci_close($conn);
}
?>
Qeyd: Ancag /etc/hosts faylina masininizin adini IP unvan ils slave etmeyi ve
127.0.0.1 dic¢iin localhost adinin slave edilmesini unutmayin. 8ks halda
islemeyocak. Asagidaki gaydada:
cat /etc/hosts
127.0.0.1 localhost localhost.localdomain localhost4
localhost4.localdomain4
10.70.3.221 smapp.lan smapp
Sonda nginx ve phpfpm servislsrini yeniden ise saliraiqg.
/etc/init.d/nginx restart
/etc/init.d/php-fpm restart
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Apache web serverimiz var.

ibarestdir.

nGinx yukssk dayaniqli reverse proxy
Mogsadimiz mileyyen bir WEB xidmetinin dayanigli islemesidir.
paylasilmasi ve hem de yliksek dayanigliqg telsbi yaranarsa,
miiracist etmelisiniz. Sekilde goriindiyi kimi, islsk veziyystds olan bir

Tolsb bu web serverin dayaniglidini temin etmskden
Serverin 6z sayil bizi maraglandirmali deyil cilinki,
serverin Virtual IP invani da verils biler ve siz de els tesevviir etssniz
yaxsi olar.

Yoni hem yikin
siz bu sensads

bizs hemin

Hal-hazirda bu dayaniglidi nGinx vasitesils edscayik.

Sebsks qurulusu asagidaki sokildeki kimidir:

127.0.0.1
192.168.11.200
192.168.11.110
192.168.11.120
192.168.11.150

em0 - 192.168.11.110

loadbalance1

VIP( carp0) — 192.168.11. 200

cat fetc/hosts
localhost

frontend.az frontend

backend1.az www._backend1.az

backend2.az www.backend2.az
balanced.az balanced

emO0 - 192.168.11.120

loadbalance2

User VIP-e qoshulur

WebServer

User WEB ile https:/floadbalancer.az/

Loadbalancel masinin qurulmasi

em0

- 192.168.11.110

Redundancy tg¢in Virtual carp aleti yaradag ve ona IP menimsadsk.

Asagdidaki sstirleri ‘/ete/rc.conf’ faylina slave edirik.

cloned _interfaces="carp0"

ifconfig carp0="vhid 1 advskew 0 pass VeRySeCrEtPaSsWoRd 192.168.11.200/24"

hosts fayli loadbalancel masininda asagidaki kimi olacaqgdir.
/etc/hosts

.0.0.
168.
168.
168.
168.

cat
127

192.
192.
192.
192.

1

11
11
11
11

.200
.110
.120
.150

localhost

frontend.az frontend
backendl.az www.backendl.az
backend?2.az www.backend2.az
balanced.az balanced

www.opensource.az
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em0 — 192.168.11.150
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balanced.az - Daxilde olan WEB serverin adi
loadbalancer.az - Istifadec¢i 6z WEB browserinds bu adla Loadbalancer-s
miracist edescsk.

cd /usr/ports/www/nginx # nGinx-i yuklsysk
make config # Lazimi modullari segak
[x] HTITE Enable HITP module

Enable http:cache module
Enable http realip module
Enable http rewrite module

Enable http:ssl mnaule
Epnable http stub status module

[x]
[x]
[=]
[=]
[=]

[X] WHW Enable html sample files
[x] S¥S5LOG SUPPCRT 3rd party =y=log support
[=x] TCF_FREEY 3rd party tcp proxy module
make -DBATCH install # Yikleyok

SSL Sertifikatlari yaradaqg.

cd /usr/local/etc/nginx # nGinx sertifikatlari yaradaqg
mkdir ssl # SSL {c¢clin govlug yaradaq
cd ssl/ # Qovluga daxil olag

openssl genrsa -des3 -out loadbalance.in.key 1024 # Gizli acari yaradaqg.
: 1 sl # a out 1o in.key 1024

Certificate Signing Request yaradirig
openssl req -new -key loadbalance.in.key -out loadbalance.in.csr

ce.in.key at in

Acari backup edsk ve sifreni silsk
cp loadbalance.in.key loadbalance.in.key.bak
openssl rsa -in loadbalance.in.key.bak -out loadbalance.in.key

347
WWWw.opensource.az



| OPEN
SOURCE
cLUB

Acari imzalayaqg.
openssl x509 -req -days 365 -in loadbalance.in.csr -signkey
loadbalance.in.key -out loadbalance.in.crt

nGinx qurasdirma faylini asadidaki kimi edesk. (Bu fayl her iki masinda
loadbalancel ve loadbalance2-ds eyni olmalidir)

192.168.11.200 - Virtual IP invandir hansi ki, istifadecilsr DNS ils ad
aldigdan sonra bu IP dnvana ydnlesndirilscsklear.

cat /usr/local/etc/nginx/nginx.conf # Qurasdirma fayli asagidaki kimi olacag.

worker processes 1;
events {
worker connections 1024;

http {
include mime. types;
default type application/octet-stream;

sendfile on;
keepalive_ timeout 65;

server {
listen 192.168.11.200:443;
ssl on;
server_name loadbalancer.az;
access_log /var/log/nginx/ssl-access.log;
error_log /var/log/nginx/ssl-error.log;
ssl _certificate /usr/local/etc/nginx/ssl/loadbalance.in.crt;

ssl _certificate_key /usr/local/etc/nginx/ssl/loadbalance.in.key;

ssl_protocols SSLv3 TLSvl TLSvl.l TLSvl1l.2;
ssl ciphers RC4:HIGH:'!aNULL: !'MD5;
ssl_prefer server ciphers on;

keepalive timeout 60;

ssl session_cache shared:SSL:10m;
ssl_session_timeout 10m;

location / {
proxy pass http://balanced.az;
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proxy next upstream error timeout invalid header http 500
http 502 http 503 http_504;

proxy_ set header Accept-Encoding "y

proxy_ set header Host Shost;

proxy_ set header X-Real-IP $remote_addr;
proxy_set header X-Forwarded-For

Sproxy add x forwarded for;

proxy_ set header X-Forwarded-Proto $scheme;
add_header Front-End-Https on;
proxy redirect off;
}
}
}
mkdir /var/log/nginx/ # Jurnal tucgtn govlug yaradaq

touch /var/log/nginx/ssl-access.log # access jurnal faylini yaradag
touch /var/log/nginx/ssl-error.log # error l¢in jurnal faylini yaradaq

/usr/local/etc/rc.d/nginx start # nGinx-i iss saliraiqg.

nginx -t # Qurasdirmalarimizin dizginliyini test
edok (netics asagidaki kimi olmalidir)

nginx: the configuration file /usr/local/etc/nginx/nginx.conf syntax is ok

nginx: configuration file /usr/local/etc/nginx/nginx.conf test is successful

nginx -s reload # nGinx-1i reload edirik.

nginx.conf faylini ikinci servers niisxalsysk.
scp /usr/local/etc/nginx/nginx.conf root@192.168.11.120:/usr/local/etc/nginx/

loadbalancel mashindan loadbalance2 masininda SSL sertifikatlar ig¢tin govlug
yaradag ve onlari ora nisxalsyak.

ssh rootQ@192.168.11.120 'mkdir /usr/local/etc/nginx/ssl' # Qovlugu yaradiriqg
scp /usr/local/etc/nginx/ssl/* root@192.168.11.120:/usr/local/etc/nginx/ssl/
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loadbalancer2 masinini qurasdiririq.

em0 - 192.168.11.120/24

hosts fayli loadbalancel masininda asagidaki kimi olacaqgdir.

cat /etc/hosts

127.0.0.1 localhost

192.168.11.200 frontend.az frontend

192.168.11.110 backendl.az www.backendl.az

192.168.11.120 backend2.az www.backend2.az

192.168.11.150 balanced.az balanced

Asadidaki sstirleori ‘/ete/rc.conf’ faylina slave edirik.
cloned_interfaces="carp0"

ifconfig carp0O="vhid 1 advskew 1 pass VeRySeCrEtPaSsWoRd 192.168.11.200/24"
cd /usr/ports/www/nginx # nGinx-1 yluklsysk
make config # Lazimi modullari segsk

[x] HTITE Enable HITPF module

[x] HTTE CACHE Enable http cache module

[z] HITEF EEALTFE Enable http realip module

[®] HITP REWRITE Enable http rewrite module

[z] HITF S5L Enable http ss1 module

[z] HITF STATUS Enable http stub status module

[x] WWW Enable html =sample files

[x] 5¥5LOG_SUPPORT 3rd party syslog supportc

[x] TCPF_ PROXY 3rd party tcp proxy module
make -DBATCH install # Yuklsysk

nGinx d¢lin jurnal govludu ve fayllari yaradaqg
mkdir /var/log/nginx/ # Jurnal ucln govlug yaradaq

touch /var/log/nginx/ssl-access.log # access jurnal faylini yaradag

touch /var/log/nginx/ssl-error.log # error l¢in jurnal faylini yaradaq
/usr/local/etc/rc.d/nginx start # nGinx-i iss saliriqg.
nginx -t # Configimizin dizglnliylint test

edsk (netice asagidaki kimi olmalidir)
nginx: the configuration file /usr/local/etc/nginx/nginx.conf syntax is ok
nginx: configuration file /usr/local/etc/nginx/nginx.conf test is successful
nginx -s reload # nGinx-i reload edirik.
Client masindan WEB Serveri sertifikat ils test elemsk lcin asadidaki smrlsri
yazmadiniz yetar.
openssl s_client -connect loadbalancer.az:443
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balanced.az masinda iss adi apache22 WEB server galdirilmisdir vso
192.168.11.150 IP invaninda islesyir.
em0 - 192.168.11.150 # backend WEB Server IP
pkg_add -r apache22 # apache22-ni yitklesyirik
echo ‘apache22 enable="YES”’' >> /etc/rc.conf # apache22-ni startup-a slave

edirik
/usr/local/etc/rc.d/apache22 start # Daemon-u iss saliriqg
index.html faylini asadidaki kimi diizeldirik.
echo “<html><center><hl>This is redundent site!</hl></center></html>" >
/usr/local/www/apache22/data/index.html
Sonda Client-in birinden https://loadbalancer.az/ Uinvaninda daxil olub F5-i
sixaraqg sinaqgdan kec¢irin. Eyni zamanda 192.168.11.110 IP invanli serveri
sondliriin. Her sey migrasiya edilscsak 192.168.11.120 IP invanli serverin
ustins.
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Apache Tomcat8 yiikklenmesi ve qurasdirilmasi
Apache tomcat - ac¢ig kodlu web serverdir hansi ki, Java Servlet ve JavaServer
sshifeleri texnologiyalari {icindiir. Java WEB-do yazilmis kodlar bu web server
vasitesile ise dsalinir.Demsk olarki, Tomcat web server diinyada on vacib
sayilan ve Javada yazilmis web kodlarini 6z lizsrinds dasiyir.

Reosmi saytindan on son sixilmis versiyasini endiririk:
wget http://mirrors.advancedhosters.com/apache/tomcat/tomcat-
8/v8.0.23/bin/apache-tomcat-8.0.23.zip

Endirdiyimiz zip fayli aciriqg:
unzip apache-tomcat-8.0.23.zip

Ag¢didimiz govliugu /opt/tomcat tnvanina koclririk:
mv apache-tomcat-8.0.23 /opt/tomcat

Tomcat mihit dsyissnlerini elan etmsk iicin /etc/profile.d/tomcat.sh fayli
yaradiriq ve mezmununa asagidaki deyisenlsri slave edirik:

#!/bin/bash

CATALINA HOME=/opt/tomcat

PATH=$CATALINA;ﬂOME/bin:$PATH

export PATH CATALINA HOME

export CLASSPATH=.

Yaratdigimiz fayli yerine yetiren edirik:
chmod +x /etc/profile.d/tomcat.sh

Mo6vcud seansimizda deyisenlsri asagidaki smrls iss saliriqg:
source /etc/profile.d/tomcat.sh

Artiqg biz tomcat-1 iss sala bilsrik. Ancag ise salmazdan once asagidaki
scriptleri yerine yetiren edirik:

# chmod +x $CATALINA HOME/bin/startup.sh

# chmod +x $CATALINA HOME/bin/shutdown.sh

# chmod +x $CATALINA HOME/bin/catalina.sh

Asagidaki smrls tomcat iss saliriqg:

# cd $CATALINA;ﬂOME/bin

# ./startup.sh

Using CATALINA BASE: /opt/tomcat

Using CATALINA HOME: /opt/tomcat

Using CATALINA TMPDIR: /opt/tomcat/temp

Using JRE HOME: /usr

Using CLASSPATH: /opt/tomcat/bin/bootstrap.jar:/opt/tomcat/bin/tomcat-
juli.jar

Tomcat started.

Ise disdikdsn sonra, tomcat8 serverimiz 8080-ci porta qulag
asacaq.Serverinizshttp://IP Address:8080gosulub yoxlayin ve asadidaki sokilde
olan neticeni sldeetmslisiniz:
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Home Documentation Configuration Examples Wiki Mailing Lists Find Help
Apache Tomcat/8.0.23 Nﬁpache Software Foundation
- http://www.apache.orag/

T

Recommended Reading: Server Status
Security Considerations HOW-TO
Manager App
/ Manager Application HOW-TO
Clustering/Session Replication HOW-TO fosuhtanager

Developer Quick Start

Tomcat Setup Realms & AAA Examples Servlet Specifications
Eirst Web Application JDBC DataSources Tomcat Versions
Managing Tomcat Documentation Getting Help
For security, access to the manager webapp Tomcat 8.0 Documentation FAQ and Mailing Lists
is restricted. Users are defined in: = . . " .
Tomcat 8.0 Configuration The following mailing lists are available:
SCATALINA_HOME fconf/tomcat-users.xml .
Tomcat Wiki tomcat-announce
In Tomcat 8.0 access to the manager ) - ) ) ) Important announcements, releases, security
application is split between different users. mdmigﬁgf?nal I E e OIS K vulnerability notifications. (Low volume).
Read more... : tomcat-users
SCATALINA_HOME/RUNNING . txt User support and discussion
Release Notes : : taglibs-user
ch | Developers may be interested in: User support and discussion for Apache Taglibs
angeiog
Tomcat 8.0 Bug Database tomcat-dev o _
Mlgratlon Guide Tomcat 8.0 JavaDocs ai\;igogpen;entmanmg list, including commit
Security Notices Tomcat 8.0 SVN Reposito
Other Downloads Other Documentation Get Involved Miscellaneous Apache Software Foundation
Tomcat Connectors Tomcat Connectors Overview Contact Who We Are
Tomcat Nafive mod ik Documentation SVN Repositories Lenal Heritage
Taglibs Tomcat Mative Mailing Lists Sponsorship Apache Home
Deployer Deployer Wiki Thanks Resources

Copyright ©1999-2015 Apache Software Foundation. All Rights Reserved

Serveri dayandirmaqg licin iss asadidaki smrden istifadse etmek lazimdir:
# cd $CATALINA HOME/bin
# ./shutdown.sh

Tomcat-1n system yeniden yiiklenmsindsn sonra avtomatik iss dismesi {icilin
/etc/init.d/tomcat adli script yaradirig ve mezmununa asajidaki setirleri
olave edirik (JAVA _HOME dsyiseninin iinvanini OracleJDK8.docx senadi ils Java
8-ci versiyanin yiklenmssindsn olds edsbilsrsiniz):

#!/bin/sh

# chkconfig: 2345 80 20

# Description: Tomcat Start/Shutdown script

export JAVA HOME=/usr/java/jdkl.8.0_45

case $1 in
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start)

cd /opt/tomcat/bin/
./startup.sh

stop)

cd /opt/tomcat/bin/
./shutdown.sh
restart)

cd /opt/tomcat/bin/
./shutdown.sh

cd /opt/tomcat/bin/
./startup.sh

esac

exit O

Startup scriptimizi yerins yetirilen edirik:
# chmoda+x /etc/init.d/tomcat

Yaratdigimiz tomcat scriptini daemon siyahisina slave edirik:

# chkconfig --add tomcat

Tomcat-1i ise saliriqg:
# service tomcat start

Using CATALINA BASE:
Using CATALINA HOME:

Using CATALINA TMPDIR:

Using JRE_HOME:
Using CLASSPATH:
juli.jar

Tomcat started.

Tomcat daemon-u system yeniden yiiklsnmssins slave edirik:
# chkconfig tomcat on

Tomcat manager role-unuyaratmaqiicin$CATALINA HOME/conf/tomcat-
users.xmlfaylinaasagidakisstirlsri,<tomcat-users> ..
users>direktivlsriarasinaslaveedibyaddasaxlayaraqcixiriqg:

/opt/tomcat
/opt/tomcat
/opt/tomcat/temp
/usr/java/jdkl.8.0 45

/opt/tomcat/bin/bootstrap.jar:/opt/tomcat/bin/tomcat-

<role rolename="manager-gui"/>
<role rolename="manager-script"/>
<role rolename="manager-jmx"/>
<role rolename="manager-status"/>
<role rolename="admin-gui"/>
<role rolename="admin-script"/>

<user username="admin" password="tOmc@tpR$$" roles="manager-gui,manager-
script,manager-jmx,manager-status,admin-gui,admin-script"/>

Sonda tomcat daemonu yeniden iss saliriqg:

www.opensource.az

</tomcat-
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# service tomcat restart

Sonda tomcat web serverimizs eb browser vasitesile daxil olurug ve asagidaki

sokildeki kimi, istifadeci

adil ve sifreni daxil edirik:

. . . X
Home Documentation Conﬁguration| autienticaiigniReguired | Find Help
A h T ﬂs 0 23 The server hitp://ejbca.opensource.az:8080 requires a e A ache Software Foundation
pac e lomca thd usemame and password, The server says: Tomcat Manager p h i h
Application, ttp://www.apache.org/
| User Mame:  admin |
™  Recommended R| Password: || | Server Status
Security Considera
Manager App
Manager Applicatic e
Log In Cancel H M
CIusterlngISesswq — = ‘ gsiRianan ey
Developer Quick Start
Tomcat Setup Realms & AAA Examples Servlet Specifications
First Web Application JDBC DataSources Tomcat Versions
Managing Tomcat Documentation Getting Help
For security, access to the manager webapp Tomcat 8.0 Documentation FAQ and Mailing Lists
is restricted. Users are defined in: c . - . .
Tomcat 8.0 Configuration The following mailing lists are available:
SCATALINA_HOME/conf/tomcat-users.xml .
Tomcat Wiki tomeat-announce
In Tomcat 8.0 access to the manager ; . ) Important announcements, releases, security
application is splt between different users. ;Ifr:)?n?ggg:'??nal important configuration vulnerability notifications. (Low volume).
Read more... : tomcat-users
SCATALINA_HOME/RUNNING . txt User support and discussion
Release Notes taalibs-user
[E— Developers may be interested in: User support and discussion for Apache Taalibs
Lhangelog
Tomcat 8.0 Bug Database tomcat-dev
Mlgratlon Guide Tomeat® (lavaDocs E_Iee\;laogpen;ent mailing list, including commit
Security Notices Tomcat 8.0 SVN Reposito
Other Downloads Other Documentation Get Involved Miscellaneous Apache Software Foundation
Tomcat Connectors Tomcat Connectors Overview Contact Who We Are
Tomcat Native mod jk Documentation SVN Repositories Leqgal Heritage
Taglibs Tomcat Native Mailing Lists Sponsorship Apache Home
Deployer Deployer Wiki Thanks Resources

Copyright ©1999-2015 Apache Software Foundation. All Rights Reserved

Ugurlu noatice asagidaki sskildeki kimi olmalidir:
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Software Foundati

http://www.apache.org

Tomcat Web Application Manager

[Message: Jox J
ist Applications HTML Manager H Manager ‘Server Status
Path Version Display Name Running Sessions. Commands
Stat | Stop | Reload | | Undeplay |
1 Nane specified | Welcome to Tomcat tue 1
Expire sessions | with idle 2 30 minutes.
Stant | Stop || Reload || Undaploy |
Idocs None specified | Tomcat Documentation true 2
Expire sessions | with idle 2 30 ‘minutes
Stant | Stop | | Relead | | Undeplay
lexamples. Nane specified Serviet and JSP Examples tue 1 |
Expire sessions | with idle 2 30 minutes.
Stant [ Stop | | Reload || Undepiay |
Ihost-manager None specified | Tomcat Host Managsr Application true [
Expire sessions | with ide 2 30 ‘minutes
. B Stan_Stop_Reload_Undepioy
n
imanages Wane specthied omcat Manager Application true 1 e I T
ploy ¥ or WAR file
Context Path {required)
XML Configuration file URL
WAR or Dirsctory URL:
Deploy.
[WAR fie 1o deploy

Select WAR flle to upload | Choose File | No file chosen
Deplay
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Apache ANT yiklsnmssi ve qurasdirilmasi
Java smrlor sotiri {iclin Apache ANT kitabxana ve aletdir hansi ki, bir-
birinden asili olan genislenme nodgtslsrinin yidim fayllarinda yidim prosesini
idars edir. ANT-i1n istifade edilmesinin esas sobsbi, Java programlarinin
yigilmasidir. ANT coxlu sayda daxili imkanlara malikdir ki, kompilyasiyaya
serait yaradir, test edir ve java proqramlarini isse salir. Hemc¢inin ANT
vasitesile geyri java programlarini da kompilyasiya etmek mimkiindiir. Misal
ticlin C ve C++ programlar lg¢un. http://www.us.apache.org/dist/ant/binaries/
sohifesindsn son versiyani olds eds bilsrsiniz.

Apache ANT ic¢lin sn yeni versiyani internetdsn endiririk:
wget http://mirror.sdunix.com/apache//ant/binaries/apache-ant-1.9.4-bin.zip

yada
wget http://mirror.sdunix.com/apache/ant/binaries/apache-ant-1.9.5-bin.zip

Endirdiyimiz zip fayli aciriqg:
unzip apache-ant-1.9.5-bin.zip

A¢ilan govlugu /opt govludun altina ant adi ils koglururik:
mv apache-ant-1.9.5/ /opt/ant

/opt/ant/bin/ant binar fayli sistem binar fayllari tcin link edirik:
1n -s /opt/ant/bin/ant /usr/bin/ant

ant milhit deyisenleri tucin /etc/profile.d/ant.sh scripti yaradirig ve
mezmununa asadidaki setirleri slave edirik:

#!/bin/bash

ANT HOME=/opt/ant

PATH=$ANT_ﬂOME/bin:$PATH

export PATH ANT HOME

export CLASSPATH=.

Fayli yerins yetiren edirik:
chmod +x /etc/profile.d/ant.sh

Apache Ant tools.jar faylini tslsb edir ve "ant -version" omrini daxil
etdikde hemin sahvi cap edecesk. Bunu asmaqg liglin iss asagidaki smrls java-
devel programini yiiklemsk lazimdir:

yum -y install ‘yum search java|grep java-1.7.0-openjdk-devel.$ (uname -p) |
awk '{ print $1 }'"

Iso saliriqgq ki, sessiyamizda aktiv olsun:
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source /etc/profile.d/ant.sh
Sonra sistemi yeniden yilikleyib antin versiyasina asadidaki osmrls baxiriqg:
# ant -version
Apache Ant (TM) version 1.9.4 compiled on April 29 2014
Sistemds olan smrler {invanlarina baxiriqg:
# echo $ANT HOME
/opt/ant
# echo $PATH
/usr/lib64/qgt-
3.3/bin:/opt/ant/bin: /usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr
/bin:/root/bin
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Apache Maven yiklesnmssi ve qurasdirilmasi

Apache MAVEN - proyektlorin idars edilmesi ve asan basa disilmesi iiclin
istifade edilen alestdir. Proyekt obyekti modelins ssaslanir (PoM. Maven
proyektleri yida, hesabatlari hazirlaya ve merkezi inrofmasiya hissesinden
senadlesme isini gdre bilir. Maven-i internetden endiririk:
wget http://www.interior-dsgn.com/apache/maven/maven-3/3.3.3/binaries/apache-
maven-3.3.3-bin.zip
Endirdiyimiz zip fayli aciriqg:
unzip apache-maven-3.3.3-bin.zip
Acilan kontenti /opt/maven iinvanina kocuririk:
mv apache-maven-3.3.3 /opt/maven
Maven binar govlugu iUc¢lin symlink yaradiriqg:
ln -s /opt/maven/bin/mvn /usr/bin/mvn
Maven iiciin milhit deyisenlesri yaradiriqg. Bunun iliciin /etc/profile.d/maven.sh
scripti yaradirig ve mezmununa asagidaki sotirleri olave edirik:
#!/bin/bash
MAVEN HOME=/opt/maven
PATH=$MAVEN_HOME/bin:$PATH
export PATH MAVEN HOME
export CLASSPATH=.
Scripti yerins yetiren edirik:
chmod +x /etc/profile.d/maven.sh
CLI-dan deyisenleri ise salmaqg ig¢lin asaidaki smri daxil edirik (Ancag hsar
halda islemesinden smin olmag Ug¢lin sistemi yeniden ylikleyirik):
source /etc/profile.d/maven.sh
Maven versiyasina baxiriqg:
# mvn -version
Apache Maven 3.3.3 (7994120775791599e205a5524ec3e0dfed41d4a06; 2015-04-
22T716:57:37+05:00)
Maven home: /opt/maven
Java version: 1.7.0 79, vendor: Oracle Corporation
Java home: /usr/lib/jvm/java-1.7.0-openjdk-1.7.0.79.x86 64/jre
Default locale: en US, platform encoding: UTF-8
0S name: "linux", version: "2.6.32-504.16.2.el6.x86 64", arch: "amd64",
family: "unix"
Maven mihit deyisenlerini yoxlayiriqg:
# echo $MAVEN HOME
/opt/maven
# echo $PATH
/usr/1lib64/gqt-
3.3/bin:/opt/maven/bin: /opt/ant/bin:/usr/local/sbin:/usr/local/bin:/sbin:/bin
:/usr/sbin:/usr/bin:/root/bin
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CentOS PDO_OCI inteqrasiyasi
Nezorde tutulur ki, artig CentOS PHP5-FPM nGinx baslidinda olan bitin isler
goriiliib artig. PHP Data Objects (PDO) - PHP iiclin genislenmedir ve bir cox
programcilar tersfindsn PDO istifade edilir. Buna gérs de siz PDO-nun OCI ils
inteqgrasiya edilmesi telebi ils garsilasa bilsrsiniz. Bu baslig PDO OCI
integrasiyasini ac¢iglayir.

Programlasdirma icin tslsb edilsn bitin paketleri yikleyirik:

# yum install php-pear php-devel zlib zlib-devel bc libaio glibc
# yum groupinstall "Development Tools"

Oracle client Unvanini link edsk ki, 32 bitlik kimi gd&rinsun:
# 1n -s /usr/include/oracle/l11.2/client64 /usr/include/oracle/11.2/client
# 1ln -s /usr/lib/oracle/11.2/client64 /usr/lib/oracle/11.2/client

/etc/profile.d/oracle.sh adli fayl yaradib icins asadidaki setri slave
edirik (Bu sotir Oracle kitabxanalari yerlssen Unvanin deyisenini teyin edir.
Siz bu dnvani “CentOS-nGinx-phphpm-oci8.docx” sonodinde gdreocesksiniz):
#!/bin/bash

export ORACLE HOME=/usr/lib/oracle/11.2/client64

export LD LIBRARY PATH=$ORACLE HOME/lib

export C_INCLUDE PATH=/usr/include/oracle/11.2/client64

export NLS LANG=AMERICAN AMERICA. AL32UTF8

Qeyd: NLS_LANG dsyissnin dsqgig menasini phpinfo() funksiyasi ils axtarib
tapa bilsrsiniz.

Fayli tez iss salaqg ki, deyisenimiz iss dissin:
# source /etc/profile.d/oracle.sh

PDO OCI

Pecl istifads edesrsk PDO OCI-ni endirsk:
# mkdir /root/pdooci ; cd /root/pdooci

# pecl download PDO_OCI

# tar -xvf PDO_OCI-1.0.tgz

# cd PDO_OCI-1.0

PDO_OCI-1.0 govlugunun icinde config.m4 adli faylda deyisiklik edirik ve

tegriben 10-cu setirden sonra uydun ardicilligda geden diger sstirlsrin

avvaline asagidaki setirleri slave edirik(Diggetls fikir verin 11.2 bizim

Oracle Clientin versiyasi olduduna gdrs burda da 11.2 istifads edirik):

elif test -f $PDO_OCI_DIR/1lib/libclntsh.$SHLIB SUFFIX NAME.11l.2; then
PDO_OCI_VERSION=11.2

Hemcinin asagidaki setirlers uydun olan srazini tapib 10.2-dsn sonra slavs
edirik (tegriben 101-ci sstirs yaxin olan bir srazidir) ve uydun ardicilligda
asagidaki iki setiri slave edirik(Versiya 11.2-dir):
11.2)

PHP ADD LIBRARY (clntsh, 1, PDO_OCI_SHARED LIBADD)

rs
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Genisgslenmeni kompilyasiya edosk ve yilkleysk:
# phpize
# ./configure --with-pdo-oci=instantclient,/usr,11.2
Ardinca pdo_oci.c faylinda asagidaki setirleri deyisib:
/* {{{ pdo_oci functions[] */
function_entry pdo _oci_ functions[] = {
{NULL, NULL, NULL}
}i
/* Yy %/
Bu formaya gotiririk:
/* {{{ pdo_oci functions[] */
zend function_entry pdo_oci functions[] = {
{NULL, NULL, NULL}
}i
/* by %/
Sonra /root/pdooci/PDO_OCI-1.0/oci_statement.c faylinda oci_blob _write vs
oci _blob read funksiyalarinin icinde olan asagidaki serti deyisersk!:
if (r '= OCI_SUCCESS) {
return (size_t)-1;
}
Svez edirik buna:
if ((r !'= OCI_SUCCESS) && (r != OCI_NEED_DATA)) ({
return (size_t)-1;
}
Qeyd: Bu sizin php kodlarinizda oracle verilesnler bazasindan blob datanin
o2lds edilmesinde diizglin simvol kodirovkasinin se¢ilmesins kémek olacaqg.
Homin sstir oci:dbname=HOST/TNS_NAME;charset=AL32UTF8 ssklinds
olmalidair.
# make - Kompilyasiya edirik
# make install - Yikleyirik
# make test - dmri ise salaraq yoxlayirig(menim halimda /etc/php.ini
faylinda disable_functions-da proc_open funksiyasi bagdl:i
idi ve ona gdrs asagidaki sshvi cap eladi)
it ettt ittt +
\ ! ERROR ! \
| The test-suite requires that proc_open() is available. |
| Please check if you disabled it in php.ini.
e ittt ekt L e +
php.ini faylindan proc_open-i disable functions-dan sildikdsn sonra yeniden
omri iss salirig ve asagidaki neticeni olds etmis olurug:
# make test
Build complete.
Don't forget to run 'make test'.
PHP : /usr/bin/php
CWD : /root/pdooci/PDO OCI-1.0
Extra dirs
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VALGRIND : Not used

TIME START 2015-07-28 09:04:48

No tests were run.

# make install - Yikleyirik
Installing shared extensions: /usr/1lib64/php/modules/

Sonra /etc/php.d/pdo_oci.ini fayli yaradib icine asadidaki setiri slave
edirik:
extension=pdo_oci.so

Ugurlu yiklenmesini asagidaki smrle yoxlayiriq(Oxsar sotirleri gdormeliyik):
# php -i | grep oci

/etc/php.d/pdo_oci.ini,

PDO drivers => mysqgl, oci, odbc, sqglite

OCIS8

pear istifads edsrsk, OCI8-i endirsk.
# pear download pecl/oci8

# tar -xvf oci8-1.4.9.tgz

# cd oci8-1.4.9

Genislenmeni kompilyasiya edek ve yiiklaysak:

# phpize

# ./configure --with-
oci8=shared,instantclient,/usr/lib/oracle/11.2/client64/1ib
# make

# make install

Genislenmeni iss salmaq uclin, /etc/php.d/oci8.ini faylina asagidaki sstiri
olave edirik:
extension=oci8.so

Ugurla yiklenmesini yoxlayaqg:
# php -i | grep oci8

Asagidaki setirlesrs oxsar bir ssotir sldse etmslisiniz:
/etc/php.d/oci8.ini,

oci8

oci8.connection class => no value => no value
oci8.default prefetch => 100 => 100
oci8.events => Off => Off

oci8.max persistent => -1 => -1
oci8.old oci close semantics => Off => Off
oci8.persistent timeout => -1 => -1

oci8.ping interval => 60 => 60
oci8.privileged connect => Off => Off
oci8.statement cache size => 20 => 20
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Oracle JDK8-in yiiklsnmssi ve qurasdirilmasi
Oracle-1in Java programc¢ilar iclin xiisusi alestler toplusu olan bir yigilmasi
moévcuddur. Skser programc¢ilar bunu istifade edir. Bu baslig Oracle Java
Development Kit-in qurasdirilmasini ac¢iglayir. Sistemin paketlerini
reposlardan yenileyirik:
yum update -y
Sistemimizds ylklenmis olan JDK versiyalarini c¢ap edirik:
# rpm -qa | grep -E '“open[jre|jdk]|j[re|dk]’
perl-Object-Accessor-0.34-136.el6 6.1.x86 64
libbasicobjects-0.1.1-11.e16.x86 64
java-1.7.0-openjdk-devel-1.7.0.79-2.5.5.3.el6_6.x86 64
java-1.7.0-openjdk-1.7.0.79-2.5.5.3.e16 _6.x86 64
openjpeg-libs-1.3-10.el6 5.x86 64
eject-2.1.5-17.e16.x86 64
java-1.6.0-openjdk-1.6.0.35-1.13.7.1.el6_6.x86 64
Java versiyasina baxiriqg:
# java -version
java version "1.7.0_ 79"
OpenJDK Runtime Environment (rhel-2.5.5.3.el6 6-x86 64 u79-bl4)
OpenJDK 64-Bit Server VM (build 24.79-b02, mixed mode)
Onceden sistems yiliklenmis olan 1.6 ve 1.7-ci versiyani silmek iiciin asagidaki
omrden istifade etmek lazimdir:
# yum remove java-1.6.0-openjdk
# yum remove java-1.7.0-openjdk
Oracle resmi saytindan
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-
2133151.html sn son 8-ci versiyani endirib serverimizs WinSCP vasitesile
yikleyirik.
Endirdiyimiz RPM paketi serveres yiikleyirik:
# rpm -ivh jdk-8u45-linux-x64.rpm
Preparing... FHAHHEH A A A A AR H A A
[100%]
1:3dk1.8.0_45 FHEHF A AR

[100%]
Unpacking JAR files...

rt.jar...

jsse.jar...

charsets.jar...

tools.jar...

localedata.jar...

jfxrt.jar...

plugin.jar...

javaws.jar...

deploy.jar...
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Yiklenmis java versiyasina baxiriqg:
# java -version
java version "1.8.0 45"
Java (TM) SE Runtime Environment (build 1.8.0 45-bl4)
Java HotSpot (TM) 64-Bit Server VM (build 25.45-b02, mixed mode)
Java mihit deyisenlerinin islemesi uc¢lin /etec/profile.d/java.sh fayli
yaradiriqg ve mezmununa asadidaki satirlsri slave edirik:
#!/bin/bash
JAVA HOME=/usr/java/jdkl.8.0_25/
PATH=$JAVA;ﬂOME/bin:$PATH
export PATH JAVA HOME
export CLASSPATH=.
Yaratdigimiz fayli yerine yetiren edirik:
# chmod +x /etc/profile.d/java.sh
Mihit deyisenlsrini iss salmaq lUc¢ln scripti seansimizda ise saliriqg:
# source /etc/profile.d/java.sh
Bgor siz kohns versiyalari silmesssydiniz ns bas versrdi?
9gor siz sistemds olan kohns versiyalari onceden silmeseniz, onda siz
sisteminizde java ils islsyscak programlarin hansi java versiyasi lzsrinden
islemesini bildirmelisiniz. Susmaya goére JDK1.8.x paketi
/usr/java/jdkl.8.0_25/ tinvanina yiliklenscek. Sisteminize Javanin hansi
invandan ise dismesini bildirmek d¢iin ssligs ils asadidaki ardicilligla
addimlari yerins yetirmek lazimdir:
alternatives --install /usr/bin/java java /usr/java/jdkl.8.0_25/jre/bin/java 20000
alternatives --install /usr/bin/jar jar /usr/java/jdkl.8.0_25/bin/jar 20000
alternatives --install /usr/bin/javac javac /usr/java/jdkl.8.0_25/bin/javac 20000
alternatives --install /usr/bin/javaws javaws
/usr/java/jdkl.8.0_25/jre/bin/javaws 20000
alternatives --set java /usr/java/jdkl.8.0_25/jre/bin/java
alternatives --set jar /usr/java/jdkl.8.0_25/bin/jar
alternatives --set javac /usr/java/jdkl.8.0 25/bin/javac
alternatives --set javaws /usr/java/jdkl.8.0_25/jre/bin/javaws
Bitdi ve alternative-leri yoxlayiriqg:
# 1ls -1A /etc/alternatives/
lrwxrwxrwx. 1 root root 29 May 31 19:29 jar -> /usr/java/jdkl.8.0 45/bin/jar
lrwxrwxrwx. 1 root root 34 May 31 19:29 java ->
/usr/java/jdkl.8.0 45/jre/bin/java
lrwxrwxrwx. 1 root root 31 May 31 19:29 javac ->
/usr/java/jdkl.8.0 45/bin/javac
lrwxrwxrwx. 1 root root 32 May 31 19:29 javaws ->
/usr/java/jdkl.8.0 45/bin/javaws
Neticede Java versiyasina baxiriqg:
# java -version
java version "1.8.0 45"
Java (TM) SE Runtime Environment (build 1.8.0 45-bl4)
Java HotSpot (TM) 64-Bit Server VM (build 25.45-b02, mixed mode)
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Ubuntu 14.04 x64 tomcat7 Java8 yiklsnmesi ve qurasdirilmasi
Megsadimiz Ubuntu-un 6z repositorylserinde olan oracle java yikleyicisinin
yiklenmesidir.
apt-get update # reposlari yenileyirik
apt-get dist-upgrade # paketlsri on son versiyaya yenileyirik
apt-get install tomcat?7 # Tomcat7-ni yikleyirik
apt-get install tomcat7-docs tomcat7-admin tomcat7-examples # Tomcat
senadlari ve misallaraini yiklsyirik
vi /etc/tomcat7/tomcat-users.xml # Tomcat web management-o
istifadeci slave edirik
<tomcat-users>
<user username="admin" password="freebsd" roles="manager-gui,admin-gui"/>
</tomcat-users>
add-apt-repository ppa:webupd8team/java # Oracle reposu olave edirik
apt-get update # Reposlari yenileyirik
apt-get install oracle-java8-installer # Java8-i ylukleyirik
apt-get install oracle-java8-set-default # Java8-i susmaya gdrs elan edirik
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Ubuntu Tomcat serverds http ve https portlarin deyisdirilmssi
Mogsadimiz Tomcat serverin sn-snovi 80 ve 443-cii portda qulag asmasinin
qurasdirilmasidir.
apt-get update # Reposlari yenileyirik
apt-get dist-upgrade # Sistemde olan paketlsri ve kerneli
yenileyirik
apt-get install ‘apt-cache search tomcat7 | awk '{ print $1 }''# Tomcat7 vs
ona aid olan
diger paketlsrin
hamisini
yikleayirik
/usr/share/tomcat7/bin/catalina.sh faylinda JAVA OPTS deyisenins
-Djava.net.preferIPv4Stack slave edirik. Asagidaki kimi:
JAVA OPTS="-Djava.net.preferIPv4Stack"
/etc/tomcat7/tomcat-users.xml faylinda <tomcat-users> seksiyasinin daxilins
asagidaki seotirs uygdun olaraqg istifadeg¢i, sifrs ve yazimi yetki
veriririk (asagidaki kimi) :
<tomcat-users>
<user username="admin" password="freebsd" roles="tomcat,manager-
script,manager-gui"/>
</tomcat-users>
Tomcat7 susmaya gors http licin 8080-ci portda ve https lcin 8443-ci portda
qulag asir. Ancaq bunu deyisib 80 veo 443 elsmsk olar.
Bunun {g¢lin asagidakilari edirik:
/etc/sysctl.conf faylina asagidaki sstiri slave edirik:
net.ipvé.conf.all.disable_ ipv6=1
sysctl net.ipvé6.conf.all.disable ipv6=1l # CLI-dan iss saliraig
/etc/default/tomcat7 faylinda AUTHBIND sstirini asadidaki kimi edirik:
AUTHBIND=yes
Sonra AuthBind id¢in lazimi portlarin fayllarini ve yetkilerini veririk ki,
portumuz qulag asa bilsin:
touch /etc/authbind/byport/80
touch /etc/authbind/byport/443
chmod 0755 /etc/authbind/byport/80
chmod 0755 /etc/authbind/byport/443
chown tomcat7:tomcat7 /etc/authbind/byport/80
chown tomcat7:tomcat7 /etc/authbind/byport/443
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/etc/tomcat7/server.xml faylinda da 8080,8443-ci portlari asagidaki kimi
doyisib 80,443 edirik:
<Connector port="80" protocol="HTTP/1.1"
connectionTimeout="20000"
URIEncoding="UTF-8"
redirectPort="443" />
# Bu sotir HTTPS ig¢in JKS istifads biz onu asadidaki config edesceayik.
<Connector port="443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS"
keystoreFile="/etc/tomcat7/srccodes. jks"
keystoreType="JKS"
keystorePass="javapass"
keyPass="javapass" />
Indi iss tomcat7 https ltclin keystore vo Self Signed Certificate yaradaq.
Bunun ucin /ete/tomcat7 {invanina daxil olurug(JKS and Cert pass: Jjavapass) :
cd /etc/tomcat?
keytool -genkey -alias srccodes -keyalg RSA -keystore srccodes. jks
Enter keystore password: javapass
Re-enter new password: javapass
What is your first and last name?
[Unknown]: Jamal Shahverdiyev
What is the name of your organizational unit?
[Unknown]: Statistika
What is the name of your organization?
[Unknown]: DOMAIN
What is the name of your City or Locality?
[Unknown]: Yasamal
What is the name of your State or Province?
[Unknown]: Baku
What is the two-letter country code for this unit?
[Unknown]: AZ
Is CN=Jamal Shahverdiyev, OU=Statistika, O=DOMAIN, L=Yasamal, ST=Baku, C=AZ
correct?
[no]: yes
Enter key password for <srccodes>
(RETURN if same as keystore password) :
Belslikls /etc/tomcat7/server.xml faylinda gdstsrilsn
keystoreFile="/etc/tomcat7/srccodes.jks" fayl tunvani ve sifreoni degig teyin
etmeyl unutmayin.
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BOLUM 12

Program¢ilarin effektiv is muhitleri

e Mercurial Active Directory ils inteqrasiyasi
e GitLAB Active Directory inteqrasiyasi

Sger sirketinizin daxili programlasdirma soébessi varsa ve programg¢ilarin bir
necgosi eyni zamanda eyni layihe izsrinds islesyirss, mieyyen milbahissler
yarana bilsr. Msssls ondan ibarstdir ki, programcilardan biri hansisa kodu
deyisdikdse, bir nec¢s vaxtdan sonra onun kimin tersfinden deyisildiyi wve
ovvelki veziyysti hagginda olan mslumati tapmaq ssl problems cevrilir. Bu tip
problemlsrin aradan galdirilmasi Uclin merkszi sistemlsr olur ve kodlar hsmin
morkszds galir. Hor bir sexs 6z hesabi ils daxil olub fergi geyd edir ve
forgin kimin tersfinden deyisildiyi gdrinitir. Bu basligda uydun sistemlsrin
qurulmasi hagginda danisilacaqg.
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Mercurial Active Directory ils inteqrasiyasi

Mercurial - Eynile HG, c¢ox boylk kod repositoriyalarla effektiv islemsk,
versiyalarin idars edilmesi i¢ln yaradilan cox platformali paylasilmis
sistemdir. Konsol programidir. Progqramc¢ilar iic¢ciin telsb edilir.

Nozoards tutulur ki, Domain controller artiqg qurulub ve asagidaki verilsenlsrle
yaradilmisdir.

FreeBSD9.2 x64(10.10.10.210 - VmNet4)

FreeBSD masinda DNS resolver kimi Active Directory istifade edilir.
cat /etc/resolv.conf
nameserver 10.10.10.200

DC: mercurial.lan (10.10.10.200 - Vmnet4)

OU: mercurial

Group: mercurial

2 odad istifads¢imiz var: jamal ve salman (Istifadec¢ilsr mercurial
organization unit-indedirler ve mercurial grupunun Uzvidirlesr).
Istifadecilsri mercurial grupunun Uzvli ona gdrs edirik ki, apache22 yalniz bu
grupun Uzvlsrins mercurial sshifesins girise izin verscsk.

portsnap fetch extract update # Ilk once portlari

yenilayak.

reboot # sistemi restart edirik ki,
portlar bazasi yenilensin

root@mercuri:~ # ecd /usr/ports/www/apache22 # Apache22-nin port unvanina
daxil oluruqg.
root@mercuri:/usr/ports/www/apache22 # make config # Lazimi modullari
secirik.
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root@mercuri:/usr/ports/www/apache22 # make install # yukleyirik
Yiklenms prosedurunda hsm¢inin aprl modulunuda seg¢irik.

Mercurial-i hazirlayaq

root@mercuri:/ # ed /usr/ports/devel/mercurial && make install clean #
Mercurial-1
yikleaysak

root@mercuri:/ # ed /usr/ports/devel/py-mercurialserver && make install clean
# Lazimi componentlsri yiklsyirik

root@mercuri:/ # ed /usr/ports/www/mod wsgi3 && make install clean #
wsgi islemssi
iclin apache modul

Qovlug yaradaqg hansi ki, merkurialin qurasdirma faylari saxlanilacaqg.
root@mercuri:/ # mkdir /usr/local/www/hg
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root@mercuri:/ # cp /usr/local/share/mercurial/www/hgweb.wsgi
/usr/local/www/hg/
hgweb.cgi-in qurasdirmalarini redakte edirik.
ee /usr/local/www/hg/hgweb.wsgi
config = "/usr/local/www/hg/hgweb.config" # Config fayl ic¢iin yolu deyisirik.
ee /usr/local/www/hg/hgweb.config # hgweb.config faylinin terkibini
asagidaki kimi edirik.
[web]
allow_push = *
push_ssl = false
[trusted]
users = *
[collections]
/usr/local/www/hg/repos = /usr/local/www/hg/repos
mkdir /usr/local/www/hg/repos # Repos ucgin govlug yaradiriqg
chown -R www:www /usr/local/www/hg # Lazimi yetkileri veririk
Apache-i qurasdiririqg.
echo 'apache22 enable="YES"' >> /etc/rc.conf # Startup-a slave edirik
echo “Include /usr/local/domen/*” >> /usr/local/etc/apache22/httpd.conf
# Yeni Include slave edirik.
root@mercuri:/ # mkdir /usr/local/domen/ # Include tctn govlug
yaradiriqg.
root@mercuri:/ # cat /usr/local/domen/mercuri.az # Virtual mercuri.az
domain
contenti asagidaki kimi
edirik
<VirtualHost *>
ServerName mercuri.az
ServerAlias www.mercuri.az
DocumentRoot /usr/local/www/hg
ErrorLog /var/log/mercuri-error.log
CustomLog /var/log/mercuri-access.log common
WSGIScriptAlias / /usr/local/www/hg/hgweb.wsgi
<Directory "/usr/local/www/hg">
AllowOverride None
order allow,deny
Allow from all
</Directory>
<Location />
AuthType Basic
AuthBasicProvider ldap
AuthBasicAuthoritative off
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AuthName "ENTER YOUR AD LOGIN & PASSWD"

AuthLDAPURL
"ldap://mercurial.lan:389/DC=mercurial,DC=lan?sAMAccountName?sub? (ocbjectClass
=*) nw

AuthLDAPBindDN "administrator@mercurial.lan"

AuthLDAPBindPassword "Zumrudl23"

Require ldap-group cn=mercurial,ou=mercurial,dc=mercurial,dc=lan
</Location>
<FilesMatch "\. (cgi|shtml|phtml |php)$">

SSLOptions +StdEnvVars
</FilesMatch>
</VirtualHost>
touch /var/log/mercuri-error.log /var/log/mercuri-access.log # Lazimi jurnal
fayllari yaradiriqg.
root@mercuri:/ # chown -R www:www /usr/local/domen/ # Lazimi yetkileri
veririk.
Sonda /usr/local/etc/openldap/ldap.conf faylinda asadidaki sstiri slavs
edirik ve apache22-ni ise saliriqg.
echo “REFERRALS off” >> /usr/local/etc/openldap/ldap.conf
root@mercuri:/ # /usr/local/etc/rc.d/apache22 start # Apache-1 iss saliriqg.
Sonda eyni ssbeksde olan client-de c:\windows\system32\drivers\etc\hosts
faylina asagidaki sotiri slave edib browserds mercuri.az domain-i jamal adli
istifadeg¢i ils test etmsyiniz yetor.
Debug etmek li¢in iss /usr/local/etc/apache22/httpd.conf faylinin ig¢ins
LogLevel debug slave edib daemonu restart etdikden sonra /var/log/mercuri-
error.log faylini arasdirmaniz lazimdir.
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GitLAB Active Directory inteqrasiyasi
Mogsadimiz programc¢ilar lcin Ubuntu 14.04 x64 OS {izerinde source code-larin
yerlesmoesi ve sinxronizasiyasi iiclin server qurmaqdir. Bu WEB serverdir ve
idarsetmesi c¢cox asandir. Program¢ilar 0z menbs kodlarini bu servers git
client ile sinxronizasiya edir. Code-lar diff ve checksum-a gdrs yoxlanish
edilir. WEB portalda grup yaradilir ve bu grupa programistler toyin edilir.
Eyni code-da edilen deyisikliklerin yalniz deyismis hissesi sinxronizasiya
edilir ve jurnallanir. Bir sézle programgilar iiciin can dermanidir ©.

GitLab - Web bazali wiki ve hadisslsrin izlenilmesi imkani ile olan Git
repository idarsedicisidir. Program Ukrainali Dmitriy Zaporozhets tsarsfinden
Ruby-ds yazilmisdir.

Qurulmasina baslayaq. Onceden asagidaki verilsnleri nezers alag:
DC: DOMAIN.LAN

port: 636

bind dn: 'CN=DCADM,CN=Users,DC=domain,DC=lan'’

password: 'DC_PASSWORD'

user filter: ' (memberOf=CN=GITUsers,OU=DOMAINTech

Groups ,OU=DOMAINTech,DC=domain,DC=1lan) '

Ubuntu 14.04 x64 {iciin virtual mihitde 2 CPU 2 Core, 4GB DDR ve 200GB HDD
ayrilmisdar.

1. Paketlsr ve asililiqglar

apt-get update # Sistem ylklsnikden sonra apt reposlari yenilesyirik

apt-get dist-upgrade # Sistem ylklenikden sonra sistem paketlori ve
kerneli yenileyirik

Senads diggetle baxin ve mitlsq sudo olan yerlerds, yiiklenmsli root adindan

etmayin.

sudo apt-get install -y vim # VIM-1i yikleyirik

sudo update-alternatives --set editor /usr/bin/vim.basic # VIM-i susmaya
gbre olan fayl
editor teyin
edirik

# Ruby ve Ruby GEMS genislenmsleri lclin telsb edilen paketleri yikleysk.
sudo apt-get install -y build-essential zliblg-dev libyaml-dev libssl-dev
libgdbm-dev libreadline-dev libncurses5-dev libffi-dev curl openssh-server
redis-server checkinstall libxml2-dev libxslt-dev libcurl4-openssl-dev
libicu-dev logrotate python-docutils pkg-config cmake libkrb5-dev

sudo apt-get install -y git-core # GIT-1i yiukleyirik

git --version # GIT versiyasina baxiriqg, mitleq 1.7.12 yuxari ve 2.0.0
araliginda olmalaidir

git version 1.9.1

Yox 9ger siz yenede kohnelmish GIT-i silib yeniden source code-lardan

yiklenmesini isteseniz, onda asagidaki addimlarla once giti silirik ve code-

lardan yikleyirik.
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sudo apt-get remove git-core # Once yiiklenmis GIT-core-u silirik

Tolsb edilen asililiq paketlorini yikleyirik.
sudo apt-get install -y libcurl4-openssl-dev libexpatl-dev gettext libz-dev
libssl-dev build-essential

cd /tmp # Qaynaqg kodu yuklsyib kompilyasiya etmsk {i¢lin /tmp govluguna
daxil olurug

Qaynag kodu dartirig ve agiriqg
curl -L --progress https://www.kernel.org/pub/software/scm/git/git-
2.1.2.tar.gz | tar xz

cd git-2.1.2/ # GIT code-larin govluguna daxil olurug
./configure # Kompilyasiya ii¢lin qurasdiririqg
make prefix=/usr/local all # menseb ilnvani olaraqg /usr/local tsyin edilir

sudo make prefix=/usr/local install # /usr/local/bin {invanina
yiklenilir GIT

Qeyd: 5-ci hisssds olan qurasdirmalarimizda config/gitlab.yml config faylinda
git basligini bin path lcin asadidaki kimi etmsyi unutmayin:

git:
bin path: /usr/local/bin/git

sudo apt-get install -y postfix # mail server yikleyirik ki, mail
yollaya bilsk. Asagidaki kimi
qurasdiririg. Internet site secirik
ve domain adini daxil edirik

et B e s B e

No configuration:

Should be chosen to leave the current contiguration unchanged.

x::?i“:: :::ﬁ‘and nuviv‘ud directly using SMTP.

Internet with smarthost:

Mail is received directly using SMTP or by rumning a utility such

as fotchmail. Outgoing mail is sent using a smarthost.

satellite system:

ALl mail is sent to another machine, called a 'smarthost!, for delivery.

tocal only: : "
The only delivered mail is the mail for local users. There i3 no network.
General type of mail configuration:
¥o_contiguration
Internst with smarthost

satellite system
Local only

o] <cancel>

2. Ruby-ni yiiklsaysk

GitLab Shell OpenSSH ils ¢adirilir ve movcud olan versiya manager-in SSH ils
oturtb gebul edilmesinin garsisini almag olur. Versiya managerleri destsk
edilmir ve buna gdrs meslshst gorilir ki, mitleq ruby istifade edssiniz. Sgsr
kéhns ruby varsa onu silirik.

sudo apt-get remove rubyl.8 # kohns ruby-ni silirik

mkdir /tmp/ruby && cd /tmp/ruby # Ruby-ni dartib kompilyasiya etmsk Ucin
govlug yaradiriqg ve icins daxil oluruqg

Dartiriqg ve yerlesdiyimiz govlugda agirig
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curl -L --progress http://cache.ruby-lang.org/pub/ruby/2.1/ruby-2.1.5.tar.gz
| tar xz
cd ruby-2.1.5/ # Acdidimiz govluda daxil olurug
./configure --disable-install-rdoc # Compilyasiya ug¢lin qurasdiririg
make # Kompilyasiya edirik
sudo make install # yikleyirik
sudo gem install bundler --no-ri --no-rdoc # Bundler GEM-i yiklsyek
3. Sistem istifadscg¢ilsri
sudo adduser --disabled-login --gecos 'GitLab' git # GitLab ic¢in git adli
istifadeci yaradaqg
4. Verilenlsr bazasi
GitLAB 6zu baza olarag PostgreSQL meslshst gdrur. Genislenmelsrin istifads
edilmesi tg¢lin ise PostgreSQL9.1 telsb edilir. PostgreSQL yiklsysk, baza ve
istifadec¢i yaradaq.
sudo apt-get install -y postgresql postgresql-client libpg-dev # Baza ic¢in
paketloari
yiuklaysk
sudo -u postgres psql -d templatel # PostgreSQL-le daxil olurug
templatel=# CREATE USER git CREATEDB; # git adli baza istifadecgisi
yaradiriqg (templatel=#
console prompt-dur ve o amr
kimi daxil edils bilmez)
templatel=# CREATE DATABASE gitlabhq production OWNER git; # Gitlab
production
bazasz
yaradilir
ve bu baza
Uclin tam
yetki
verilir
templatel=# \q # Bazadan ¢ixiriqg
sudo -u git -H psql -d gitlabhgq production # Yeni bazaya yeni istifadsci
ile gosulmada calisiraiqg
gitlabhg production=> \q # Baza sessiyasindan ¢ixiriqg
5. Redis
sudo apt-get install redis-server # Redis serverin paketini ytkleyirik
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sudo cp /etc/redis/redis.conf /etc/redis/redis.conf.orig # Redis-1i
socket-
lorin
istifads
edilmesi
dclin izin
veririk
# Redis-in TCP-de qulag asmasini dayandirmaq lcln portunu 0O-ir teyin edirik.
sed 's/“port .*/port 0/' /etc/redis/redis.conf.orig | sudo tee
/etc/redis/redis.conf
# Susmaya gdrs olan Debian/Ubuntu iicin Redis socket-i ise saliriqg
echo 'unixsocket /var/run/redis/redis.sock’' | sudo tee -a
/etc/redis/redis.conf
# Redis grup-da olan her kes ic¢ln socket-s yetki veririk
echo 'unixsocketperm 770' | sudo tee -a /etc/redis/redis.conf
# Socket-in yerlesmesi ic¢iin govluq yaradaq, lazimi istifadec¢i ve grupa
monimsadib, yetkini versk
sudo mkdir /var/run/redis
sudo chown redis:redis /var/run/redis
sudo chmod 755 /var/run/redis/
# Sger o6ziinde socket saxlayan qovlugq varsa, saxla
if [ -d /etc/tmpfiles.d ]; then
echo 'd /var/run/redis 0755 redis redis 10d -' | sudo tee -a
/etc/tmpfiles.d/redis.conf
fi
sudo service redis-server restart # redis.conf-da olan deyisiklikleri
servisi restart edsrsk iss salag
sudo usermod -aG redis git # git useri redis grupa slave edsk
6. GitLab (yuklsysk ve config edek)
cd /home/git # GitLab-1 git istifadsc¢isinin ev govluduna yuklsyscoyik.
Buna godrs ds bu govluga daxil oluruqg
Source code-u clone edirik
# GitLsb reposu Clone edsk
sudo -u git -H git clone https://gitlab.com/gitlab-org/gitlab-ce.git -b 7-6-
stable gitlab
Config edek
cd /home/git/gitlab # GitLab yiklenmesi govluduna gedsk
sudo -u git -H cp config/gitlab.yml.example config/gitlab.yml # nisxe
faylindan 1 nisxs
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sudo -u git -H editor config/gitlab.yml # Qurasdirma faylinin
ovvelinds qurasdirmalari
asagidaki kimi edirik. Nezsrs
alag ki, HTTPS ic¢lin nginx-i
birazdan qurasdiracayiqg.
gitlab:
host: git.domain.lan
port: 443
https: true
email from: jamal.shahverdiev@gmail.com
# Oomin olaq ki, log/ ve tmp/ govluglarina yazmaq yetkisi var
sudo chown -R git log/
sudo chown -R git tmp/
sudo chmod -R u+rwX,go-w log/
sudo chmod -R u+rwX tmp/
# Satellite i¢iin govlug yaradaq ve yetki verek.
sudo -u git -H mkdir /home/git/gitlab-satellites
sudo chmod u+rwx,g=rx,o-rwx /home/git/gitlab-satellites
# Smin olag ki, tmp/pids/ ve tmp/sockets/ govluglarina GitLab yazma yetkisins
sahibdir.
sudo chmod -R u+rwX tmp/pids/
sudo chmod -R u+rwX tmp/sockets/
# ©omin olaq ki, public/uploads/ govluduna GitLab yazmaq yetkisins sahibdir
sudo chmod -R u+rwX public/uploads
sudo -u git -H cp config/unicorn.rb.example config/unicorn.rb # Unicorn
nisxe faylini
nisxalaysak
nproc # CPU-da olan core-larin sayinl tapiriqg
4
# Bger siz cox boyuk yik bolglisii edirsinizss, cluster mode-u aktivlesdirin
# ©ger sizde RAM 4GB-dirss, onda worker processes-in sayini sizde olan CORE-
larin sayina bsrabsr edin
sudo -u git -H editor config/unicorn.rb
# Rack attack gqurasdirma faylini nisxslsysk
sudo -u git -H cp config/initializers/rack_attack.rb.example
config/initializers/rack_attack.rb
# Git global konfigleri git istifades¢i ii¢clin qurasdiraqg, web Uzsrinden
deyisiklik edende lazim olur,
# user.email-i gitlab.yml faylinda tesyin etdiyiniz kimi edin.
sudo -u git -H git config --global user.name "GitLab"
sudo -u git -H git config --global user.email "jamal.shahverdiyev@gmail.com"
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sudo -u git -H git config --global core.autocrlf input

# Redis gosulmasini qurasdiraq
sudo -u git -H cp config/resque.yml.example config/resque.yml

# ©gor siz Debian/Ubuntu-da susmaya goérs olan socket istifade etmirsinizss,
invani asagidaki faylda deyise bilsrsiniz.
Vacib geyd: Smin olun ki, gitlab.yml vs unicorn.rb configlsri eyni edilib.

GitLab DB configlerini edek
# Yalniz PostgreSQL ic¢lin qurasdirma fayli nisxslsysk
sudo -u git cp config/database.yml.postgresql config/database.yml

# PostgreSQL vo MySQL ii¢lin asadidaki qurasdirma faylinda lazimi
doyisiklikleri etmek lazimdir:

# config/database.yml faylinda istifade¢i adi/sifrs qurasdirmag lazimdir.

# Biz yalniz 1l-ci hissede etdiyimiz baza, istifade¢i ve sifreni eynile burada
da teyin etmeolivyik.

# 9gor siz sifre deyismisinizss onu password: ssetirinin garsisina
yazmalisiniz ve sifrs

# tek dirnaglarin '' daxilinds yazila bilsr

sudo -u git -H editor config/database.yml

# PostgreSQL ve MySQL icin:
# config/database.yml faylini git istifadsc¢i tc¢in oxunan edirik.
sudo -u git -H chmod o-rwx config/database.yml

GEMS-i yiklsyirik

Qeyd: Bundler 1.5.2 icin siz bundle install -jN smrinden istifads ede
bilersiniz (N - CPU-da olan core-larin sayidir. Core-larin sayini iss
nproc smri ils yoxlaya bilersiniz). Bu isi 60% daha strestli edir. Ancag
smin olun ki, sizin bundler 1.5.2-dsn yuxari versiyadir. Siz bunu
bundle -v omri ils yoxlaya bilsrsiniz.

bundle -v # Menim halimda asagidaki versiya idi

Bundler version 1.7.9

# PostgreSQL igln (nszers alin ki, opsiya deyir ki, MySQL-siz yikls)
sudo -u git -H bundle install --deployment --without development test mysql
aws

GitLab Shell-i yiklesysk

GitLab Shell spesifik GitLab-in 6zu i¢in yazilmis program teminatidir hansa
ki, SSH-a yetki ve repository idarsetmssi Ugin istifade edilir.

# gitlab-shell yliklenmesi Utciin asagidaki smri daxil edirik (egsr “redis
iinvani® deyismisinizss

# burda da deyismek lazimdir). OSmri tam bir setirde yazmaqg lazimdir
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sudo -u git -H bundle exec rake gitlab:shell:install[v2.4.0]
REDIS URL=unix:/var/run/redis/redis.sock RAILS_ ENV=production
# Susmaya gdrs gitlab-shell konfigi sizin ssas Gitlab konfiginizden
generasiya edilib.
# siz GitLab-shell konfiginizs asadidaki smrls baxa ve ya deoyise bilersiniz.
sudo -u git -H editor /home/git/gitlab-shell/config.yml # Smrin nsticesi
asagidaki kimidir
user: git
gitlab _url: https://git.domain.lan/
http settings:
self signed cert: true
repos path: "/home/git/repositories/"
auth file: "/home/git/.ssh/authorized keys"
redis:
bin: "/usr/bin/redis-cli"
namespace: resque:gitlab
socket: "/var/run/redis/redis.sock"
log level: INFO
audit usernames: false
Bazani inisializasiya edsk ve genis imkanlari aktivlesdirsk
sudo -u git -H bundle exec rake gitlab:setup RAILS ENV=production
# Baza codvellerinin yaranmasi ii¢lin yes daxil edin ve ENTER dilymesini sixin
# Sonda asagidaki setirleori gdrecoksiniz:
Administrator account created:
login......... root
password...... S5ivel!fe
Qeyd: Siz Administrator sifresini GITLAB_ROOT_ PASSWORD mihit deyiseni ils
doyise bilersiniz. Hemcinin WEB iizsrindsn etmsk mimkindir.
sudo -u git -H bundle exec rake gitlab:setup RAILS_ ENV=production
GITLAB_ROOT_PASSWORD=newpassword
Init scripti yiklsysk
sudo cp lib/support/init.d/gitlab /etc/init.d/gitlab # Init skripti
startup skriptler
yerlesoen uUnvana
niisxalsaysak
# Oger siz susmaya gdrs olan govlugdan ksnara ylklemisinizse onda asagidaki
forgli dnvandan
# lazimi Unvana niisxelemsk lazimdir. Bizim halda susmaya gdradir
sudo cp lib/support/init.d/gitlab.default.example /etc/default/gitlab
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# Vo ogor siz GitLab-1 susmaya goére olandan forgli istifade¢i ils ve forgli
govluga yiiklenmisinizss onda, /etc/default/gitlab faylinda bu deyisiklikleri
etmsk lazimdir. Nezers alin ki, /ete/init.d/gitlab faylinda deyisiklik etmsk
olmaz cilinki, yenilenmade bu fayl 6zu yenilenir.
sudo update-rc.d gitlab defaults 21 # GitLab-1 startup-a olave edirik
LogRotasiyasini iss saliriq
sudo cp lib/support/logrotate/gitlab /etc/logrotate.d/gitlab # Lograte
niisxsloyirik

Programin statusunu yoxlayiriq
Yoxlayaq gorak GitLab ve onun mithiti diizgiin igsleyirmi:

sudo -u git -H bundle exec rake gitlab:env:info RAILS ENV=production
Aktivleri kompilyasiya edsk
sudo -u git -H bundle exec rake assets:precompile RAILS ENV=production
GitLab servisini iss salagq
sudo service gitlab start
Yada
sudo /etc/init.d/gitlab restart
7. nGinx yiuklesnmesi ve qurasdirilmasi
Resmi olarag nGinx web server GitLab tersfinden desteklsnir. 8ger siz nGinx
web server yox basgasini istifade etmsk istessniz onda GitLab portalindan
moslshstlsr alin.
Yuklenme
sudo apt-get install -y nginx
Site qurasdirilmasi
#Niisxe sayt konfigini diizglin invana nisxs ve link edsk (HTTP Uciin gitlab HTTPS
dcin iss gitlab-ssl)
# Http tcln
sudo cp lib/support/nginx/gitlab /etc/nginx/sites-available/gitlab
sudo 1ln -s /etc/nginx/sites-available/gitlab /etc/nginx/sites-enabled/gitlab
# HTTPS {i¢clin ise asadidaki kimi edirik:
sudo cp lib/support/nginx/gitlab-ssl /etc/nginx/sites-available/gitlab-ssl
sudo 1ln -s /etc/nginx/sites-available/gitlab-ssl /etc/nginx/sites-
enabled/gitlab-ssl

381

www.opensource.az



# 0z qurulusumuza osasen 6z konfig faylimizda deyisiklik edsk:
sudo editor /etc/nginx/sites-available/gitlab # HTTP tctn bu fayl
sudo editor /etc/nginx/sites-available/gitlab-ssl # Menim halimda HTTPS
oldugu iciin bu fayl
Osas qurasdirma sstirlseri asagidakilardir hansi ki, dizgln gqurasdirilmalidir
ki, DNS-ds bu host i¢ln slave etdiyiniz A yazisi diizgin resolve eds
bilesiniz.
upstream gitlab {
server unix:/home/git/gitlab/tmp/sockets/gitlab.socket fail timeout=0;
}
server {
listen 10.50.3.206:80;
server name git.domain.lan;
server tokens off;
return 301 https://$server name$request uri;
access_log /var/log/nginx/gitlab access.log;
error log /var/log/nginx/gitlab error.log;
}
server {
listen 10.50.3.206:443 ssl;
server name git.domain.lan;
server tokens off; root /home/git/gitlab/public;
client max body size 20m;
ssl on;
# Sertifikatlari asadidaki yaradacayiqg
ssl certificate /etc/nginx/ssl/gitlab.crt;
ssl certificate_key /etc/nginx/ssl/gitlab.key;
ssl ciphers "ECDHE-RSA-AES256-GCM-SHA384:ECDHE-RSA-AES128-GCM-SHA256:DHE-
RSA-AES256-GCM-SHA384 : DHE-RSA-AES128-GCM-SHA256 : ECDHE-RSA-AES256—
SHA384 :ECDHE-RSA-AES128-SHA256 : ECDHE-RSA-AES256-SHA:ECDHE-RSA-AES128-SHA: DHE-
RSA-AES256-SHA256:DHE-RSA-AES128-SHA256:DHE-RSA-AES256-SHA:DHE-RSA-AES128-
SHA :ECDHE-RSA-DES-CBC3-SHA:EDH-RSA-DES-CBC3-SHA:AES256-GCM-SHA384:AES128-GCM-
SHA256:AES256-SHA256:AES128-SHA256:AES256-SHA:AES128-SHA: DES-CBC3~-
SHA:HIGH: !aNULL: !eNULL: !EXPORT: !DES: !MD5: !PSK: !RC4";
ssl protocols TLSvl TLSvl.1l TLSv1.2;
ssl prefer server ciphers on;
ssl session cache shared:SSL:10m;
ssl session_ timeout 5m;
access_log /var/log/nginx/gitlab access.log;
error log /var/log/nginx/gitlab_error.log;
location / {
try files $uri Suri/index.html Suri.html Qgitlab;
}
location @gitlab {
gzip off;
proxy read timeout 300;
proxy connect timeout 300;
proxy redirect off;
proxy set header Host S$http host;
proxy set header X-Real-IP S$remote addr;
proxy set header X-Forwarded-Ssl on;
proxy set header X-Forwarded-For $proxy add x forwarded for;
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proxy set header X-Forwarded-Proto $scheme;
proxy set header X-Frame-Options SAMEORIGIN;
proxy pass http://gitlab;

}

location ~ "~/ (assets)/ {
root /home/git/gitlab/public;
gzip static on;
explires max;
add _header Cache-Control public;

}

error page 502 /502.html;

}

# Sertifikatlari diizglin iinvanda yaratdigdan sonra, asadidaki smr ils nGinx-in
statusunu

# yoxlayiriqg. Goriinen cavab gayitmalidir

sudo nginx -t

nginx: the configuration file /etc/nginx/nginx.conf syntax is ok

nginx: configuration file /etc/nginx/nginx.conf test is successful

# nGinx-in servisini restart edirik
sudo service nginx restart

HTTPS iug¢un sertifikatlarimizi yaradagq.
Bunun ig¢lin asadidaki addimlari degiqg etmek lazimdir.
1. gitlab.yml faylinda
a. port-u 443 etmek lazimdir
b. 1-ci seksiyada https-i true etmsk lazimdir
2. config.yml faylinda
a. gitlab_url opsiyasini https li¢clin teyin etmsk
lazimdir (https://git.domain.lan)
b. Sertifikatlarin istifadesine ca_file ve ca_path teyin etmsk olar
3. nGinx-in qurasdirma faylinda gitlab fayli ovezine gitlab-ssl istifade
etmek lazimdir
a. Serverin FQDN-ni diizgiin yazin
b. ssl certificate vs ssl_certificate_key uUnvanlarini degiqg yazin
c. Config-s degig baxin ve diger tshlukessizlik qurasdirmalarini edin

Ozumiiz tsrsfimizden generasiya edilsn vs imzalanan sertifikat {iciin iss

asagidaki addimlari edirik:
1. Self-Signed SSL sertifikatini generasiya edsk:

sudo mkdir -p /etc/nginx/ssl/
cd /etc/nginx/ssl/

sudo openssl req -newkey rsa:2048 -x509 -nodes -days 3560 -out gitlab.crt -
keyout gitlab.key
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Country Name (2 letter code) [AU]:AZ

State or Province Name (full name) [Some-State] :Baku

Locality Name (eg, city) []:YeniYasamal

Organization Name (eg, company) [Internet Widgits Pty Ltd] :DOMAIN
Organizational Unit Name (eg, section) []:IT

Common Name (e.g. server FQDN or YOUR name) []:git.domain.lan

Email Address []:jamal.shahverdiyev@domain.az

sudo chmod o-r gitlab.key

2. gitlab-shell-inds istifade etdiyimiz config.yml faylinda
self signed cert opsiyasini true edin.

Program statusunu yenidsn yoxlayaq

Bitlin gqurasdirmalarimizin gaydada olmasini yoxlamaqg lclin asagidaki smri
yeniden daxil edirik:

cd /home/git/gitlab

sudo -u git -H bundle exec rake gitlab:check RAILS_ ENV=production

Notice soahvsiz, yasil ve asagidaki kimi olmalidir:
Redis version >= 2.0.0? ... yes

Ruby version >= 2.0.0 ? ... yes (2.1.5)

Your git bin path is "/usr/bin/git"

Git version >= 1.7.10 ? ... yes (1.9.1)

Checking GitLab ... Finished

Qeyd: SANITIZE=true mihit deyissnin tesyinati ils siz gitlab:check smrinin
cixisinda proyektlsr hagginda ¢ixisin nsticesinin cap edilmesinin
garsisini almis olacagsiniz.

https://git.domain.lan uUnvanina asadidaki istifadec¢i adi, sifrs ils daxil
olun ve sifreni deyisin.

login: root

pass: r0OOtpass
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Sign in
root

[ Remember me Forgot your password?

Sonra Sign in diymesini sixirig ve asagidaki sokildeki kimi sifreni
deyisirik.
Setup new password

Please set a new password before proceeding.
After a successful password update you will be redirected to login screen

Current | sesseses
password

Password I ........... l

Password | ........... |
confirmation

Set new password

Siz servisleri asagidaki smrlsr ils restart ve ya stop, start eds bilsrsiniz.
sudo service gitlab restart

[sudo] password for jamal:

Shutting down both Unicorn and Sidekiq.

GitLab is not running.

Starting both the GitLab Unicorn and Sidekiq.

The GitLab Unicorn web server with pid 28862 is running.

The GitLab Sidekig job dispatcher with pid 28904 is running.

GitLab and all its components are up and running.

Redis gosulmasini isteyimizs gors dsyiss bilsrik:

9gor siz Redis-s foargli host ve port ils gosulmag isteseniz onda
config/resque.yml qurasdirma faylinda deyisiklik etmslisiniz.

# nusxs

production: redis://redis.example.tld:6379

Oger siz redis-s “unix:” socket ils gosulmag istsssniz onda config/resque.yml
faylinda asagidaki qurasdirmani etmslisiniz.

# nusxs

production: unix:/path/to/redis/socket

385
WWwWw.opensource.az



OPEN

SOURCE
CLUB
Foarqgli SSH goshulmasi
9ger siz SSH-1in qulag asdidi portu deyismisinizse, onda siz GitLab
istifadecisinin SSH konfigini deyismelisiniz.
# /home/git/.ssh/config faylina asadidaki sstirlori slave etmslisiniz
host localhost # hostname
user git # remote git istifadec¢i adi
port 2222 # SSH port rogsmi
hostname 127.0.0.1; # Server adi yada IP
Hem¢inin siz diizgin configlsri ssh_user, ssh _host, admin uri opsiyalari icin
config/gitlab.yml faylinda deyismslisiniz.
MSLDAP authentifikasiya
9gor biz GitLAB-1 0z miiessisemize aid olan domain controller ils inteqrasiya
etmsk istesok, onda config/gitlab.yml faylinda dizgiin deyisiklikleri
etmeliyik ki, DC-ys gosulub istifadsc¢ileri yoxlanis eds bilsk.
cd /home/git/gitlab # Konfig govlugduna daxil olurug
sudo -u git editor config/gitlab.yml # Konfig faylimizin LDAP baslidinda
lazimi deyisiklikleri asagidaka
kimi edirik.
ldap:
enabled: true
servers:
main:
label: 'LDAP'
host: 'domain.lan'
port: 636
uid: 'sAMAccountName'
method: 'ssl' # "tls" or "ssl" or "plain"
bind dn: 'CN=DCADM,CN=Users,DC=domain,DC=lan'’
password: 'DC_PASSWORD'
active directory: true
allow username or email login: false
base: 'DC=domain,DC=lan'
user filter: ' (memberOf=CN=GITUsers,OU=DOMAINTech
Groups ,OU=DOMAINTech,DC=domain,DC=1lan) '
sudo /etc/init.d/gitlab restart # Gitlab servisi yeniden ise saliriqg
# LDAP konfigimizi yoxlayiriqg ve istifadeg¢ileri gdormsliyik artig
sudo -u git -H bundle exec rake gitlab:ldap:check RAILS ENV=production
Checking LDAP
LDAP users with access to your GitLab server (only showing the first 100
results)
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Server: ldapmain

DN: CN=Eldaniz Ibrahimov, OQU=DOMAINTech Users,OU=DOMAINTech, DC=domain,DC=lan

sAMAccountName: eldaniz

DN: CN=Jamal Shahverdiyev,OQU=DOMAINTech Users, OU=DOMAINTech, DC=domain,DC=lan

sAMAccountName: jamal

DN: CN=Sukur Rzayev,OU=DOMAINTech Users, OU=DOMAINTech, DC=domain,DC=lan
sAMAccountName: SukurR

DN: CN=Musagil Musabeyli, OU=DOMAINTech Users, OU=DOMAINTech,DC=domain, DC=lan

sAMAccountName: MusaqilM

DN: CN=Hidayat Soltanzade, OU=DOMAINTech Users, OU=DOMAINTech, DC=domain,DC=lan

sAMAccountName: HidayatS

DN: CN=Alakbar Velizade, OU=DOMAINTech Users, OU=DOMAINTech, DC=domain, DC=lan

sAMAccountName: AlakbarV

DN: CN=Rufat Babakishiyev,OU=DOMAINTech Users,OU=DOMAINTech, DC=domain,DC=lan

sAMAccountName: RufatBa

DN: CN=Javid Ismayilzade, OQU=DOMAINTech Users,OU=DOMAINTech, DC=domain,DC=lan

sAMAccountName: JavidI

DN: CN=Yunis Babayev, OU=DOMAINTech Users, OU=DOMAINTech, DC=domain, DC=lan

sAMAccountName: YunisB

DN: CN=Rovshan Baghirov,OQU=DOMAINTech Users, OU=DOMAINTech, DC=domain,DC=lan

sAMAccountName: RovshanB

Checking LDAP ... Finished

Sonra yeniden https://git.domain.lan tUnvanina daxil oluruqg ve DC istifadecisi
ils sokilds gbstsrilen kimi daxil olurug.

GitLab Community Edition

You need to sign in before continuing.

W<

LDAP Standard

..................

LDAP Sign in

Did not receive confirmation email? Send again

Open source software to collaborate on code

Manage git repositories with fine grained access controls that keep your
code secure. Perform code reviews and enhance collaboration with merge
requests. Each project can also have an issue tracker and a wiki.

Explore  Documentation  About GitLab
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Artig programc¢ilar desktoplarindan istenilen git client vasitesils &z menbs
codelarini bizim gurdudumuz servers sinxronizasiya eds bilerler.

Sonda bir daha geyd edim ki, 1-ci basligda geyd edilmis,
/home/git/gitlab/config/gitlab.yml faylinda bin_path opsiyasi iiciin
git(/usr/local/bin/git) binar faylinin dizgln Unvanini toyin etmoyi
unutmayin.
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BOLUM 13

Internet iizerinden canli iclaslar

e OpenMeetings qurulmasi veo istifadesi
e BigBlueButton qurulmasi veo istifads edilmssi

Boyilik milessisalarin telsbleri yarana biler ki, sirkstlsrinin ve ya
filiallarinin arasinda danisiq onlayn sskilds olsun. Bunun ic¢lin onlayn
iclaslar kec¢irmsk imkanina sahib olan spesifik avadanliglar ve bahali program
toeminatlari mévcuddur. Yalniz bu baslidimizda ag¢ig gaynagli programlarin
vasitesils biitiin pullu distributivlerin bacardiglari eyni funksionallidi ve
hetta artidinin qurulmasindan danisaciyiq.
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OpenMeetings qurulmasi ve istifadssi
Mogsadimiz WEB {izerinden onlayn sokildse sexslorin bir-biri iles kamera vo sos
ils iclas kecirmesi, yaza bilmesi, ekranin yayimlanmasi, ekranin video/audio
yazilmasi ve DOC/PDF senoadin birgs baxilmasi imkanlarina malik olan bir
sistemin qurulmasidir.

Onceden geyd edim ki, testlesrinizde surprizlerls garsilasmayasiniz.
Windows7/8/8.1, Ubuntu Desktop 14.04 vo MacOS-da problemsiz hor sey isloedi.
Ancaqg windows XP-de islesmir. Bundan bashga flash-da islsdiyi liclin Windows-da
IE browserds tamamils problem olmadi. Amma hsr hal Uc¢iin bltin testlsrinizi
forgli browserlsrds etssniz diizglin netice olds etmis olacagsiniz.

OpenMeetings - Bu program teminati prezentasiyalarin edilmesi, onlayn tshsil,
web konfrans, Umumi sokil 1lovhssi ve ssnadlsrin redakts edilmesi
funksionalligina sahibdir. Bu baslidimizda quracadiqg.

iss baslayaq.
portsnap fetch extract update # Once portlari yenileysk

OpenMeetings istifade edeceyi {icin sendmail-i sondiiriiriik ve postfix-i
yuklayib ise saliriqg:
cd /usr/ports/mail/postfix # Port uUnvanina daxil olurug

make config # Lazimi modullari secgirik

postfix-2.11.3_3,1

1999999999999999999999999999IIIIIIIIIIIIIIIIIIIIIIIITAIIAT
x+[ 1 BDB Berkeley DB (uses WITH_BDB_VER)

x+[ ] CDB CDB maps lookups

X+[x] DOCS Build and/or install documentation

x+[ ] INST BASE Install into /usr and /etc/postfix

X+[ ] LDAP SASL OpenLDAP client-to-server SASL auth

x+[ 1 LMDB LMDB maps

x+[ ] MYSQL MySQL maps (uses WITH MYSQL VER)

X+[ ] NIS NIS maps lookups

®+[ ] OPENLDAP OpenlDAP maps (uses WITH OPENLDAP VER)
x+[x] PCRE Perl Compatible Regular Expressions

x+[ ] PGSQL PostgreSQL maps (uses DEFAULT_PGSQL VER)
X+[ ] SRSL2 Cyrus SASLv2 (Simple Auth. and Sec. Layer
x+[ ] SPF SPF support (via libspf2 1.2.x)

®+[ 1 SQLITE SpLite maps

x+[ ] TEST SMTP/LMTP test server and generator

X+[ ] TLS 8SL and TLS support

®+[ ] VDA VDA (vVirtual Delivery Agent 32Bit)

Dovecot SASL authentication methods ggggaaqdd
Dovecot 1.x SASL authentication method

X+( ) DOVECOT2 Dovecot 2.x SASL authentication method
%qqqgqq Kerberos network authentication protocol type ggdq
%+( ) SASLKRBS If your SASL req. Kerberos5, select this
x+( ) SASLEMIT If your SASL req. MIT Kerberos5, select s
m
EE <Cancel>
make install # Yikleyirik

SIP deosteklenmesi ig¢lin Asterisk-i onceden ylikleyirik.
cd /usr/ports/net/asterisk # Port uUnvanina daxil olurug
make config # Lazimi modullari secirik
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4qqqqqqqqqqqqqqqqqqqqqqqqqq 1qqqqqqqqqqqqqqqqqqqqqqqqq
make install # Yikleoyirik
OpenMeetings BASH ils islsdiyins gdrs bash-1 serverimize ylkleyirik:
cd /usr/ports/shells/bash # Port unvanina daxil oluruqg
make config # Lazimi modullari susmaya gors sec¢irik
make install # yuklsyirik (/usr/local/bin/bash binar
fayli yaranacaq)
Ofis programlarin ve ImageMagick-in iglemesi ii¢giin cairo telsb edilir. Ona
gérs de onu X11 desteklenmesi ils yluklesyirik.
cd /usr/ports/graphics/cairo # Port uUnvanina daxil olurug
make config # Sokilde goriinen modulari secirik
1 Jqq9q9qqqqqqqaqaqqaqqqaqqqqaqaq
X
=
X
b
X
b
X < F
make install # Yikleyirik
Sokillerle isleye bilmsk ii¢ciin ImageMagick ylklemek lazimdir.
cd /usr/ports/graphics/ImageMagick # Port tnvanina daxil olurug
make config # Lazimi modullari sec¢irik
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make -DBATCH install # Yikleyirik
OpenMeetings-i startup-a slave etmsk l¢ln expect lazim olacaqg. Bunun ic¢iin onu
yiuklseyirik.
cd /usr/ports/lang/expect # Port uUnvanina daxil olurug
make install # Yikleyirik
PFD sonadlerin import edils bilmesi tc¢lin swftools-u yikleyirik.
cd /usr/ports/graphics/swftools # Port unvanina daxil olurug
make config # lazimi modullari secgirik
s{s(e(e(s(o(e(o(s(s[s[s[s[s[s[s(s (s s (s e e e o (o o (0 (0] gaaqdq
[x1BEDE PDF docu 5 t
d999999999999999999999999999999999999999999999999]]
qq9999999qq9999q999999qqqqqqqaaaqqaqqqqqqqqqqqqaaddd
make install # Yikleyirik
.doc, .docx, .odp, .xls, .xlsx, .ppt, .pptx tipli sensadlsrin import edils
bilmesi i¢in libreoffice-i yikleyirik.
cd /usr/ports/editors/libreoffice # Port unvanina daxil oluruqg
make config # Lazimi modullari
secirik (Her sey susmaya gors
olmalidir, oks halda
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yiuklenmayacak)
q999999999999999999999
9999999999999999993999999999999999999999999999999399
999999999999999999999999999999999999999499999999999499
make -DBATCH install # Yiukleyirik (ytiklenms
hadden artig c¢cox vaxt
alacaq)
Yikleonme milddetinde ffmpeg menyusu ac¢ilacaqg ki, sec¢im edsk. Orda miitleqg LAME
ve FDK_AAC secirik. 8ger yiiklenme middeti cixmasa, miitleqg oOziiniz
/usr/ports/multimedia/ffmpeg port invanina daxil olub slinizls secib
yiuklayin.
qaqdqaqaadqaagaaqaaaqaaaqaaqaq qqqadgdagaadaaagaaqaaqaaaqaagad
; K
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
qq99q 99999999999999999999999999I9999999999999999999999999999IqY 999997
agqaqadaaqdaqadadddadqdda qdqddadaddaddaddddaddddadagaqagdaagagagaaaddadadadaddadadad]
9gor yiklenme miiddstinds freetype? menyusu acilmasa ki, secim edib yiklsysk
onu asagidaki gaydada portuna daxil olub yiliklemsk lazimdir:
cd /usr/ports/print/freetype2 # Port tnvanina daxil olurug
make config # Lazimi modullari sec¢irik
Ja9qqq9qqaqaqqqqqaqqaaaaqqaqqadq Jaqqqgqqqqqqqaqaqaqaqaqqaaaqy
make install # Yikleyirik
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cd /usr/ports/audio/sox # Audio convert ve qulag asmaq uclin sox yikleyirik

make config # lazimi modullari secirik (Mutleq Lame olmalidir)
sox-14.4.1 6

19g999999999999999999994999999499qq9gdqaqaqqaqqaaaqqadaaqaqqqadqadd

=[] S LSA audio architecture support

%x+[ ] AMRNB AMR Speech Codec (Narrowband)

x+[ ] AMRWB AMR Speech Codec (Wideband)

x+[x] AO libao audio library support

%+ [x] FFMPEG FFmpeg support (WMA, AIFF, AC3, APE...)
z+[x] FLAC FLAC lossless audioc codec support

x+[x] GSM Use libgsm from ports (else use bundled 1lib)
x+[x] ID3TAG ID3 v1/v2 tags support

x+[ ] LADSPA LADSPA audio plugins support

%+ [x] LAME LAME MP3 audio encoder support

%+ [x] MAD MAD MP3 audio decoder support

X+ [x] PNG PNG spectrogram creation

x+[ ] PULSEAUDIC PulseAudio sound server support

X+ [X] SNDFILE Audio conversion support wvia libsndfile
%+[x] VORBIS 0gg Vorbis audio codec support

%x+[ ] WAVPACK WavPack lossless audico format support

m

< > <Cancel>
make install # Yikleyirik

/etc/rc.conf startup qurasdirma faylimiz asagidaki kimi olacaq:
hostname="om.atl.az"

ifconfig em0O="inet 98.97.96.140 netmask 255.255.255."
defaultrouter="98.97.96.1"

sshd_enable="YES"

dumpdev="NO"

##4#4# Disabled Local Services ####
sendmail enable="NO"
sendmail submit_ enable="NO"
sendmail outbound enable="NO"
sendmail msp queue_enable="NO"
sendmail rebuild aliases="NO"
syslogd enable="NO"

syslogd program="/usr/sbin/syslogd"
syslogd flags="-ss"

mysql_ enable="YES"

#### Third party Services ####
postfix enable="YES"

/usr/local/etc/rc.d/postfix start # Mail serverimizi iss saliriqg

OpenMeetings tg¢lin MySQL bazasi telsb edilir ona gdrs ds onu yliklaysak ve

konfig edoak:

cd “whereis mysql55-server | awk '{ print $2 }'" # MySQL port unvanina daxil
olurug

make config # lazimi modullari secirik
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mysqls5-server-5.5.41
1aqgqaqqgqqqqdqqdadaddadqdaqdaqaqadadadaadaadaqdaqdaadadadaadaaddac

=+[E3] SSL protocol support
®+[ ] FASTMTX Replace mutexes with spinlocks

m

<Cancel>

make install

echo 'mysql_enable="YES"' >> /etc/rc.conf
/usr/local/etc/rc.d/mysql-server start

/usr/local/bin/mysql secure_installation

Enter current password for root (enter for none):

OK, successfully used password, moving on...
Set root password? [Y/n] ¥

New password: Yeni gifre

Re-enter new password: Tekrar Yeni sgifre
Password updated successfully!

Remove anonymous users? [Y/n] Y
Success!

Disallow root login remotely? [Y/n] Y
Success!

Remove test database and access to it? [Y/n] Y
- Dropping test database...
Success!
- Removing privileges on test database...
Success!

Reload privilege tables now? [Y/n] Y
Success!

cp /usr/local/share/mysql/my-large.cnf /etc/my.cnf

OPEN

/etc/my.cnf faylinin [mysqld] bashliginda asagidaki desyisiklikleri

edirik (Kodlasdirma UTF8 edirik):
collation-server = utf8 unicode ci
init-connect='SET NAMES utf8'
character-set-server = utf8
bind-address = 127.0.0.1

log = /var/log/mysql.log

Homcinin /ete/my.cnf faylinda [client] bashlidinda asagidaki sotri mitleqg

olave etmsk lazimdir:
default-character-set=utf8

www.opensource.az

SOURCE

CLUB
# Yukloyirik
# Starup-a slave edirik
# Iss saliriqg
# Bu omr ils MySQL-i
tehlikesiz
qurasdiririqg. Asagidaki
addimlari eynils
edirik.
# Qurasdirma faylini
niisxslsayirik

395



OPEN
SOURCE
cLUB

touch /var/log/mysql.log # Jurnal faylini yaradiriq

chown mysql:mysql /var/log/mysql.log # mysql istifads¢i ve grup
ic¢clin hemin fayla yetki
veririk

mysql -uroot -p'freebsd’ # MySQL-in console-una daxil
olurug ve asagidaki emrlarls
openmeetings baza, istifadeci
adi, sifrs ve hansi host ils
goshulmani teyin edirik

CREATE DATABASE IF NOT EXISTS ‘openmeetings’; # OSgor yoxdursa, bazani
yaradirig

GRANT ALL PRIVILEGES ON “openmeetings .* TO 'openmeetings'@'localhost'
IDENTIFIED BY 'freebsd';

FLUSH PRIVILEGES; # Yetkileri yeniden oxuyurug
exit; # cixiriqg

Javani yikleyirik

Umumiyystls java miixtelif versiyalarda fergli isleyir ve els ola bilsr ki,
siz openmeetings-in islemesi i¢lin fergli versiya Java ylklsye bilersiniz.
Menim halimda openjdk6-jre, openjdk8-jre yikleadim islemedi ve sonda hamisini
silib, openjdk7-jrs yikledim isledi. Ona gdrs de openjdk7-jre-ni yikleyirik.

cd /usr/ports/java/openijdk7/ # Port unvaninda daxil olurug
make config # Lazimi modullari secgirik
openjdk-7.71.14 1,1
1qggqggdgdqgadqaddadaadaddadaadaddadaddadaddadqadadadqdadadqadaddc
=+[i] Enable extra debugging info
X+[x%] POLICY Install the Unlimited Strength Policy Files
¥+[x] TZUPDATE Update the time zone data
m

<Cancel>
make install # Yikleyirik

Java ylUklendikden sonra 06z islemesi uUcgun procfs ve fdescfs fayl sistemlserinin
mount edilmesini ve startup-a slave edilmesini telsb edir. Bunun ig¢in
asadidaki sstirleri /etc/fstab faylina slave edirik.

echo "fdesc /dev/£fd fdescfs rw 0 0" >> /etc/fstab
echo "proc /proc procfs rw 0 0" >> /etc/fstab

mount -a # Lazimi fayl sistemlerinin /etc/fstab faylindan mount
edirik ve startup-u yoxlayiriqg
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java -version # Java versiyasini yoxlayirig. Cixis asagidaki
kimi olacaqg

openjdk version "1.7.0 71"

OpenJDK Runtime Environment (build 1.7.0 71-bl4)

OpenJDK 64-Bit Server VM (build 24.71-b01, mixed mode)

OpenMeetings-i dartaq ve yiklsyek
mkdir /usr/local/om # Ylklemsk tc¢iin govlug yaradirig
cd /usr/local/om # hemin govluga daxil olurug

# Lazimil versiyani yerlesdiyimiz govluga dartiriqg(Umumiyystls sn son
versiyani

# https://builds.apache.org/view/M-R/view/OpenMeetings/ linkinden olds eds
bilsrsiniz)

fetch http://apache-mirror.rbc.ru/pub/apache/openmeetings/3.0.3/bin/apache-
openmeetings-3.0.3.tar.gz

tar zxf apache-openmeetings-3.0.3.tar.gz # Paketi yerlesdiyimiz invana
aciriqg

Qeyd: Paketi /usr/local/om iinvanina acdigdan sonra .sh genislenmeli biitiin
Scriptlsrin ic¢inds, bash-in invanini /usr/local/bin/bash tsyin etmok
lazimdir. Hemg¢inin /usr/local/om/red5.sh scriptinin ig¢inds OS dsyisseni
iclin FreeBSD sorti yazmaq lazimdir. Ona gdrs ki, bu deyissnin
sayssinds, OpenMeetings uUc¢lin JAVA HOME mihiti taninir. Eynils root
istifadecisinin ev govlugunda .bashrc faylinin icins da
JAVA HOME=/usr/local/openjdk7/jre
export JAVA_ HOME
sotirlerini slave etmsk lazimdir. Asagidaki setirleri uydun olaraq,
/usr/local/bin/red5.sh faylinda dsyismek lazimdir (Darwin case-i silinir
ve yerins FreeBSD yazilir. Asadidaki kimi©)

OS="uname"

case "$0S" in

CYGWIN* |[MINGW*) # Windows Cygwin or Windows MinGW
P=";" # Since these are actually Windows, let Java know
FreeBSD¥*)
if [ -z "$JAVA HOME" ]; then
export JAVA HOME=/usr/local/openjdk7/jre;
fi

Javanin MySQL-s gosulmasi ig¢iin connectoru download edirik ve serverds
/usr/local/om/webapps/openmeetings/WEB-INF/1lib/ tinvanina yerlesdiririk.
http://dev.mysgl.com/downloads/file.php?id=454396 linkinds MySQL connectoru
endirmek iclin geydiyyatdan kecirik ves MySQL connector-u
http://dev.mysgl.com/downloads/connector/j/ linkinden endiririk.

# Connectoru niisxselesyirik kitabxanalar olan {nvana
cp /home/jamal/mysql-connector-java-5.1.34.tar.gz
/usr/local/om/webapps/openmeetings/WEB-INF/1lib/
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cd /usr/local/om/webapps/openmeetings/WEB-INF/lib/ # Connector olan unvana
daxil oluruqg

tar zxf mysql-connector-java-5.1.34.tar.gz # sixilan fayli
yerlesdiyimiz invana
aciriqg

Ancaq jar fayli lib-s atirig ve govlugdu silirik

mv mysql-connector-java-5.1.34/mysql-connector-java-5.1.34-bin.jar

rm mysql-connector-java-5.1.34.tar.gz # Sixilmis faylin ozini
de silirik

cd /usr/local/om/webapps/openmeetings/WEB-INF/classes/META-INF/ # Sonra bu
iinvana daxil oluruqg

cp persistence.xml old persistence.xml # Sonra persistence.xml faylini
koéhne adla niisxeleyirik

rm persistence.xml # Sonra original persistence.xml faylini silirik

cp mysqgl persistence.xml persistence.xml # Sonra MySQL ils olan
konfig faylini original
fayla niisxslsyirik

Sonra persistence.xml faylinda Url=jdbc:mysql://localhost:3306/ sotrini
tapirig ve Username=, Password= sotirlerinds bazada yaratdigimiz istifadec¢i
ile sifre teyin edirik. Asagidaki kimi:

, Username=openmeetings

, Password=freebsd" />

cd /usr/local/om # Yiklemeys baslamaqg iicliin bu iinvana daxil olurug

# Asagidaki emr ils yliklemeye baslayirig(Ardinca smri aciglayiriq).
Umumiyyetls yiiklenme

# proseduruna http://openmeetings.apache.org/installation.html resmi
linkindsn baxa bilsrsiniz

# ancaqg burdaki gedsr detalli ve acig yvazilmayib.

sh ./admin.sh -i -v -tz Asia/Baku -email jamal.shahverdiyev@domain.az -group
Users -user admin --smtp-server localhost --db-type mysql --db-user
openmeetings --db-pass freebsd --db-name openmeetings --db-host localhost --
skip-default-rooms --password rumburak

-tz - Time Zone domskdir (Bizim halda Asia/Baku)

-email - inizibat¢inin email invanidir (Menim halimda &6z emailim)

-group - Istifadec¢ilsr yerlssdiyi susmaya gdrs olan grup (Menim halimda Users)
-user - inzibatg¢i logini(Bizim halda els admin)

--smtp-server - localhost (Ancag svvelde yazdidim kimi, postfix-i yiklemesyi
unutmayin)

--db-type - Bazanin tipini seg¢irik(Bizim halda MySQL)

--db-user - Baza istifade¢i adi(bizim halda openmmetings)

--db-pass - Baza istifade¢isinin sifresi(Bizim halda freebsd)

--db-name - Bazanin adi (openmeetings)

--db-host - Bazaya goshulan host (Bizim halda localhost &ziidiir)

--password - inzibat¢i sifresi(Bizim halda rumburak)
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Sonda her sey ugurlu olarsa asadidaki sotirlor cap edilmelidir:
[INFO] [main] org.apache.openmeetings.db.dao.user.UserDao - [get] Info: No
USER_ID given
[INFO] [main] org.apache.openmeetings.db.dao.user.UserDao - [get] Info: No
USER_ID given
[INFO] [main] org.apache.openmeetings.db.dao.user.UserDao - [get] Info: No
USER_ID given
[INFO] [main] org.apache.openmeetings.db.dao.user.UserDao - [get] Info: No
USER_ID given
Done
Qeyd: Yiklsnme miiddstince c¢ixan sshvlerden narahat olmayin c¢lnki, siz
openmeetings bazasini asanligla silib yeniden yarada bilsrsiniz ve
yliklenmeni yeoniden ede bilersiniz. Asadidaki gaydada:
drop database openmeetings;
CREATE DATABASE openmeetings DEFAULT CHARACTER SET utf8 COLLATE
utf8 general ci;
Iss salmaqg Ucln ise eynils /usr/local/om iinvanina daxil olub red5.sh
scriptini iss salmag lazimdir:
cd /usr/local/om/ # OpenMeetings yerlessn iinvana daxil olurug
sh ./red5.sh # Sevisi ise salirig(Netice asadidaki kimi olacaq)
FHAHHE A H AR AR AR
# Openmeetings is up #
# 3.0.3-RELEASE 1621852 2-September-2014 #
# and ready to use #
FHAHHE A AR AR AR A
Yuxarida gorinsn naticeni aldgidan sonra, SSH ils osmri iss saldigimiz
sessiyani baglamiriqg c¢iinki, bagladigda servis-de sodnscsk. Bunun ii¢giin birazdan
startup script yazacadigq ve onu cron-da teyin edeceyik ki, reboot-dan sonra
avtomatik ise diisslin. Sessiyamiz acg¢ig veziyyetds galaraq serverimizin
http://98.97.96.140:5080/openmeetings/install linkine miracist edirik.
Asagidaki gokildeki kimi istifadec¢i adi ve sifreni daxil edirik. Daxil edilsn
istifade¢i adi ve sifre admin.sh scriptinde yazdigimizdir.
Login
Username or mail address |admin
Password [sanereed |
. Remember login
Forgotten your password? Network testing
Not a member?
Asagidaki sskile uygun olan bir nstice slde etmslisiniz:
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& = C M [94.2081.140:5080/0penmeetings/#user/dashboard

T

£ Apps () Canada (] FreeBSD [ Prgramming (] Ubuntu (] VmWare (] Windows [J Cisco (] MailFlood (] DNS [ RedHat CentOS (] ebay ([ WebSecurity (] Linux (J CEHSites (] Search [J1BM (CJ GNS [J Hp-UX (] OpenBSD

S, OpenMeetings

Home ~ Rooms ~ Recordings ~ Administration ~

< Welcome

9 Hello firstname lastname

‘ Timezone Asia/Baku

Unread messages 0

tolcad fovimane Edit your profile

Help and support

Project website (http//or apache org)

User mailing list (http://openmeetings apache org/mail-lists htm!
Network testing

Contacts and messages | Profile | Logout | Report a bug | About

“How to conference

How to conference

6 Press start
@ Choose room
6 Check setup
6 Start conference

OpenMeetings, your web conferencing platform. You can either follow the 1-2-3 steps to enter
a conference room directly or you choose the Calendar to set up and plan a meeting

< My rooms

My conference room (for 1-16 users) [ Click on a room to get the room details
Users0/25 = Room #

My webinar room (for 1-120 users) Enter Comment

Users 0/150 = Users in this room

Yiklonmads istifade etdiyimiz biitiin qurasdirmalari Administration ->
Configuration bolimiinde gdre bilersiniz:

Administrati -

~ Users

Manage users and rights

- Connections
* Manage connections and kick users

Usergroups
Manage usergroups

Conference rooms
Manage conference rooms

—

Configuration J

Manage system settings

. Language editor
* Manage labels and wording

LDAP
Manage LDAP and ADS configurations

OAuth2
Manage OAuth2 configurations

Backup
Export/Import System Backups

Servers

i Servers participating in cluster

Asagidaki sekildeki kimi configleri gdre bilersiniz:

www.opensource.az
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Calendar
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Home ~ Rooms - Recordings = Administration ~

50 v 12 Search [E # 4= 3¢ New record
D Key Value Configuration
© copiomenane  Sgapaecremenings il
5 allow_frontend_regis Value
ter Last update
3 allow.soap register 1 Updated by
4 default_group_id 1 Comment
5 default_domain_id 1
6 smtp_server localhost P
7 smtp_port 25
3 system_email_addr :lgoreply@openmeetmgs apache.o
9 email_username
10 email_userpass
11 mail smtp starttls en 0
able
mail smtp.connectio
& n t\meou’t) S
13 mail smtp.timeout 30000
14 application.name Openheetings
15 default_lang_id 1
16 switools_zoom 100
17 switools_jpegquality 85
18 switools_path
19 imagemagick_path
20 sox_path
21 ffmpeg_path
22 office path
23 jod path optfjodilib
hitp://mail-
24 rss_feed1 archives.apache ora/mod mbox/o ~

Indi iss OpenMeetings-in avtomatik ise diishmesi ii¢in qurasdirmalarimizi edsk.
Bunun tciin /usr/local/etc/rc.d iinvaninda red5.sh adli script yaradaqg. Bu
scriptin sayesinds bizim OpenMeetings servisi restartdan sonra avtomatik
olaraq ise diisecsak. Bunu asagidaki gaydada edirik.
/usr/local/etc/rc.d/red5.sh faylinin icins asadidaki sstirleri elave edirik:
#!/bin/sh

RED5 DIR=/usr/local/om
test -x $RED5 DIR/red5.sh || exit 5

case "$1" in

start)
cd "$RED5_DIR"
" $RED5_DIR" /red5.sh &
sleep 2

stop)
echo Shutting down Red5
killall java
sleep 2

rs

restart)
$0 stop
$0 start

esac

chmod +x /usr/local/etc/rc.d/red5.sh # Scripti yerins yetirilen edirik

/etc/rc.conf faylinin sonuna asadidaki sotri slave edirik:
red5 enable="YES"

reboot # Serveri reboot edirik ki, gdrsk servis 6z avtomatik ise diisiirmii
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netstat -na | grep 5080 # reboot-dan sonra ise dismesini
yoxlayirig(nstice asadidaki kimi olmalidir)
tcp4d6 0 0 *.5080 * % LISTEN
pPs waux | grep -v '"grep" | grep red5 # Processloards olmasini yoxlayirig
root 1103 1.0 9.5 1394160 397072 - I 8:55PM 1:46.39
/usr/local/openjdk7/bin/java -Dred5.root=/usr/local/om -
Dlogback.ContextSelect
Indi iss slave qurasdirmalari edsk
Paketleri yiklsedikdse swftools var idi. O susmaya gdres /usr/local/bin invanina
yiklenir. Asagidaki esmr ils yoxlaya bilerik. Hemcinin bu govlugda
/usr/local/bin/pdf2swf olmalidir.
11 /usr/local/bin/swf*
-r-xr-xr-x 1 root wheel 636848 Dec 23 15:41 /usr/local/bin/swfbbox*
-r-xr-xr-x 1 root wheel 986832 Dec 23 15:41 /usr/local/bin/swfc*
-r-xr-xr-x 1 root wheel 111312 Dec 23 15:41 /usr/local/bin/swfcombine*
-r-xr-xr-x 1 root wheel 653344 Dec 23 15:41 /usr/local/bin/swfdump¥*
-r-xr-xr-x 1 root wheel 676464 Dec 23 15:41 /usr/local/bin/swfextract*
-r-xr-xr-x 1 root wheel 787120 Dec 23 15:41 /usr/local/bin/swfrender*
-r-xr-xr-x 1 root wheel 628624 Dec 23 15:41 /usr/local/bin/swfstrings*
http://98.97.96.140:5080 linkimizde Administration -> Configuration bdliminde
swftools_path /usr/local/bin {invani teyin edirik. Asagdidaki sskildski kimi:
8. OpenMeetings
Home ~ Rooms =~ Recordings ~ | Administration -
50 v 12 Search EHzda®
ID Key Value — Configuration
1 crypt_ClassName gﬁ?g:rgl;én’;wgﬁwgsum cY Key switools_path
2 allow_frontend_regis 4 Value Jusr/local/bin|
ter Last update
3 allow soap.register 1 Updated by
4 default_group_id 1 Comment Path To SWF-Tools
5 default_domain_id 1
6 smip_server localhost p
i smtp_port 25
8 system_email_addr noreply@openmeetings.apache.o
_email_ =
9 email_username
10 email_userpass
1 mail.smip.starttis.en
able -
12 ;nm]!g:&;i connectio 30000
13 mail smtp timeout 30000
14 application.name OpenMeetings
15 default_lang_id 1
16 swftools_zoom 100
17 swftools_jpegquality 85
18 swftools_path
19 imagemagick_path
20 sox_path
21 ffmpeg_path
22 office_path
Sonra yéii otaélnda.daxil olurug. Bunun Uclin Rooms -> My rooms invanina daxil
oluruqg.
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DOMS Recordings -

Public rooms
Rooms common to all user

Private rooms
Rooms common to the current user
group

My rooms
Rooms of the current user

Sonra iss My conference room -> Enter diymesini sixirig
My conference room (for 1-16 users)

Users 0/ 25 Eplos

9gor Java-nin avadanliglarimizin driverlerini istifads edilmesi ils bagla
Browserimiz ve ekranimiza xsbsr c¢ixsa miitleg allow edirik. Sonra iss Start
conference diymesine sixiriqg.

| Choose device

Use audio or video setup before you enter a room by recording for a few seconds. You can
then replay your recording to check your voice and picture.

Choose published devices

E

Audio only

Choose micro

Default

Start recording test

|Leve|—meter |

pLaY |

@ You may proceed without testing if you do not plan to publish your voice or picture.
Participants without audio or video can still use the whiteboard, share their
desktop or write chat messages.

( Start conference |

I

[l Do not ask again

Hemcinin test {c¢in sosi yoxlaya bilersiniz. Sekilds gdsterilir:

Start recording test

Sonra danisiq otadimizin ig¢inde Files -> File upload diymesins sixirig.
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4 ysers , File upload < Whiteboard
- Upload le to file explorer
SARI/ TP = ;
= é — » [ Full-Fit | 100 ﬂ
ENE Ry B\ Qa2 %
firstname @ ‘

lastname * © © © Q@ 2

Activities and actions

v Properties
x 0 w0
y 0 h o
> Chat

Sonra Select file -> Sistemds PDF yerlesen Unvanda PDF fayli sesirik ve Open
diymesine sixiriq.

My conference room (for 1-16

)8

& Users
.
48880 . o Full-Fit 120 Y]
pen
SA8BEP, P
@ ® i:@) = 1 . » Qabriel Qabriel + Google Drive » Books v Search Books »p
" ————— i
Upload and import dialog. Please select a Organize v New folder = o e
ile. -
A Name Date modified Type Size
& OneDrive
PKI File folder
Select file ‘ MySQL Tutorials - Herong's Tutorial Exa... Foxit Reader PDF ...
) Homegroup )
Start upload ‘ PHP Tuterials - Herong's Tutorial Exampl... Fout Reader PDF ...
) VBScript Tutorials - Herong's Tutorial Exa... Foxit Reader PDF ...
18 This PC
J2 Desktop
¥ Load directly to the Whiteboard
| Decuments
Cancel
L 4 Downloads
o Music
&| Pictures
 Videos
i Local Disk (C)
v
File name: | VBScript Tutorials - Herong's Tutorial Examples.pdf v Custom Files v

Open  |» Cancel

Activities and actions

V Properties
x 0 w i
y 0 h o
2 Chat
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Sonra asagidaki goskildski kimi Start upload diiymesine sixiriqg.
Choose a file
Upload and import dialog. Please select a
VBSeript Tutorials - Hereng's Tutorial
Examples. pdf
| Select file |
| Start upload |
[ Load directly to the Whiteboard
File Upload bitdikden sonra ise faylin convert edilmesi baslayacaqg(Sskildeki
kimi) :
Upload and import dialog. Please =select a
file.
WBScript Tutorials - Herong's Tutorial
Examples.pdf
Select file
Start upload
Upload complete, converting document
[ Load directly to the Whiteboard
| Cancel |
Convert bitdikden sonra menim halimda asadidaki sshv cap edildi. Bu Code
sohvidir resmi saytindan arasdirdim.
key: processSWF
process: generateSwf
command: fusr/localfbin/pdf2swf -5 insertstop -5
poly2bitmap -i -j 85 -5 zoom=100
fusrflocal/fom/webapps/openmeetings/uploadtem
p/files/S5balc5491240baf2cac09fcd44742c7d2. pdf
Susrflocal/fom/webapps/openmeetings/upload/ file
5/5balc5491240bef2cec00fc44742c7d2/S5balc5401
240befZ2cec09fcd44743c7d2.5wf
exception: null
Error:
BRSNS & ) [Spun—— 1 J
Ancaqg PDF senad normal sakilds convert edildi ve Files bdlumiinds list edildi.
Upload edilmis PDF sensadleri Files bdliminds gdrs bilersiniz.
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My conference room (for 1-16 users) [
Files < Whiteboard
e s
;)@:):f files (home drive) ] r QRBH ¢ QlAa|Z|/ = » Q “—| d Full'Fll’Em
¥ (@ Room files (public drive)

{= mysqL Tutor
{=! PHP Tutorials - Hero!
{2 vescript Tutorials - H

Herong's

Tutorial Examples

PHP

Tutorials

Home drive size

Public drive size

Activities and actions

V Properties

x 0w 850 | Document properties | PHP Tutorials - Herong's Tutorial Examples.pdf |3

y 0 h 1100 1 of 210

> Chat

Sonra ofis senadlsrinin import edilmesi iiciin Libreoffice-i qurasdiririq. Once
paketi yiiklemisdik. Mitlsq JodConverter yiiklemek lazimdir. Bunun ucgln
asagidaki liknden onu serverimizs dartirig
https://code.google.com/p/jodconverter/downloads/detail?name=jodconverter-
core-3.0-beta-4-dist.zip&can=2&qg=

cd /usr # WinSCP ils bu tnvana upload edirik.
cd /usr/ ; tar zxf jodconverter-core-3.0-beta-4-dist.zip # Upload

etdiyimiz govlugda aciriqg

Sonra http://94.20.19.140:5080 serverimizde Administration -> Configuration
bdéliminds jod.path value-sini /usr/jodconverter-core-3.0-beta-4/1lib edirik ve
save diymesini sixiriqg.
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“88me..  OpenMeetings

Home - Rooms - Recordings ~ | Administration -
50 v|ie <a12m » Search
ID Key Value

org.apache openmeetings.utilLcry =
pt.MD5Implementation
allow_frontend_regis 4

crypt_ClassName

2 ter
) allow.soap.register 1
4 default_group_id 1
5 default_domain_id 1
6 smitp_server localhost
7 smip_port 25
g system_email_addr ?;reply@openmeetmgs apache.o
9 email_username
10 email_userpass
mail smtp_starttls en
i able ’ g
mail smtp.connectio
= n t\meou? LD
13 mail.smtp_timeout 30000
14 application.name OpenMeetings
15 default_lang_id 1
16 swftools_zoom 100
17 switools_jpegquality 85
18 switools_path Jusr/local/bin
19 imagemagick_path
20 sox_path
21 ffmpeg_path
22 office.path
23 jod.path foptijod/lib
http://mail-
24 rss feed1 archives.apache.ora/mod mbox/o ™

{w

X ¥ ]

Configuration
Key jod.path

Value /usrjodconverter-core-3.0-beta-4/lib]

Last update

Updated by
Comment The path to 30D library >
(http: //code . google. con/p/jodconve _

rter), confij path to point
en ria 19k A5 LA amn ke 7

Contacts and messages | Profile | Logout | Report a bug | About

Sonra serverimizde ylklenen ofisin binary tnvanini axtarib tapiriqg.

find / -name soffice.bin

/usr/local/lib/libreoffice/program/soffice.bin

# Binar Unvani axtaririq ve asagidaki tnvandir.

Sonra yenede Administration -> Configuration ve office.path value-si olarag
/usr/local/lib/libreoffice toyin edirik. Sskilds gdstorildiyi kimi:

... OpenMeetings

Home ~ | Rooms =~ | Recordings ~ | Administration =
50 v]ie a2 | Search |
ID Key Value
= . org apache. openmeetings. util.cry
1 crypt_ClassName o yinsimplementation
allow_frontend_regis
2 . 1
ter
3 allow.soap.register 1
4 default_group_id 1
5 default_domain_id 1
6 smitp_server localhost
7 smitp_port 25
8 system_email_addr ?gorepw@cpenmsetmgs apache o
9 email_username
10 email_userpass
mail.smtp.starttls.en
b able i
mail smip connectio
i n timeout 20000
13 mail smitp timeout 30000
14 application name OpenMeetings
15 default_lang_id 1
16 swftools_zoom 100
17 switools_jpegquality 85
18 switools_path fusrilocal/bin
19 imagemagick_path
20 sox_path
21 fimpeg_path
22 office.path
23 jod.path fusr/jodconverter-core-3.0-beta-
4/lib
htto://mail-

istifads edssiniz.

Diggst olave edilen PDF,
silinmesi tc¢iin diymslsr yox Drag

EEX ¥ ]

Configuration
Key office path
Value [usriocaliib/ibreotfice|
Last update
Updated by
Comment The path to Openoffice/Libreoffice -
(optional) please set this to the _

real path in case jodconverter is
linahln ta £ind

Contacts and messages | Profile | Logout | Report a bug

| About

.doc vo

ya hansisa senadlerin ag¢ilmasi vas
& Drop isleyir. Nezsrs alin ki,

onlari

Sonra yens de danisig otagimiz Rooms -> My Rooms -> My Conference room ->

Enter,

www.opensource.az

ardinca Files -> MyFiles ve sol tersfds kiincds Upload file diymesini
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sixiriqg. Ancaq menim halimda doc ve docx senad convert edils bilmsdi ama PDF
isledi.

Hom¢inin Administration -> Configuration bolimiiniin altinda sox, ffmpeg vo
imagemagick Ucin keyvalue-lari asagdidaki kimi axtarib sonra da sskildski kimi
toyin etmeok lazimdir.
which ffmpeg
/usr/local/bin/ffmpeg

# ffmpeg Unvanini tapiriqg

which sox
/usr/local/bin/sox

# Sox invanini tapiriqg

which /usr/local/bin/image_ to_j2k
/usr/local/bin/image_to_j2k

# ImageMacgik Unvani

Sokildeki kimi tnvanlar olur:

Home ~ Rooms -~ Recordings ~ | Administration =
50 v|ie <a 12w » Search Hz 4%
o Key Value Configuration
org apache openmeetings utilcry =
1 crypt_ClassName pt MD5Implementation Key fimpeg_path
2 allow_frontend_regis 1 Value /usr/local/bin
ter Last update 23.12.2014 23:08:06
3 allow soap.register 1 Updated by admin
4 default_group_id 1 Comment Path To FFMPEG
5 default_domain_id 1
6 smtp_server localhost P
7 smtp_port 25
g system_email_addr noreply@openmeetings.apache.o
_ _ rg
9 email_username
10 email_userpass
mail.smtp_starttls.en
it able !
mail.smtp.connectio
2 n.timeout B1000
13 mail smtp timeout 30000
14 application.name OpenMeetings
15 default_lang_id 1
16 swftools_zoom 100
17 swftools_jpegquality 85
18 swftools_path fusr/local/bin
19 imagemagick_path  /usr/local/bin
20 sox_path lusr/local/bin
21 ffmpeg_path lusr/local/bin
22 office.path lusr/local/lib/libreoffice
23 jod path lusr/jodconverter-core-3.0-beta-

4/lib

408
WWwWw.opensource.az



Sonda isa 0z ekranimizi paylasaqg ve bas veren bltlin hadisslsri record edib test
edak. Yens gedirik Rooms — My Rooms — My conference room - Enter vs Java-ni
accept edib Start Conference diiymesins sixirig. Sonra Actions - Share/Record
screen diymesins sixiriqg, bundan sonra Jjava fayl yliklenscsk ve biz onu ac¢cmaqg
istadikds Java tahlikesizlik menyusu ag¢ilacaqg ki, izin verilmir. Bunun Ug¢ln siz
Java Control Panel-de Security bélumiinde http://om.atl.az:5080 -i Add edib
inamli siyahiya slave etmelisiniz.

Security Warning
Do you want to run this application?

" Publisher:  UNKNOWN
/
/s Locations: _http://om.atl.az:5030

Launched from downloaded JNLP file

Running this application may be a security risk
Risk: This application will run with unrestricted access which may put your computer and personal

information at risk, The information provided is unreliable or unknown so it is recommended not to
run this application unless you are familiar with its source

More Information

Select the box below, then click Run to start the application

{ actent the Tisk and want to rin i i Run Cancel

S~

Homin java fayli acgirigq ve ise saldigda asagidaki sshifs c¢ap edilscak:
(& Desktop sharer -0

Click Start to publish your screen

> startsnaring [] Notity on disconnect

Select your screen area:

Width: wzaEl
Height: 1 EU“E
AP xonset uEl
Y-Offset uEl
- Quality of the screen share:

Crramelnns

Publish

You may record and share your screen at the same time. To enable others to
see your screen just hit the start button on the top.

B start recording

Start sharing ve Start recording diymelsrins sixirig ve ekranimiz yazilmada
baslayir. Sonra Exit diymesini sixirig. Sekildski kimi, Recordings ->
Recordings (Watch recording and interviews) -> My recordings dilymesins sixib

asagidaki sskilde olan neticeni slds etmis olacagsiniz:
8. OpenMeetings Contacts and messages | Profe | Logout | Regort @ bug | About

Home = | Room: Recordings =

/@My recordings
HRecording 24 12 2014 08:41.05
o

H Recording 24 12 2014 08:5105
H Recording 24.12 2014 09:3722
“ @Pubic recordings
# @ Public recordings (Users)

Home dnve size 2519MB

Public drive sze o

Name Recording 24.12 2014 0847 :50

Length 00:0020 417

Date Wed Dec 24 08.48.10 AZT 2014

Room My conference room (for 116 users)
an FLV

o stop recorsin

[V :ERPELEE L R
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BigBlueButton qurulmasi ve istifads edilmssi
BBB - web-konfransin kecirilmesi lc¢iin acig gaynagli program toeminatidir.
Sistem ilk novbsds distans tshsil {icin hazirlanmisdir. OnlineMeetings-ds olan
blitin funksionallida sahibdir lakin, BBB(BigBlueButton) 6z API-larini md5 ve
salt algoritmi ils sifrslenmis kanal lzerinden istenilen servers gaytarir.
Yoni birbasa inzibatci idarsetmesi ii¢clin interfeyse sahib deyil.
Qeyd: Mitlsqg bu serverds PUBLIC IP uzerinds islemslidir.
BBB serverin islemssi i¢ln Ubuntu serverin telsbleri asagidaki kimi optimal
sayilair:
DDR: 8GB
CPU: 2, Core2(2.6Ghz yada daha cox)
TCP portlar: 80, 1935 ve 9123 ac¢iq olmalidir
UDP portlar: 16384-32768 aralidi aciq olmalidir
HDD: 500GB
NIC: 1 (Internet iizsrinds 100Megabit simmetric)
apt-get update # Bltin reposlari yenileyirik
apt-get dist-upgrade # Kernel veo system paketlerini yenileyirik
reboot # Sistems restart edirik ki, paketlser menimssnsin
cat /etc/default/locale # Sistemin daxili dili ve kodlasdirmasi bels
olmalidir (susmaya gdrs beladir)
LANG="en_US.UTF-8" # Qeyd: faylda yalniz bir setir olmalidir
Sgor daxili dil en ve kodlasdirma UTF8 olmazsa, asadidaki smr ils bunu eds
bilsrsiniz:
apt-get install language-pack-en
update-locale LANG=en US.UTF-8
uname -m # Ubuntu asadidaki tip platformada olmalidir
x86_64
Hemcinin Ubuntu-nun 14.04 versiyasi olmalisini miitleg yoxlayin.
cat /etc/lsb-release # Oomri daxil etdikds asadidaki nstics cap
edilmslidir.
DISTRIB_ID=Ubuntu
DISTRIB_BELEASE=14.04
DISTRIB_CODENAME=trusty
DISTRIB_DESCRIPTION="Ubuntu 14.04.1 LTS"
BigBlueButton ic¢clin acari ylklsysk ysni repos slave edsk ve blutin reposlari
yenilayak.
wget http://ubuntu.bigbluebutton.org/bigbluebutton.asc -0- | sudo apt-key add
echo "deb http://ubuntu.bigbluebutton.org/trusty-090/ bigbluebutton-trusty
main" | sudo tee /etc/apt/sources.list.d/bigbluebutton.list
apt-get update # Reposlari yenileyirik
410
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cat /root/install-ffmpeg.sh # Fayla gdordiytumiz kimi asadidaki
sotirleri slave edirik
apt-get install build-essential git-core checkinstall yasm texi2html
libvorbis-dev libxll-dev libvpx-dev libxfixes-dev zliblg-dev pkg-config
netcat libncurses5-dev
FFMPEG_VERSION=2.3.3
cd /usr/local/src
if [ ! -d "/usr/local/src/ffmpeg-${FFMPEG_VERSION}" ]; then
wget "http://ffmpeg.org/releases/ffmpeg-${FFMPEG_VERSION}.tar.bz2"
tar -xjf "ffmpeg-${FFMPEG_VERSION}.tar.bz2"
fi
cd "ffmpeg-${FFMPEG_VERSION}"
./configure --enable-version3 --enable-postproc --enable-libvorbis --enable-
libvpx
make
checkinstall --pkgname=ffmpeg --pkgversion="5:${FFMPEG_VERSION}" --backup=no
--deldoc=yes --default
chmod +x /root/install-ffmpeg.sh # Scripti yerins yetirilen edirik
ki, iss sala bilsk
/root/install-ffmpeg.sh # Scripti iss saliriq ve ffmpeg
paketi avtomatik olarag yliklsnsacak
ffmpeg -version # Yiuklenme bitdikden sonra ffmpeg versiyasini
yoxlayiriqg. Asagidaki kimi olmalidair.
ffmpeg version 2.3.3 Copyright (c) 2000-2014 the FFmpeg developers
built on Jan 24 2015 16:07:33 with gcc 4.8 (Ubuntu 4.8.2-19%ubuntul)
configuration: --enable-version3 --enable-postproc --enable-libvorbis --
enable-1libvpx
libavutil 52. 92.100 / 52. 92.100
libavcodec 55. 69.100 / 55. 69.100
libavformat 55. 48.100 / 55. 48.100
libavdevice 55. 13.102 / 55. 13.102
libavfilter 4. 11.100 / 4. 11.100
libswscale 2. 6.100 / 2. 6.100
libswresample 0. 19.100 / 0. 19.100
apt-get update # Reposlari yeniden yenilesyirik
apt-get install bigbluebutton # Paketi ylkleyirik
Bir defs sahv cap edilscek. Fikir vermeyin ve yeniden smri tskrarlayin.
apt-get install bigbluebutton # Paketi ylklsyirik(Bu desfs sshv cap
edilmeysaycak)
apt-get install bbb-demo # Test dc¢lin bbb-demo-nu yiikleyirik
Qeyd: Nezsrs alin ki, bbb-demo paketi yiiklsndikden sonra public-ds
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hami teorefinden istifads edils bilscsk. Onu silmek {iciin ise
apt-get purge bbb-demo smrinden istifade etmek lazimdir.

bbb-conf --enablewebrtc # WebRTC audio ise salirig ve asagdidaki
notice olde edilir
WebRTC audio enabled. To apply settings to your server, do

sudo bbb-conf --clean

Oncs IPv6-ni sondiiriirtik. /ete/sysctl.conf faylina asagidaki sstirlsri slavs
edirik:

net.ipvé.conf.all.disable_ipv6 = 1

net.ipvé.conf.default.disable ipvé =1

net.ipvé.conf.lo.disable ipvé =1

/etc/default/grub faylinda asagidaki setri uygun formaya getiririk:
GRUB_CMDLINE LINUX="ipvé6.disable=1"

/etc/nginx/sites-enabled/default faylinda mitleq asadidaki setri silirik:
listen [::]:80 default server ipv6only=on;

reboot # Sonda server restart edirik

BigBlueButton-un normal iss dismesini yoxlamaq lc¢in iss once temizlik isleri
edirik.
bbb-conf --clean # Bu emri daxil edirik
Doing a restart of BigBlueButton and cleaning out all log files...
* Stopping daemon monitor monit [ OK ]
* Stopping Red5 Server red5 [ OK ]
* Stopping Tomcat servlet engine tomcat? [ OK ]
Killing: 925
* Stopping bbb-record-core

Cleaning Log Files
* nginx is not running
* Red5 Server is not running.
* Tomcat servlet engine is not running.

1791 Backgrounding.
1791 (process ID) old priority 19, new priority -10
Waiting for FreeSWITCH to start: .........oeeieieieieieeeo..
* Starting Red5 Server redb5 [ OK ]
* Starting Tomcat servlet engine tomcat? [ OK ]
* Starting daemon monitor monit [ OK ]

Note: monit will automatically start bbb-record-core and LibreOffice within
60 seconds.

Waiting for BigBlueButton to finish starting up (this may take a minute):

.............. done

** Potential problems described below **
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# Warning: The API demos are installed and accessible from:
#
# http://188.99.88.76/
#

# These API demos allow anyone to access your server without authentication
# to create/manage meetings and recordings. They are for testing purposes
only.

# If you are running a production system, remove them by running:

#

# sudo apt-get purge bbb-demo

Onceki setirlerds gérdilyimiiz kimi yoxlanisin neticesi bize bildirdi ki, bbb
¢6la acgigdir ve hor kes onu istifads eds bilsr. Ve bunun garsisini almaqg icin
hansi smrden istifade etmek lazim oldudu da cap edildi. Ancaq hsls ki, test
edecoayimiz Utc¢iin bbb-demo paketini silmirik.

http://bbb.domain.az/ linkine daxil oldugda asagdidaki sohifs ag¢ilacag. Test
iclin 6z istifadec¢i adini daxil edib giris etdim(Asagidaki sokildeki kimi).

Sizde sual yaranmasin ki, jamal adli istifadec¢i onceden yaranmamisdi, bsli

eladir axi once yazdigim kimi, demo hsar kss ii¢lin agigdir.

2] FreeBSD (1 Prgramming ([0 Ubuntu (CJ VmWare (J Windows (J Cisco ([J Mail Flood [J DNS (] RedHat_CentOS (CJ ebay (] WebSecurity (1 Linux (CJ CEHSites (O] Search (J IBM
BigBlueButton-
Demo Server

Welcome
BigBlueButton is an open source web conferencing system
for on-line learning Try BigBlueButton

Join a demo session on this server.

We believe that every student with a web browser should
have access to a high-quality on-line learning experience
jamal
We intend to make that possible with BigBlueButton
Join
For Developers
The BigBlueBution project is supported by a community of New fo BigBlueBulton™ Waich thess videos

developers that care about good design and a streamlined

user experien-:e

See API examples for how to integrate BigBlueButton with

your project

Bitlin driverlsrin diizgiin islemesi i¢iin browserimizds c¢ixan hsr bir suala
allow cavabi veririk ve neticede asagidaki oxsar sshifeni olde edirik:
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e Ccaln Clve =
% Apps (] Canada (] FreeBSD (T] Prgramming (] Ubuntu (] VmWare (] Windows (7] Cisco (] Mail Flood (] DNS (] RedHat_CentOS (1] ebay [J WebSecurity (] Linux (] CEHSites (1] Search (] 1BM (] GNS (] Hp-UX (] OpenBSD »

Demo Meeting

Users — O Presentation: defaultpdf - O Chat - (=]
Status | Name Media Public | Options
@ jamal (you) I Welcome!

Click below to watch a tutorial video.
Moderator/Presenter Viewer Welcome to Demo Meeting!

For help on using BigBlueButton see these (short) tutorial videos.

To join the audio bridge dlick the headset icon (upper-left hand
corner). Use a headset to avoid causing background noise for others.

This server is running a build of BigBlueButton 0.9.0-beta.

You control the audio and can make anyone (including yourself) the You can view, chat, and listen. If enabled, you can also unmute.
presenter. and share your,

B
&
HNaNIEENNO

users =i A green checkmark appears when you have joined the
e audio. Click to joinfleave the audio. 1
Curent = -
‘o B [ ' -
e “ L 21 1 | ST
Webcams ==l ) [Termlicten Y @ [
i ——— s Click to mute/unmute your ‘
jamal X . microphone.
this user the <
| presenter =
AN Click to mute/unmute this user's microphone.
1f you need help with audio, watch Setting up Audio.
send
100% 400%
(&) B B L4 —— L]
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Serverimizin he¢ bir sohv olmadan normal yiklenib qurasdirilmasini yoxlanis
edirik:
bbb-conf --check # Bu omr ile qurasdirmalari yoxlayiriqg

BigBlueButton Server 0.9.0-beta (571)
Kernel version: 3.13.0-44-generic
Distribution: Ubuntu 14.04.1 LTS (64-bit)
Memory: 7984 MB
/var/www/bigbluebutton/client/conf/config.xml (bbb-client)
Port test (tunnel): 188.99.88.76
Red5: 188.99.88.76
useWebrtcIfAvailable: true
/opt/freeswitch/conf/sip profiles/external.xml (FreeSWITCH)
websocket port: 5066
WebRTC enabled: true

/etc/nginx/sites-available/bigbluebutton (nginx)
server name: 188.99.88.76
port: 80
bbb-client dir: /var/www/bigbluebutton

/var/lib/tomcat7/webapps/bigbluebutton/WEB-
INF/classes/bigbluebutton.properties (bbb-web)
bbb-web host: 188.99.88.76

/var/lib/tomcat7/webapps/demo/bbb api conf.jsp (API demos)
api url: 188.99.88.76

/usr/share/red5/webapps/bigbluebutton/WEB-INF/red5-web.xml (redb)
voice conference: FreeSWITCH
capture video: true
capture desktop: true
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/usr/local/bigbluebutton/core/scripts/bigbluebutton.yml (record and playback)
playback host: 188.99.88.76

** Potential problems described below **
# Warning: The API demos are installed and accessible from:
#
# http://188.99.88.76/
#
# These API demos allow anyone to access your server without authentication
# to create/manage meetings and recordings. They are for testing purposes
only.
# If you are running a production system, remove them by running:
#
# sudo apt-get purge bbb-demo
Umumiyystls mimkiin olan bilscek smrlerin siyahisina asagidaki kimi baxa
bilersiniz:
bbb-conf -h # Movcud emrlsrin siyahisini olde edirik.
BigBlueButton Configuration Utility - Version 0.9.0-beta
http://code.google.com/p/bigbluebutton/wiki/BBBConf

bbb-conf [options]
Configuration:

--version Display BigBlueButton version (packages)

--setip <host> Set IP/hostname for BigBlueButton

--setsecret <secret> Change the shared secret in
bigbluebutton.properties
Monitoring:

--check Check configuration files and processes
for problems

--debug Scan the log files for error messages

--watch Scan the log files for error messages
every 2 seconds

--secret View the URL and shared secret for the
server

--1ti View the URL and secret for LTI (if
installed)
Administration:

-—-restart Restart BigBueButton

--stop Stop BigBueButton

--start Start BigBueButton

--clean Restart and clean all log files

--zip Zip up log files for reporting an error
Testing:

--enablewebrtc Enables WebRTC audio in the server

--disablewebrtc Disables WebRTC audio in the server
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Serverds qulaq asilan portlarin siyahisina baxaq:
netstat -na|grep -i LISTEN | grep -v unix
tcp 0 0 188.99.88.76:5090 0.0.0.0:% LISTEN
tcp 0 0 0.0.0.0:9123 0.0.0.0:% LISTEN
tcp 0 0 127.0.0.1:8100 0.0.0.0:% LISTEN
tcp 0 0 188.99.88.76:5060 0.0.0.0:% LISTEN
tcp 0 0 127.0.0.1:8005 0.0.0.0:% LISTEN
tcp 0 0 188.99.88.76:5066 0.0.0.0:% LISTEN
tcp 0 0 127.0.0.1:6379 0.0.0.0:% LISTEN
tcp 0 0 0.0.0.0:5070 0.0.0.0:% LISTEN
tecp 0 0 0.0.0.0:9998 0.0.0.0:% LISTEN
tcp 0 0 0.0.0.0:1935 0.0.0.0:% LISTEN
tcp 0 0 0.0.0.0:9999 0.0.0.0:% LISTEN
tcp 0 0 0.0.0.0:80 0.0.0.0:% LISTEN
tcp 0 0 0.0.0.0:8080 0.0.0.0:% LISTEN
tcp 0 0 127.0.0.1:8081 0.0.0.0:% LISTEN
tcp 0 0 127.0.0.1:8021 0.0.0.0:% LISTEN
tcp 0 0 0.0.0.0:22 0.0.0.0:% LISTEN
tcp 0 0 0.0.0.0:5080 0.0.0.0:% LISTEN
Client WebRTC error code-larai:
1001: !Websocket disconnected - WebSocket udurla gosuldu ve indi gosulmadan
ayrildi ona gdres ki:
* Internet yoxdur
* Nginx-in restart edilmesins sabsb ola biler
1002: Websocket gosulmasini etmek mimkiin deyil - WebSocket gosulmasi udursuz
oldu ona gors ki:
* Firewall tesrsfinden ws protocol baglidir
* Server sonulidir ya da dizglin gqurasdirilmayib
1003: Browser versiyasi desteklenmir - Browser toalsb edilen WebRTC API
methodlarini istifade etmir ona gdrs ki:
* Kdhnslmis browserdir
1004: Zongdse sshv bas verdi - Zesng edildi ancaqg sahv bas verdi:
* Sshvlerin tam siyahisina bu linkden -> http://sipjs.com/api/0.6.0/causes/
baxa bilsrsiniz
1005: Zsng sebebsiz sona catdi - Zeng udurlu oldu ancaqg, istifadec¢i miiracist
etmeden sona yetdi. Ssbebi:
* Boalli deyil
1006: Zong vaxti bitdi - Kitabxanadan asili olaraq bas verir:
* Firefox 33beta-da Mac-da sshv bas veriridi.
1007: ICE razilasma ugursuz oldu - Browser ve !FreeSWITCH portlarin
razilasmasina cahd edir hansi ki, goériintd ve axinin istifadssi lg¢ilin nezsrdse
tutulur ve ugursuz oldu ona gdrs ki:
* NAT gosulmani block edir
* UDP gosulma/port-larini Firewall block edir
416
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BOLUM 14

IP iizorinden seosin o6tiirilmesi

e Asterisk VoIP serverin qurulmasi v® sinaqgdan kecirilmesi
e FreeSWITCH VoIP serverin qurulmasi v® sinaqgdan keg¢irilmssi

Artig glndemin tslsbi els bir vaxta gslib catib ki, telefon sisteminin
qurulmasi Uc¢lin mini ATS ve ya fiziki avadanlig tslsb edilmir. Sksser sirkstlsr
artiq zenge kompylterinds olan program teminatindan ve ya mobil telefonundan
cavab vermsk istsyir. Bunun liclin xeyli program teminatlari ve hstta voice
over IP-ni destsklsyen avadanliglar da mdévcuddur. Yalniz biitiin bu bahalzi
hellsri istifads elemsk svezine, basligimizda acig gaynagli
Asterisk/FreeSWITCH hagginda danisacayig ve bir nec¢s telefon iiciin
qurasdirmalar edsceayik.
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Asterisk VoIP serverin qurulmasi vo sinaqgdan keg¢irilmesi
Asterisk — kompiiterlsr Uc¢in acig gaynagli telefon hellidir. Mark Spencer
torafinden hazirlanmisdir. Program Linux, FreeBSD, OpenBSD ve Solaris
smaoliyyat sistemlsrinde isleyir. Layihenin adi "*" simvolundan yaranmisdir.
(asterisk — "ulduz"). Daha otrafli http://asterisk.ru/ linkinden oxuya
bilersiniz.

Asterisk istenilen avadanliqgla(server ve ya PC) klassik ATS-in biitin
imkanlarina malikdir. Bir ¢ox VoIP-protokollari destskleyir ve onlarin
arasinda zsnglesri idars etms funksiyalari da var. Asadidaki bacariglara
sadalaya bilerik:

e Sosli mektub

e Konfrans slages

e 1IVR(Interaktiv sss menyusu)

e 7Zonglerin emali merkszi (forgli algoritmler istifads edsrsk, zsnglsrin

novbsli teyinati ve abonentlers gdre paylasdirilmasi)
e Call Detail Record(zsng hagginda strafli mslumat)

Qurulmasina baslayaqg.

asterisk.opensource.az adli serverimiz var.

FreeBSD 10.1 x64 izsrindse Asteriskl3-i asagidaki smrlerls yiklsyirik:
# cd /usr/ports/net/asteriskl3/ - Port uUnvanina daxil olurug

# make config - Lazimi modullari sec¢irik
(ss|s s s|s s s|s|s[s|s|s|s|s|s|s|s|s[s|s|s[s|s|s =} [s(ss|s (s s]s[s[s]s s s|s|s|ss|s|ss|s|s|s|s|s|s|s|ss|s|

o7

Jaa9IIIdaIdIaIIadadd
9999999999999 99949aaaagqadc 1999999999999 9999999999499949494994 a9 aaqaaaagd|

# make -DBATCH install - Yukleyirik
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# echo 'asterisk_enable="YES"' >> /etc/rc.conf - StartUP-a olave edirik
# /usr/local/etc/rc.d/asterisk start - Ise saliriq

/usr/local/etc/asterisk/sip.conf faylinda yalniz asadidaki sstirlerds
doyisiklik etmisik:

transport=udp, tcp

tcpenable=yes

/usr/local/etc/asterisk/sip.conf faylinin sonuna asadidaki sotiri olave edib
yadda saxlayaraq ¢ixirig(Bununla sip additional.conf faylinin da ytklsnms
zamanl oxunmasinl deyirik):

#include sip additional.conf

Eynile /usr/local/etc/asterisk/extensions.conf faylinin sonuna asagdidaki
setiri slave edirik ki, ytklenmede extensions_fs.conf fayli da oxunsun:
#include extensions_ fs.conf

/usr/local/etc/asterisk/sip_additional.conf faylinda iki sded genislesnms (7000
ve 7001) veo fsar adli SIP Trunk qurasdirmasi olacaqg. faylinin tsrkibi
asagidaki kimi olacaqg:

[7000]

defaultuser=7000

secret=freebsd

host=dynamic

context=phones

qualify=yes

transport=udp, tcp

insecure=port,invite

canreinvite=no

disallow=all

allow=alaw

type=friend

[7001]
defaultuser=7001
secret=freebsd
host=dynamic
context=phones
qualify=yes
transport=udp, tcp
insecure=port,invite
canreinvite=no
disallow=all
allow=alaw
type=£friend

/usr/local/etc/asterisk/extensions_fs.conf faylinin terkibi asagidaki
kimidir:

[incoming]

exten => 7XXX,1,Dial (SIP/${EXTEN})
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exten => 7XXX,n,Hangup ()
[outgoing]
exten => 1XXX,1,Dial(SIP/${EXTEN})
exten => _1XXX,n,Hangup()
[phones]
include => incoming
include => outgoing
# /usr/local/etc/rc.d/asterisk restart - Asteriski yeniden yitkleyirik ki,
doyisiklikler ise diissiin.
Ya da etdiyimiz deyisikliklerin derhal iges diismesi ii¢lin asterisk console-da
asagidaki omri daxil etmeniz yetsr:
asterisk*CLI> sip reload
Sonda Asterisk console-a verbose rejimde daxil olurug ve udurlu SIP
gosulmalarina baxirig:
# asterisk -rvvv
asterisk*CLI> sip show peers
Name/username Host Dyn Forcerport Comedia ACL Port Status Description
7000/7000 85.132.57.60 D Auto (No) No 53945 OK (11 ms)
7001/7001 (Unspecified) D Auto (No) No 0 UNKNOWN
2 sip peers [Monitored: 1 online, 1 offline Unmonitored: 0 online, 0 offline]
SIP Debug elesmsk iiciin asagidaki smrden istifads eds bilsrsiniz:
snort*CLI> sip set debug on
Phones adli yaratdiginiz yeni dialplan-a asagidaki emrle baxa bilersiniz:
snort*CLI> dialplan show phones
[ Context 'phones' created by 'pbx config' ]
Include => 'incoming'
[pbx config]
Include => 'outgoing'
[pbx config]
-= 0 extensions (0 priorities) in 1 context. =-
Sonda iss iki SIP client programi ils 7000 ve 7001 geydiyyatdan kecirib bir-
birlsrins ¢ox rahatligla zeng ede bilsrsiniz.
420

www.opensource.az



FreeSWITCH VoIP serverin qurulmasi vo sinaqdan ke¢irilmesi

FreeSWITCH - aciqg gaynagli VoIP program tsminatidir. VoiP-ls agliniza golscek
istenilen imkana sahibdir. API mévcuddur ve Event prinsipi ils isleyir.
Hagginda daha otrafli https://ru.wikipedia.org/wiki/FreeSWITCH linkinden
oxuya bilersiniz.

Megsedimiz FreeBSD 10.1 x64 masinin lzsrindse FreeSWITCH serverin yiliklenmesi
ve WEB ils qurasdirilmasidir. Bunun Uciin 6énce FAMP (FreeBSD Apache MySQL PHP)
qurasdirmaq lazimdir. Ancaqg phpS5-extensions-da miitleq asagidaki modullari

secmak lazimdir:
1999999999999999999I9IIIITS 49999999999d

[ ] be
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X+[ ] SHMOP shmop support

Z+[x] SIMPLEXML simplexml support

%+[ ] SNMP SNMP support

X+[ ] SORP SOAP support

x+[ ] SOCKETS sockets support

z+[ ] SQLITE3 5glite3 support

x+[ ] SYBASE CT Sybase database support
X+[ ] SYSVMSG System V message support
X+[ ] SYSVSEM System V semaphore support
Xx+[ ] SYSVSHM System V shared memory support
x+[ ] TIDY TIDY support

X+ [x] TOKENIZER tokenizer support

%+[ ] WDDX WDDX support (implies XML)
x+[x] XML XML support

X+[x] XMLREADER XMLReader support

%+[x] XMLRPC XMLRPC-EPI support

%+[X] XMLWRITER XMLWriter support

X+[x] XSL XSL support (Implies DOM)
x+[x] ZIP ZIP support

b8 [x])ZLIB

cat /usr/local/domen/fussip.domain.az # VirtualHost-un qurasdirmasi
asagidaki kimi olacaqg
<VirtualHost *:80>
ServerAdmin jamal.shahverdiyev@domain.az
ServerName fussip.domain.az
AcceptPathInfo On
DocumentRoot /usr/local/www/fusionpbx/
<Directory "/usr/local/www/fusionpbx">
AllowOverride All
Require all granted
</Directory>
</VirtualHost>

Qeyd: Sger biz FreeSWITCH-in core ssviyyede ODBC desteklenmesini istessk
onda,
ODBC-2 aid olan paketleri yiklemeliyik. Bunu asagidaki kimi ede
bilsrsiniz.

root@frfs:~ # ed /usr/ports/databases/unixODBC

root@frfs:/usr/ports/databases/unixODBC # make config
unixODBC-2.3.4

19q9g9qag9ggq9qaqqdaqqaqdaddaaddqadqddaqdaqdaqdaadgaqadadad

x+[Edl Build and/or install documentation

m

< 0K <Cancel>

root@frfs:~ # make -DBATCH install

MySQL idclin MySQL connector-dan istifads edilir
root@frfs:~ # ed /usr/ports/databases/mysql-connector-odbc

www.opensource.az
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root@frfs:~ # make config
mysgl-connector-odbc-unixodbc-mysgl56-5.3.4 1

Lagggqgggaqdqgdaqdqadqaadaqaadaaagqaadqaqaadqadqdaadqaqdqadqadqaqaadagqqaaadc
Z )oCS|Build and/or install documentation

< OK > <Cancel>

root@frfs:~ # make -DBATCH install

PostgreSQL iclin PostgreSQL connector-dan istifade edilir:
root@frfs:~ # ed /usr/ports/databases/postgresql-odbc/
root@frfs:~ # make config

postgresgl-odbc-09.03.0400

199999999999999999999999999999999999999999IIIIIIIqIqgqqqc
X+mﬁm )

Build and/or install documentation
X+ [x] EXAMPLES Build and/or install examples
m

< DK <Cancel>

root@frfs:~ # make -DBATCH install

Sonra ise FreeSWITCH-in yiiklenmesins baslayirig. Once kompilyasiya mithiti
yaratmaliyiqg. Moehz bunun i¢iinds lazimi paketleri yikleyirik.

pkg install autoconf automake curl git gmake jpeg ldns libedit libtool
openssl pcre pkgconf speex sqlite3 wget sudo

mkdir ~/src # Menbe kodlari endirscesyimiz iinvani yaradiriqg
cd ~/src # Source kod-larin invanina daxil oluruqg

Menbs kodlari local govlugumuza sinxronizasiya edirik:
git clone -b v1.5.final https://stash.freeswitch.org/scm/fs/freeswitch.git

cd freeswitch # clone edilen govluga daxil olurug
./bootstrap.sh -j # Kompilyasiya mthitini hazirlayiriqg

Qeyd: Biz FreeSWITCH-in core ssviyyede ODBC dssteklenmesini istessk, mutleg
onu asagidaki gosterilen soakilds kompilyasiya etmeliyik.
./configure --enable-core-odbc-support

./configure # Qurasdiririqg(Bitdikden sonra asadidaki sotirleri gdérmeoliyik)
—————————————————————————— FreeSWITCH configuration -—-—-—-————====——=—————————

Locations:
FHS enabled: no
prefix: /usr/local/freeswitch
exec_prefix: S{prefix}
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bindir: S{exec prefix}/bin
sysconfdir: /usr/local/freeswitch/conf
libdir: $S{exec prefix}/1lib
certsdir: /usr/local/freeswitch/certs
dbdir: /usr/local/freeswitch/db
grammardir: /usr/local/freeswitch/grammar
htdocsdir: /usr/local/freeswitch/htdocs
logfiledir: /usr/local/freeswitch/log
modulesdir: /usr/local/freeswitch/mod
pkgconfigdir: ${exec _prefix}/lib/pkgconfig
recordingsdir: /usr/local/freeswitch/recordings
runtimedir: /usr/local/freeswitch/run
scriptdir: /usr/local/freeswitch/scripts
soundsdir: /usr/local/freeswitch/sounds
storagedir: /usr/local/freeswitch/storage
cachedir: /usr/local/freeswitch/cache
gmake # Kompilyasiyaya baslayiriqg

sudo gmake install cd-sounds-install cd-moh-install # sesleri vs imkanlara
yikleayirik

/usr/local/etc/rc.d/freeswitch fayli yaradirig ve icins asagidaki sstirleri

olave edirik. Bu fayl freeswitch liclin startup scriptdir hansi ki, reboot-dan

sonra iss salinmasi {iclindir.

#!/bin/sh

#

# PROVIDE: freeswitch

# REQUIRE: LOGIN cleanvar

# KEYWORD: shutdown

#

# Add the following lines to /etc/rc.conf to enable freeswitch:
# freeswitch enable: Set it to "YES" to enable freeswitch.
# Default is "NO".

# freeswitch flags: Flags passed to freeswitch-script on startup.
# Default is "".

#

/etc/rc.subr
name="freeswitch"
rcvar=S${name} enable
load rc config $name
${freeswitch enable="NO"}
${freeswitch pidfile="/usr/local/freeswitch/run/freeswitch.pid"}
start cmd=${name} start
stop cmd=${name} stop
pidfile=${freeswitch pidfile}
freeswitch start() {
/usr/local/freeswitch/bin/freeswitch ${freeswitch flags}
echo -n "Starting FreeSWITCH: "

www.opensource.az
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freeswitch stop() {
/usr/local/freeswitch/bin/freeswitch -stop
}
run_rc_command "$1"
chmod u-w,ugo+x /usr/local/etc/rc.d/freeswitch # Scripti yerins
yetiren edirik
/etc/rc.conf faylina lazimi sstirlsri slave edirik ki, reboot-dan sonra
freeswitch-i iss salsin:
freeswitch_enable="YES"
freeswitch flags="-nc"
Hal-hazirda root adli istifadec¢imizin SHELL miithiti CSH olduduna gors,
/root/.cshrc faylida path deyisenini asagidaki formaya getiririk(freswitch-in
binary fayllari /usr/local/freeswitch/bin tnvaninda yerlosir):
set path = (/sbin /bin /usr/sbin /usr/bin /usr/local/freeswitch/bin
/usr/local/sbin /usr/local/bin $HOME/bin)
-nc - no console demskdir ancaq, siz sonra fs_cli smri ils console-a daxil
ola
bilscaksiniz
-nonat - 9gor sizin freeswitch-in PUBLIC IP i{invani varsa va o NAT arxasinda
islemirss, bu parametr istifads edilir (Bu freeswitch i¢lin NAT traversal
parametrini sondirir) .
Sonra fusionpbx lc¢in baza, istifade¢i adi ve sifrs yaradiriqg:
mysql -uroot -pfreebsd # Bazamiza daxil olurug
CREATE database freeswitch;
GRANT ALL PRIVILEGES ON freeswitch.* TO 'freeswitch'@'localhost' IDENTIFIED
BY 'freebsd';
FLUSH PRIVILEGES; # Bu omri daxil edirik ki, son
doyisiklikler derhal ise diissiin
Indi iss FusionPBX-i yiklsysk ve qurasdirag. 9vvel portlardan yiklsysk wve
sonra WEB qurasdirmasini edsk.
cd /usr/ports/www/fusionpbx/ # Port uUnvanina daxil olurug
make config # lazimi modullari sec¢irik(Baza Mysqgl
oldugu lc¢iin PDO-MYSQL secirik)
fusionpbx—-3.3_1
igqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqq
®x+[ ] PDOPGSQL Install POSTGRESQL PDO Connector
m
<Cancel>
make install # Yikleyirik
Freeswitch-n qurasdirma fayllarina ve WEB servers yetki almasi i¢in lazimi
hiiquglari veririk:
chown -R www:www /usr/local/www/fusionpbx/
chmod -R 770 /usr/local/www/fusionpbx/
chown -R root:www /usr/local/freeswitch/
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chmod -R 770 /usr/local/freeswitch/

Yiklenme bitdikdsen sonra iss WEB-den fusionPBX linkine daxil olurug. Senadi
yazdigim vaxtda public DNS-lerim moévcud idi ve fussip.domain.az adinda

subdomain yaradib A yazisinda PUBLIC IP-mi geyd etmisdim. Ona gdrs ds
http://fussip.domain.az tnvanina miracist edirik ve sokildski sshifs acilair.

WEB Administrator girisi tcin istifadec¢i ve sifresini daxil edib, Next

diymesins sixiriqg:

# | [ fussipatl.az/resources/install php

Canada (] FreeBSD (] Prgramming (] Ubuntu (] VmWare (] Windows (J Cisco [ Mail Flood (] DNS (] RedHat Cent0S (] ebay (] WebSecurity (J Linux (] CEMSites (] Search (1 1BM (1] GNS (] Hp-UX (] OpenBSD

« Write access to /usr/localwwwifusionpbx/includes! is required during the install.

Write access to /usr/localwwwifusionpbx
and its sub-directories are required during the install.

The installation is a simple two step process.

« Step 1is used for selecting the database engine to use. After making that section then ensure the paths are correct and then press next.
« Step 2 requests the database specific settings. When finished press save. The installation will then complete the tasks required to do the install.

Step1

Database Type: mysql E I ] v
Selectthe databasetype. —

Username: freeswitch
Enter the username to use when logging in with the browser.

Password: AR |
Enter the password to use when logging in with the browser. ad

e | enhanced v

Selecta theme to set as the default.

Baza verilenlseri, istifadec¢i adi ve sifreni daxil edib Next diymssins
S1X1riq:
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! A [ fussipatlaz/resources/install php
| Canada (C] FreeBSD (7] Prgramming (] Ubuntu (] VmWare (] Windows (1] Cisco (] Mail Flood (] DNS (7] RedHat Cent0S (] ebay (] WebSecurity (] Linux (] CEHSites (] Search (] 1BM (1] GNS (] Hp-UX (] OpenBSD

« Write access to /usr/localiwwwifusionpbx/includes! is required during the install.

Write access to /usr/local/wwwifusionpbx
and its sub-directories are required during the install

Installation: Step 2 - My SQL Back

Database Host: localhost
Enter the host address for the database server.

Database Port: 3306
Enter the port number. ltis optional if the database is using the default port.

= Database Name: freeswitch
Enter the name of the database.

Database Username: freeswitch
Enter the database username. |

Database Password: [ freebsd|
Enter the database password. —]

. Create Database Username:

Optional, this username is used to create the database, a database user and set the permissions. By default this username is 'root however it can be any account with
permission to add a database, user, and grant permissions.

Create Database Password:

Enter the create database password
e ST R

Q.::!”A“-':'«‘f":““*..., e T e — | Next o5

Sonda login dilymesins sixib, yaratdigimiz WEB administrator istifade¢i adi ve
sifroni asagidaki gokildski kimi daxil edirik:
|Q http://fussip.atl.az/login,php P-0 ” ] fussip.atl.az X

FUSIONPB

Login

Username: freeswitch

Password: uonu|

Noticedse asadidaki sshifeni slds etmis olmaliyig:
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P+ 0| @ tussipatiaz x .

r_dashboard.php

ip.atl.az/ core/user_setting:

< Fusionrex

Accounts Dialplan

System

User Information
Usemname: freeswitch ‘
Voicemail: View Messages

Extension Tools Description

WwWw.opensource.az
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BOLUM 15

Sebsks ve resurslarnin tshlikesizliyi

e FreeBSD Tacacs yiuklesnmesi ve qurasdirilmasi.

e Linux-da Tacacs-in Domain Controller ils inteqrasiya
edilmesi

e SSH Domain controller Inteqrasiyasi

e Snort IDS

e OpenSSL RSA imzalanmasi v® yoxlanilmasi gaydasi

e OpenSSL sifrslsnms vo desifrslsms

e OpenSSL RSA agarlar vo sertifikatlar

e OpenSSL imzalama veo sifrslems

e OpenSSL OCSP Responder

Hor bir orta 06lc¢ili ve boylik 6l¢ili kompaniyanin daxilinds ssbsaks
avadanliglari mdvcud olur. Bunlar switch-lsr,router-lsr,ASA Firewall vs digsr
soboake seviyyesinds islsysn avadanliglar da ola bilsr. Bu avadanliglar bir
necos soboks inzibatgisi tersfinden administrasiya edilirss, onlarin arasinda
misyyen bir konflikt ve problem yarana biler ki, hesr kes deyisdiyi
konfiqurasiya hagginda mslumatli deyil ve digeri bununla razilasmir. Bu
sobabden ortag bir yers gslmek ilc¢ln telebs uydun olan TACACS adli bir imkan
var. Bu basligimizda TACACS-in 6zinin ayrica gqurulmasi ve onun domain
controllerls integrasiyasindan danisilacaqg. S$sbesks tsahlikesizliyi idc¢iin Snort
iDS-den ve sifrslenme iiciin OpenSSL hagginda strafli danisacayiq.
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FreeBSD Tacacs yiklesnmesi ve qurasdirilmasi.
TACACS+ - (Terminal Access Controller Access Control System plus) — seans
protokoludur, Cisco-u tersfinden TACACS-in tokmillesdirmssinin nsticesidir.
Protokolun (sifreslesms) tsahliikesizliyi yaxsilasdirilmisdir, hemc¢inin ayri-
ayriligda istifade edils bilmesi ii¢ilin, milsyysnlsesdirilme, avtorizasiya ve
hesab funksiyalari slave edilmisdir.
TACACS+ seanslar anlayislarindan istifads edir. TACACS+ anlayisinda AAA
(authentication, authorization, accounting) seanslarina U¢ mixtslif tipin
teyin edilmesi mimkindir. Umumi mesnada seansin bir tipinin qurulmasi her
hansi basgasinin ilkin miveffogiyystli gurmasini tslsb etmir. Protokolun
spesifikasiyasi avtorizasiya seansin ag¢ilisi {g¢iin, 6nceden misyysnlesdirilme
seansl acmadgi tslsb etmir. TACACS+ serveri miesyyenlssdirilmeni tslsb eds
bilsr, amma protokol bu ssrti goymur.
Istifads edilen resurslar.
1. FreeBSD Tacacs x64 (VM, IP: 10.0.0.10)
2. GNS3 (Router 3700, IP: 10.0.0.100)
3. Windows LoopBACK Adapter (IP: 10.0.0.1)
Struktur asagidaki formada olacaq.
FreeBSD x64 10.0.0.10 => LoopBACK Adapter (10.0.0.1)
=> GNS Cloud => Cisco Router 10.0.0.100
Ssbsks qurulusu asagidaki sskildeki kimi olacaqg:
L A L 1 1 1 J
FreeBSD Tacacs
iP: 10.0.0.10/24
Gateway: 10.0.0.1
LoopBack bridged
IP: 10.0.0.1
Cisco Router
IP: 10.0.0.100/24
Gateway: 10.0.0.1
Serverimizin gurulmasina baslayaqg
Qeyd: Virtual masin kimi VmWare-den istifads edilmisdir (VirtualBox-la
Islomadi. Ssbeoks karltarinda ciddi problemlesri var).
Ilk olarag FreeBSD Omeliyyat sisteminin islsrine baslayag.
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portsnap fetch extract update # LoopBack adapteri gosmazdan once,internets
cixisimiz olmalidir ki, program portlarini
yenilsysak (Sonra reboot miitleg edin.)
cd /usr/ports/net/tac_plus4 # tac_plus4 paketini ylikleyirik ki, tacacs-i
islade bilsk.
make install clean
rehash # Yikledikden sonra binar bazani yenileyirik
ki, smrlsr rebootsuz sistemds taninsin.
ee /etc/rc.conf # Tacacs-1 Startup-a olave edirik ki, yenidsn
yiklenmaden sonra islssin.
ifconfig em0="inet 10.0.0.10 netmask 255.255.255.0"
hostname="tacacs.az"
sshd _enable="YES"
tac_plus_enable="YES" # Tacacsin startupda islemssini aktivlesdiririk
tac_plus_flags="-d 8 -d 16 -d 32 -d 64 -C /usr/local/etc/tac_plus.conf"
# Lazimi flaglar teyin edirik ki, startup-da 6zl yoxlasin.
'-d' - debug els demokdir, garsisindaki rosgemlsr iss
mixtelif rejimlsrdir.
8 - authorization debugging
16 - authentication debugging
32 - sifrs faylinin iss diismesini debug
64 - accounting debugging
'-C' - '/usr/local/etc/tac_plus.conf' qurasdirma fayli ils
yoxlanis els.
ee /usr/local/etc/tac_plus.conf # Qurasdirma faylini asagdidaka
sintaksisls yaziriqg.
# Accounting faylinin #nvanini teyin edirik.
accounting file = /var/log/tac_plus.acct
# Cisco avadanligla TACACS server arasinda istifade edilsn Pre-Shared acar
key = "freebsd"
# Groups
# Qruplar yaradirig 'admin' ves 'service' adinda. Telsb olunan yetkilsri ds
veririk.
group = admin {
default service = permit # Susmaya gdrs her sey ag¢iqgdir.
service = exec { # Idarsetme soviyyesi
priv-1lvl = 15 # 15-ci seviyyedir
}
}
group = service {
default service = deny # Susmaya gdrs hsr sey baglidir.
service = exec { # Idareetme saviyyesi 15-dir
priv-1lvl = 15
}
}
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# Users
# Istifadsc¢ilesr yaradib lazimi gruplara slave edirik, hemds istifadecileri
omrlers gdrs idares edirik.
user = camal { # 'camal' adinda istifads¢i yaradirig ve
member = admin # 'admin' grupuna slave edirik.
login = des NQU3rObo2Ntoc # sifremizi 'des' algoritmls sifrsleyirik.
(Sifrenin kodlasdirilmasi hagginda asagida
'tac_pwd' omrinin aciglanmasinda danisacayiq)
}
user = auditor { # 'auditor' adli istifadec¢i yaradib,
member = admin # 'admin' grupuna slave edirik. Asagida
siralanan omrleri istifads elsmsk yetkisinden
mohrum edirik.
cmd = configure {
deny .*
}
cmd = enable {
deny .*
}
cmd = clear {
deny .*
}
cmd = reload {
deny .*
}
cmd = write {
deny .*
}
cmd = copy {
deny .*
}
cmd = erase {
deny .*
}
cmd = delete {
deny .*
}
cmd = archive {
deny .*
}
login = cleartext secret # Burda ises 'auditor' istifades¢isinin
sifresini acgig'cleartext' sokilds
yazmisiq.
}
user = event manager { # 'event manager' adli istifadsci,
member = service # 'service' grupunun izvidir. (grupda iss
susmaya gors har sey baglidir)
cmd = clear { # Burda ise yalniz sadalanan smrlsrin
istifadesine izin veririk.
permit .*
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cmd = teclsh {
permit .*
cmd = squeeze {
permit .*
}
cmd = event {
permit .*
}
cmd = more {
permit .*
}
cmd = show {
permit version
}
cmd = delete {
permit .*
}
cmd = "delete /force" {
permit .*
}
cmd = "enable" ({
permit .*
}
login = des 07xU31vhlhC3I # Hem¢inin burda da sifreni 'des' algoritmls
kodlasdiriraiqg.

}

Qeyd: Sifrelerimizin cleartext yox 'des' aqloritmi ils sifreslenmis formada
Gérinmesini isteyirsinizss, onda cox rahat 'tac_pwd' smrinden istifads
edin.

tac_pwd # Omri daxil etdikden sonra 'ENTER'-i sixin ve lazim olan sifrsni

daxil edib yens deo 'ENTER'-i sixin, yeni sotirde ¢ixan nstice ise
daxil etdiyimiz sifrenin 'des' algoritmi ils sifreslenmis formasi
olur. Hemin kodlari niisxsleyib 'login = des'-in garsisina
yerlesdiririk ki, sifremiz crypt gdrunsun.

touch /var/log/tac_plus.acct # tacacs-in accounting faylini yaradiriqg

accounting jurnallarini gdrs bilsk.

chown tacacs /var/log/tac_plus.acct # 6z istifadeg¢isi tizvliylinde teyin edirik

chmod 755 /var/log/tac_plus.acct # Vo yetkileri veririk.

/usr/local/etc/rc.d/tac_plus start # servisi iss saliriqg

netstat -a | grep tac # Daemonun galxmasini test edirik.

tcp4 0 0 *.tacacs xL* LISTEN
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Indi iss GNS3-ds acilmis Routeri config edsk.
conf t # global rejims kec¢irik.
interface fastEthernet 0/0 # GNS3-in Cloud-na birlesmis
interfeysi qurasdiririqg.
ip address 10.0.0.100 255.255.255.0 # IP adress toyin edirik.
aaa new-model # AAA modelins daxil olurug
tacacs-server host 10.0.0.10 key 0 freebsd # Vo deyirik ki, tacacs
server '10.0.0.10'-dur vs
aramizda olan acar 'freebsd'
sozudur.
tacacs-server timeout 2 # giris vaxtinin bitmesi 2 saniysdsn ¢ox
olmasin
tacacs-server directed-request # Mlraciest birbasa olsun
aaa group server tacacs+ tac-int # 'tac-int' adinda aaa tacacs+ grup
yaradiriqg
server 10.0.0.10 # Vo '10.0.0.10' adli tacacs serverin
hemin siyahiya slave edirik.
Butun aaa-ni tac-int admin grupuna slave edirik:
aaa authentication login admin group tac-int local
aaa authorization exec admin group tac-int local
aaa authorization commands 15 admin group tac-int local
aaa accounting update newinfo
aaa accounting commands 15 admin start-stop group tac-int
Vo terminal girisimizds deyirik ki, AAA-larda admin girisini OSzitme
menimssyirem:
line vty 0 4
authorization commands 15 admin
authorization exec admin
accounting commands 15 admin
login authentication admin
Router-i debug elemsk liclinse asagidaki lstillardan istifads eds
bilsrik.
AAA-n1 debug elemsk icgin:
debug aaa per-user
debug aaa authentication
debug aaa authorization
debug aaa accounting
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TACACS-1 debug elemsk i¢in asagidaki idsullari istifads eds bilsrik:
debug tacacs authentication

debug tacacs authorization

debug tacacs accounting

debug tacacs events

debug tacacs packet

Vo sonda 0z desktopumuzdan Router-o 'telnet' edib yoxlayiriqg:
telnet 10.0.0.100

9dgor asagidaki formada gorinti ¢ixsa demek TACACS artiqg isleyir:

User Access Verification

Username:

OSgor islemirss onda asagidaki forma gslscsk ve bu o demskdir ki, tacacs
servers cata bilmirik.

Password:
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Linux-da Tacacs-in Domain Controller ils inteqrasiya edilmssi

Artiq FreeBSD iizerinds Tacacs+ hagginda nezsri olarag danismisig. Tsalsb
yarana bilsr ki, sirkstin daxilinde Eyni Tacacs+ serveri miitleqg sakilds
Domain Controller ils inteqgrasiya elsmsk lazimdir. Yeni DC-deo soboks
inzibatc¢ilari dc¢iin nszsrds tutulan bir NetAdmins ve ya hansisa digesr bir
grupunuz var. Bu gruplarin hsr birinds olan ltzvler sebeskeye daxil olmag icin
forgli yetkilers sahib olmalidirlar. Sgor ssbesks inzibatcgisidirsa tam yetkiye
sahib olmali ve agsr operatordursa limitli yetkiye sahib olmalidir. Bu
toloblar sizden edilsrss, megals sizin kdémeyinizs cox yarayacadg.

Istifads etdiyim resurslar:
Linux Ubuntu Desktop 14.04 x64 - 10.60.70.217 GNS3 yiklenmis ve
gurulmusdur (Router 3600)
CentOS 6.5 x64 (Tacacs+) - 10.60.70.89
Windows 2012 server - DC01-10.60.70.2, DC02-10.60.70.3
DC : domain.lan
DC user: dcadm
DC pass: DCAdminPass
MSLDAP Port: 3268
DC gruplari: tacacsadmin, tacacsguest, tacacsmedium
Istifadsg¢ilar: full, low, medium (uygun olaraqg full istifadec¢isi
tacacsadmin, low tacacsguest vo medium
tacacsmedium gruplarindadir)

Soboks qurulusu asadidaki sokildeki kimi olacag:

CentQS Tacacs+

iP: 10.60.70.89/24 m
Gateway: 10.60.70.1

Ubuntu Desktop 14.04 GNS3

Cisco Router
IP: 10.60.70.217/24
Gateway: 10.60.70.1

DC adi: domain.lan
iP: 10.60.70.2/24 |
Gateway: 10.60.70.1 | I

Windows 2012 server Domain Controller

CentOS masinimizda reposlari yenilesysk ve lazimi paketleri yiikleysk:
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history | grep yum | awk '{ $1=""; print }' | grep -v history # yum
omrinin tarixcgesinde axtaririqg

yum update

yum -y install gcc

yum -y install perl-LDAP

yum -y install bind-utils

yum -y install telnet.x86_64

yum -y install atop iotop nload iftop htop

yum -y install perl-IO-Socket-SSL

yum -y install pam-devel

yum -y install 1ld-linux.so.2

cat /etc/resolv.conf # DC-mizin DNS IP-losrini yazirig
search domain.lan

nameserver 10.60.70.2

nameserver 10.60.70.3

Lazimi govluglari onceden yaradaq:

history | grep mkdir | awk '{ $1=""; print }' | grep -v history # yum
omrinin tarixcesinds
axtaririq

mkdir /root/tacacs

mkdir /var/log/tac_plus

mkdir /var/log/tac_plus/access

mkdir /var/log/tac_plus/acct

chmod 760 -R /var/log/tac_plus/

Artig tacacs paketini dartaq ve kompilyasiya edsk:

cd /root/tacacs

wget http://www.pro-bono-publico.de/projects/src/DEVEL.201407301604.tar.bz2
tar jxf DEVEL.201407301604.tar.bz2 # Fayli aciriqg

cd PROJECTS/ # Agcdigimiz govluga daxil olurug
./configure # qurasdiririqg

echo $7? true sifir olmalidir

make Kompilyasiya edirik

echo $7? true sifir olmalidir

make install Yiklsyirik

echo §7? true sifir olmalidar

H= % 3 4

cp /root/tacacs/PROJECTS/tac_plus/extra/tac_plus.cfg-ads
/usr/local/etc/tac_plus.cfg

chmod 755 /etc/init.d/tac_plus

chmod 660 /usr/local/etc/tac_plus.cfg

chkconfig --level 0123456 iptables off

vi /etc/selinux/config # Faylda asadidaki sstiri uydun olaraqg edirik
SELINUX=disabled

chkconfig --add tac_plus # Tacacs-1 servislesrs slave edirik

chkconfig --level 2345 tac_plus on # Tacacs servisini startup-a slave
edirik

Qeyd: Unutmayin tacacs qurasdirma faylinda olan gruplarin adinda olan tacacs
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baslidi yazilmir ciinki, tacacs bu adla avtomatik &zlnde axtaris edir ve
DC-de hor bir halda tacacs basligi ils 6zinds olan gruplari axtaris
edir. Yeni soger qurasdirma faylinda guest ve admin adli gruplar olsa,
DC-ds tacacsguest vo tacacsadmin adli gruplar yaradilmalidir.
cat /usr/local/etc/tac_plus.cfg # Qurasdirma faylimizi yoxlayirig
#!/usr/local/sbin/tac_plus
id = spawnd {
listen = { port = 49 }
spawn = {
instances min =1
instances max = 10
}
background = yes
}
id = tac_plus {
access log = /var/log/tac_plus/access/%¥%m%d.log
accounting log = /var/log/tac_plus/acct/%¥%m%d.log
# MSLDAP-a aid olan qurasdirmalarimiz asadidaki kimi olacaq:
mavis module = external {
setenv LDAP_SERVER TYPE = "microsoft"
setenv LDAP_HOSTS = "dc01:3268 dc02:3268"
setenv LDAP BASE = "dc=domain,dc=lan"
setenv LDAP_USER = "dcadm@domain.lan"
setenv LDAP PASSWD = "DCAdminPass"
setenv REQUIRE TACACS_ GROUP_PREFIX = 1
setenv FLAG USE MEMBEROF = 1
exec = /usr/local/lib/mavis/mavis_tacplus_ldap.pl
}
login backend = mavis
user backend = mavis
# pap backend = mavis
host = world {
address = ::/0
prompt = "Welcome to FHN Statistika\n"
#sifremizi bu emrls "openssl passwd -1 clear_ text password"
sifreleyib generasiya edirik
enable 15 = crypt $1$8hAByjzi$7tIDLo.9cHJBEW1EQN3NS.
#enable 15 = clear secret
key = "tQcQcspR$SwOrd" # Cisco avadanligla Linux
tacacs arasinda olan tacacs
acari
}
# tacacsadmin grupun tzvlerins tam yetki veririk
group = admin {
message = "[Admin privileges]"
default service = permit
service = shell {
default command = permit
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default attribute = permit
set priv-1lvl = 15
}
}
# tacasguest grupunun iizvlsri yalniz l-ci seviyyeds isleys bilsr ve enable
eds bilserler
# ancag configure ve write emrlerini daxil eds bilmszlsr
group = guest {
message = "[Guest privileges]"
default service = permit
enable = permit
service = shell {
default command = permit
default attribute = permit
set priv-1lvl =1
cmd = configure { deny .*}
cmd = write { deny .* }
}
}
# tacacsmedium grupun izvleri tam yetkiye malikdir ancaq, configure ve enable
smrleri yida bilmezler:
group = medium {
message = "[Medium privileges]"
default service = permit
service = shell {
default command = permit
default attribute = permit
set priv-1lvl = 15
cmd = configure { deny .*}
cmd = enable { deny .* }
}
}
}
11 /usr/local/lib/mavis/mavis_tacplus_ldap.pl # Faylin uydun unvanda
olmasini yoxlayiriqg
/usr/local/sbin/tac_plus -P /usr/local/etc/tac_plus.cfg # Qurasdirmamizin
dizginliyinu
yoxlayiriqg (hsr
sey gaydasinda
oldugda, hecgns
cap edilmsyscsk)
service tac_plus start # Servisi ise salirig(uygun olarag stop
veo restart yaza bilerik)
netstat -nlp | grep tac plus # portun qulag asmasini yoxlayiriqg
tcp 0 0 :::49 . LISTEN 1793/tac_plus
tcpdump -nn port 49 # 1 console-da porta qulag asiriqg
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tail -f /var/log/tac_plus/access/20140820.log # Digsr consol-da jurnali
fayli analiz edirik
tcpdump -n -e -i ethO port 3268 # 3-cl console-da ise DC-ys gedsn
miracisti analiz edirik

Tam debug edib nstics slds elsmek licin iss acadgidaki addimlari eds
bilsrik:

1. Consolumuzun l-inde asagidaki emri daxil edirik (Mitlsg perl-ldap modulu

yiklenmis olmalidir) :

env LDAP_ﬂOSTS="10.60.70.2" LDAP_SERVER TYPE="microsoft"
/usr/local/lib/mavis/mavis_tacplus_ldap.pl

2. Ikinci console-muzda iss asagidaki smri daxil edirik. Output attribute-

value-pairs-da Result - OK gayitmalidir:
/usr/local/bin/mavistest /usr/local/etc/tac_plus.cfg tac_plus TACPLUS full
Al123456789%a
Input attribute-value-pairs:
TYPE TACPLUS
TIMESTAMP mavistest-2101-1408505825-0
USER full
PASSWORD A123456789%a
TACTYPE AUTH
Output attribute-value-pairs:
TYPE TACPLUS
TIMESTAMP mavistest-2101-1408505825-0
USER full
RESULT ACK
PASSWORD A123456789%a
SERIAL uxnkEg26iaDtApl 2X5kKImA=
DBPASSWORD Al123456789%a
TACMEMBER admin
TACTYPE AUTH
Daemonun debug rejimde islemesini yoxlamaq lg¢ln iss asagidaki omrden istifads
eds bilsrsiniz. Ancaq disinltrsm ki, 0Onceki smrler troubleshoot elemesk igin
yetoacak:
/usr/local/sbin/tac_plus -d 4088 -fp /var/run/tac_plus.pid
/usr/local/etc/tac_plus.cfg
Indi iss gedirik Linux Ubuntu Desktop masinimizda GNS3-4 yliklseyib qurasdirag
ki, 3600 Routerimiz normal islssin.
Once SSH-i acag ve GNS3-ii yiikleysk:
apt-get update # sistemi UpToDate edirik
apt-get dist-upgrade
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apt-get install ssh # SSH-1 yikleysk ve ises salaqg
/etc/init.d/ssh start
apt-get install gns3 # GNS-1i yikleyirik
Istediyimiz dnvanda govlug yaradirig ve 3600 Router-in IOS-nu ora WinSCP ils
Upload edirik. Eynils GNS3-miizde 3600 Router-in idnvanini teyin edirik ki,
yvaratdigimiz govlugdan gotiirsiin. Sonra iss GNS3-Un qurasdirmasini edirik:
c1
Rl
Cloud-umuzu asagidaki kimi qurasdiririqg:
T nm— C1 N0dc

nioEthemet | mouoe | mome | mouwx | wovoe | mowu |

J =

[re Add Delete

- : =

[s ada Detete
Sonda Router-imizi asagidaki kimi qurasdiririqg:
aaa new-model
aaa group server tacacs+ TACSERVICE
server 10.60.70.89
aaa authentication login default group TACSERVICE local
aaa authentication login CONSOLE local
aaa authentication enable default group TACSERVICE enable
aaa authorization config-commands
aaa authorization exec default group TACSERVICE local
aaa authorization exec CONSOLE local
aaa authorization commands 15 default group TACSERVICE local
aaa accounting commands 15 default start-stop group TACSERVICE
ip name-server 10.60.70.2
ip name-server 10.60.70.3
interface FastEthernet0/0
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ip address 10.60.70.217 255.255.255.0
no shutdown

ip default-gateway 10.60.70.1

tacacs-server host 10.60.70.89
tacacs-server timeout 2
tacacs-server key t@clcspR$$wOrd # Tacacs server ils danisigda
istifade edesceyimiz acar
line con 0
login authentication CONSOLE
line vty 0 15

do write memory # Qurasdirmalarimizi yadda saxlayiriqg

Sn sonda da hansisa 10.60.70.0/24 ssbokssinde olan PC-don telnet ils
10.60.70.217 IP idinvanina gosulmada c¢alisiriqg:

root@squidprimary:~ # telnet 10.60.70.217

Trying 10.60.70.217...

Connected to 10.60.70.217.

Escape character is '*]'.

Welcome to FHN Statistika

Username: low
Password: Al1l23456789%a
[Guest privileges]
R1>

/var/log/tac_plus/access/20140820.log faylinda asagidaki sotiri gdérmeliyik.
2014-08-20 09:33:02 +0500 10.60.70.217: shell login for 'low' from
10.60.70.50 on tty226 succeeded

Router-i debug elemek iliglinss asagidaki smrlsrden istifade eds bilsrik.
# AAA-n1 debug elemsk igln

debug aaa per-user

debug aaa authentication

debug aaa authorization

debug aaa accounting

# TACACS-1 debug elsmsk iiclin asadidaki smrleri istifade eds bilerik.
debug tacacs authentication

debug tacacs authorization

debug tacacs accounting

debug tacacs events

debug tacacs packet
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SSH Domain controller Inteqrasiyasi
Mogsadimiz FreeBSD OS {izerinde olan SSH serverin istifadec¢ilsri login ve
sifrelsrini Domain controller-den almasidir.

Doman Controller adi: DOMAIN.LAN

cd /usr/ports/net/samba36 # Once Sambani FreeBSD masina yiikleyirik

make config # Lazimi modullari secirik
sambale-3.6.24 1
199999qgqqqqgqaqqaqqagqgqqaqqqqaaqaqqaqqIqaqqaqqdaqaaqaqqaqqaqaqqaqqaqgaqaqaaqd
x+[x] ACL SUPPORT ACL support
x+[x] ADS Active Directory support
x+[x] ATO SUPPORT Asyncronous IO support
x+[ ] AVAHI Zeroconf support via Avahi
X+[ ] CUPS CUPS printing system support
x+[ ] DNSUPDATE Dynamic DNS update (require ADS)
x+[x] DoCs Build and/or install documentation
x+[x] EXAMPLES Build and/or install examples
x+[ ] EXP MODULES Experimental modules
x+[ ] FAM SUPPORT File Alteration Monitor
x+[ ] IPVe IPve protocol support
x+[x] LDAP LDAP protocol support
x+[ ] MAX DEBUG Maximum debugging
x+[®] PAM SMBPASS PAM authentication vs passdb backends
x+[x] POPT System-wide POPT library
X+[X] PTHRERDPOOL Pthread pool
X+[X] QUOTAS Disk quota support
x+[x] SMBTORTURE smbtorture
X+[x] SWAT SWAT WebGUI
x+[x] SYSLOG Syslog logging support
x+[x] UTMP UTMP accounting support
=91 WinBIND support]
m

<Cancel>

make install # Yikleoyirik

SAMBA qurasdirma fayli asagidaki kimi olacaq:
cat /usr/local/etc/smb.conf
[global]
workgroup = DOMAIN
server string FTP Samba
security ADS
realm DOMAIN.LAN
password server DOMAIN. lan
netbios name = ftp
load printers no
domain master = no
local master = no
preferred master = no
interfaces = em0
bind interfaces only = yes
idmap backend = tdb
idmap uid 10000-20000
idmap gid = 10000-20000
idmap config DOMAIN:backend = rid
idmap config DOMAIN:range = 10000-99999
winbind separator = +
winbind enum users = yes
winbind enum groups = yes
winbind use default domain = yes
winbind nested groups = yes
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winbind refresh tickets = yes

template homedir = /home/%D/%U

template shell = /bin/sh

client use spnego = yes

client ntlmv2 auth = yes

encrypt passwords = yes

restrict anonymous = 2

log level = 10

log file /var/log/samba/%m.%U. log
max log size 50000

mkdir /var/log/samba/ # jurnal govludunu yaradirig
mkdir /var/db/samba # Samba baza govlugunu yaradiriq
mkdir /usr/local/etc/samba/ # Samba govluunu yaradiriqg

/etc/nsswitch.conf faylinda group ve passwd atributlarini asagidaki sokile
gotiririk:

group: files winbind

passwd: files winbind

Kernel parametrlsri olaraqg /etc/sysctl.conf faylina asadidaki sstirleri slave
edirik:

security.bsd.see_other uids=0

kern.maxfiles=25600

kern.maxfilesperproc=16384

net.inet. tcp.sendspace=65536

net.inet. tcp.recvspace=65536

/etc/resolv.conf faylinda resolver kimi DC-lsrimizin IP Unvanlarini tsayin
edirik:

domain DOMAIN.lan

nameserver 10.99.9.2

nameserver 10.99.9.3

ntpdate DOMAIN.lan # DC-mizdsn degiqg vaxt aliriqg
hostname freebsd.DOMAIN.lan # FreeBSD OS-s hostname tsyin
edirik (/ete/rc.conf-ada slave edirik).

Kerberos qurasdirma fayli asagidaki kimi olacaq:
cat /usr/src/crypto/heimdal/krb5.conf
[libdefaults]
default _realm = DOMAIN.LAN
clockskew = 300
v4_instance_resolve = false
v4_name convert = {
host = {
rcmd = host
ftp = ftp
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plain = {
something = something-else
}
}
[realms]
DOMAIN.LAN = {
kdc = DOMAIN.LAN
admin_server = DOMAIN.LAN
kpasswd_server = DOMAIN.LAN
}
[domain_ realm]
.DOMAIN.lan = DOMAIN.LAN
root@freebsd:/usr/ports/net/samba36 # kinit jamal # DC-yo yetkisi olan
istifadeci ile daxil
olurug
jamal@DOMAIN.LAN's Password:
root@tstftp:/ # net ads join -U jamal # Eyni istifadec¢i ils
DC-ya daxil olurug
Enter jamal's password:
Using short domain name -- DOMAIN
Joined 'FTP' to dns domain 'DOMAIN.lan'
/etc/rc.conf faylina asadidaki sstirlsri slave edirik ki, Samba ve WinBind
startup-da ise diissiin.
samba_enable="YES"
winbindd enable="YES"
kerberos5_server enable="YES"
kadmind5_ server enable="YES"
/usr/local/etc/rc.d/samba start # Sambani iss saliriqg
wbinfo -u # DC istifadeg¢ileri siyahilayiriqg
wbinfo -g # DC gruplari siyahilayiriqg
getent passwd # FreeBSD UID-lsri siyahilayiriqg
getent group # FreeBSD GID-lsri siyahilayirig
Indi is® SSH-in inteqrasiyasi ils mssgul olaq.
PAM-la authentifikasiya oldugda, SSH istifadsci {icin avtomatik govlugun
yaradilmasini isteyirikse, asadgidaki portu yikleyirik.
cd /usr/ports/security/pam mkhomedir/ # Port uUnvanina daxil olurug
make install # Yikleyirik
mkdir /home/DOMAIN/ # Domain istifadecilsri iiciin govlug yaradiriqg.
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/etc/pam.d/sshd adli fayl yaradib icins asadidaki meszmunu slave edirik:
# auth
auth sufficient pam opie.so no_warn no_fake prompts
auth requisite pam_opieaccess.so no_warn allow_local
# DC-do olan her kess izin veririk
auth sufficient /usr/local/lib/pam winbind.so
#auth sufficient pam_krb5.so no warn try first pass
#auth sufficient pam_ssh.so no warn try first pass
auth required pam_unix.so no_warn try first pass
# account
account required pam_nologin.so
#account required pam_krb5.so
account required pam_login_ access.so
account required pam_unix.so
# session
#session optional pam_ssh.so
# AD-den geydiyyatdan kecmis istifadeg¢ilsr i¢ln ev govludu yaradir
session required /usr/local/lib/pam mkhomedir.so
session required pam_permit.so
# password
#password sufficient pam_krb5.so no warn try first pass
password required pam_unix.so no_warn try first pass
Sonda test Uc¢ln reboot edirik ve DC istifade¢i adi ils daxil olmaga
calisiriqg:
reboot
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Snort IDS
IDS passiv sistemdir. Ancaqg onun analizi ils insanlar mesgul olmalidir. Bir
miiddset sonra iss hiicumun garsisini almaq iclin Intrusion Prevention System
yaradilmisdir. IPS iss IDS-in aktiv versiyasidir. Ona gdrs ki, IDS yalniz
molumat verirdi, IPS ise hemde pis trafiki bloklamaq gabiliyyetine malikdir.
IDS-ds oldugu kimi mentigi gqurulus IPS-ds de eynidir. Ancaq IPS-in
funksionalligi Firewall kimi daxili ssbekesys olan yetkini idars edir.
Asagidaki sokilds IPS-in necs hilcumun garsisini aldigini gosterir.

@

]
Stopped
Artack

%
IFs I
| [ [
.'Ju.u
Tohliike ondan ibarstdir ki, IPS coxlu dizgln trafiki bels baglaya bilsr.
Xatirlayirsinizsa IDS-de bels olan hallarda o sahv sala bilerdi. Yalniz IDS

sahv salsada bu barsdse ancagq mslumat verirdi. IPS-ds iss o trafiki biUtoévlikls
baglayir.

Qeyd: Unutmayin ki, sger her bil halda IDS yalanc¢i virus melumatlari otirse
Ds bels, hec¢ vaxt buna bos sey kimi baxmayin.

Ancaqg IPS-ds siz buna bos sey kimi baxib inamli trafik kimi geyds alsaz,
Xaker bunu 6z xeyrine istifads ede biler. Onemli baza sayt ve ya mektublarla
beles 0teri yanasmalar uguruma goatirib c¢ixara biler.

SNORT-un yiklenmosi ve qurasdirilmasi

Ilk ndvbads NIDS yiiklensn serverin iki sebeke karti olmalidir. Bir tersf
sobokaye qulag asmaqg ili¢ciin, digsr tersf iss management iic¢clin. Serverin
resurslarini iss istsklsrs uygun teyin etmelisiniz. Sger trafik c¢ox olarsa
tobii ki, resurs cox olmalidir.

Snort FreeBSD smeliyyat sisteminde birbasa portlardan yada resmi
saytindan gaynaq kodlarindan kompilyasiya edils bilsr http://snort.org/snort-
downloads . Snort-un yiklenmsesi ve qurasdirilmasi uzun middet ala bilsr.
Ancaq @osas megamlardan biri iss onun hiicumlar hagginda fayllarda saxladigi
informasiyanin formatidir. Adi halda o flat fayllarda saxlayir. Hemc¢inin
SNORT-un imkani vardir ki, MySQL-ds ve ya MsSQL-dso saxlasin. 9gor MySQL-ds
isteyirsinizss onda source code-u --with-mysql ils kompilyasiya elemslisiniz.
IDS-den sistems gelen jurnallar hedden artiqg boyik olur. Hetta haker &zi bels
yvalangi trafik yollaya biler ki, IDS-de lazimsiz jurnallar sisib onun isini
dayandirsin. Ona gors dso snort idg¢in mitlseg slave govlug yaradin ve xlsusi
hecm verin ki, jurnallar ora yigilsin(Messlen: /var/snort).

FreeBSD OS Uzsrinds SNORT-u portlardan yliklsye bilsrsiniz. Ancag Onceadsn
bildirim ki, portlari mitleqg yenileyin.
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cd ‘whereis snort | awk '{ print $2 }'" # Snort-u portlardan yiikleyirik.
make config # lazimi modullarini segirik.
snort-2.9.4.5

[x] BARNYARD Depend on Barnyard2

[ ] DBGSNORT Enable debugging symbols+core dumps

[x] FLEXRESP3 Enable flexible response on events (v3)

[x] GRE Enable GRE support

[ 1 LRGECAP Enable pcaps larger than 2GB

[x] MPLS MPLS support

[X] NORMALIZER Enable normalizer

[x] PERFPROFILE FEnable performance profiling

[x] PULLEDPORK Depend on pulledpork

[x] REACT Enable react

[ 1 SNORTSZM Enable unofficial Snortsam patch

[X] SCURCEFIRE Enable Sourcefire-specific build options
[x] TARGETBASED Enable targetbased support

[x] ZLIB Enable GZIP support

O <Cancel>
make install clean # Ylikleyek. Ancag depends-lsards
barnyard2 gsldikdse MySQL-i miitlsg
sec¢in

# Sistems Snort islemesi lc¢in snort adli istifadeci olave edirik. (sifresiz ve
nologin shell ils)

Username : snort

Password : <disabled>

Full Name : Snort User

uid : 1003

Class

Groups : snort

Home : /home/snort

Home Mode

Shell : /usr/sbin/nologin
Locked : no

cd /usr/local/etc/snort/rules/ # Bu unvana SNORT-un

saytindan endirdiyimiz rule-
lari yikleyirik. Hal-hazirki
snortrules-snapshot-
2940.tar.gz

tar -zxf snortrules-snapshot-2940.tar.gz # Hemin govlugda rule-lari agiriqg.
rm snortrules-snapshot-2940.tar.gz # Sonra da rule-lari silirik.

echo 'snort _enable="YES"' >> /etc/rc.conf # SNORT servisini Startup-a slave
edirik.

echo 'snort_interface="em0"' >> /etc/rc.conf

echo 'snort conf=" /usr/local/etc/snort/snort.conf"' >> /etc/rc.conf

echo 'snort group="snort"' >> /etc/rc.conf

echo 'snort flags="-D -q"' >> /etc/rc.conf

# ‘/usr/local/etc/snort/snort.conf’ faylinda WHITE ve BLACK list
konfiglerinin dnvanini tesyin edirik.

var WHITE LIST PATH ./rules/rules

var BLACK LIST PATH ./rules/rules
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# Eynils ‘/usr/local/etc/snort/snort.conf’ faylinda adi rule-lar, so-rule-lar
ve preproc-rule-llar {g¢ln unvani

# redakte edib diizeldirik. Unutmayin ki, error jurnallar ‘/var/log/messages’
invanina yigilir.

var RULE PATH ./rules/rules/

var SO_RULE PATH ./rules/so_rules

var PREPROC_RULE_PATH ./rules/preproc_rules

whitelist $WHITE LIST PATH/whitelist.rules, \ # white list.rules faylinin
adini deyisib whitelist.rules
edirik

blacklist $BLACK LIST PATH/blacklist.rules # BLACKlist faylinin adini
black list.rules-dan desyisib
blacklist.rules edirik.
snort.conf faylini yadda
saxlayib, c¢ixiriqg.

touch /usr/local/etc/snort/rules/rules/whitelist.rules # whitelist rule
fayli yaradiriqg
ki, snort
deyinmssin

touch /usr/local/etc/snort/rules/rules/blacklist.rules # blacklist rule
fayli yaradiraq
ki, snort
deyinmssin

# BARNYARD2-ni qurasdirdigda bizs ‘sid-msg.map’ faylina ehtiyac olacag. Ona
gbre de onu oncadsn

# ‘/usr/local/etc/snort’ govluguna nisxslayirik.

cp /usr/local/etc/snort/rules/etc/sid-msg.map /usr/local/etc/snort

echo hw.usb.no_pf=1 >>/boot/loader.conf # USBUS interfeysi séndurtrtk,
¢linki SNORT sobokoni sniff edsnds
ilk olarag usbus0 alstins miracist
edeocak ve sahv cap edscek. Mitleag
sonra reboot edin.

netstat -i # Bu smrls reboot-dan sonra usbus0 alstinin soénill
oldugunu gors bilsrsiniz.

chown -R snort:snort /usr/local/etc/snort # Snort govlugunun istifadsci
ve grupunu snort-a
menimsadirik.

SNORT-un ic¢inds hadden artig vacib qurasdirma fayllari movcuddur. Ssas
snort.conf faylinda digesr qurasdirma fayllarina ¢agirislar ve sobaks
¢ixislarinin qurasdirmalari mdvcuddur. Local terefin ssbeskslsri HOME NET
deyisen adi ils Public tersfin ssbekeleri ises EXTERNAL NET dsyisen adi ils
elan edilir. Bunun sayssinds SNORT teayin ede bilir ki, trafik daxilden ve ya
PUBLIC-den golir. Susmaya gdrs asadidaki sintaksisds godsterildiyi kimi,
PUBLIC-de de LOCAL-da da any yerlssdirilir.
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var HOME NET any
var EXTERNAL NET any

Sger sizin daxili sesbekeniz 192.168.0.0/24-den ve 172.16.0.0/24-dsn
ibarstdirss onda HOME NET sintaksisi asadidaki kimi olmalidir. EXTERNAL NET
ise any galsada olar. Her bir halda unutmayin ki, HOME NET-i teyin etmessz
siz SNORT servisini start eds bilmeyscoksiniz.

var HOME NET [192.168.0.0/24,172.16.0.0/24]
/usr/local/etc/rc.d/snort start # Sonda da SNORT servisini iso saliraiqg.

threshold.conf - Bu qurasdirma fayli IDS-in mehdudiyyetlerini idars elsmsk
iclin istifade edilir. Yeni oger siz istessz ki, misyyen trafiklerin hagginda
size melumat golmesin ve ya melumatlari sayca mahdudlasdirmag istsssz, onda
siz bu konfig faylina miiracist etmslisiniz.

Snort signature bazali IDS sistemdir. Bu o demekdir ki, her bir gslsn paketi
6zlnds olan rule-larla milgayiss edib yoxlayir ki, gdrsk paket pis niyyetlidir
ya yox. SNORT-un rule-lari her giin yenilsnir. Ona gdrs de siz onlarin
statusunu hemiss yenilemslisiniz. Ancaqg tesssuf ki, bu pulludur(ayi 30$).
Gostoarilen linkden on yeni rule-lari slds eds bilsrsiniz.
http://www.snort.org/snort-rules/

Hor bir halda yenade ager siz saytda geydiyyatdan ke¢mis olsaniz sizes misyyen
mahdudiyysti olmus rule-lari endirmek lg¢iin izin verscsklsr. Ancaq endirim
arasinda 15 deqgigse limit wvar.

Siz olds elsdiyiniz yeni rule-lari ‘/usr/local/etc/snort/rules’ govludunda
yerlsesdirmelisiniz.

Event-lorin flat fayllarda saxlanilmasi

Susmaya gors SNORT biitlin ¢ixan xebsrdarliglari daxili fayl sistemds
‘/var/log/snort’ invaninda saxlayir. SNORT yegans alert adli jurnal faylindan
ibarstdir hansi ki, SNORT rule-lari ile ist-iiste diisen trafik hagginda
molumati bu faylda jurnallanir. Siz bu fayla tail —-f omri ils online baxa
bilersiniz. Misal ii¢glin IIS serverin Ustiine gslen coxlu trafikin eventini
gostarsak.

# Sotir hlicumun tipini teyin edir.
[**] [119:2:1] (http_inspect) DOUBLE DECODING ATTACK [**]

# WEB hiicum oldudu teyin edilir ve priority boéyikdir

1 regemi hicumun udurlu oldugu hagda host-la kompramiss getmssi hagginda
melumat verir.

[Classification: Web Application Attack] [Priority: 1]

# IP menbssi, menssbi ve vaxtini gdsterir
11/01-20:29:19.163907 192.168.0.99:52571 -> 192.168.0.10:80

# Bu sotirler ise tam asadi ssoviyys paketin gedisati hagginda danisir.
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TCP TTL:64 TOS:0x0 ID:5115 IpLen:20 DgmLen:212 DF
***AP*** Seq: 0x71850B78 Ack: OxCBBlAFBl1 Win: OxFFFF Tcplen: 32
TCP Options (3) => NOP NOP TS: 549495890 43275571
SNORT her bir host-dan gsbul elsadiyi alert lc¢in ayrica bir govluqgq yaradir ve
hemin govludgun daxilinde de golen her bir source port lciin ayri-ayri fayllar
yaradir.
ls -al /var/log/snort # Alert gdnderen hostlar uclin yaradilan govluglar
drwx------ 2 snort snort 512 Nov 1 20:54 10.0.0.1
drwx------ 2 snort snort 512 Nov 1 20:54 192.168.0.56
drwx------ 2 snort snort 512 Nov 1 20:54 192.168.0.99
—rw-———---- 1 snort snort 70646 Nov 1 20:55 alert
1ls -al /var/log/snort/192.168.0.99/ # Secilmis host-un dinamik portlarina
gors olan her miiraciste bir fayl.
—rw-———---- 1 snort snort 1044 Nov 1 02:16 TCP:49455-80
—rw-———---- 1 snort snort 1044 Nov 1 02:16 TCP:49536-80
—rw———-—-—-— 1 snort snort 1041 Nov 1 20:54 TCP:52571-80
—rw———-—-—-— 1 snort snort 1041 Nov 1 20:54 TCP:52600-80
—rw-———---- 1 snort snort 1038 Nov 1 20:54 TCP:52601-80
—rw-———---- 1 snort snort 1041 Nov 1 20:54 TCP:52610-80
Eventloarin MySQL-ds saxlanilmasi.
Eventlsarin MySQL-ds saxlanilmasi ii¢iin biz SNORT-u Barnyard2 ils
olagelendirmeliyik. Bunun i¢iin iss Onces MySQL-i sonra da Barnyard2 paketini
sistemse yiklemsliyik. Hem¢inin unutmayin ki, barnyard2 tciin errorlar
‘/var/log/messages’ unvaninda tapilir.
cd /usr/ports/databases/mysql55-server # Port unvanina daxil olurug.
make config # Sekildski asililiglari secirik.
mysgl-server-5.5.31
SSL protocol support
[ 1] FRSTMTX Replace mutexes with spinlocks
<Cancel>
make install clean # Yikleyirik.
echo 'mysql_enable="YES"' >> /etc/rc.conf # MySQL servisini Startup-a
olave edilir.
/usr/local/etc/rc.d/mysql-server start # Servisi iss saliriqg.
/usr/local/bin/mysql_secure_installation # Asagidaki suallara cavab
versrok susmaya godre
gurasdiririqg.
Set root password? [Y/n] ¥
New password:
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Re-enter new password:

Remove anonymous users? [Y/n] Y

Disallow root login remotely? [Y/n] Y

Remove test database and access to it? [Y/n] Y
Reload privilege tables now? [Y/n] Y

mysql -u root -pfreebsd # root istifads¢i ve yaratdigimiz sifre ils
MySQL-s daxil olurug.

CREATE DATABASE snort; # SNORT bazasini yaradirig.

# snort adli bazaya istenilsn table-a localhost-dan snort istifadeci ada
freebsd sifresi ile gosulmaga izin veririk

GRANT ALL PRIVILEGES ON snort.* TO 'snort'@'localhost' IDENTIFIED BY
'freebsd';

Indi iss Barnyard2-ni yilklsysk
cd /usr/ports/security/barnyard2 # Port uUnvanina daxil olurug.

make config # Lazimi asililiglari sec¢irik.
barnyard2-1.12

el

64BIT Enable 64bit compilation (experimental)
RRUBL Enable aruba support

BRO Enable bro support (libbroccoli)

GRE Enable gre support
IPVE IPv6 protocol support
MPLS MPLS support

MySQL database support]
MYSQL SSL Enable mysgl ssl support (experimental)
ODBC ODBC backend

PRELUDE Enable prelude support

PGSQL PostgreSQL database support

ks »
e e e

!

[

<Cancel>

make install clean # Yikleyirik.

## Sistems ‘barny’ adla UID ve GID-i 999 olan istifadec¢i slave edsk.
Asagidaki gdstericilerls

Username : barny

Password : <disabled>

Full Name : Barnyard2 User

Uid : 999

Groups : barny

Home : /home/barny

Shell : /usr/sbin/nologin

# CLI-dan smri daxil edib barnyard SQL strukturunu yaradiriqg.
mysql -u snort -pfreebsd snort <
/usr/local/share/examples/barnyard2/create_mysql

ee /usr/local/etc/barnyard2.conf # Barnyard-1i qurasdiraqg.
config utc # Sistem vaxtimizi UTC elan edirik
config reference file: /usr/local/etc/snort/reference.config
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config classification_ file: /usr/local/etc/snort/classification.config

config gen file: /usr/local/etc/snort/gen-msg.map

config sid file: /usr/local/etc/snort/sid-msg.map # Bu fayli
6ncs nisxalemeli
idiniz.

config event_cache_size: 4096 # Cache-mizin hecmini boyiudiurik
config logdir: /var/log/barnyard2 # Jurnal invani olaraq
‘/var/log/barnyard2’ tsyin edirik.

#output alert fast: stdout # Setirin svezine
output alert_ fast # Setiri yaziraiqg.

#Hostname veo hansi ssbeksys qulag asdidini teyin edirik.

config hostname: ssh-agent2

config interface: em0

config daemon # Konfig tipinin Daemon kimi isleysceyini elan edirik.

config set gid: 999 # Hansi grup adindan isleyeceyini deyirik

config set uid: 999 # Hansi istifade¢i adindan isleyeceyini deyirik

config waldo_file: /var/log/snort/barnyard2.waldo # WALDO faylinin
invanini gdsteririk

input unified2
output alert_fast
output log_tcpdump: tcpdump.log # tcpdump jurnali aktiv edirik.

# Yaratdigimiz SNORT bazasi ii¢lin qurasdirmamizi edsk. Vo fayli yadda saxlayib c¢ixaqg.
output database: log, mysql, user=snort password=freebsd dbname=snort
host=localhost

mkdir /var/log/barnyard2 # Barnyard2 ug¢in jurnal govludu yaradaq.
touch /var/log/snort/barnyard2.waldo # fayli yaradiraiqg.

## Snort ve barny yetkilsrini her iki jurnal ig¢ilin teyin edirik.
chown -R barny:snort /var/log/barnyard2/

chmod -R 770 /var/log/barnyard2/

chown -R barny:snort /var/log/snort

chmod -R 770 /var/log/snort

## Barnyard servisini Startup-a slave edirik.

echo 'barnyard2 enable="YES"' >> /etc/rc.conf

echo ‘barnyard2 flags="-d /var/log/snort -f snortunified2.log -w
/var/log/snort/barnyard2.waldo -D"’ >> /etc/rc.conf

echo ‘barnyard2 conf="/usr/local/etc/barnyard2.conf"’ >> /etc/rc.conf

/usr/local/etc/rc.d/barnyard2 start # Servisi iso saliraiqg.

Ps -ax | grep barn # Prosessloards oldugunu yoxlayiriqg.
1235 ?? Ss 0:25.44 /usr/local/bin/barnyard2 -d /var/log/snort -f
snortunified2.log -w /var/log/snort/barnyard2.waldo -D -c
/usr/local/etc/barnyard2.conf -D
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SNORT islsyir PF ils

PF FireWall-nin paketlsri xiisusi pflog0 log interfesyine ydnlendirms imkani
moévcuddur. pflogO-a gdondsrilen paketler pcap formatindadir ve ona gdrs ds
pcap programi tersfinden oxuna bilser. SNORT-da hemc¢inin 6z ndvbssinds bu
pflog0 interfeysinds qulag asa bilir. Sger siz bitln trafiki badlayarag
jurnallasaniz. Onda SNORT bu bagli trafikden bels hiicumu tsyin elsms imkanina
malikdir. Trafiki badlayaraq jurnallamaq l¢in ‘/etc/pf.conf’ faylina
asagidaki setiri slave etmeniz yetsr.

block in log all

Ancaqg onu bilinki SNORT hsr scan gdran kimi onu hiicum kimi gelems verscak.
Yada ki, misal Utg¢ln Unicode tipli hiicum Microsoft IIS web servers gedirss. Bu
halda o ilk gosulma tg¢lin TCP sessiyani HTTP miiracistls a¢malidir. Ancag agor
bizim firewall SYN paketlosrini blocklayirsa ve onu pflog0 alstinds
loglayirsa, onda hiicum edsn soxsin HTTP miiracist yollamada he¢ vaxt sansi
olmayacaqg.

Diger Usulla ile ise siz sadece biitiin trafiki her yers ac¢ib loglaya
bilersiniz. Bu iisul daha agilli olar ona gdrs ki, IDS sistem biitiin
informasiyani gdrib analiz elesmsk gabiliyystine malik olacagdir. Sadscs
‘/etc/pf.conf’ faylina asagidaki sstiri olave elomsniz yetsr.

pass in log all from any to any keep state

BASE

SNORT xsbsrdarliglarindan bas c¢ixarmaq smalli basdi ¢etin messlsadi. Ancaqg bu
loglarin analizi idg¢in kifayst geder utilitler vardir. Bunlardan sn
mahsurlarindan biri Basic Analysis and Secure Engine (BASE)-dir. PHP
bazalidir. ACID ssaslarinda qurulmusdur.

BASE-in yuklesnmesi
cd /usr/ports/security/base # Port unvanina daxil olurug.
make config # Lazimi modullari secgirik.

base-1.4.5

[x] DOoCSs Build and/or install documentation
[x] MYSQL MySQL database support

PDF document support

[ 1 PGSQL PostgreSQL database support

<Cancel>

make install clean # Yikleyirik.

Eynils modullarda adodb testlerinide segirik
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adodb-5.18
<Cancel>
Unutmayin BASE iglemesi tc¢in sistemes portlardan ‘/usr/ports/www/apache22’ vo
‘/usr/ports/lang/php5’ yiiklenmelidir. BASE 6z PHP scriptlerinds sistemin
TimeZone-na baxdigdi ic¢iin milteg bu problemi 6nceden hsll etmeliyik, oks halda
siz WEB-do PHP time errorlari gdrocsksiniz.
cp /usr/share/zoneinfo/Asia/Baku /etc/localtime # Sistem vaxti AZST edirik.
# PHP-nin qurasdirma faylini yaradag.
cp /usr/local/etc/php.ini-production /usr/local/etc/php.ini
# ‘/usr/local/etc/php.ini’ faylinda asadidaki sstirleri tapib glstsrilsn
formada redakts edirik.
date.timezone = 'Asia/Baku’
error_reporting = E_ALL & ~E_NOTICE
/usr/local/etc/rc.d/apache22 restart # Sonda iso apache22-ys restart edirik.
Base islemesi Ug¢ln VirtualHost vyaradaqg.
mkdir /usr/local/domen # Yeni VirtualHost tclin iinvan yaradaq.
# Apache-de hemin virtualHost-u aktiv edsk.
echo 'Include /usr/local/domen/*' >> /usr/local/etc/apache22/httpd.conf
# Yeni VirtualHost fayli yaradirig ve ic¢ins asagidaki mezmunu slave edirik.
ee /usr/local/domen/snort.az # VirtualHost fayli
<VirtualHost *>
ServerName snort.az
ServerAlias www.snort.az
DocumentRoot "/usr/local/www/base"
<Directory "/usr/local/www/base"> # Yiuklediyimiz BASE-in unvani.
Options All
Options FollowSymLinks
AllowOverride AuthConfig
Order allow,deny
Allow from all
</Directory>
</VirtualHost>
chown -R www:www /usr/local/www/base/ # BASE govlugunu www Uzvliyl edirik
ki, Apache islessin.
Ve WEB ils linkimize daxil oluruqg. http://snort.az/ asadidaki sokil c¢ixacaqg.
Continue dilymesini sixiriq.
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Settings

Config Writeable:| Yes
PHP Version:||5.4.7
PHP Logging Level:

Continue

Vo English secorsk ADODB iinvani tsayin edib continue diiymesini sixiriqg.
Sokildeki kimi
| Step 10f5 |

Pick a Language: || english v ‘ 7

Path to ADODB: |/usr/local/share/adodb| x |[?]

‘ Continue |

Snort {icin yaratdigimiz bazanin invanini, host-dan girisini, istifadeci adi
veo sifresini teyin edirik. Oger siz arxiv bazasi istifade eleomsk
isteyirsinizse onda siz Odnceadsn onu yaradib, snort ils eyni olan table
strukturunu slave elemslisiniz.

# Arxiv ic¢ciin bazani yaradaq.
mysqgl -u root -pfreebsd -e 'CREATE DATABASE srtar;'

# Yaratdigimiz srtar bazasina eyni adli istifadesg¢iye localhost-dan freebsd
sifresi ils gosulmaya izin veririk.

mysqgl -u root -pfreebsd -e "GRANT ALL PRIVILEGES ON srtar.* TO
'srtar'@'localhost' IDENTIFIED BY 'freebsd';"

# Vo eyni baza strukturunu srtar bazasi ic¢lin yaradiriq ki, arxiv loglari
islesin.

mysql -u srtar -pfreebsd srtar <
/usr/local/share/examples/barnyard2/create_mysql

Baza ile isimizi bitirdikden sonra gayidirig WEB ils baza qurasdirmalarimizi
yeridib Continue diymesini sixag. Sokilde gdsterilen gaydada.

| Step 2 of 5
| Pick a Database typetm MySQL W I?]

Database Name:|[| snort

Database Host || 127.0.0.1
Database Port:
Leave blank for default! 3306

| Database User Name: msnort |

| Database Password:m-----" |

Use Archive Database[?]
| Archive Database Name:msﬂar |

| Archive Database Host. m 127.0.0.1 |
Archive Database Port ||
Leave blank for default! 3306

Archive Database User Name:|[| sriar

Archive Database Password:(|eesesss|

| Continue ‘

Sonra ise BASE-s authentifikasiya ils girmek isteyirsinizse (Mitlsq lazimdir),
onda sistem istifadecisini istifads edsrsk bura daxil olmag ic¢ciin selectorla
secirik. Msn root secdim.
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| Step 3 of 5 |
Use Authentication System [?]

Admin User Name:‘ " root |

| Passwurd:‘"oo--oo. | |

| Full Name:“| Super User] X | |

‘ | Continue | ‘

Sonda iso Create BASE AG dilymesini sixirig. Step 5 diymesins sixirig.

Stepdof 5
Operation Description Status
BASE tables Adds tables to extend the Snort DB to support the BASE funciionality (reate BASE AG
+ snort
+ sitar

Vo notice asadidaki gskils uygun formada cap edilmelidir.

Basic Analysis and Security Engine (BASE) Setup Progr.

Successfully created 'acid_ag'

Successfully created 'acid_ag_alert'
Successfully created ‘acid_ip_cache’
Successfully created "acid_event'

Successfully created 'base_roles’

Successfully INSERTED Admin role
Successfully INSERTED Authenticated User role
Successfully INSERTED Anonymous User role
Successfully INSERTED Alert Group Editor role
Successfully created 'base_users'

Successfully created 'acid_ag'

Successfully created 'acid_ag_alert'
Successfully created ‘acid_ip_cache’
Successfully created 'acid_event

Successfully created 'base_roles’

Successfully INSERTED Admin role
Successfully INSERTED Authenticated User role
Successfully INSERTED Anonymous User role
Successfully INSERTED Alert Group Editor role
Successfully created 'base_users'

Step 4 of &5
Operation Description Status
BASE tables Adds tables to extend the Snort DB to support the BASE functionality DONE
Successfully created user.
+ snort
+ srtar

The underlying Alert DB is configured for usage with BASE.

Additional DB permissions
In order to support Alert purging (the selective ability to permanently delete alerts from the database) and DNS/whois lookup caching, the DB user "snort" must have the DELETE and UPDATE privilege on the database "snort@127.0.0.1"

Now continue to step 5.

Sistem root istifadec¢isi ve sifresini daxil edib giris edirik.

Login: |root ‘

Password: |unn.| ‘

‘ Login H Reset |

Asagidaki formada ssakil c¢ap edilscsk.
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1 24 Hours alerts.

- Last 72 Hours alerts

Ports

requent 15 Addres:
Most recent 15 Unique Alerts
- Most frequent 5 Unique Alerts

Total Number of Alerts: 0

Src IP addrs: 0
Dest. IP addrs: 0
Unique IP links 0
Source Ports: 0
« TCP (0) UDP (0)
Dest Ports: 0

= TCP (0) UDP (0}

unique
unique
unique
any protocol
any protocol
any protocol
any protocol
any protocol
Source

listing Source IP Destination IP

listing Source IP Destination IP

listing Source IP Destination IP
ICMP

Destination

Traffic Profile by Protocol

asic Analysis and Security Engine (BASE)

- Today's alo

Search
Graph Alert Data
Graph Alert Detection Time

Use Archive Database

TCP (0%)
L

UDP (0%)

ICMP (0%)

Portscan Traffic (0%)

Alert Group Maintenance | Cache & Status | User Preferences | Logout | Administration

BASE 1

(lilias) (by Kevin Johnson and the BASE Project Team
Built on ACID by Roman Dal )
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OpenSSL RSA imzalanmasi v yoxlanilmasi gaydasi
OpenSSL asan yollu imkan yaradir ki, RSA algoritmi ils data imzalansin. RSA
ile imzalama verilenlerin biitéovliyli ve dodruluduna teminat verir.

RSA imzalama algoritmi

Biitév verilenlerin imzalanmasi ovoazins, hash algoritmi (messlon SHA256)
istifade edoersk, birtersfli hash verilesnlerini yaradacayiq, hash-i
imzalayacayiqg(faktiki imzani generasiya edir), sonra datani ardicil olaraq
imzaya otirsceayik.

Biten son verilenlerin hash-ni hesablayacag(eyni HASH algoritmini istifads
edearsk), sonra ag¢ig acari istifade edsrsk imzani yoxlayacaq.

Asagida RSA algoritmini istifads edsrsk detalli sskildse datanin imzalanmasini
ve yoxlanilmasini agiglayiriqg.

RSA algoritmi istifade edsrsk datanin imzalanmasi

Addiml. Private/Public agar ciitliyiunin yaradilmasi (slavs)
openssl genrsa -out private.pem 1024

Bu private.pem adli key fayli yaradir. Bu fayl hem Private hemde Public acarzi
6zlnds teskil edir. Hemc¢inin biz Public agari bu fayldan ayirmaliyiqg.
openssl rsa -in private.pem -out public.pem -outform PEM -pubout

Artig public.pem adli PUBLIC acgar var. Siz bu acgari istenilsn 3-ci tersf
program teminati ils istifade ede bilersiniz.

Addim2. Datanin HASH-ni yaradaq.
echo 'data to sign' > data.txt
openssl dgst -sha256 < data.txt > hash

Addim3. Private agari istifads edsrsk datani imzalayagq.
openssl rsautl -sign -inkey private.pem -keyform PEM -in hash > signature

Artig ‘signature’ vs hal-hazirki faktiki ‘data.txt’ fayli son bitenls
slagelendirils bilser. Hash algoritmi (bizim halda SHA256) public acar kimi,
gsbul edilsn son tersf ic¢lin taninmalidir.

Public agari istifads edsrsk datani authentifikasiyadan kegirsk

Addim4. signature-ni yoxlayaq
openssl rsautl -verify -inkey public.pem -keyform PEM -pubin -in signature >
verified

diff -s verified hash

Sgor Onceki omrimizds verified fayli tam olarag Addim3-ds generasiya
eladiyimiz hash fayli ile tam ist-iists diislirse (emrin noaticesi ‘Files verified
and hash are identical’ sézlsrini cap etmslidir), onda signature doJrudur vs
datanin dodruluu/hegiqiliyi tam siibut edilmis sayilir.
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OpenSSL sifrslsnme ve desifrsleams

Ilk olarag file.txt adli fayli des3 algoritmi ilse sifrelsyib encrypted.txt
adlil fayla vyazaqg.

root@openssl:/root/folder # openssl des3 -in file.txt -out encrypted.txt
enter des-ede3-cbc encryption password: Sifrslsms parolu
Verifying - enter des-ede3-cbc encryption password: Sifrsleme parolu tekrar

root@openssl:/root/folder # openssl des3 -d -in encrypted.txt -out normal.txt
enter des-ede3-cbc decryption password: Sifrslemesds yazilan parol
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OpenSSL RSA acgarlar ve sertifikatlar

Oksor istifade edilsn smrler

Test itciin RSA public/private acarlari yaradiriqg
8lageli private/public agarlarin yaradilmasi

root@owncloud:/root/openssltest # openssl genrsa -des3 -out private-3des-
2048.pem 2048
Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)

Enter pass phrase for private-3des-2048.pem: Sifrslsms Parolu

Verifying - Enter pass phrase for private-3des-2048.pem: Sifrslsms parolu
tokrar

3DES ils sifreslenmis PEM acari desifrs edsk ve onu DER-s convert edsk.
openssl rsa -in private-3des-2048.pem -outform DER -out private-2048.der

PKI CA smsliyyatlari
PKI CA yaradilmasi
e OpenSSL-i yikleayin.

e CA icgin govlug yaradin.
root@owncloud:/root/openssltest # mkdir /root/CA

e CA.pl faylinin Unvanini tapin ve hsmin fayli /root/CA govluguna
niisxalsyin.

e ‘/etc/ssl/openssl.cnf’ faylini &zlinlize uydun yeniloyin.

e Yeni CA yaradin.

root@owncloud:/root/CA # find / -name CA.pl

/usr/local/openssl/misc/CA.pl

/usr/src/crypto/openssl/apps/CA.pl

/usr/ports/security/openssl/work/openssl-1.0.1le/apps/CA.pl

On yenisini gotiriurik.

root@owncloud:/root/CA # cp /usr/ports/security/openssl/work/openssl-
1.0.1le/apps/CA.pl /root/CA/

root@owncloud:/root/CA # chmod +x CA.pl

root@owncloud:/root/CA # ./CA.pl -newca
CA certificate filename (or enter to create)

Making CA certificate
Generating a 1024 bit RSA private key
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.......................... +4++++4+

.......... +4++++4+

writing new private key to './demoCA/private/cakey.pem'

Enter PEM pass phrase: Sifrslems parolu daxil edirik

Verifying - Enter PEM pass phrase: $ifreslems parolu daxil edirik tskrar
You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:AZ

State or Province Name (full name) [Some-State] :BAKU

Locality Name (eg, city) []:XATATI

Organization Name (eg, company) [Internet Widgits Pty Ltd] :ATL
Organizational Unit Name (eg, section) []:IT

Common Name (e.g. server FQDN or YOUR name) []:domain.az

Email Address []:jamal.shahverdiyev@domain.az

Please enter the following 'extra' attributes
to be sent with your certificate request
A challenge password []:
An optional company name []:
Using configuration from /etc/ssl/openssl.cnf
Enter pass phrase for ./demoCA/private/cakey.pem:
Check that the request matches the signature
Signature ok
Certificate Details:
Serial Number:
ce:2c:98:70:f5:62:e4:eb
Validity
Not Before: Dec 22 02:12:28 2013 GMT
Not After : Dec 21 02:12:28 2016 GMT
Subject:
countryName = AZ
stateOrProvinceName = BAKU
organizationName = DOMAIN
organizationalUnitName = IT
commonName = domain.az
emailAddress = jamal.shahverdiyev@domain.az
X509v3 extensions:
X509v3 Subject Key Identifier:
7TE:D5:18:9B:6C:14:35:4C:E1:A0:38:A9:33:3C:40:7F:EB:5E:9B:C8
X509v3 Authority Key Identifier:

keyid:7E:D5:18:9B:6C:14:35:4C:E1:A0:38:A9:33:3C:40:7F:EB:5E:9B:C8
DirName:/C=AZ/ST=BAKU/O=DOMAIN/OU=IT/CN=domain.az/emailAddress=jamal.shahverd

iyev@domain.az
serial:CE:2C:98:70:F5:62:E4:EB
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X509v3 Basic Constraints:
CA:TRUE
Certificate is to be certified until Dec 21 02:12:28 2016 GMT (1095 days)

Write out database with 1 new entries

SSL sertifikatlarini yaradaq

e Sertifikat miracistlerini yaradaqg

root@owncloud:/root/CA # ./CA.pl -newreq

Generating a 1024 bit RSA private key

.................................... ++++++
..................................... ++++++

writing new private key to 'newkey.pem'

Enter PEM pass phrase: Sifrslenms parolunu daxil edirik.

Verifying - Enter PEM pass phrase: $ifrslenms parolunu tskrar daxil edirik.
You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:AZ

State or Province Name (full name) [Some-State] :BAKU

Locality Name (eg, city) []:Xatai

Organization Name (eg, company) [Internet Widgits Pty Ltd] :DOMAIN
Organizational Unit Name (eg, section) []:IT

Common Name (e.g. server FQODN or YOUR name) []:client

Email Address []:client@Rdomain.az

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Request is in newreq.pem, private key is in newkey.pem

e Miracistleri imzalayaqg ki, SSL sertifikatlari generasiya eds bilsk.

root@owncloud:/root/CA # ./CA.pl -sign
Using configuration from /etc/ssl/openssl.cnf
Enter pass phrase for ./demoCA/private/cakey.pem:
Check that the request matches the signature
Signature ok
Certificate Details:
Serial Number:
ce:2c:98:70:£f5:62:e4d:ec
Validity
Not Before: Dec 22 02:20:17 2013 GMT
Not After : Dec 22 02:20:17 2014 GMT
Subject:
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countryName = AZ
stateOrProvinceName = BAKU
localityName = Xatai
organizationName = DOMAIN
organizationalUnitName = IT
commonName = client
emailAddress = client@domain.az
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
Netscape Comment:
OpenSSL Generated Certificate
X509v3 Subject Key Identifier:
EB:85:67:45:EC:31:DF:BA:63:6E:8A:54:DE:A5:0B:3F:D9:34:83:4D
X509v3 Authority Key Identifier:

keyid:7E:D5:18:9B:6C:14:35:4C:E1:A0:38:A9:33:3C:40:7F:EB:5E:9B:C8

Certificate is to be certified until Dec 22 02:20:17 2014 GMT (365 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries

Data Base Updated
Signed certificate is in newcert.pem

e Yeni generasiya edilmis sertifikati, acar ve milracistin yerini dsyissk.
root@owncloud:/root/CA # mkdir someone ; mv new*.* ./someone/

pkcsl2 SSL sertifikatlarini yaradaq.

root@owncloud:/root/CA/someone # openssl pkcsl2 -export -in newcert.pem -
inkey newkey.pem -out certificate.pl2

Enter pass phrase for newkey.pem: PEM agarin parolunu daxil edirik

Enter Export Password: Gixis P12 parolunu daxil edirik

Verifying - Enter Export Password: Gixis P12 parolunu tskrar daxil edirik

Diger PKI smeliyyatlara
Inamli root CA SSL sertifikatlarini import edirik.

Burda OpenSSL sertifikatinin hash faylinin necs yaradilmasi ve hash faylin
sertifikata necs symlink edilmssi aciglanir.

e 1. Script-i certlink.sh adi ils /etc/ssl/certs unvanina niisxslsyin.

mkdir /etc/ssl/certs # Qovlugu yaradaq
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ee /etc/ssl/certs/certlink.sh # Fayla asagidaki mezmunu olave
edirik.
#!/bin/sh
#
# usage: certlink.sh filename [filename ...]
for CERTFILE in $*; do
# make sure file exists and is a valid cert
test -f "$CERTFILE" || continue
HASH=$ (openssl x509 -noout -hash -in "$CERTFILE")
test -n "$SHASH" || continue
# use lowest available iterator for symlink
for ITER in 01 2 3 456 7 8 9; do
test -f "${HASH}.${ITER}" && continue
ln -s "$CERTFILE" "${HASH}.${ITER}"
test -L "${HASH}.S${ITER}" && break
done
done
e 2. Scripti ise salaq.
certlink.sh filename
filename yazilan yerds root(.pem) CA SSL sertifikatdir.
root@owncloud: /root/CA/someone # ./certlink.sh newcert.pem
Client sertifikatinin ig¢inden CA sertifikati (PEM-3) acgaq.
root@owncloud:/root/CA/someone # openssl pkcsl2 -in certificate.pl2 -out
cacert.pem -cacerts -nokeys
Enter Import Password: Giris sifresini daxil edirik
MAC verified OK
(.pem) key faylini ve sertifikati, clientin .pl2 sertifikatindan export edsk:
root@owncloud:/root/CA/someone # openssl pkcsl2 -in certificate.pl2 -out
certificate-cert.pem -clcerts -nokeys
Enter Import Password:
MAC verified OK
root@owncloud:/root/CA/someone # openssl pkcsl2 -in certificate.pl2 -out
example-key.pem -nocerts
Enter Import Password: Giris sifresini daxil exirik
MAC verified OK
Enter PEM pass phrase: Yeni PEM sifresini daxil edirik
Verifying - Enter PEM pass phrase: Yeni PEM sifresini tekrar daxil edirik
p7b (Windows-da generasiya edilmis CA Sertifikatlar)-dan CA sertifikati-in
.pem-a ag¢ilmasi:
sopenssl pkecs7 -in certnew.p7b -out cacert.pem -inform DER -text -
print certs
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OpenSSL imzalama ve sifrslems
OpenSSL — SSL/TLS-1ls islemsk {iclin, aciqg menbs kodlu kriptografiya paketidir.
RSA, DH, DSA vo X.509 sertifikatlari acarlarini yaratmada, onlari imzalamada,
CSR-1 vo CRT-ni formalasdirmada imkan yaradir. Hemc¢inin meslumatlarin
sifrelenmasinin ve SSL/TLS gosulmalarinin yoxlanmasinin imkani var.

UNIX/Linux (Solaris/OpenSolaris daxil olmagla, Linux, Mac OS X, QNX4 [4], ONX6
ve acgciqg menbs koduyla BSD-in dord smeliyyat sistemi) tipli skser smeliyyat
sistemlori dc¢ln movcuddur, hemginin OpenVMS vs Microsoft Windows ig¢in
movcuddur.

OpenSSL SSLeay-a osaslandirilaraq, Erik Yang(Eric A. Young) ve Tim Xadson (Tim
Hudson) tersfinden yazilmisdir hansi ki, 1998-ci ilin dekabrinda RSA Security
layihesinin dzsrinds islemesys basladigda OpenSSL izerinds olan isin geyri-
rosmi olaraq bitmesini elan etmisler.

Once OpenSSL-i FreeBSD 9.2 x64 masinimiza yiklsysk.
cd /usr/ports/security/openssl # Portuna daxil olurug

make config # Lazimi modullari secirik.
openss1-1.0.1 8

lbuild of shared libs
[x] THEEADS Threading support

[ 1 ISEa Cptimize for i386 (instead of i486+)
[x] S55EZ runtime S55EZ detection

[x] ASM optimized Assembler code

[ 1 PADLOCE WVIA Padlock support

[x] ZLIB zlib compression support

[x] SCIPE 5CTP protocol support

[x] MD2 MDZ hash (obsolete)

[ 1 RCS RC5 cipher (patented)

[ 1 RFC3779 RFC3779 support

[ 1 GME gnp support (LGPLv3)

[x] EC Optimize NIST elliptic curves

CTE <Cancel>

make install # Paketimizi yiikleyirik

Acar citliyini generasiya edsk.

Acar ciitliyiiniin generasiya edilmesi c¢ox asandir ancaqg, Once onun necs
isladiyini aciglayag. Once private acarinizi generasiya edsceyik hansi ki,
he¢ vaxt heg¢ koess vermeyoceksiniz. Bu private acari baslangic riyazi
hesablmalari istifads edersk generasiya edilir. Private key vasitesils public
key generasiya edilir. Bu acgari siz hami ils bdlusmslisiniz ancaq, sizin
Public Key Infrastructure-nuz olmadidina gdrs siz, bu acari ehtiyatla
yayimlamalisiniz.

Siz 0z Private acariniz ils ns iss sifrslsysnds, yalniz ona uydun olan PUBLIC
acari onu desifre eds bilsr. Bu o demskdir ki, siz 6z PRIVATE acariniz ils
nese sifrelsysnden sonra informasiya otirdiylniiz sexsds sizin verdiyiniz
PUBLIC acar olarsa, onu desifrs edib ag¢ib oxuya biler. Uydun olaraqg sizin
PUBLIC acar ils sifrslesnmis mslumat da, yalniz sizin PRIVATE acar ils desifrs
edils biler. Bu o demskdir ki, ogsr kimss 0z mail-ni sizin PUBLIC acar ils
sifreleaysrse, yalniz siz bunu oxuya bilersiniz (Ona gdrs ki, PRIVATE acar
yalniz sizin &zlnlzds olur).
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PRIVATE acari generasiya edsk.
root@owncloud:/root/folder # openssl genrsa -aes256 -out priv.pem
Generating RSA private key, 512 bit long modulus
.............. Rl I
B i o o o S
e is 65537 (0x10001)
Enter pass phrase for priv.pem: PAROL
Verifying - Enter pass phrase for priv.pem: PAROL

Sizden sifrs sorusulacaqg. Bu sifrs sizin PRIVATE acar faylinizi tshlikesiz
elomok l¢ln istifade edilir ve buna gdrs ds siz acarin istifads edilmesi licln
sifre daxil etmslisiniz. Indi iss biz uydun olan PUBLIC agarl generasiya
edoak.
root@owncloud:/root/folder # openssl rsa -in priv.pem -out public.pem -
outform PEM -pubout

Enter pass phrase for priv.pem:

writing RSA key

9gor siz yerlssdiyiniz govlugun daxilinde 1ls omrini daxil elsssniz
goracaksiniz ki, orda priv.pem vos public.pem acar citliiyll movcuddur. Gslin
igcinds misyyen mslumat olan fayl yaradaqg.

root@owncloud:/root/folder # echo "this is secret" > file.txt

indi iss PUBLIC acariniz ils fayli sifrslsysk ve sifrslenmis metni
file.txt.enc adli fayla otlrsk.

root@owncloud:/root/folder # openssl rsautl -inkey public.pem -pubin -encrypt
-in file.txt > file.txt.enc

Bu faylda artiq oxuna bilmeyen sifrelenmis mslumat olmalidir. Sgeor biz indi
hoemin mslumati PRIVATE acarimiz ils ag¢saq, oxunulacaq soakildse normal melumati
gbracayik.

root@owncloud:/root/folder # openssl rsautl -inkey priv.pem -decrypt -in
file.txt.enc

Hor sey isleyir, artiq bizim inamli olan sexslsrimizs PUBLIC agari vers
bilsrik. Onlar sifrslsediyi istenilen mslumati yalniz biz O6zimiz desifrs eds
bilsceyik. Orda digsr ns iss varmi ki, biz PRIVATE acari istifads eds bilsak?
Boli imzalanma. Siz hansisa foruma mesaj yerlesdirirsinizss, faktiki olarag
siz onu imzalaya bilsrsiniz. Bu ‘Beli bu hsqgigestends, mesnsm’ demskdir. Yeni
men bunu yazan soxsom. PRIVATE acar sifreleys bileceyi simvol uzunluduna
mohdudiyyst var. Ona gdrads biz 6nce shal hash-ni fayla istifads edsceyik ve
sonra hemin hash-i faylin yerins sifrslesyesceyik. Artig forumda post yazmag
isteyen istifade¢i shal ils bu imzani yoxlayir, imzani desifrs edir ve
onlarin uydun olmasini yoxlayir.

root@owncloud:/root/folder # openssl dgst -shal -sign priv.pem file.txt >
file.txt.sig

Enter pass phrase for priv.pem: SIFROLONM® parolunu daxil edirik

root@owncloud: /root/folder # openssl dgst -shal -verify public.pem -signature
file.txt.sig file.txt
Verified OK
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Sonuncu smrden sonra siz “Verified OK” gormelisiniz. Artiq siz boyik fayli
sifrolemek isteyirsinizse, bunu simmetrik acar ils etmelisiniz ve sonra hemin
fayli simmetrik acar ils sifrelemslisiniz. Biz bunu asagidaki kimi

edoceyik (Asagidaki smrleor BASH SHELL mithitindedir):

[root@owncloud ~/folder]# MYKEY="" ; for((a=1l;a<=100;a++)) do
MYKEY=$MYKEY$SRANDOM ; done ; echo $MYKEY > file.txt.symkey ; MYKEY=""

[root@owncloud ~/folder]# openssl des3 -e -kfile file.txt.symkey -in file.txt
-out file.txt.symenc

[root@owncloud ~/folder]# openssl des3 -d -kfile file.txt.symkey -in
file.txt.symenc
this is secret

Yuxarida biz tesadiifi acar generasiya elsadik ve cixisini file.txt.symkey
faylina yazdig. Ardinca file.txt faylini file.txt.symkey(acar kimi istifades
eladik) fayli ile sifreledik ve ¢ixisini file.txt.symenc faylina yazdiqg.
Sonra file.txt.symenc faylini, file.txt.symkey fayli ile acar kimi istifads
edib desifrs eladik ve ¢ixisi ekrana cap eladik.

Kimss bunu realligda istifads edirmi?

Boli. Her kos bunun miieyyen bir versiyasini istifads edir. HTTPS-1ls olan
sayta daxil oldugda ns bas verir? Adi halda HTTPS aktiv olan sayta daxil
oldugda ns bas verir? Gslin aciglayaqg:

1. Server sizes 6z PUBLIC acarini yollayir. Bu sertifikat cal.random.com
Certificate Authority tersfinden imzalanmisdir. cal.random.com
sertifikati iss VeriSign CA tersfindsn imzalanmisdir. Sizin browser
VeriSign CA-yo inanir ve buna gdrs deo, siz gobul elsadiyiniz sertifikata
etibarli sayir.

2. Sizin browser teosadufi sessiya acari generasiya edir (Bizim MYKEY-o
oxsar bir sey).

3. Sizin browser sifrslems acari kimi, saytdan gslsn PUBLIC sertifikati
istifads edir ve sifrelenmis metni servers yollayir.

4. Server ise 6z PRIVATE acarini istifade edir ki, session acari ve
cavablari decrypt elesin. Hem¢inin verdiyi cavablari hemin sessiya
agcari ile sifreleyir.

5. Sizin browser ve server artiq birlikds tesadiifi session acari istifade
edirlsr ve etibarli slags qururlar.
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OpenSSL OCSP Responder
OCSP Responder - CA sertifikatin generasiya eladiyi sertifikatlarin koéhnealmis
iisul, CRL ils yoxlanisin {isteladiyi yeni iisuldur. Online Certificate Status
Protocol sayesinde biz miisterilsrin sertifikatlarinin onlayn yoxlanisini
temin eds bilsrik. Hal-hazirda biz bu isi OpenSSL vasitesils FreeBSD9.2 x64
hem server ve hem de client masini olarag istifads edeceayik.
cd /usr/ports/security/openssl/ # OpenSSL-i portlardan yiiklsyirik
make config # Lazimi modullari secirik
openssl-1.0.1 8
lggggagggggaadaadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaggade
x
x [=] THREADS Threading support
x [ 1 I386 Optimize for i386 (instead of i486+)
x [=] SS5E2 runtime S5E2 detection
x [x] ASM optimized Assembler code
x [ 1] PADLOCK VWVIA Padlock support
x [x] ZLIB z1lib compression support
x [x] SCTIP S5CTF protocol support
x [=] MD2 MD2 hash (obsolete)
x [x] RCS RCS cipher (patented)
x [ 1 RFC377T9 RFC3779 support
x [ ] GMP gmp support (LGPLwv3)
x [x] EC Optimize NWIST elliptic curves
m
DL <Cancel >
make install # Yikleoyirik
On basda olaraqg geyd edsk ki, bizim server masinizmda istifade etdiyimiz
easy-rsa scriptlerimiz OpenSSL ic¢lin qurasdirma fayli olaraqg 6zinds olan
openssl-0.9.8.cnf versiyasini susmaya gdre istifads edir.
Client-imiz iss misal i¢in FreeBSD masinda bunun {l¢iin susmaya gdrs olan
/etc/ssh/openssl.cnf faylindan istifads edir. Bunun i¢ln client-in
/etc/ssh/openssl.cnf faylinda olan [ usr_cert ] baslidina asadidaki sotiri
olave edirik ve fayli yadda saxlayib ¢ixiriqg.
authorityInfoAccess = OCSP;URI: http://192.168.214.131:8888
# Server masina ilk olarag easy-rsa scriptlerini CA ig¢in segdiyimiz iinvana
niisxslsyirik. Misal {iciin /root/certificates/ {invanina.
cp -R /usr/local/share/easy-rsa/* /root/certificates
bash # Sonra ise BASH shell-ins kec¢id edirik
source ./vars # Susmaya gdres olan sertifikat deyisenlsrini elan edirik
./clean-all # Susmaya gore olan acarlari temizleyirik.
KEY SIZE=4096 ./build-ca --pass # Sonra 4096 bitlik sifreli CA server
yaradirig
Generating a 4096 bit RSA private key
............................ ++
..... ++
writing new private key to 'ca.key'
Enter PEM pass phrase: CA-Sifresi
Verifying - Enter PEM pass phrase: CA-Sifresi
You are about to be asked to enter information that will be incorporated
into your certificate request.
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What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [US]:AZ

State or Province Name (full name) [CA] :BAKU

Locality Name (eg, city) [SanFrancisco] :XATAI

Organization Name (eg, company) [Fort-Funston]:ITCom

Organizational Unit Name (eg, section) [changeme] :IT

Common Name (eg, your name or your server's hostname) [changeme]:responder
Name [changeme]:

Email Address [mail@host.domain] :ocspresponder@gmail.com

# Ardinda ise valid adli hegigetends aktiv olan sertifikat yaradirig
[root@Qocsp-responder ~/certificates]# ./build-key wvalid

Generating a 1024 bit RSA private key

......... +++++4+

............... ++++++

writing new private key to 'valid.key'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [US]:AZ

State or Province Name (full name) [CA]:Baku

Locality Name (eg, city) [SanFrancisco]:Valley

Organization Name (eg, company) [Fort-Funston]:0PSO

Organizational Unit Name (eg, section) [changeme]:IT

Common Name (eg, your name or your server's hostname) [valid]:certchecker
Name [changeme]:

Email Address [mail@host.domain]:jamal.shahverdiyev@opensource.az

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Using configuration from /root/certificates/openssl-0.9.8.cnf
Enter pass phrase for /root/certificates/keys/ca.key:

Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE: 'AZ'

stateOrProvinceName :PRINTABLE: 'Baku'’

localityName :PRINTABLE: 'Valley'

organizationName :PRINTABLE: 'OpSO'
organizationalUnitName:PRINTABLE:'IT'

commonName :PRINTABLE: 'certchecker'

name :PRINTABLE: 'changeme'’

emailAddress :IAS5STRING: 'jamal.shahverdiyev@opensource.az'
Certificate is to be certified until Mar 15 19:35:26 2024 GMT (3650 days)
Sign the certificate? [y/n]:y
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1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries
Data Base Updated

# Hemc¢inin revoked adli ancag birazdan legdv edilscek sertifikat yaradiriqg
[rootQocsp-responder ~/certificates]# ./build-key revoked

Generating a 1024 bit RSA private key

.......................... +4++++4+

R R s

writing new private key to 'revoked.key'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [US]:AZ

State or Province Name (full name) [CA]:Baku

Locality Name (eg, city) [SanFrancisco]:Valley

Organization Name (eg, company) [Fort-Funston] :0PSO

Organizational Unit Name (eg, section) [changeme]:IT

Common Name (eg, your name or your server's hostname) [revoked]:

Name [changeme]:

Email Address [mail@host.domain] :revoked@opensource.az

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Using configuration from /root/certificates/openssl-0.9.8.cnf

Enter pass phrase for /root/certificates/keys/ca.key: CA-nin sifresini daxil
edirik

Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE: 'AZ'

stateOrProvinceName :PRINTABRLE: 'Baku’

localityName :PRINTABLE: 'Valley'

organizationName :PRINTABLE: 'OPSO'
organizationalUnitName:PRINTABRLE: 'IT'

commonName :PRINTABLE: 'revoked'

name :PRINTABLE: 'changeme'

emailAddress :IAS5STRING: 'revoked@Ropensource.az'

Certificate is to be certified until Mar 15 19:37:00 2024 GMT (3650 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries
Data Base Updated

revoked adli sertifikati legdv edirik.
[rootRocsp-responder ~/certificates]# ./revoke-full revoked
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Using configuration from /root/certificates/openssl-0.9.8.cnf

Enter pass phrase for /root/certificates/keys/ca.key:

Revoking Certificate 02.

Data Base Updated

Using configuration from /root/certificates/openssl-0.9.8.cnf

Enter pass phrase for /root/certificates/keys/ca.key:

revoked.crt:
/C=AZ/ST=Baku/L=Valley/0=0PS0O/0U=IT/CN=revoked/name=changeme/emailAddress=rev
oked@opensource.az

error 23 at 0 depth lookup:certificate revoked

# Serveri ise saliriq ki, 8888-ci portda qulag assin

[rootQocsp-responder ~/certificates]# openssl ocsp -index keys/index.txt -CA
keys/ca.crt -rsigner keys/ca.crt -rkey keys/ca.key -port 8888

Enter pass phrase for keys/ca.key: CA serverin sifresini daxil edirik
Waiting for OCSP client connections...

# Valid sertifikati yoxlamaq lc¢in ca.crt, valid.crt fayllarini client masinin
root govluguna Upload edirik ki, yoxlanis eds bilsin.
root@ocsp-client:~ # openssl ocsp -CAfile ca.crt -issuer ca.crt -cert
valid.crt -url http://192.168.214.131:8888
Response verify OK
valid.crt: good

This Update: Mar 18 21:18:19 2014 GMT

# Sonra iso Revoke edilmis sertifikati revoked.crt ve CA sertifikati ca.crt-
ni client masinin root govluguna Upload edib yoxlayiriqg.
root@ocsp-client:~ # openssl ocsp -CAfile ca.crt -issuer ca.crt -cert
revoked.crt -url http://192.168.214.131:8888
Response verify OK
revoked.crt: revoked

This Update: Mar 18 20:28:19 2014 GMT

Revocation Time: Mar 18 19:37:57 2014 GMT
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BOLUM 16

Tohliukssizlik kamera goruntulsrinin geydiyyati

e NGINX vo FFMPEG vasitosils kamera yayiminin canli
izlsnilmssi ve kohns yazilarina

9ger sirketinizin daxili kamera gériintiileri sistemi varsa, kameralar IP ils
isleyirss ve standart RTSP protokolunu dssteklsyirss agig gaynagli program
teminati vasitesils bu gdrintl slde oluna ve ya canli izlenils bilsr. Bu

basligimizda acig gaynagli program teminati FFMPEG ve NGINX vasitesils bu isi
yerins yetirsceayik.
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NGINX ve FFMPEG vasitesils kamera yayiminin canli izlsnilmssi vs
kohns yazilarina baxilmasi

FFmpeg-in FREEBSD 10.1 iizerinde qurasdirilmasi ve video/audio
fayllarinin formatlarinin deyisilmssins aid misallar

FFmpeg — ac¢iq menbs kodlu kitabxanalarin yigimidir hansi ki, regsmsal audio
ve video yazilari yazmada, konversiya etmeye ve forgli formatlarda otlrmeys
imkan yaradir. Terkibine audio/video kodlasdirma/dekodlasidirma isini gdron
libavcodec kitabxanasini vo mediakonteyners multiplekslsosmo/demultiplekslosms
libavformat daxil edir. Adi ekspert grupu MPEG vo FF-don ssaslanir.

ffmpeg asagidaki komponentlesrden ibarestdir:

ffmpeg — Video faylin bir formatdan digsr formata konvertasiya edilmesi icin
CLI utilitidir. Onun kémeyiyls hemcinin TV-kartdan real vaxtda
videonu tutmag olar.

ffserver — HTTP (RTSP hal-hazirda islesnir) video tg¢ln axin ve va
radioverilisler serveri.

ffplay — SDL veo FFmpeg kitabxanalarina ssaslanan sade mediapleer.

libavcodec — Biitiin audio/video kodeklsri olan kitabxanadir. Kodeklsrin
oksoriyysti on yaxsi mehsuldarlig teminati lg¢in "sifirdan"
hazirlanmisdilar.

libavformat — mixtslif audio,video formatlar Uc¢ln multipleksorlar ve
demultipleksorlarin kitabxanasidir.

libavutil — ffmpeg-in mixtelif komponentlsri ig¢ln standart Umumi alt
programlarla koémskc¢i kitabxanadir. Terkibins Adler-32, CRC, MD5,
SHA1l, LZO-dekompressor, Base64 - gifrlsyici/dekoder, DES -
sifrlsyici/sifracan, RC4 - sifrleyici/sifracan vs AES -
sifrleyici/sifracan daxil edir.

libpostproc — videonun emalinin standart alt programlarinin kitabxanasidir.

libswscale — videonun boyiidilmesi {iciin kitabxanadir.

libavfilter — vhook svoezinadir, hansi ki, dekoder ve koder arasinda video

axinin deyisdirilmesine serait yaradir.

RTSP - Real Time Streaming Protocol axin protokolu, 1998-ci ilde IETF
hazirlanmis ve RFC 2326-da tesvir edilmisdir. Tetbigi protokoldur,
multimedia ile isleysn sistemlsrds mslumat axinin idars edilmesinin
istifadesi U¢ln nezsrds tutulmusdur. Sayssinde "Start" "Stop" kimi
smrlerin isitfadesi hemg¢inin serverds yerlesdirilmis fayllara vaxt lzre
giriss serait yaradilair.

RTMP - Real Time Messaging Protocol axin melumatlarin Otiiriilmesi ig¢ln Ustin
sayilan protokoldur. 9sassn internet vasitesils veb-kameralardan video
ve audio axinlarin oOtirtlmesi tg¢ln istifads olunur.

# portsnap fetch extract update => Portlari yenileyirik
# cd /usr/ports/multimedia/ffmpeg => Qovluga daxil olurug
# make config => Asagidaki kimi qurasdiririqg
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# make install clean -DBATCH => FFMPEG-i portlardan yiikleyirik
# rehash => Binar fayllarini yenilsyirik

FFMPEG-in destskladiyi video ve audio kodek-lorin siyahisini asadidaki smrls
gors bilsrik
# ffmpeg -codecs

FFMPEG-in desteklediyi video ve audio format-larin siyahisini asagidaki smrls
gdrs bilsrik
# ffmpeg —-formats

Bir video formatini (misalciin .MP4) digesr bir formata (.AVI) asagidakzi
misaldaki kimi deyiss bilsrik

# ffmpeg -i test.mp4 test.avi

Hor hansi bir sesli video-dan sssi ayrica .mp3 formatinda ¢ixaraqg:
# ffmpeg -i test.avi -vn -ar 44100 -ac 2 -f mp3 test_ses.mp3

-i - girisde istifads edilscsk faylin adi

-vn - video yazmag isini dayandir

-ar - audio niisxenin frekansini teyin els

-ac - audio kanalin ndmrssini teyin els

-f - cixis faylinin formatini teyin els

WAV faylinin .mp3 formatina cgevrilmesi
# ffmpeg -i test.wav -vn -ar 44100 -ac 2 -f mp3 test.mp3

.avi formatinin .flv formatina cevrilmesi ve milsyysn Olc¢lniin teyin olunmasi
# ffmpeg -i test.avi -ab 56 -ar 44100 -b 200 -r 15 -s 320x240 -f flv test.flv
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-r - giris/cixis faylarinin bir saniyedeki kadrin sayini teyin edir
-s - ¢ixis faylinin ekran 6lclsiini teyin edir
Vo s.
openRTSP ve FFMPEG vasitesi ile IP kameradan canli gdriintiiniin
saxlanilmasi
RTSP protokolu vasitesi iles VLC player-de her hansi bir IP kameranin
goriuntisins baxmaq
Windows masinimiza VLC player yikleyirik ve sebekisins girisimiz oldufumuz
bir IP kameranin ssnadlsrindsn RTSP URL-lsrins baxiriq.
Misal dc¢lin biz ssbskemizds ip tUnvani “10.50.6.101"7, istifads¢i adi “admin” ve
sifresi “12345” olan bir Hikvision IP kamerasinin RTSP ils canli gdériintiisiine
baxacayiq. Hikvision IP kameralarinin rssmi sensdindsn teyin etdim ki, rtsp
url asagidaki kimi olmalidir.
rtsp://admin:12345@10.50.6.101:554/Streaming/Channels/101?transportmode=unicast
VLC media playeri ag¢ib Media->Open Network Stream edib URL-ni daxil edib Play
diymesini sixiriqg.
& VLC media player -olEN | 2 Open Media 2 D
Media | Playback Audic Video Subtitle Tools View Help . [T )
gilcrnray o EiFlIe ©)Disc | “a Metwork | E5 Capture Device
[¥] OpenMuttiple Files... Ctrl+Shift+ 0 Network Protocol
£ OpenFolder.. Ctrl+F Please enter a network URL:
5) Open Disc.. Ctrl+D v
2% Open Network Stream... Ctrl+N
Open Capture Device... Ctrl+C
Open Location from clipboard Crl+V
Open Recent Media »
Save Playlist to File... Ctrl+Y
Convert / Save... Ctrl+R
()  Stream... Ctrl+S
Quit at the end of playlist
Quit
D Show mare options
Play |* Cancel
P e B | [ =@ X6 4 .
Vo neticeni gdrdiitkden sonra smin olurug ki, RTSP URL isglsyir.
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Sonra FREEBSD masinimiza gayidiriqg.

# cd /usr/ports/net/liveMedia => govluga daxil oluruqg

# make install clean => OpenRTSP-ni (LiveMedia) portlardan
yikleyirik

# rehash => Binar fayllarini yenileyirik

Sonra asagidaki emrls bu kameramizdan 1 degigelik gdrintini .avi formatinda
freebsd masinimiza yazaqg:

# openRTSP -v -t -d 60s
"rtsp://admin:12345@10.50.6.101:554/Streaming/Channels/101?transportmode=unic
ast" | ffmpeg -i - -y -r 20 -b 1000k -vcodec h264 -f avi test.avi

openRTSP

-v - Yalniz video yayimi oxut

-t - RTP/RSTP yayimini TCP {zsrinden oxut (susmaya gdrs UDP olur)
-d - Yayimi oxutma miiddsti teyin et

ffmpeg
-y - Cixis faylinin sorusmadan Uzerins yaz
-vcodec - ¢ixis faylinin video kodekini teyin et

Kamera gorintisinin yazisi bitdikden sonra “winscp.exe” vasitesi ile
“test.avi” faylini windows masinimiza atib windows player-de oxudub test eds

bilsrik.

Asagidaki sskilden bu nimunsnin nsticesini gdrs bilsrsiniz.
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FFserver vasitesiles video fayllarinin veo kameradan canli yayimin web
sshifeys otirilmesi

Sosli video faylin flv formatinda web sshifeoys otiurilmesi

FFserver FFMPEG distrubitivinin bir hissssi oldugu tclin FFmpeg paketi
yliklendikds FFserver servisi ds hazir veziyystds olur.

# cd /usr/local/etc/ => FFserver qurasdirma faylinin yerlesdiyi
govluga daxil oluruqg
# ee ffserver.conf => Qurasdirma faylini acib asagidaki kimi

doyisikliklsr edirik

Port 8090 # FFserver-in qulaqg asdigi portu tsyin edir

BindAddress 0.0.0.0 # Hansi interfeys ip-de qulaqg asdigini teyin edir

MaxHTTPConnections 2000 # En cox ne geder HTTP gosulma ola biler

MaxClients 1000 # En cox ne geder istifade¢i qosula bilsr

MaxBandwidth 20480 # Istifade¢iye video yayimi zamanli an ¢ox izin
verdiyin #stirat (kbit/s)

CustomLog /var/log/ffserver.log # Jurnal faylinin invani

<Feed feedl.ffm>
Fils /tmp/feedl.ffm
FilsMaxSize 500M
</Feed>

Hor bir menbs yayim li¢in tsyin olunmus ana yaylm
Ana yayimin yerlesdiyi iinvan

Ana yayimin fayl d&lciisiine qoyulmus l1imit

Ana yayimi sonlandirmaq li¢iin istifads olunur

M

Istifadecilsrs niimayis olunan son yayim

son yayimin formati

Hansi ana yayima aid oldugu geyd olunur (menbsnin
teyini)

<Stream video.flv> #
#
#
#
VideoCodec 1ibx264 # Son video yayimin kodekini teyin edir
#
#
#

Format flv
Feed feedl.ffm

VideoFrameRate 30
VideoBitRate 800
VideoSize 720x576

Son video yayimin bir saniyesinde olan kadrlarin sayi
Son video yayimin bit reytini (kb/s) teyin edir
Son video yayimin ekran Olc¢lilerini teyin edir
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# asagidaki “AVoption” deyisenleri birbasa libavformat, libavdevice ve
#libavcodec kitabxanalari ile elagelidir ve 2 ciir mévcuddurlar,

#Generic (her bir kodek li¢ilin istifads oluna bilen) ve Private (yalniz xas
#olduglari kodek liciin istifade oluna bilen).

AVOptionVideo crf 23

AVOptionVideo preset medium
AVOptionVideo me_range 16
AVOptionVideo qdiff 4
AVOptionVideo gmin 10
AVOptionVideo gmax 51
AVOptionVideo flags +global_ header

AudioCodec aac
Strict -2

AudioBitRate 128
AudioChannels 2

# Ses kodekini teyin edir
# Eksperimental kodekleri mecbur ise
# salmaqg Uc¢ilin istifade olunur
# Ses kodekinin bit reytini (kb/s) teyin edir
# Yayim zamani ses kanallarinin sayini teyin edir

AVOptionAudio flags +global header

</Stream>

<Stream index.html>
Format status

verir

</Stream>

# Yayimi sonlandirmaq lg¢iin istifade olunur

# Index sohifesini teyin edir
# Index sohifesinde bize yayimlar barsde melumat

# Yayimi sonlandirmaq lg¢iin istifade olunur

# ee /etc/rc.conf

=>Startup faylina ffserverin avtomatik ige diismesi

dclin asagidaki sstiri slave edirik

ffserver enable="YES"

# service ffserver start

=> Ffserveri iss saliriqg

FFserverin jurnallarina qurasdirma faylinda geyd etdiyimiz
“/var/log/ffserver.log” faylindan baxa bilersiniz.

root@live:~ # tail -f /var/log/ffserver.log
Mon Jun 29 15:22:39 2015 FFserver started.

Iindi ises FFserver-s bir video faylini &tiirsk

# ffmpeg -i /root/test.video/team.mp4 http://localhost:8090/feedl.ffm

Sonra ise ister uygun kodekiniz varsa web browser-imizds, isterss ds VLC
player-imizde http://ffserver.ip.add.ress:8090/video.flv linkini yazib

videomuzun yayinina baxa bilsrik.
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& : @PV/W.SO&ZO&BOSO/videc.ﬂv-VLCn\diaplayer - oIEl}
Media Playback Audio Video Subtitle Tools View
)l LTI T = S~ O T
Budur, her sey islsk veziyyeotdedir. ffserver.conf qurasdirma faylimizin
sonuna alave etdiyimiz hisss bizim licin yayimlarimiz barsds status indeks
sshifesi yaradir.
</Stream>
<Stream index.html>
Format status
</Stream>
Siz web sohifenizden http://ffserver.ip.add.ress:8090/ yi1§ib daxil olsaniz,
asagidaki kimi bir sshife gdrescsksiniz. Yayimlariniza burdan da daxil ola
bilsrsiniz.
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€« C M [ 10.50.3.200:8090

HE Apps € RuTor.Org : Mownck Webmail Lagin 7‘ - Webstore €% rutor.org = Mouck My Account - Login  # Cristiano Ronaldo - ...
ffserver Status

Available Streams

Path Served Format Bit rate Video Audio Feed
Conns bytes kbits/s kbits/s Codec kbits's Codec

video flv 4 3712M flv 928 800 libx264 128 libfdk aac feedl ffm
index html 3 3405 - - - -

Feed feedl.ffm

Stream type kbits/s codec Parameters
0 audio 128 libfdle_aac 2 channel(s). 44100 Hz
1 video 800 libx264 720x576. q=10-51. fps=23

Connection Status

Number of connections: 1/ 1000

Bandwidth in use: Ok / 20480k
# File IP Proto State Target bits/sec Actual bits/sec Bytes transferred
1 index html 10.50.10.59 HTTP/1.1 HTTP_WAIT_REQUEST 0 0 0

Generated at Mon Jun 29 23:28:08 2015

Indi iss kamera yayimini ffserver serverins &tirek. 2-ci bir “Feed” yaradaq,
hem videomuzu, hem deo kamera yayimimizi serverimize Otiirsk.

Bunun {g¢lin eyni qurasdirma faylina asadidaki sstrlsri slave edirik. Kdohns
deyisikliklerimiz oldugu kimi galir.

# ee /usr/local/etc/ffserver.conf => qurasdirma faylimiza daxil olub
Asagidaki girmizi rsngli sotrleri
olave edirik.

Port 8090

BindAddress 0.0.0.0
MaxHTTPConnections 2000
MaxClients 1000

MaxBandwidth 20480

CustomLog /var/log/ffserver.log

<Feed feedl.ffm>
Fils /tmp/feedl.ffm
FilsMaxSize 500M
</Feed>

<Stream video.flv>
Format flv
Feed feedl.ffm
VideoCodec 1libx264
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VideoFrameRate 30

VideoBitRate 800

VideoSize 720x576

AVOptionVideo crf 23

AVOptionVideo preset medium

AVOptionVideo me_ range 16

AVOptionVideo gqdiff 4

AVOptionVideo gmin 10

AVOptionVideo gmax 51

AVOptionVideo flags +global_ header

AudioCodec aac

Strict -2

AudioBitRate 128

AudioChannels 2

AudioSampleRate 44100

AVOptionAudio flags +global_ header
</Stream>

# Ikinci bir ana yayim yaradiriq
<Feed feed2.ffm>

File /tmp/feed2.ffm

FilsMaxSize 500M

</Feed>

# Yeni bir yayim yaradiriq ve onu ikinci ana yayima teyin edirik
<Stream camera.flv>
Format flv
Feed feed2.ffm
VideoCodec 1libx264
VideoFrameRate 25
VideoBitRate 800
VideoSize 1280x720
AVOptionVideo crf 23
AVOptionVideo preset medium
AVOptionVideo me_range 16
AVOptionVideo gdiff 4
AVOptionVideo gmin 10
AVOptionVideo gmax 51
AVOptionVideo flags +global header
NoAudio
</Stream>

<Stream index.html>
Format status
</Stream>

# service ffserver restart => Ffserver servisini yeniden ise saliriqg

Sonra masinimizda video faylini otlirmsk iclin yens ds asagidaki smri daxil
edirik:
# ffmpeg -i /root/test.video/team.mp4 http://localhost:8090/feedl.ffm -loglevel debug
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Eyni zamanda da kamera yayimini otiirmek lciin ise asagidaki omri daxil edirik:
# ffmpeg -i
"rtsp://admin:12345Q@10.50.6.101:554/Streaming/Channels/101?transportmode=unic
ast" http://localhost:8090/feed2.ffm -loglevel debug

Status sohifemizs web browser-den daxil olub yayimlarimiza baxiriqg

€« > C M [ 10.50.3.200:80

22 Apps €9 RuTorOrg = Mowckx Webmail Login  §* - Webstore % rutor.org = Mowck My Account - Login

T Cristiano Ronaldo - ...

ffserver Status

Avwvailable Streams

Path Served Format Bit rate Video Audio Feed
Conns bytes kbits/s kbits/s Codec kbits's Codec
wideo flv 0 (4] flv 928 B00 libx264 128 libfdk aac feedl.ffim
camera. flv 1 3183k flv 1200 1200 libx264 0 feed2 ffim
index html 5 8625 - - -

Feed feedl.ffim

Stream type kbits/s codec Parameters
0 audioc 128 libfdk_ aac 2 channel(s). 44100 Hz
1 video 2800 libx264 T20x576. gq=10-51_ fps=23

Feed feed2.ffm

Stream type kbits's codec Parameters

0 wideo 1200 libx264 1280x720. q=10-51_ fps=25

Connection Status

Number of connections: 2/ 1000
Bandwidth in use: 0k / 20480k

& File IP Proto State Target bits/sec Actual bits/sec Bytes transferred
1 index html 105010539 HTTP/1.1 HTTP_WAIT_REQUEST o] 0 o]
2 feed2 ffmiinput) 127.0.0.1 HTTP/1.1 RECEIVE_DATA 1200k 3808k 28360k

Generated at Tue Jun 30 00:21:00 2015

Yens de video.flv yayimina daxil olsag sosli videomuzu gdrecsyik. VLC players

de daxil edsrsk bunu slde eds bilesrik. Ovvelki misalda bunu nece etdiyimizi
geyd etmisik.

& 8090/video.flv - VLC media player o IEl
| Media Playback Audio Video Subtile Tools Vie

04146

|| B> | [o0a)[m|[oon] [mm][tmt] [1=2][00)[22

cowco. |
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Camera.flv yayimina daxil olsaq kameramizin canli yayimini gdrscsayik. FLV
kodekini web browseriniz destsklayirse asadidaki kimi netics slds
edscoaksiniz.
30-06—2015 00:25:37 Warehouse 1
VLC player-de ise asagidaki kimi netice olde edecsksiniz.
edia Playback Audio Video Subtitle Tools View Help S—
30-06-2015 00:26:17 Warehouse 1
W o) ) o 2]
Kamera yayiminizi FFserver ises disdilkden sonra avtomatik olaraqg ffserver-so
dartmagini isteyirsinizss, /usr/local/etc/ffserver.conf qurasdirma faylinda
asagida gbsterilen girmizi rangls olan deyisiklikleri edirik:
Port 8090
BindAddress 0.0.0.0
MaxHTTPConnections 2000
MaxClients 1000
MaxBandwidth 20480
CustomLog /var/log/ffserver.log
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<Feed feedl.ffm>
Fils /tmp/feedl.ffm
FileMaxSize 500M
</Feed>

<Stream video.flv>
Format flv
Feed feedl.ffm
VideoCodec 1libx264
VideoFrameRate 30
VideoBitRate 800
VideoSize 720x576
AVOptionVideo crf 23
AVOptionVideo preset medium
AVOptionVideo me range 16
AVOptionVideo gdiff 4
AVOptionVideo gmin 10
AVOptionVideo gmax 51
AVOptionVideo flags +global header
AudioCodec aac
Strict -2
AudioBitRate 128
AudioChannels 2
AudioSampleRate 44100
AVOptionAudio flags +global header

</Stream>

<Feed feed2.ffm>
File /tmp/feed2.ffm
FilesMaxSize 500M

# Asadidaki emri FFserver 1ise disdiikde avtomatik olaraq yerine yetirsrsk

# “feed2” ana yayimi ligciin menbsni kameranin RTSP yayimindan alir

Launch ffmpeg -i
“rtsp://admin:12345@10.50.6.101:554/Streaming/Channels/101?transportmode=unic
ast”

</Feed>

<Stream camera.flv>
Format flv
Feed feed2.ffm
VideoCodec 1libx264
VideoFrameRate 25
VideoBitRate 800
VideoSize 1280x720
AVOptionVideo crf 23
AVOptionVideo preset medium
AVOptionVideo me range 16
AVOptionVideo gdiff 4
AVOptionVideo gmin 10
AVOptionVideo gmax 51
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AVOptionVideo flags +global header
NoAudio
</Stream>
<Stream index.html>
Format status
</Stream>
# service ffserver restart => Ffserver servisini yeniden iss saliriqg
# tail -f /var/log/ffserver.log => Jurnal faylinda gdrsceksiniz ki,
ffserver 6z osmri ise salir
Tue Jun 30 00:31:02 2015 FFserver started.
Tue Jun 30 00:31:02 2015 Launch command line: /usr/local/bin/ffmpeq —i
rtsp://admin:12345@10.50.6.101:554/Streaming/Channels/101 ?transportmode=unicast http://127.0.0.1:8090
feed2.ffm
Yens ds VLC player-deo http://ffserver.ip.add.ress:8090/camera.flv yayimina
daxil olsaq her seyin islsdiyinin sahidi olacayiqg.
Media Playback Audio ¥ideo Subtitle Tools View Help
nGinx web server iizerinde RTMP protokolu ve FFmpeg vasitesi ils 2 adsd
kameranin RTSP yayimina JWPLAYER web player-ls baxmaq, yayimin yaddasa geyd
olunmasi ve kohns yayimlara baxmag
# cd /usr/ports/www/nginx => govluga daxil olurug
# make config => Standart olanlardan basga asagidaki
modullari da secirik
nginx-1.8.0 2,2
lqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqq
Build with ceauqunq support
T REDISZY 3Fd party t8al’Z module "7
m TMP 3rd party rtmp module
x [ ] HTTP DAV Enable ilttp webdav module
X TTP FLV Enable http flv module
X [ ] HTTP GEOIP Enable http geoip module
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x [ 1 X588 3rd party xss module
X IDEO video module support
Xgqgqqdqqdqqdqqddddqddqdddddqqddq Video module support ggqqgqqdqqdqqaddddddddaddddd
: () HTTP MP4 Enable http mp4 module
TTP MP4 H264 3rd party mp4/h264 module
1 100%
# make install clean -DBATCH => Nginx web server (versiya 1.8.0 2,2)
portlardan yikleyirik
# rehash => Binar fayllarini yenileyirik
# cd /usr/local/etc/nginx/ => Nginx qurasdirma fayllarinin oldudu
govluga daxil olurug
# ee nginx.conf => NGINX-in susmaya gdre olan gqurasdirma
faylini ac¢ib girmizi ils geyd etdiyim
setrleri solave edirik
#user nobody;
worker processes 1;
#error log logs/error.log;
#error log logs/error.log notice;
#error log logs/error.log info;
# Jurnal faylini ve tam ilnvanini teyin edirik
error_log /var/log/nginx/nginx-error.log debug;
#pid logs/nginx.pid;
events {
worker connections 1024;
}
http {
include mime. types;
default type application/octet-stream;
#log format main 'Sremote addr - Sremote user [$time local] "Srequest"
Al
# '$status $body bytes sent "S$http referer" '
# '"Shttp user agent" "Shttp x forwarded for"';
#access _log logs/access.log main;
sendfils on;
#tcp nopush on;
#keepalive timeout O0;
keepalive timeout 65;
#gzip on;
# Virtual hostlarin qurasdirma fayllarinin yerlssdiyi govluglari daxil
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# edirik
include sites-enabled/*;
include sites-available/*;
server {
listen 80;
server name localhost;
#charset koi8-r;
#access _log logs/host.access.log main;
location / {
root /usr/local/www/nginx;
index index.html index.htm;
}
#error page 404 /404 .html;
# redirect server error pages to the static page /50x.html
#
error_page 500 502 503 504 /50x.html;
location = /50x.html {
root /usr/local/www/nginx-dist;
}
}
}
# RTMP protokolunun qurasdirmasini edirik
rtmp {
# Giris jurnal faylini ve tam Unvanini teyin edirik
access_log /var/log/nginx/rtmp access.log;
server {
listen 1935; # qulag asdigi portu teyin edirik
application live {
live on; # ‘Live’ adinda tetbigetms
yaradiriqg
# Asagidaki exec static emrleri vasitesi ils NGINX iss disdilyi zaman
#avtomatik olarag “live” totbigetmesinde “cameral” ve “cameral” yayimlarina
#heresinse forgli bir kamera yayimi otlrscsk
exec_static /usr/local/bin/ffmpeg -i rtsp://10.41.10.25:554/
-c copy -f flv rtmp://localhost/live/cameral;
exec_static /usr/local/bin/ffmpeg -i rtsp://10.41.10.4:554/ -
c copy -f flv rtmp://localhost/live/camera?2;
record all; # Gorlintiniin yaddasda saxlanmasini temin edir
record path /var/videos; # saxlanilan videolarin
invani
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record suffix %d-%b-%y-5%T.flv; # her saxlanilan .flv
#videonun adina tarix ve
#vaxt méhri vurur
record interval 60m; # 60 degigelik video fayllar
yaradir
}
}
}
# mkdir /var/log/nginx/ => Jurnal fayli Ucin govlug yaradiriqg
# mkdir /usr/local/etc/nginx/sites-enabled => govludunu yaradiriqg
# mkdir /usr/local/etc/nginx/sites-available => govludunu yaradiriqg
# mkdir /var/videos => Videolarin saxlanacagdi govludu yaradiriqg
# chown www:www /var/videos/ => NGINX demonuna bu govluda kamera yayimini
saxlamaga izin verilir
# nginx -t => omri ils esas qurasdirma faylimizi
yoxlayiraq

Bizs bu ¢ixarisi gaytarirsa, qurasdirma faylinda sintaksis sshvi yoxdur.

# cd /usr/local/etc/nginx/sites-enabled/ => Qovluguna daxil olurug
# ee cameral.conf => “cameral.lan” virtual hostu i¢iin qurasdirma fayli
yaradiriq ve asagidaki veziyysts gotiririk

server |
listen 80;
server name cameral.lan; # virtual hostun adini teyin edirik

# Virtual hostun bitin fayllarinin yerlesdiyi govlugun Unvanini gésteririk ve
# index fayllarini teyin edirik
location / {
root /usr/local/www/cameral.lan;
index index.php index.html index.htm;

# mkdir /usr/local/www/cameral.lan => cameral.lan virtual hostunun
fayllari d¢in govlugu yaradirig

# cd /usr/local/www/cameral.lan => Hemin govluga daxil olurug

# ee index.html => Indeks sshifesi yaradiriqg ve asagidakzi

kimi slavslsr edirik

JWPLAYER-1 http://www.adrive.com/public/pN4j4w/jwplayer.zip linkinden Windows
masiniza endirib, ic¢indekileri WINSCP.EXE vasitesi ils Freebsd serverinizds
/usr/local/www/cameral.lan govluguna atirsiniz.
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# ee index.html => Indeks fayli yaradiriq ve qurasdirmamizi edirik
# Indeks sohifssine JWPLAYER-i daxil edirik
<script type="text/javascript" src="jwplayer.js"></script>
<div id="jwplayer.flash.swf">Loading the player ...</div>
<script type="text/javascript">

jwplayer ('jwplayer.flash.swf') .setup ({
# Jwplayer liciin oxudacagi fayli teyin edirik. Burada Live totbigetmssi
#altinda yaratdigimiz cameral yayimi olacaq, hansi ki, buna NGINX-in osas
#qurasdirma faylinda exec_static sintaksisin kémeyi ils yerine yetirdiyimiz
#10.41.10.25 iinvanli kameramizin RTSP yayimi olacaqg. Yuxarida NGINX web
#serverimizin esas qurasdirma faylinda bunu gbre bilsrsiniz.
# asagidaki linkds NGINX web serverimizin interfeys ip ilnvanini yaziriq

file: 'rtmp://10.50.3.200/live/cameral’,

# Jwplayer-in indeks sshifesindeki &lgiilsr

width: '1280°',

height: '720',

aspectratio: '16:9'
}):
</script>
# cd /usr/local/etc/nginx/sites-enabled/ => govluguna daxil oluruqg
# cp cameral.conf camera2.conf => “camera2.lan” virtual hostunun

qurasdirma faylini cameral.conf-dan
niisxelayirik

# ee camera2.conf => Qirmizi ile geyd olunan deyisiklikleri
edirik
server |

listen 80;

server name cameral.lan; # virtual hostun adini teyin edirik
# Virtual hostun biitiin fayllarinin yerlssdiyi govludun invanini gdsteririk ve
# index fayllarini teyin edirik

location / {

root /usr/local/www/camera2.lan;
index index.php index.html index.htm;

}
}
# c¢d /usr/local/www/ => Qovluguna daxil olurug
# cp -r cameral.lan/ camera2.lan/ => cameral.lan govludunu bitin fayl
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ve alt-govluglari ils birge
camera2.lan adi altinda
niisxsloyirik.
# ¢d camera2.lan/ => Nisxolenmis govluda daxil oluruqg
# ee index.html => Indeks sshifesinin qurasdirma faylini acib
asagida girmizi ils gosterilmis deyisiklikleri
edirik
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# Indeks sshifesine JWPLAYER-1 daxil edirik
<script type="text/javascript" src="jwplayer.js"></script>

<div id="jwplayer.flash.swf">Loading the player ...</div>
<script type="text/javascript">
jwplayer ('jwplayer.flash.swf') .setup ({

# Jwplayer liciin oxudacadi fayli teyin edirik. Burada Live totbigetmesi
#altinda yaratdigimiz cameral yayimi olacaq, hansi ki, buna NGINX-in osas
#qurasdirma faylinda exec_static sintaksisin kémeyi ils yerine yetirdiyimiz
#10.41.10.4 iinvanli kameramizin RTSP yayimi olacaq. Yuxarida NGINX web
#serverimizin esas qurasdirma faylinda bunu gbre bilsrsiniz.

# asagidaki linkds NGINX web serverimizin interfeys ip ilinvanini yaziriqg
file: 'rtmp://10.50.3.200/live/camera2’,

# Jwplayer-in indeks soshifesindski o&lcluler
width: '1280°',
height: '720',
aspectratio: '16:9'
}) i
</script>

# cd /usr/local/etc/nginx/sites-enabled/ => govluguna daxil olurug

# cp cameral.conf play.conf => Kameranin koéhns yazilarina baxmag uc¢in
yaratmag istediyimiz “play.lan” virtual
hostunun qurasdirma faylini movcud
cameral.conf qurasdirma faylindan
niisxslayirik

# ee play.conf => Qirmizi ils geyd olunan deyisiklikleri

edirik

server |
listen 80;
server name play.lan; # virtual hostun adini teyin edirik

# Virtual hostun biitiin fayllarinin yerlesdiyi govlugun invanini gdsteririk ve
indeks fayllarini lagdv edib svezinse bir basga govlugda olan fayllari indeks
olaraq gdstermesyini tslsb edirik
location / {
root /var/videos;
autoindex on;
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#index index.php index.html index.htm;

}

# ee /etc/rc.conf =>Startup faylina NGINX-in avtomatik iss dismssi
iclin asagidaki sstiri slave edirik

nginx enable="YES"

NGINX-i ise saliriqg
# service nginx start

Jurnal faylini fargli pesncerads agirig
# tail -f /var/log/nginx/nginx-error.log

“Exec” omrlerinin iss disdiiylini ve 2 aded (cameral ve cameraz?) yayimin
avtomatik yarandigini gors bilsrik.

Yayimlara baxmaqg liclin ilk 6nce Virtual Host mentiginin iss dismesi igin
windows masinimizda C:\Windows\System32\drivers\etc\hosts faylina asagidaki

sotrleri slave etmeok lazimdir.
19.59.3.1Z aTIporTtal

10.508.3.219 qutgasinli.lan
18.58.3.219 .lan

#Nginx veb serverimizin IP unvani ve garsisinda her bir virtual hostun adi
10.58.3.200 cameral.lan

16.58.3.200 camera?.lan

10.50.3.200 play.lan

Doyisiklikleri edib yadda saxladigdan sonra, web browser-imizde wvirtual
hostlara daxil oluruqg ve Jwplayer-de PLAY diilymesini sixiriq.
http://cameral.lan/

e N
03.Jul 2015 14:09:58
.

http://camera2.lan/
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| camera2.lan

£Org = Mowcx Webmail Login  §* - Webstore @ rutor.org = Mok My Account - Login ] Cristiano Ronaldo - ..~ §3 Top New Songs 201... | Latest DVD releases

. @) Project Center [IJ AC21t

o ® T

GordiylUmiiz kimi her bir fergli virtual host-da fsrgli kameralarin canli
yayimini gorurik

indi ise Kamera yayimlarinin kdhns video yazilarina baxaqg

web browser-imizden http://play.lan/ sohifesini aciriqg. Asagidaki kimi bir

sohife acilacag ve oradag yayimimizin adlari ve tarix mdhri olan 1 saatliq
.flv video fayllarini gbdreocesksiniz.
€ > C i [[)playlan

i Apps @) RuTorOrg = Mowex

Wiebmail Login  J* - Webstore @ rutor.ong = Mowce [l My Account - Login T Cristianc Ronaldo. N Top NewSongs 201... [l Latest OVD redeases .. G Project Center [I] ACZ Betal2 release.. 49 Toppewt TB.Mepsc.. 521 Mpsuee crioprams » [ 0the
;L

cameral ©3-Jul-15-14:25:13.flv ©3-Jul-2015 ©9:27 7862784

camera2 03-Jul-15-14:25:12.f1v

03-Jul-2015 09:27 8235389
Bunlardan hansininsa izsrins sixsadq,

web browser-iniz kodeki destsklayirss
o2lave sshifede acacaq. Sgor,

yoxdursa bu video faylini masininiza endirscak.
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BOLUM 17

Sistem veo gsbeoks resurslarinin monitoringi

e FreeBSD Cacti yiuklesnmesi ve qurulmasi
e Ubuntu uzsrinds Nagios server ve client qurulmasai
e FreeBSD server uUzsarinds NRPE agentin yiklsnmesi

Hor bir miiessissnin daxilinde sobesks ve sistem resurslari kifayst geder
boyidikds ve onlarin 24/7 islemesi telsbi oldugda, hemin sistem ve ssbsks
avadanliglarinin monitoringi telsbi miitleg sert olacag. Basligimizda
monitoring i¢lin agcig gaynagli Nagios program teminatindan istifade edeceyik.
Program teminati ssbsksni SNMP protokolu, serverleri ise spesifik agent

vasitesili monitoring edir ve teyin edilen ssrtlsrs ssaslanaraqg msktub ve ya
sms yollayir.
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FreeBSD Cacti yiuklsnmesi ve qurulmasi
CACTI — acig gaynagli veb programdir hansi ki, RRDtool-un komeyi ils
qgrafikleri qurmada serait yaradir. Cacti mileyyen edilmis milveqgeti
intervallar ic¢clin statistik melumatlari yigir ve grafik sskilde onlari sks
etdirmeys icazse verir. Prosessorun yiklemesi, smeli yaddasin ayrilmasi, ise
salinmis proseslerin migdari, daxil olan/¢ixan trafikden istifadeds olan
statistikanin tesviri lg¢lin standart sablonlar istifads olunur.
portsnap fetch extract update # Oncs portlari yenileyirik
Sistemi yenileayak:
freebsd-update fetch
freebsd-update install
reboot # Restart edirik
ntpdate 0.asia.pool.ntp.org # Serverimizde vaxti degig
alirig(Mitlsq edilmeslidir)
Sistems aid ola yeniliklsrin yiklenmesi Uc¢ln siz crona bir seotir slave eds
bilersiniz, ancaq bu setir yenilikleri dartib saxlayir. Vacibliyin teyin
edilmesi tc¢lin, yliklemeni iss siz root istifadecg¢isine gelen mails baxdigdan
sonra etmelisiniz.
echo '@daily root freebsd-update cron' >> /etc/crontab
Lazimi paketlsri ylklsysk:
echo "NO_WARNING PKG_INSTALL EOL=yes" >> /etc/make.conf
cd /usr/ports/shells/bash # BASH shell portuna daxil olurug
make WITHOUT="LIBSIGSEGV" install # Lazimi modullari secgirik
bash-4.3.24
19g9q9gaggqqydaqaaaddedaaqaadoadgdaaaaaddaaqddaddddadaaqaddoadqdaaadaadaaqqdaaqdaadd
b2 [ ] lCOLONBREAKSWORDS|MColons break words
x+[x] DOCS Build and/or install documentation
x+[x] HELP Enable builtin help
x+[x] IMPLICITCD Use directory name alone to cd into it
%+[x] NLS Native Language Support
%+[ ] STATIC Build static executables and/or libraries
%+[ ] SYSLOG Syslog logging support
m
<Cancel>
echo "fdesc /dev/fd fdescfs rw 0 0" >>
/etc/fstab
chsh -s bash # root istifadeg¢isi iigiin shell-i bash edirik
Yeni sessiya ile sisteme yeniden daxil olurug ki, BASH shell islesin.
NET-SNMP paketini yikleyirik:
cd /usr/ports/net-mgmt/net-snmp # Port iinvanina daxil olurug
BATCH=yes make WITHOUT="IPV6" install # Yukleyirik
echo 'snmpd enable="YES"' >> /etc/rc.conf # Startup-a slave edirik
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SNMPD-ni qurasdiririqg:
cd /usr/local/etc
mkdir snmp
cd snmp/
ee snmpd.conf # snmpd.conf fayli yaradib daxiline asagidaki sstirlsri
o2lave edirik.
syslocation "Azerbaijan"
syscontact cacti
rwuser freebsd noauth
rocommunity freebsd # Router-ls danismagda istifads edilen pre-shared key
rwcommunity freebsd
trapsink localhost freebsd # Localhost ii¢iin pre-shared key
trap2sink localhost freebsd
informsink localhost freebsd
trapcommunity freebsd
authtrapenable 2
/usr/local/etc/rc.d/snmpd start # Iss saliraiqg
RRDTool-u ylukleyirik (Asililiginda c¢oxlu paketlsr olduguna gdrs uzun vaxt
alacaq) :
cd /usr/ports/databases/rrdtool # Port uUnvanina daxil olurug
BATCH=yes make WITHOUT="PERL MODULE" install # Perl modulsuz yikleyirik
echo 'rrdcached enable="YES"' >> /etc/rc.conf # Startup-a slavs edirik
MySQL-1i yiklsysk:
cd /usr/ports/databases/mysql55-server # Port uUnvanina daxil olurug
BATCH=yes make -DWITH OPENSSL install # Ylkleyirik
echo 'mysql _enable="YES"' >> /etc/rc.conf # Startup-a slave edirik
/usr/local/etc/rc.d/mysql-server start # Iss salirig
Cacti tc¢ln baza istifadec¢i ve sifre yaradiriqg:
mysql -uroot -p # MySQL-s gosuluruqgq
mysqgl> CREATE DATABASE cacti;
Query OK, 1 row affected (0.01 sec)
mysgl> GRANT ALL ON cacti.* TO cacti@localhost IDENTIFIED BY 'freebsd'; FLUSH
PRIVILEGES;
Query OK, 0 rows affected (0.00 sec)
Query OK, 0 rows affected (0.00 sec)
Bazamizin root istifadec¢isine sifrs teyin edirik ve sifresiz istifadsc¢ileri
sondiririk:
mysgl> use mysql
mysgl> update user set password=password("freebsd") where user="root";
mysgl> delete from user where user="";
mysql> FLUSH PRIVILEGES;
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Apache-1i yikleyirik:
echo "DEFAULT VERSIONS+=apache=2.2" >> /etc/make.conf
cd /usr/ports/www/apache22 # Port tunvanina daxil olurug
BATCH=yes make -DWITHOUT IPV6 install # Yikleyirik
echo 'apache22 enable="YES"' >> /etc/rc.conf # Startup-a slave edirik
/usr/local/etc/apache22/httpd.conf - Asadidaki sstirlori slave edirik ve
DirectoryIndex soatirinin garsisini gorinen kimi edirik:
DirectoryIndex index.php index.html
AddType application/x-httpd-php .php
AddHandler php5-script .php
/usr/local/etc/apache22/Includes/cacti.conf - Fayla asagidaki metni slavs
edirik ve yadda saxlayiriqg

<Directory "/usr/local/share/cacti/">
AllowOverride None
Options None
Order allow,deny
Allow from all
</Directory>
Alias /cacti "/usr/local/share/cacti/"
/usr/local/etc/rc.d/apache22 start # Apache-1 iss saliriqg
PHP5-1 yiikleyirik:
cd /usr/ports/lang/php53 # Port uUnvanina daxil olurug
BATCH=yes lang php53 UNSET=CGI lang php53 UNSET=IPV6 lang php53_ SET=APACHE
make install # Yikleyirik
cp /usr/local/etc/php.ini-production /usr/local/etc/php.ini # Konfig faylini

nisxslayirik
/usr/local/etc/php.ini - faylin ig¢inde date.timezone sstirini asagidaki kimi
edirik:
[Date]
date.timezone = 'Asia/Baku’
cd /usr/ports/databases/php53-mysql # MySQL connect Uc¢tin istifads edilir
BATCH=yes make install # Yikleyirik
cd /usr/ports/net-mgmt/php53-snmp # SNMP icin tslsb edilir
BATCH=yes make install # Yikleyirik
cd /usr/ports/lang/php53-extensions # PHP5 genislenmelsrini yiklsyirik
BATCH=yes make install
cd /usr/ports/www/php53-session # Session-u yukleyirik
BATCH=yes make install
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cd /usr/ports/net/php53-sockets # Socket-lors Ug¢in telsb edilir
BATCH=yes make install
cd /usr/ports/textproc/php53-xml # Reportlar uc¢in telsb edils bilsr
BATCH=yes make install
cd /usr/ports/graphics/php53-gd # Hemg¢inin lazimdir ve yukloyirik
BATCH=yes make WITHOUT="X11l" install
CACTI-ni yiklsysk ve config edsk:
cd /usr/ports/net-mgmt/cacti # Portuna daxil olurug
BATCH=yes make install # Yikleyirik
cd /usr/ports/net-mgmt/cacti-spine # Silireti artirmaq tlciin istifade edilir.
BATCH=yes make install
mysqgl -u cacti -pfreebsd cacti < /usr/local/share/cacti/cacti.sql

# Bazani import edirik
/usr/local/share/cacti/include/config.php - Faylda asadidaki sstirlsri uydun
olaraq qurasdiririqg:
$database_type = "mysql";
$database_default = "cacti";
$database_hostname = "localhost";
$database_username = "cacti";
$database password = "freebsd";
$database port = "3306";
Sdatabase_ssl = false;
/etc/crontab faylina asadidaki sotiri slave edirik ki, 5 degigsden bir poller
ise diissiin:
# Cacti Cron
*/5 * * * * root /usr/local/bin/php
/usr/local/share/cacti/poller.php >> /usr/local/share/cacti/log/poller.log
2>l
Oz rahatc¢ilidimiz iiciin CACTI govluguna symlink yaradirig ve Unvana daxil
oluruqg:
ln -s /usr/local/share/cacti/ /
cd /cacti
mkdir /usr/local/share/cacti/log/ # Jurnal govlugdu yaradiriqg
touch /usr/local/share/cacti/log/poller.log # Poller jurnal fayli yaradirig
mkdir /var/log/cacti/ # CACTI jurnal fayl ucin

govlug yaradiriqg
touch /var/log/cacti/log # CACTI jurnal fayli yaradiriq
mkdir -p /var/db/cacti/rra/ # CACTI RRD bazasi iclin govlug yaradiriqg
chown -R root:wheel /var/db/cacti/ # Biitiin CACTi-e aid olan tunvanlari root

adindan edirik (BUG)
chown -R /var/log/cacti/
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Miitleg telsb edilmsyen portlari yalniz rahatciligimiz idc¢in yikleyirik:
cd /usr/ports/ftp/wget
BATCH=yes make WITHOUT="IDN IPV6 NLS" install
cd /usr/ports/sysutils/screen
BATCH=yes make WITHOUT="INFO NETHACK" install
cd /usr/ports/editors/vim-lite
BATCH=yes make install
Reboot edirik ve proseslsri yoxlayiriqg:
reboot
ps aux | egrep 'httpd|snmpd|mysqld|rrdcached|sshd'
root 989 0.0 0.1 46876 3868 2? Is 10:10AM 0:00.00 /usr/sbin/sshd
mysqgl 14126 0.0 0.0 14536 1896 2? Is 11:37AM 0:00.02 /bin/sh
/usr/local/bin/mysqld safe --defaults-extra-file=/var/db/mysqgl/my.cnf --
user=mysqgl --datadir=/var/db/
mysqgl 14224 0.0 1.2 267504 51632 2? I 11:37AM 0:02.07
/usr/local/libexec/mysqgld --defaults-extra-file=/var/db/mysgl/my.cnf --
basedir=/usr/local --datadir=/var/db/m
root 18540 0.0 0.3 106096 12248 2? 1Is 12:57PM 0:00.00
/usr/local/bin/rrdcached -s www -1 /var/run/rrdcached.sock -p
/var/run/rrdcached.pid
root 34290 0.0 0.2 64684 6512 2?2 S 10:47AM 0:30.41
/usr/local/sbin/snmpd -p /var/run/net snmpd.pid
root 63849 0.0 0.2 150580 9244 2?2 Ss 12:09PM 0:00.16
/usr/local/sbin/httpd -DNOHTTPACCEPT
WWW 63850 0.0 0.2 150580 9256 2? S 12:09PM 0:00.01
/usr/local/sbin/httpd -DNOHTTPACCEPT
WWW 63851 0.0 0.2 150580 9256 2? I 12:09PM 0:00.00
/usr/local/sbin/httpd -DNOHTTPACCEPT
WWW 63852 0.0 0.2 150580 9264 2? I 12:09PM 0:00.00
/usr/local/sbin/httpd -DNOHTTPACCEPT
WWW 63853 0.0 0.2 150580 9256 2? I 12:09PM 0:00.00
/usr/local/sbin/httpd -DNOHTTPACCEPT
WWW 63854 0.0 0.2 150580 9256 2?7 I 12:09PM 0:00.00
/usr/local/sbin/httpd -DNOHTTPACCEPT
root 95844 0.0 0.1 72136 4400 22 Ss 10:34AM 0:07.40 sshd:
root@pts/1 (sshd)
root 18547 0.0 0.0 16312 1792 1 S+ 12:58PM 0:00.00 egrep
httpd|snmpd|mysqgld|rrdcached|sshd
Artiq CACTi-ys webden yetki ala bilersiniz:
http://server-ip-address/cacti avtomatik olaraqg
http://10.99.3.197/cacti/install/ sohifssins yoénlendirsceak:
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Cacti Installation Guide

Thanks for taking the time to download and install cacti, the complete
graphing solution for your network. Before you can start making cool graphs,
there are a few pieces of data that cacti needs to know.

Make sure you have read and followed the required steps needed to install
cacti before continuing. Install information can be found for Unix and
Win32-based operating systems.

Also, if this is an upgrade, be sure to reading the Upgrade information file.

Cacti is licensed under the GNU General Public License, you must agree to its
provisions before continuing:

This program is free scftware; you can redistribute it and/or modify
it under the terms of the GNU General Public License a3 published by
the Free Software Foundation; either version 2 of the License, or (at
your option) any later version.

This program is distributed in the hope that it will be useful, but
WITHOUT ANY WRARRANTY: without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU

General Public License for more details.
Next >>

NEXT diiymesine sixiriq ve asagidaki sskil c¢ap olunur:

Please select the type of installation

New Install v
The following information has been determined from Cacti's configuration file.
If it is not correct, please edit 'include/config.php’ before continuing.

Database User: cacti

Database Hostneme: localhost
Database: cacti

Server Operating System Type: unix

New Install secirik ve Next diymesins sixiriqg(Asagidaki sokil cap edilir,
RRDTool ve NET-SNMP-nib versiyasini dizgln se¢ib Finish diymssine sixiriqg):

www.opensource.az
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Cacti Installation Guide

Make sure all of these values are correct before continuing.

[FOUND] RRDTool Binary Path: The path to the rrdtool binary.
Jusrflocalfbinfrrdtool
[OK: FILE FOUND]

[FOUND] PHP Binary Path: The path to your PHP binary file (may require a
php recompile to get this file).

Jjusrflocal/bin/php
[OK: FILE FOUND]

[FOUND] snmpwalk Binary Path: The path to your snmpwalk binary.
Jjusrflocalibinfsnmpwalk
[OK: FILE FOUND]

[FOUND] snmpget Binary Path: The path to your snmpget binary.
Jjusrflocalibin/snmpget
[OK: FILE FOUND]

[FOUND] snmpbulkwalk Binary Path: The path to your snmpbulkwalk
binary.

Jjusrflocal/bin/snmpbullkwalk

[OK: FILE FOUND]

[FOUND] snmpgetnext Binary Path: The path to your snmpgetnext binary.
Jjusrflocalibin/snmpgetnext
[OK: FILE FOUND]

[FOUND] Cacti Log File Path: The path to your Cacti log file.
fvarflogfcactiflog
[OK: FILE FOUND]

SNMP Utility Version: The type of SNMP you have installed. Required if you
are using SNMP v2c or don't have embedded SNMP support in PHP.
NET-SNMP 5x +

RRDTool Utility Version: The version of RRDTool that you have installed.
RRDTool 14x v

MNOTE: Once you click "Finish”, all of your settings will be saved and your
database will be upgraded if this is an upgrade. You can change any of the
settings on this screen at a later time by going to "Cacti Settings” from within

Cacti.

Asagidaki sohifeds susyama gdrs olan istifadec¢i adi ve sifre admin-dir:

r N
User Login

Please enter your Cacti user name and password below:

User Name: |admin

Password: |uu||

Login

Novboeti sekilde gdsterildiyi kimi sifreni deyisirik:
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User Login

*** Forced Password Change ***

Please enter a new password for cacti:

Password: | essssse

Confirm: Iy

Save
Spine
Stireti artirmaqg ic¢in spine-i qurasdiririg(cmd.php svezine spine istifads
edirik) :
cp /usr/local/etc/spine.conf.sample /usr/local/etc/spine.conf #

Qurasdirma faylini
niisxalsayirik
/usr/local/etc/spine.conf faylinda asagidaki sstirlsri uydun olaraq
qurasdiririqg.
DB_Host localhost
DB_Database cacti
DB_User cacti
DB_Pass freebsd
DB Port 3306
DB_PreG 0
ICMP ils yoxlanis elesmsk lc¢iin SETUID yetkisini spine-a veririk:
chmod +s /usr/local/bin/spine ; chown 0:0 /usr/local/bin/spine
Sonra Cacti interfeysinds Console -> Configuration -> Settings bdlimiine daxil
oluruqg:
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You are now logged into Cacti. You can follow these basic steps to get started.

New Graphs .
E * Create devices for network
* Create graphs for your new devices
Graph Management . View your new graphs
Graph Trees

Data Sources
Devices

Data Queries

Data Input Methods
Graph Templates

Host Templates

Data Templates

Import/Export

Import Templates

Export Templates
Configuration

Plugin Management

System Utilities

User Management

Logout User

Sonra PATHS TAB altinda Spine Poller File Path: /usr/local/bin/spine edirik
vo SAVE diymesine sixiriqg:

Graph Export Authentication

snmpwalk Binary Path
The path to your snmpvalk binary.

Justflocal/bin/snmpwalk
[OK: FILE FOUND]
snmpget Binary Path

justflocal/binjsnmpget
The path to your snmpgst binary.

[OK: FILE FOUND]

Just/localfbin/snmpbulkwalk

OK: FILE FOUND]

Justflocal/bin/snmpgstnext

[OK; FILE FOUND]

snmpbullowalk Binary Path
The path te your snmpbulkvalic binary.

snmpgetnext Binary Path
The path to your snmpgstnext binary.

RRDTool Binary Path jusr/local/bin/rdtool
The path to the rdtol binary.

RRDTool Dafault Font

For RRDtool 1.2, the path ta the Trus Type Font File.

For RRDtool 1.3 and above, the font name conforming to the pango naming convention:

You can to use the full Pango syntax when sslecting your font: The font name has the form "[FAMILY-LIST] [STYLE-OPTIONS] [SIZE]", where FAMILY-LIST i
2 comma separatad list of families optionally terminated by  comma, STYLE_OPTIONS is a whitespace separatad list of words whers each WORD describes
one of style, variant, weight, stretch, or aravity, and SIZE is a decimal number (size in points) or optionally followed by the unit modifier "px" for absolute
size. Any ene of the options may be absent.

PHP Binary Path ust/localbinjohp
The path te your PHP binary file (may require a php recompile to gat this file).

EH T
3 8
8 8

Logging

Cacti Log File Path Ivarflogfcactilog
The path to your Cacti lag file (if blank, defaults to /var/log/cacti/log)

e

Spine Poller File Path
The path to Spine binary. jusr/localfbin/spine|

Structured RRD Path

‘Structured RRA Path (/host_id/local_data_id.rrd) O
Uss = separate subfoldar for each hosts RRD files. Structured RRA Path (/hest_id/local_data_id.rrd)

gl H
g
3|

Sonda Poller TAB-da Poller Type-1i spine sec¢irik ve Save(sokildeki kimi):

504

www.opensource.az



Ensbled

spine__ v

ller [Every5Minutes v

Every5Minutes v

/ead to set this satting to tha interval that your cron or scheduled task is cur

te. Using = highr numbar whan using emd.php vill improve performance. Performance improvamants in spine

per process. Using a higher number

when using Spine will improve performance.

£ run per Spine process. Settings betveen 1 and 10 are accepted. This parameter wll help if you are 1

plate. This timeout value is in seconds

snmpbulkvalk request. Increasing this value speeds poller performance over slow links. The 10
0 or 1 vill disabla snmpbulkalk

SNMP Uptime

f ping packet to sent. UDP Ping v
ICHP requires that the Cacti Service 1D have root privilages in Unix.

rt

osing either TCP or UDP Ping, which port should be checked for availability of the hast prior to polling.

The number of polling intervals a host must remain up bsfors ret

Save

Poller cache-in yeniden yigilmasi:

cmd.php-don spine-a keg¢dikdsen sonra grafikler yaranmaya biler.

Bu problem hsll elemsk igln isse CLI-dan php
/usr/local/share/cacti/cli/rebuild poller cache.php smrini yerins yetiririk.

Sonra Console -> Utilities -> System Utilities -> Rebuild Poller Cache vs
Localhost - Processes sec¢irik.
Ardinca iss Turn On Data Source Debug Mode diymesini sixiriqg ve ekranda Data
Source Debug-da gdriinen smrlsri CLI-dan iss saliriqg(asagidaki kimi) :
/usr/local/bin/rrdtool create \
/var/db/cacti/rra/localhost_proc_7.rrd \
--step 300 \
DS:proc:GAUGE:600:0:1000 \
RRA:AVERAGE:0.5:1:600 \
RRA:AVERAGE:0.5:6:700 \
RRA:AVERAGE:0.5:24:775 \
0
1

RRA:AVERAGE:0.5:288:797 \
RRA:MAX:0.5:1:600 \
RRA:MAX:0.5:6:700 \
RRA:MAX:0.5:24:775 \
RRA:MAX:0.5:288:797 \

Artig 5 degigsden sonra /var/db/cacti/rra govludunda asadidaki kimi rrd
fayllar yaranacaq:
[root@cacti /var/db/cacti/rral# 11

total 332

-rw-r--r-- 1 root wheel 46k Aug 27 00:25 localhost users_6.rrd
-rw-r--r-- 1 root wheel 46k Aug 27 00:25 localhost proc_7.rrd
-rw-r--r-- 1 root wheel 46k Aug 27 00:25 localhost mem swap 4.rrd
-rw-r--r-- 1 root wheel 46k Aug 27 00:25 localhost mem buffers 3.rrd
-rw-r--r-- 1 root wheel 138k Aug 27 00:25 localhost_load 1min 5.rrd
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Indi ise GNS3-de olan Cisco Router ils Cacti masini gonsu olaraqg qurasdiraqg
ve notice alag. GNS3 masini Ubuntu Linux Desktop-da qurasdirilmisdir. Sskilde
goriinen cloud avadanlidi Ubuntu Linux-un ethO ssboks karti ils bridge
edilmisdir:
File Edit View Control Device Annotate Tools Help
Hub (@ B e )] S H/ﬂ.ﬂ O,

Topolog;ﬁ' X

@@ C1
e 6@ R1
— | —— AJ
e. Console & X
.',g GNS3 management console. Running GNS3 version 0.8.6.
—— | Copyright (c) 2006-2013 GNS3 Project.

a1
Router-imizin IP-si 10.99.3.212, Cacti masin IP-si 10.99.3.197 ve Ubuntu
Desktop masinin IP-si 10.99.3.192-dir.
R1 routerimizin config-i asagidaki kimi olacagqg:
interface FastEthernet0/0
ip address 10.99.3.212 255.255.255.0
duplex auto
speed auto
ip default-gateway 10.99.3.1
snmp-server community freebsd RO # SNMP serverimizin community-si ils eyni

yaziriq yoni freebsd
snmp-server host 10.99.3.197 freebsd
ip name-server 10.99.3.2
ip name-server 10.99.3.3
Indi iss CACTI masini Cisco router iciin qurasdiraqg:
Console -> Devices -> Add
506
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Sonra iss sokilds goriindiiyll kimi qurasdiririg ve Create diymesins sixiriqg:

Devices [new]
General Host Options

[Core Cisco ROuter |

iption
Give this host a meaningful description.

Hostname
Fully qualified hastname or Ip address for this devics. [10503212
Host Template Cisco Router

Choos the Host Templata to use to dafine the default Graph Templates and Data Queries assaciated with this Host.

Number of Collection Threads.
The number of concurrent threads to use for polling this device. This applies to the Spine poller only.

Disable Host
Check this box ko disable all checks for this host. [ bisable Host

Availability/Reachability Options.

I

Thread (defautt) V|

nad Device Dataction - -
The method Cacti will use to determing if a host is avallable for polling. Ping and SNMP Uptime
NOTE: It is recommended that, at a minimum, SNI1P alusys be selected.

{H:
i

i

¥

i

Ping Method
The type of ping packet to sent. UDP Ping v
NOTE: ICMP on Linux/UNIX requires root privileges.

Ping Port

TCP or UDP port to attempt connection.

Ping Timeout Value

The timeout valus to uss for host ICP and UDP pinging. This host SNHP tmacut valus appliss for SNMP pings.
Ping Retry Count

After an initial failure, the number of ping retries Cacti will attempt before failing..

SNMP Options

)
2
EH
3

x

Version i
Choose the SNMB version for this device. Version 1 V|

SNMP Community
SNMP read community for this device. eebsd
Enter the UDP port number t5 use for SNMP (defaultis 161).

SNMP Timeout 00
The maximum number of milliseconds Cacti vill wait for an ponsa (does not ork with php

Maximum OID's Per Get Request
Specified the number of OID's that can be obtained in a single SNMP Get request.

Additional Options.

Notas
Entar notes to this host.

Cancel || Create

Ugurlu naticeds asagidaki sokil cap edilmslidir (Save diymesine sixiriq) :

Save Successful.

Core Cisco ROuter (10.50.3.212)

SNMP Information . i *Create Graphs for this Host
System: /fwn.cizce. o tel by Cisco Systems, A
Tnc. Compaled Hom 01 Dec 0F 18:10 by pred sl seam *Data Source List
ime: 27827 ays, ours, minutes i
Uptine: 273372 (6 daye. O 45 mimavas) *Graph List
Contact:

Ping Results

UDE Ping Success (18,85 ms)

Sonra iss sokilde gdrindilyl kimi Create Graphs for this Host diymesins

S1xX1riqg:
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Core Cisco ROuter (10.50.3.212)

. ) *Create Graphs for_this Host
System://wwx.cisco.com/cechsuppors Copyright (o] 1986-2008 by Cisco Systems, -
Tnc. Compiled Mon 01-Dec-08 13:10 by prod rel team Data St
Uptime: 252285 (0 days, 0 hours, 43 mimuvesl |

Festname: AL *Graph List

Ping Results

Ping Success (20.18 ms)

‘Cnre Cisco ROuter ‘

Give this host a meaningful description.

Hostname

Fully qualified hostname or 1P address for this device. [10503212 |
Host Template

Chaose the Host Template to use to define the default Graph Templates and Data Queries associated with this Hast,
Number of Collection Threads

The number of concurrent threads ko use for polling this device. This applies to the Spine paller only.

Cisco Router

Disable Host

Check this box to disable all checks for this host.
Availability / Reachability Options:

Downed Device

Tha mathod Cacti will use to datermina if a host is available for polling Ping and SNMP Uptime v
NOTE: It is recommended that, at a minimum, SNMP always be selected.
Ping Method

The type of ping packet to sent,

NOTE: ICMP on Linux/UNIX requiras root privileges.

o=
N )
]
PoE
Pg
g
<
<

H

Ping Port
TGP or UDP port to attempt connection.

EE
o
)
5
=]
<

Ping Timeout Value
The timeout value to use for hast ICMP and UDP pinging. This host SNMP timesut value applies for SNMP pings.

=
=
5]

Ping Retry Count

After an initial failure, the numbar of ping ratries Cacti will attampt befors failing.
SNMP Options

SNMP Version

Chaose the SNMP version for this device.

SNMP Community

SNMP read community for this device. eebsd
SNMP Port

Enter the UDP port number to use for SNMP (default is 161).

SNMP Timaout

The maximum number of milliseconds Cacti will wait for an SMMP response (does not work with php-snmp support).

Version 1w

0l

Maximum OID's Per Get Request
‘Specified the number of OID's that can be obtained in 2 single SNMP Get request.

Additional Options

o =
e

Sokilde gdriindiiyii kimi biitiin interfeysloari secirik veo Create dilymesins
S1X1riqg:

Core Cisco ROuter (10.50.3.212) Cisco Router

SEd th
Host: | Core Cisco ROuter (1050 3212) ~| Graph Types: |All ~ Edit this Host

*Create New Host

Graph Templates

Graph Template Name
Create: Cisco - CPU Usage 0
Create:

(Select a graph type to create) v

Data Query [SNMP - Interface Statistics]

Index Status Description Name (IF-MIB) Alias (IF-MIB) High Speed Hardware Address

1 up FastEthernet/0 Fa0/o ethemetCsmacd(6) 100000000 100 €C:00:03:F0:00:00 10.50.3.212

2 Down FastEtherneto/1 Fa0/1 ethernetCsmacd(6) 100000000 100 i

19:F0:00:01

4 Up Nullo Huo other{1) 4234967285 10000

L Select a graph type: [N TR v
Cancel -Create

Sonra grafikleri gdrmsek i{iglin onlari Cacti console-da aktivlesdiririk:
Console -> Graph Trees -> Add (Sekildeki kimi)

— —
console graphs

Console -> Graph Trees Logged in as admin (Logout)

Graph Trees Add
New Graphs. Name

Default Tree x

|

Graph Management
Trees
Data Sources,

Coll Methods:
Data Queries
Dats Input Methods

ates

i

Graph Templates
Hest Templates
Data Templates
mport/ Export
Import Templates.
Export Templates

E

Settings
Plugin Management

i
]
H

User Management.
Logout User

508
WWwWw.opensource.az



Vo CiscoTree adli yenisini slave edib Create diymesine sixiriqg(Sskildski
kimi) :

Graph Trees [new]

Name

A useful name for this graph tree, \ CiscoTree| x |
Sorting Type _ _

Cheose how ibems in this trae will be sorted. [Manual Ordering (No Serling) v/|

Sonra Tree Items-do Add diiymesini sixirig ve Tree Items Type: Host secirik.
Sonda sokildeki kimi create diiymesins sixiriq:

Tree Items

Parent Item
Chaose the parent for this header/graph, [root] v
Tree Item Type

Choere what tpe o ree e ths i,

e O OB Core Cisco ROuter (10 50 3 212) v

Graph Grouping Style

Choose how graphs are grouped when drawn for this particular host on the tree. Graph Template

Round Robin Archive -
Choose a round robin archive to control how Graph Thumbnails are displayed when using Tree Export. Hourly (1 Minute Average) v
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Ubuntu uzsrinds Nagios server ve client qurulmasi

Nagios — kompliter sistemlsrinin ve ssbskelerin monitoringi tc¢ln nszsrds
tutulmus aciq kodlu program teminatidir. Eynils servislerin ve daxili
resurslarin monitoringini aparib, teyin edilmis serte esaslanaraq email ya da
sms-1lo xsbosrdarlig etmek imkanina sahibdir.

Nagios svvalce Netsaint adinin altinda Ethan Galstad tersfinden yaradilmisdi.
O bu giin sistemi komandasi ils birgse destskleyir ve inkisaf etdirir. Resmi
hem ds geyri-resmi plaginlerls de measgul olurlar.

9vvalce Nagios Linux-un altinda islemsk Uc¢lin hazirlanmisdi, amma o hsmg¢inin
Sun Solaris, FreeBSD, AIX ve HP-UX kimi emeliyyat sistemlsrinde ds stabil
isleyir.

Once Ubuntu masinimiza reposlari ve paketlsri sn son statusa yenileyirik.

apt-get update # Reposlari yenileyirik

apt-get dist-upgrade # On son paketlors yenileyirik

LAMP (Linux Apache MySQL PHP) serveri hazirlayaq.

apt-get install apache2 # Apache web serveri yiklesyirik

ifconfig |grep "inet " | grep -v 127.0.0.1 | awk '{ print $2 }' | cut -f2 -
d":" # Omrls IP-ni =lds
edirik ve broswerimizde web

serveri yoxlayirig.

http://10.100.7.122/

apt-get install mysql-server mysqgl-client # MySQL DB serveri
yikleyirik (Yiklenme middeti
asagidaki suallara cavab

veririk)
Configuring mysql-server-5.5
While not mandatory, it is highly recommended that you set a
password for the MySQL administrative "root™ user.

If this field is left blank, the password will not be
changed.

New password for the MySQL "root" user:

% %%k KKK

—] Configuring mysgl-server-5.5 |——

Repeat password for the MySQL "root"™ user:
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apt-get install php5 php5-mysql libapache2-mod-php5 # PHP5-i yiikleyirik
cat /var/www/html/index.php # PHP info sshife yaradirig ki, test eds bilsk.
<?php
phpinfo () ;
?>
service apache2 restart # Apache2-ni restart edirik
http://10.100.7.122/index.php # Sohifeyeo miiracist etdikds
PHP deyisenleri ekrana cap
edilmslidir
Nagios-u yiuklsysk
apt-get install nagios3 nagios-nrpe-plugin # Nagios ve pluginlsrini
yikleayirik (Bu postfix-i
yiklsyscak ve onu asagidaki
sokilde qurasdiracayiq)
Asagidaki sokilde ise Nagis WEB Interfeys liclin admin sifresi teyin
edirik(login: nagiosadmin)
511
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http://10.70.3.122/index.php

Sifreni tekrarlayiriqg:
————1 Configuring nagios3—cgi |——

Password confirmation:

<O k==

usermod -a -G nagios www-data # Nagios adl:

OPEN
SOURCE
cLUB

istifade¢ini www-data

grupuna slave edirik

chmod -R +x /var/lib/nagios3/ # Qovluga yerine yetirilme yetkisi

veririk
Susmaya godres Nagios kenar smrlsri gsbul elemir.

Ona gors

/etc/nagios3/nagios.cfg faylinda check_external commands=1 edirik.
Umumiyystls /etc/nagios3/nagios.cfg fayli asagidaki kimi olacaq:
root@nagios:~# cat /etc/nagios3/nagios.cfg | grep -v "~$" | grep -v "#"

log _file=/var/log/nagios3/nagios.log
cfg file=/etc/nagios3/commands.cfg
cfg_dir=/etc/nagios-plugins/config
cfg _dir=/etc/nagios3/conf.d

object_cache_ file=/var/cache/nagios3/objects.cache

precached object file=/var/lib/nagios3/objects.precache

resource_file=/etc/nagios3/resource.cfg
status_file=/var/cache/nagios3/status.dat
status_update_interval=10
nagios_user=nagios

nagios_group=nagios

check_external commands=1

command_check interval=-1

command file=/var/lib/nagios3/rw/nagios.cmd
external command buffer slots=4096
lock_file=/var/run/nagios3/nagios3.pid
temp file=/var/cache/nagios3/nagios.tmp
temp_path=/tmp

event broker options=-1

log rotation method=d

log_archive path=/var/log/nagios3/archives
use_syslog=1

log _notifications=1

log_service_retries=l

log host_retries=1

log_event handlers=1

log_initial states=0

log_external commands=1

log passive_checks=1
service_inter_ check delay method=s

max service_check spread=30
service_interleave_factor=s

host_inter check_delay method=s
max_host_check spread=30

max_concurrent checks=0

www.opensource.az
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check result reaper frequency=10

max check result reaper time=30

check result path=/var/lib/nagios3/spool/checkresults
max check result file age=3600

cached host_check horizon=15
cached_service_check horizon=15

enable predictive_host_dependency_checks=1
enable predictive_service_dependency checks=1
soft_state_dependencies=0
auto_reschedule_checks=0
auto_rescheduling_interval=30
auto_rescheduling window=180

sleep time=0.25

service_check_timeout=60

host_check timeout=30

event handler timeout=30
notification_timeout=30

ocsp_timeout=5

perfdata_timeout=5

retain state_information=1
state_retention_file=/var/lib/nagios3/retention.dat
retention update_interval=60
use_retained_program_state=l
use_retained_scheduling info=1

retained host_attribute_mask=0

retained service_attribute mask=0
retained process_host attribute_mask=0
retained process_service_attribute mask=0
retained contact_host attribute_mask=0
retained contact_service_attribute mask=0
interval length=60

check for updates=1

bare update_ check=0
use_aggressive_host_checking=0
execute_service_checks=1

accept passive service_ checks=1
execute_host_checks=1

accept passive host_ checks=1l

enable notifications=1
enable_event_handlers=1
process_performance data=0
obsess_over_services=0

obsess_over_ hosts=0
translate_passive host checks=0

passive host checks_are soft=0

check for orphaned services=1l

check for orphaned hosts=1

check service freshness=1

service_ freshness_check_interval=60
service_check_timeout_ state=c

check host_freshness=0

host freshness_check interval=60
additional freshness latency=15
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enable flap detection=1
low_service_ flap threshold=5.0
high service flap threshold=20.0
low_host flap threshold=5.0
high host_flap threshold=20.0
date format=iso8601
pl_file=/usr/lib/nagios3/pl.pl
enable_embedded perl=1l
use_embedded perl implicitly=1

illegal_pbject_name_phars=‘~!$%‘&*|'"<>?,()=

illegal macro_output_chars="~$&|'"<>
use_regexp_ matching=0
use_true regexp matching=0
admin_email=root@localhost
admin_pager=pageroot@localhost
daemon_dumps_core=0

use large_installation_tweaks=0
enable environment macros=1

debug level=0

debug verbosity=1

debug:file=/var/log/nagios3/nagios.debug

max_debug file size=1000000

Bizim d¢lin yeni monitoring olunacaqg host-un slave edilsceyi qurasdirma Unvani

/etc/nagios3/conf.d govlugdudur.

Yeni client U¢in qurasdirma edsk (Monitoring edilscsk host - 10.100.7.57).
root@nagios:/etc/nagios3/conf.d# cat /etc/nagios3/conf.d/appdevserv.cfg

define host{
use
host_name
alias
address
max_ check attempts
check_period
notification_interval
notification_period
}
define service {
use
host_name
service_description
check_command
notifications_enabled
}
define service(
use
host name
service description
check_command

}

generic-host
devapp
devapp
10.100.7.57
5

24x7

30

24x7

generic-service
devapp

SSH

check_ssh

0

generic-service

devapp

CPU Load

check nrpe larg!check load
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define

}

define

}

define

define

Space

define

Space

define

define

service({

use

host_name

service_ description
check command

service({

use

host_name
service_description
check command

service({

use

host_name
service_description
check command

}
service(

use

host_name
service_description

check_command
}
service({
use
host_name
service_description

check command

}
service({

use

host_name
service_description
check_command

}
service({

use

host_name
service_description
check_command

}

OPEN
SOURCE
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generic-service

devapp

Swap Usage

check nrpe larg!check swap

generic-service

devapp

Memory Usage

check nrpe larg!check mem

generic-service

devapp

Current Users

check nrpe larg!check users

generic-service
devapp
/dev/mapper/vg_developer-1lv_root Free

check nrpe larg!check hdal

generic-service
devapp
/dev/mapper/vg_developer-1lv_home Free

check nrpe larg!check hda2

generic-service

devapp

Total Processes

check nrpe larg!check total procs

generic-service

devapp

Zombie Processes

check nrpe larg!check zombie procs

Ancaq bu yeni client iss salinmazdan oncs biz check nrpe hagginda biraz
danisaqg. Go6rdiyumiz kimi check nrpe qurasdirma faylinda
/usr/lib/nagios/plugins/check nrpe smrinin {invani cap edilir ve bizim
istenilen NRPE yiliklenmis clientler-s géndsrilsn smr kimi check nrpe larg smri

istifade edilir c¢ilinki,

clientlers 1 arqument Otirilir.

cat /etc/nagios-plugins/config/check nrpe.cfg
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# this command runs a program S$ARG1S$ with arguments S$ARG2S
define command {
command name check nrpe
command line /usr/lib/nagios/plugins/check_nrpe -H $HOSTADDRESS$ -
c SARG1S -a SARG2S
}

# this command runs a program S$ARG1S$ with no arguments
define command {
command_name check nrpe_ larg
command line /usr/lib/nagios/plugins/check_nrpe -H $HOSTADDRESS$ -
c $ARG1l$S
}

Qeyd: Client Ozins lazimi paketlsri yliklsdikden ve servisi ise saldigdan
sonra biz serverdsn client-s miracist yollayib test eds bilsrik.
-c(command) ve /etc/nagios3/conf.d/appdevserv.cfg faylinda gdsterilen
check nrpe larg ils otirilen smrlerden birini daxil edirik

/usr/lib/nagios/plugins/check_nrpe -H 10.100.7.57 -c check_hdal

/usr/lib/nagios/plugins/check _nrpe -H 10.100.7.57 -c check_swap

/usr/lib/nagios/plugins/check_nrpe -H 10.100.7.57 -c check_mem

/usr/lib/nagios/plugins/check_nrpe -H 10.100.7.57 -c check_load

/usr/lib/nagios/plugins/check _nrpe -H 10.100.7.57 -c check_users

nagios3 -v /etc/nagios3/nagios.cfg # Serverin qurasdirmasini bu smrls
yoxlanis edirsiniz

/etc/init.d/nagios3 start # Client-i qurasdirdigdan sonra ise restart edin

Sonda iss browserimizde http://nagios ip/nagios3/ daxil edirik

login: nagiosadmin
pass: yuklemede olan shifre

N a i os' Current Network Status Host Status Totals Service Status Totals
g Last Updated: lion Jul 14 19:08:21 AZST 2014 Up Down Unreachable Pending Ok Warning Unknown Critical Pending
Updated every 90 seconds
Nagios® Cor wrwi.nagios.org

General

Loggea nas Al Probiems Alf Types ANl Probiems All Types
Documentation y For all
s For AlHosts
Current Status s Detal For Al osis
Tactical Overview Service Status Details For All Hosts
Hosts
Senices Uit Resuts: (100 ¥
HostGroups Host #+ service #4 status * ¥ Last Check *+ Duration ¥ Attempt *# Status Information
Summary severp ceuimapperivy_dsielper _homs Free Space oK 0160714 190838 00 0nsmazs e DISKCOK - free space: ome 234615 13 (39% node-55%
SEE{“C“E Groups Idevimapperivg_develaper-iv_root Free Space oK 20140714 19.04:19 0d.0n Sm2s 114 DISK OK - free space: / 45623 B (86% node=6°%).
Summary CPU Load oK 2014.07-14 19:04:50 0d 0 4m22s s 0K - load average: 0.00, 0.00, 0.00
Grid Current Users oK 20140714 19.05:39 04 0h 3m42s 1 USERS 0K - 2 users currently logged in
Problems Memory Usage oK 2014-07-14 19.06:19 0don3mzs s Wemory: OK Total: 3832 B - Used: 153 B - 3% used
Senices (Unhancled) ssH LARED 20140714 18:06:59 04 0h 2m22s 1 SSH OK - OpenSSH_5.3 (protocol 2.)
:jfﬁr‘fgm‘;g Swap Usage oK 2014.07-14 19:07:39 0d 0 1ma2s s SUWAP OK - 100% free (3367 1B out 01 3967 UB)
~ Total Processes oK 20140714 19:08:42 04 0h Sm30s. 1 PROCS OK: 130 processes
QuickSearen Zombie Processes oK 2014-07-14 19.08:59 0donsmzzs s PROCS OfC 0 processes with STATE =2
ocahost @  cumentios oK 2014.07-14 19.06:40 0021 33m 328 s 0K - load average: 0.00, 0.01,0.02
Gurrent Users oK 20140714 19.07:30 0d.2n 32m 425 e USERS 0K~ 1 users currenty logged in
(R Disk Space 0K 20140714 19:08:20 04 2h 31m 528 e DISK OK
Availability HTTP oK 20140714 19:08:10 0420 3m2s " HTTP OK: HTTP/1.1 200 OK - 11753 byles in 0.001 second response fime.
Trends sst oK 2014-07-14 13:05:00 042h 30m 125 4 SSH OK - OpenSSH_6:6.1p1 Ubuntu-2ubuntu2 (protecol 2.0)
A‘E::m TotalProcesses oK 2014.07-14 19:05:50 0820 29m 228 s PROCS OK: 112 processes
Summary
Histogram - 1501 15 Matching Senvices
Notifications
Event Log
System
Comments
Downtime

Process Info
Performance Info
Scheduling Queue
Configuration
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Umumiyystls serverls bagli cixan problemlsrin hamisini
/var/log/nagios3/nagios.log tnvanindan axtarib tapiriqg.

Indi is® hansisa bir client i¢in lazimi paketlsri yiuklsysk ve
qurasdiraq

yum install -y gcc glibc glibc-common gd gd-devel make net-snmp openssl-devel
yum -y install nrpe.x86_ 64 nagios-plugins-nrpe.x86_ 64

cat /root/nagiosplugins
nagios-plugins.x86_64
nagios-plugins-check-updates.x86_ 64
nagios-plugins-check sip.x86_ 64
nagios-plugins-all.x86_64
nagios-plugins-bonding.x86_64
nagios-plugins-by ssh.x86_ 64
nagios-plugins-cluster.x86_64
nagios-plugins-dhcp.x86_ 64
nagios-plugins-dig.x86_64
nagios-plugins-disk.x86_ 64
nagios-plugins-disk smb.x86_ 64
nagios-plugins-dns.x86_64
nagios-plugins-fping.x86_ 64
nagios-plugins-http.x86_ 64
nagios-plugins-icmp.x86_ 64
nagios-plugins-ldap.x86_ 64
nagios-plugins-linux raid.x86_64
nagios-plugins-load.x86_ 64
nagios-plugins-log.x86_64
nagios-plugins-mailq.x86_64
nagios-plugins-mrtg.x86_ 64
nagios-plugins-mrtgtraf.x86_ 64
nagios-plugins-mysql.x86_64
nagios-plugins-nagios.x86_ 64
nagios-plugins-nrpe.x86_ 64
nagios-plugins-nt.x86_64
nagios-plugins-ntp.x86_64
nagios-plugins-ntp-perl.x86_ 64
nagios-plugins-nwstat.x86_64
nagios-plugins-oracle.x86_64
nagios-plugins-perl.x86_ 64
nagios-plugins-ping.x86_ 64
nagios-plugins-procs.x86_64
nagios-plugins-radius.x86_ 64
nagios-plugins-smtp.x86_ 64
nagios-plugins-snmp.x86_ 64
nagios-plugins-ssh.x86_64
nagios-plugins-swap.x86_ 64
nagios-plugins-tcp.x86_64
nagios-plugins-time.x86_ 64
nagios-plugins-users.x86_64
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yum -y install ‘cat /root/nagiosplugins’
cat /etc/nagios/nrpe.cfg # Client-in NRPE qurasdirmasi asagidaki kimi
olacaqg
log_facility=daemon
pid file=/var/run/nrpe/nrpe.pid
server port=5666
nrpe_user=nrpe
nrpe_group=nrpe
allowed_hosts=127.0.0.1, 10.100.7.122 # Nagios server-s vo localhost-a
izin veririk

dont_blame nrpe=1 # NRPE yoxlanisina izin veririk
allow_bash command substitution=0
debug=0
command_timeout=60
connection_timeout=300
command [check _users]=/usr/libé64/nagios/plugins/check users -w 5 -c 10
command [check load]=/usr/libé64/nagios/plugins/check load -w 15,10,5 -c
30,25,20
# Client-mizin / diski
command [check _hdal]=/usr/libé64/nagios/plugins/check disk -w 20% -c 10% -p
/dev/mapper/vg_developer-1lv_root
# Client-imizin /home
command [check _hda2]=/usr/libé64/nagios/plugins/check disk -w 20% -c 10% -p
/dev/mapper/vg_developer-1lv_home
command [check zombie procs]=/usr/libé64/nagios/plugins/check procs -w 5 -c 10
-s Z
command [check total procs]=/usr/libé64/nagios/plugins/check procs -w 150 -c
200
command [check swap]=/usr/libé64/nagios/plugins/check swap -w 20 -c 10
command [check _mem]=/usr/lib64/nagios/plugins/check mem -w 80 -c 90
include_dir=/etc/nrpe.d/
Sonda ise 6zumiiz slave etdiyimiz check mem scriptini &z tnvaninda asagdida
gosterildiyi kimi yerlssdiririk:
cat /usr/libé64/nagios/plugins/check mem
#!/bin/bash
if [ "$1" = "-w" ] && [ "$2" -gt "O0" ] && [ "$3" = "-c" ] && [ "$4" -gt "O"
]; then

memTotal b="free -b |grep Mem |awk '{print $2}'"

memFree b="free -b |grep Mem |awk '{print $4}'"

memBuffer b="free -b |grep Mem |awk '{print $6}'"

memCache b="free -b |grep Mem |awk '{print $7}'"

memTotal m="free -m |grep Mem |awk '{print $2}'"

memFree m="free -m |grep Mem |awk '{print $4}'"

memBuffer m="free -m |grep Mem |awk '{print $6}'"

memCache m="free -m |grep Mem |awk '{print $7}'"
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memUsed b=$ ( ($memTotal b-$memFree b-$memBuffer b-$memCache b))
memUsed m=$ ( ($memTotal m-SmemFree m-$memBuffer m-SmemCache m))

memUsedPrc=$ ( ( ($memUsed b*100) /$memTotal b))

if [ "$memUsedPrc" -ge "$4" ]; then
echo "Memory: CRITICAL Total: $memTotal m MB - Used:
SmemUsed m MB - $memUsedPrc$% used!|TOTAL=$memTotal b;;;; USED=$memUsed b;;;;
CACHE=$memCache b;;;; BUFFER=$memBuffer b;;;;"
$(exit 2)
elif [ "S$memUsedPrc" -ge "$2" ]; then
echo "Memory: WARNING Total: $memTotal_m MB - Used:
SmemUsed m MB - $SmemUsedPrc% used!|TOTAL=SmemTotal b;;;; USED=$memUsed b;;;;
CACHE=$memCache b;;;; BUFFER=$memBuffer b;;;;"
$(exit 1)
else
echo "Memory: OK Total: $memTotal_m MB - Used: $memUsed_m MB
- SmemUsedPrc% used|TOTAL=SmemTotal b;;;; USED=$memUsed b;;;;
CACHE=$memCache b;;;; BUFFER=$memBuffer b;;;;"
$(exit 0)
fi

else
echo "check mem v1.1"
echo ""
echo "Usage:"
echo "check mem.sh -w <warnlevel> -c <critlevel>"
echo ""
echo "warnlevel and critlevel is percentage value without %"
echo ""
echo "Copyright (C) 2012 Lukasz Gogolin (lukasz.gogolin@gmail.com)"
exit
fi

chmod +x /usr/libé64/nagios/plugins/check mem # yerins yetiren edirik

/etc/init.d/nrpe start # Client-ds NRPE daemon-u iss salirig
chkconfig --level 0123456 nrpe on # Servisi startup-a slave edirik

9gor client Ubuntudursa chkconfig licin asadidaki paketi

ylikleyirik

apt-get install sysv-rc-conf # Ubuntu 14.04-ds artig chkconfig svezins
istifads edilecek paket sysv-rc-conf-dir

sysv-rc-conf --list # BUtin daemon seviyyelerins startup itcin bu
smrls baxa bilsrik

/usr/lib64/nagios/plugins/check nrpe -H localhost # Client-in o&zUnl
6zinde yoxlayiriq
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NRPE v2.15
Sgor client Ubuntu olarsa, onda asagidaki paketleri yikleyirik
apt-get install nagios-nrpe-server nagios-plugins
Eynils check_mem scriptini Ubuntu tg¢ln uydun govluga niisxslsyirik ve yerins
yetirilme yetkisi veririk.
chmod +x /usr/lib/nagios/plugins/check mem
Uygun olaraq nrpe.cfg fayli asagidaki kimi olacag:
cat /etc/nagios/nrpe.cfg | grep -v "“$" | grep -v "#"
log facility=daemon
pid file=/var/run/nagios/nrpe.pid
server port=5666
nrpe_user=nagios
nrpe_group=nagios
allowed hosts=127.0.0.1, 10.100.7.122
dont_blame nrpe=1
allow_bash command substitution=0
debug=0
command_timeout=60
connection_timeout=300
command [check users]=/usr/lib/nagios/plugins/check users -w 5 -c 10
command [check load]=/usr/lib/nagios/plugins/check load -w 15,10,5 -c 30,25,20
command [check hdal]=/usr/lib/nagios/plugins/check disk -w 20% -c 10% -p
/dev/sdal
command [check zombie procs]=/usr/lib/nagios/plugins/check procs -w 5 -c 10 -s
Z
command [check total procs]=/usr/lib/nagios/plugins/check procs -w 150 -c 200
command [check swap]=/usr/lib/nagios/plugins/check swap -w 20 -c 10
command [check _mem]= /usr/lib/nagios/plugins/check mem -w 80 -c 90
include=/etc/nagios/nrpe_local.cfg
include_dir=/etc/nagios/nrpe.d/
/etc/init.d/nagios-nrpe-server restart # Sonda servisi restart edirik
Serverimizds Ubuntu {icin qurasdirma asagidaki kimi olacaq:
cat /etc/nagios3/conf.d/tomcat7.cfg
define host{

use generic-host

host_name tomcat?

alias tomcat?

address 10.100.7.125

max_check_attempts 5

check_period 24x7

notification_interval 30

notification_period 24x7
}
define service {
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define

define

}

define

}

define

define

define

define

use

host_name
service_description
check command
notifications_enabled
}
service({

use

host_name
service_description
check command

}
service({

use

host_name
service_description
check command

service({
use
host_name
service_description
check_command

service({

use

host_name
service_description
check command

}
service({

use

host_name
service_description
check command

}
service({

use

host_name
service_description
check_command

}
service({

use

host name

service description
check_command

}

generic-service
tomcat?

SSH

check_ssh

0

generic-service
tomcat?
CPU Load

check nrpe larg!check load

generic-service
tomcat?
Swap Usage

check nrpe larg!check swap

generic-service
tomcat?
Memory Usage

check nrpe larg!check mem

generic-service
tomcat?7
Current Users

check nrpe larg!check users

generic-service
tomcat?
/dev/sda Free Space

check nrpe larg!check hdal

generic-service
tomcat?7
Total Processes

check nrpe larg!check total procs

generic-service
tomcat?
Zombie Processes

check nrpe larg!check zombie procs
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FreeBSD server uzsarinds NRPE agentin yiuklsnmssi
NRPE (Nagios Remote Plugin Executor) - Nagios agentdir uzaq masinlarda olan
scriptleri istifade edsrsk onlarin monitoringins sorait yaradir. Seyssinds
disklerin ylklenmesini, hal-hazirda sistemds olan istifadecilerin siyahisini,
prosessorun ve ya ram-1in yiklenmesini monitoring elsmsk olar. Nagios
check nrpe istifads edersk, periodik olarag uzaq masinda olan agent-den
molumat alir. Nagios pluginlerinin uzagdan diger Linux/UNIX masinlarda yerins
yetirilmesine NRPE sorait yaradir. NRPE kimi Windows agent ise NSClient++
program teminatidir.

cd /usr/ports/net-mgmt/nrpe
make config
nrpe-2.15 3
1gg9q99999999994999999999999999999999999999999999999999999999999999999999999d
B[ ] Fnable command argument processing
X [x] SSL Enable SSL support (disables plain-text server)

m

<Cancel>

make install # Yikleyirik

cd /usr/ports/net-mgmt/nagios-plugins

make config
nagios-plugins-2.0.3,1
lqﬁqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqq
[ ]

X Check database using DBI

X [X] EXTRAOPTS Parsing of plugins ini config files for extra options
X [x] FPING Support for non-flooding fast ping (check fping)

x [ ] IPVe IPve protocol support

x [ 1 JAIL Compilation within jail(8) (see help)

x [x] LDAP OpenLDAP support (check ldap)

x [x] MYSQL MySQL support (check mysgl)

X [X] NETSNMP SNMP support (check snmp)

X [®] NLsS Native Language Support

x [ 1 PGSQL PostgresQL support (check pgsql)

X [ ] QSTAT Game server query support (check game)

X [x] RADIUS Radius support (check : radius)

xqqqqqqqqqqq Configuration of check dig and check dns (see help) qgggqqqqqq
x (*) DNS_BASE >= 10 means drill for check dlg and no check dns

x ( ) DNS_BINDTOOLS Use dlg and nslookup from dns/bind-tools

x () DNS_BIND98 Use dig and nslookup from dns/bind98

x ( ) DNS_BIND9S Use dig and nslookup from dns/bind99

x () DNS_BIND910 Use dig and nslookup from dns/bind910

m

A

oK > <Cancel>

chown -R nagios:nagios /usr/local/libexec/nagios/

cp /usr/local/etc/nrpe.cfg-sample /usr/local/etc/nrpe.cfg # Qurasdirma
faylini Sample-dan

niisxslayirik.
echo 'nrpe2 enable="YES"' >> /etc/rc.conf # Startup-a slave edirik.
ee /usr/local/etc/nrpe.cfg # Faylda qurasdirmani asagidaki gaydada edirik

log_facility=daemon

pid file=/var/run/nrpe2/nrpe2.pid

server port=5666

nrpe_user=nagios

nrpe_group=nagios

allowed hosts=127.0.0.1, 10.99.7.57 # 10.99.7.57 Nagios Serverin IP-sidir.
dont_blame nrpe=0
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allow_bash command substitution=0
debug=0
command_timeout=60
connection_timeout=300
command [check users]=/usr/local/libexec/nagios/check users -w 5 -c 10
command [check load]=/usr/local/libexec/nagios/check load -w 15,10,5 -c
30,25,20
# Root Disk
command [check root]=/usr/local/libexec/nagios/check disk -w 20% -c 10% -p /
# MySQL igln ayrilan disk
command [check mysqldisk]=/usr/local/libexec/nagios/check disk -w 20% -c 10% -
p /var/db/mysql
command [check zombie procs]=/usr/local/libexec/nagios/check procs -w 5 -c 10
-s Z
command [check total procs]=/usr/local/libexec/nagios/check procs -w 150 -c
200
command [check swap]=/usr/local/libexec/nagios/check swap -w 20 -c 10
command [check mem]=/usr/local/libexec/nagios/check mem -w 85 -c 90
Qeyd: Onceden Linux free ve BASH sistemds yiklenmis olmalidir.
ee /usr/local/libexec/nagios/check mem # Fayla asagidaki mszmunu slavs
edirik.
#!/usr/local/bin/bash
#
# Script to check memory usage on Linux. Ignores memory used by disk cache.
#
# Requires the bc command
#
print_help() {
echo "Usage:"
echo "[-w] Warning level as a percentage"
echo "[-c] Critical level as a percentage"
exit O
}
while test -n "$1"; do
case "$1" in
--help|-h)
print_help
exit O
-w)
warn_level=$2
shift
-c)
critical level=$2
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shift
*)
echo "Unknown Argument: $1"
print_help
exit 3
esac
shift
done
if [ "$warn_level" == "" ];
then
echo "No Warning Level Specified"
print_help
exit 3;
fi
if [ "$critical_level" == "" ];
then
echo "No Critical Level Specified"
print_help
exit 3;
fi
#free="free -m | grep "buffers/cache" | awk '{print $4}'"
#used=" free -m | grep "buffers/cache" | awk '{print $3}'"
free="/usr/local/bin/free | grep 'mem avail:' | awk '{print $3}'°"
used="/usr/local/bin/free | grep 'mem used:' | awk '{print $2}'"
total=$ (($free+Sused))
result=$ (echo "$used / $total * 100" |bc -l|cut -c -2)
if [ "$result" -1t "$warn_level" ];
then
echo "Memory OK. S$result$% used."
exit 0;
elif [ "$result" -ge "$warn level" ] && [ "$result" -le "$critical level" ];
then
echo "Memory WARNING. $result% used."
exit 1;
elif [ "$result" -gt "Scritical level" ];
then
echo "Memory CRITICAL. $result$% used."
exit 2;
fi
chmod 755 /usr/local/libexec/nagios/check mem # 'nagios' istifadecisi
ucun oxuma, yazma va
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yerins yetirilme
yetkisi veririk.

chown nagios:nagios /usr/local/libexec/nagios/check mem #'check mem'
scriptini 'nagios'
istifadec¢ci ve grupunun
dzvi edirik.

Linux free-ni FreeBSD masinimiza ylklesysk ve qurasdiradg.

# Bize lazim olan free paketini Internetdsn dartiriqg.
fetch http://www.cyberciti.biz/files/scripts/freebsd-memory.pl. txt

# adini deyisib "free" edirik ve sistem PATH-i olan "/usr/local/bin"-o
yerlesdiririk
mv freebsd-memory.pl.txt /usr/local/bin/free

chmod +x /usr/local/bin/free # Yerins yetiren edirik ki, emr kimi islesin
/usr/local/etc/rc.d/nrpe2 start # NRPE Daemon-u iss saliriqg.

/usr/local/libexec/nagios/check nrpe2 -H localhost # Yoxlanis asagdidaki
noticeni verir
NRPE v2.14

/usr/local/libexec/nagios/check nrpe2 -H localhost check swap # Eynils Swap
yoxlanilair FreeBSD-ds.
NRPE v2.14

/usr/local/libexec/nagios/check_mem -w 85 -c 90 # RAM-1 yoxlayiriqg. Netice
asagidaki kimidir.
Memory OK. 22% used.

Sonra iss Nagios serverds yeni Clientin slave edilmesi procedurunu yerine
yetiririk.
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https://en.wikipedia.org/
http://openssl.org/
http://freeradius.org/
http://www.xwiki.org/
http://www.redmine.org/
https://www.owncloud.org/
https://pyd.io/
http://www.dolibarr.org/
https://www.odoo.com/

. https://www.google.com/

. http://www.squid-cache.org/

. https://openvpn.net/

. http://www.postfix.org/

. https://www.centos.org/

. https://www.centos.org/

. http://www.apache.org/

. http://nginx.org/ru/

. http://www.ubuntu.com/

. http://www.oracle.com/index.html

. https://github.com/

. https://www.mercurial-scm.org/
. http://bigbluebutton.org/

. http://openmeetings.apache.org/

. http://www.asterisk.org/

. https://freeswitch.org/

. http://www.tacacs.net/

. https://www.snort.org/

. https://www.ffmpeg.org/

. http://www.cacti.net/

. https://www.nagios.com/
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