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Kitabdan istifads gaydalara
Asagidaki aciglamalar kitabin miitalissinds oxucuya yardim¢i olacaqg:
9sas baslig - Bold ve boyiikk herflsr
Osas basliga 1l-ci derscsali alt baslig - NS EWETeI NN -NNN-3 &5 3 A-Te
Osas basliga 2-ci derscsli alt basliqg - Umumi metnls eyni font bold olmagla
Smrlsar bold geyd olunub. Sger hansisa faylin ig¢earisinds olan sintaksisden
danisilirsa, o6nceden faylin adi ve torkibins slave edilscek sstirler
bildirilir.
Qeydlser altdan xstt ve bold edilmisdir - Qeyd:
# - Istenilen UNIX/Linux smeliyyat sisteminde fayllarin icinds ssrh iciin
istifade edilir.
Simvoldan sonraki sodzlsr oxunmur.
/* serh */ - DNS BIND-da ve PHP programlasdirma dilinds yazilmis kodlarda
gosterilen simvollarin daxilindse olan istsnilen yazi ssrhdir.
// - DNS BIND-da ve PHP programlasdirma dilinde yazilmis kodlarda gdstsrilen
simvollardan
sonra olan ixtiyari yazi serhdir.
; — DNS BIND-da sostirin sonu demskdir.
Oxucu tersfinden kitabin basa disiilmesi iiciin telsb edilsn bilikler:
1. UNIX/Linux emeliyyat sistemlsrinds desrin biliklers sahib olmalz1
2. CCNA soboks seviyyesine sahib olmalidar
3. Windows MCITP saviyyesine sahib olmalidir
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BOLUM 1

Point-to-Point ssbskslsri

Bu basligda biz asagidakilari aciglayacagiqg:
» Q1sa 1iss salma imkanz
» OpenVPN gizli acarlarz
» Coxlu gizli acarlar
» Plaintext tunnel
» Routing
» CLI-dan qurasdirma fayllari
» IP ils qurasdirma
» Site-to-Site gqurasdirmasi
» 3 toersafli routing

Giris

Bu basligda biz OpenVPN-in qurasdirilmasina strafli baxacayiqg. Point-to-point
gosulma o demskdir ki, ancag bir client eyni vaxtda gosula biler. Point-to-
point gosulma iisulunu kigik olan sayt ve istifadec¢iler olan halda istifads
elomek dizglindiir. Onu gqurasdirmaqg asandir ona godrs ki, hec bir sertitifikat
(PKI) yaratmaga ehtiyac galmir. Hemc¢inin routing qurasdirmasi dahada asandir
ona gobrs ki, client teresfde he¢ bir routeri qurasdirmada gorsk galmir.
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Qisa is® salma imkani
Test {icin hem TUN hemdse TAP alstlerinden istifade edscsyik. TUN alst homiss
IP trafik istifads edilsn VPN tunnelds olur. TAP alet iss tam Ethernet frame-
do olan ve biitiin Protokollari OpenVPN ils dostekleyir (AppleTalk ve IPX misal
dcin) .
Deyok ki, iki oded masinimiz var:
Windows 7 - openvpn-install-2.3.2-I003-x86_ 64.exe yiliklenilib. Server vs
Client rejiminds islsysn Program. Ancag burda Client kimi istifade edscayik.
FreeBSD 9.2 - Portlar yenilsnib ves ordan OpenVPN 2.3.2 amd64-portbld-
freebsd9.2 yiiklenilib.
Hor iki masin sebsks ils bir-birlsrini Router ve ya Switch vasitesils
gorirlsr(Ya Internet yada LAN sobsks ilzsrinden). Misal lclin deysk ki, bizim
halda masinlarin asagidaki IP-leri var.
Windows7 - 10.50.12.31
FreeBSD9.2 - 10.50.12.32
Windows7 iss asadidaki sintaksis ils FreeBSD masina gosulacag. openvpn.exe
fayli iss C:\Program Files\OpenVPN\bin {invaninda yerlssir.
openvpn.exe --ifconfig 10.200.0.2 10.200.0.1 --dev tun --remote
openvpnserver .example.com
Hor ikisinin DNS adi var. 9gesr yoxdursa, Windows masindan FreeBSD masina
tunel ag¢maqg UtUcun c:\windows\system32\drivers\etc\hosts faylina hemin masin
i¢clin ad slave etmelisiniz. Cunki Windows7 OpenVPN client ils hemin servers ad
ile miracist edsacsk.
10.50.12.32 openvpnserver.example.com
cd /usr/ports/security/openvpn # Port unvanina daxil olurug.
make config # Lazimi modullari sec¢irik.
openvpn-2.3.2

i [x]1 EASYRSA Install security-easy-rsa RSA helper package

i [x]1 PHECS11 Use security~spkcslli-helper

i [x1 PH_SAVE Interactive passwords may be read from a file

H S5L protocol support

i (=) OPENSSL SSL/TLS support wvia Open3SL

N ¢ ONPOLARSSLENSSL/TLS support via PolarSSL|

<Cancel>
make install # Yikleyirik
FreeBSD kernel-i tap alstleri desteklesmesi lcin /sys/amdé64/conf/GENERIC
faylinda “Pseudo devices” boluminds “device tap” slavs elsyib kerneli
yeniden compile elemsk lazimdir ki, TAP alstleri openvpn istifads eds bilsin.
OpenVPN-in versiyasi 2.3.32-dir.
9
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Hemcinin gsloacek {icin OpenVPN-in OpenSSL sertifikatlarini daha rahat
management etmek {iciin ssl-admin portunuda yliklemek lazimdir.

root@siteA:~ # cd /usr/ports/security/ssl-admin/ # Port Unvanina daxil olurug
root@siteA:/usr/ports/security/ssl-admin # make install # Ylikleyirik

Necs edsk:
1. Biz server(Yeni FreeBSD masinda olan OpenVPN serveri) listening rejimde
TUN tipli ssbeks ils iss saliriqg:
root@openvpnserver:~ # openvpn --ifconfig 10.200.0.1 10.200.0.2 --dev tun
2. Windows7 yeni client toarsfdse iss OpenVPN-i client kimi iss saliriqg:
cd C:\Program Files\OpenVPN\bin # Binar fayl yerlssen iinvana daxil oluruqg
openvpn.exe --ifconfig 10.200.0.2 10.200.0.1 --dev tun --remote
openvpnserver .example.com

9ger her sey normaldirsa, Window7-de asadidaki screenshot ¢ixmalidir.

B [] Opent/PM 2.3.2 FABXIT FLUSR F2:USRZ F3:HUP == ]

Microsoft Windows [Uersion 6.1.768081
Copyright ¢c) 2889 Microsoft Corporation. All rights reserved.

C:\Users~OpenUPN>cd C:\Program Files~OpenUPN~hin

C: \Pxogxan Fi OpenUPN~hin>openvupn.exe **1fcnnflg 10.200.0.2 1@.268.0.1 ——deu ——remote openvpnserver.exanple.com

Med Jan @8 1 @7 2814 OpenUPN 2.3.2 xB6_64- —mingw32 [SSL <(OpenSSL2>1] [LZO] [P](CSll] Ceurephial [IPv6] built on Aug 22 2613

Med Jan a8 weeooos UARNING *lm all encryption and authentication features disabled —- all data will he tunnelled as cleartext
Med Jan @8 do_ifconfig. tt->ipu6=B, tt->did_ifconfig_ipuv6_setup=0

Med Jan @8 open_tun, tt->ipu6=8

Med Jan @8 TAP-WIN32 deulce [Local Area Connection 21 opened: “\.\Global\{99D7B485-413F-43EE-AD22-4CODAB774722> .tap

Hed Jan B8 Nutlfle(l THP Windous driver to set a DHCP IP-netmask of 10.200.8.2,255.255_255_252 on interface {99D7B4B5 413F-43EE-AD22-4CBD)
: 108.208.08 i 315

Hed Jan @8 Su[:cessful ARP Flush on interface [191 {99D7B485-413F—43EE-AD22—-4CADAB??74722%

UDPuv4 link local ¢(bound): [undef]

UDPuv4 link remote: [AF_I 18.50.12.32:1194

Peer Connection Initiate th [AF_INET118.50.12.32:11%94

Initialization Sequence Completed

Wed Jan
Wed Jan
Wed Jan
Wed Jan

1
1
1
1
1
-1
1
1
1
1
15:

Artiqg siz Window7 masindan FreeBSD masina 10.200.0.1-e ping ata bilersiniz.

3. Sonra F4-u sixaraq hsr iki masinda tuneli dayandirin ki, TAP alst
istifads edsrsk yeni tunel yaradaqg.

4. FreeBSD OpenVPN-i listen modda TAP sobesks tipinds iss salagqg:

root@openvpnserver:~ # openvpn --ifconfig 10.200.0.1 255.255.255.0 --
dev tap

5. Windows7 Client tersfde iss OpenVPN-i TAP iclin prosesini ise salagqg:

cd C:\Program Files\OpenVPN\bin # Binar faylin invanina daxil olaqg
openvpn.exe --ifconfig 10.200.0.2 255.255.255.0 --dev tap --remote
openvpnserver .example.com

C:\Progran Files\OpenUPN\binJopenupn_exe ——ifconfig 10.200_8.2 255_255.255.8 —-deu —-remote openupnseruer.example
3 15 33 2814 OpenUPN 2.3.2 xB6_64-w64-mingu32 L[SSL (OpenSSL)1 [LZO1 ThKcEI1] [eurephial LI builc on Aug 22 2013
32 2014 ! soooceee: all encryption and authentication Featuves dicabled —— all data will be tunnelled as cleartext
33 2814 do_ifconfig. tt->ipu6=B, tt->did ifconfig ipub_setup=8
33 2814 open_tun, tt—>ipub-0
33 2814 TAP-RINZ3 device I[Lacal Area Connection 21 opened: \N.\Glohal{99D7B485-41 3F—43EE-AD22—4CBDAR?7A722} . tap
33 2014 Mot ified TAP-Windows driver to set a DHCP IP/netmask of 10.200.8.2/255.255.255.0 on interface {99D7BA05-41 3F—43EE-AD22-4CADABY?47223 [DHCP-sery:
“time:
2% 2014 Successful ARP Flych on interface [171 (99D7B485-413F 43EE-AD22-4CADABY?4722)
33 2814 UDPud link local Chound?: [und
33 5814 UDPu4 link remate: LAF_TNETI18: £6.142.32: 119
43 2814 Peer Connection Initiated with [AF_INET11d. 26,12 3211194

49 2814 Initialization Sequence Completed

Qosulma yarandigdan sonra iss 10.200.0.1 FreeBSD masina ping ata bilsrsiniz.

10
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Bu necs isleyir

Server 1194-cu UDP portuna qulaqg asir hansi ki, susmaya gdrs OpenVPN gslen
gosulmalari onda gsbul edir. Client ise servers hemin porta gosulur.
Handshake (el sixismasi) oldugdan sonra iss, server ilk istifads edilmsysn TUN
aletine 10.200.0.1 IP invani menimsedir ve gdzlsyir ki, uzagda olan

invan (Peer-address) 10.200.0.2 (Windows7 client) IP invani alacaqg.

Mistsri iss oksins edir: Seans baslangicindan sonra, ilk TUN yada TAP alsti
6ziinds 10.200.0.2 IP invanini qurasdirir. O gdzlsyir ki, uzaqg Unvan (Peer
address) 10.200.0.1 IP iinvaninda olsun. Mshz bundan sonra VPN gosulmasi bas
verir.

TAP tipli gosulmada iss server ilk mdvcud olan TAP alsti 10.200.0.1 vs
255.255.255.0 mask ils qurasdirir. Eynile ds client 6z TAP alstini 10.200.0.2
vo mask 255.255.255.0 ils qurasdirir.

Qeyd: Gorduylnliz ******* WARNING *******: a]1] encryption and authentication

features disabled -- all data will be tunnelled as cleartext
xobordarliq iss o demskdir ki, VPN izerinden kecgosn data sifrslenmis
olmayacaqg.

Daha da strafla

TCP protocol istifads edsk

Onceki misalda biz UDP protocol istifade edsrsk test elsdik. Bu misalda iss
yegana farqg odur ki, TCP protocol-undan istifade edscosyik. Asagidakilari biz
server torofde edirik(burda --remote istifade edilmir)

root@openvpnserver:~ # openvpn --ifconfig 10.200.0.1 10.200.0.2 --dev tun --
proto tcp-server

Eynils client teresfde:
openvpn.exe --ifconfig 10.200.0.2 10.200.0.1 --dev tun --proto tcp-client --
remote openvpnserver.example.com

2 \Progran Files\OpenUPHNbinapenvpn - exe ——ifconi iy 10.200.0.2 10.200.0.1 —dcu ——proto top-client —-remote openupnserver.example.con
fMed Jan @8 4 OpenUPN 2.3.2 xB6_6 wb4-mingw32 [8S8L (OpenSSL>1 [LZO] [PKCSII] [eurephial [[Pu6]1 built on Aug 22 2013
Zai4 WARNING »wwssses: all encryption and authentication features disabled — all data will be tunnelled as cleartext
6 z014 dn _ifconfig, tt->ipu6-D, tt->did ifconfig ipué sctupd
—tun, tt—>ipu
3014 TESTUIHA2 Sewien thocal fwes Connection 21 opened: \N.\Glohal\{99D7B485-413F—43EE-AD22—4CADAB7?747223 . tap
2814 Notified TAP-Windows driver to set a DICP IP/netmask of 10.288.0.2/255.255.255.252 on incerface {99D7B4B5—413F-43EE-AD22-4CADAB774722> [DHCP-sery

2914 Succeasful ARP Flush on intorface [191 {99D7B405-413F 43EE-AD22-ACODART?4722>
h TCP connection with [AF_INET11@.50.12.32:119
gonneceion cstablished wich [NF INET110.50.12.32:1194
S054 TCrod CLIENT T4nk [undef 1
3614 TCPy4_CLIENT Iink vemate: LAF INET118.50.12.32:1194
56 2014 Peer Connection Initiated with [AF_INET1iB.58.12.32:1194
2014 Initialization Sequence Complete

non-IP trafikin tunel i#zsrindsn yoénlsndirilmssi

Bu artiqg muimkindir ki, IP olmayan trafiki tunel izerindsn &otlrs bilesiniz.
Misal d¢iin sgsr her iki terefde AppleTalk dizglin qurasdirilibsa, biz
miracisti remote host-a aecho emri ils yollaya bilsrik.

aecho openvpnserver

22 bytes from 65280.1: aep seq=0. time=26. ms
22 bytes from 65280.1: aep seq=1l. time=26. ms
22 bytes from 65280.1: aep segq=2. time=27. ms

tcpdump -nnel -i tap0 omri ils gdrs bilsrsiniz ki, bu trafik AppleTalk-dir.

11
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OpenVPN gizli agarlar
Burda OpenVPN gizli acarlari istifade edeceyik ki, tuneli tshlukesiz edsk. Bu
6ncoakl misala oxsayir amma, artig server ve client arasinda pre-shared key

istifade edilscsk hansi ki, gslen ve geden datani sifreslsyscak.

Hazirlasaq

OpenVPN-i iki computer-de yikleysk. Smin olag ki, hsr iki computer ya LAN
yada internet {zerinden bir-birlsrini goriirler. Serverimiz FreeBSD 9.2
masininda ve clientimiz iss Windows7 masinindadir. Her iki masinda OpenVPN
2.3.3 yiklenmisdir.

Necs edsk ...
1. I1k olaraqg server(listener) torsfde secret acar generasiya edek:
root@openvpnserver:~/keys # openvpn --genkey --secret secret.key

2. Bu acari tshlikesiz yolla client masina otdrin.
3. Sonra ise FreeBSD masinda OpenVPN Server-i listen moda kecgirsk:

root@openvpnserver:~/keys # openvpn --ifconfig 10.200.0.1 10.200.0.2 --
dev tun --secret secret.key

4. Sonra, biz client tesrsfdse OpenVPN prosesini iss salirig(Sadscs
secret.key faylini C:\Program Files\OpenVPN\bin tnvanina nitsxslemoyi
unutmayin) :
cd C:\Program Files\OpenVPN\bin # Binar fayllarin unvanina daxil olurug
openvpn.exe --ifconfig 10.200.0.2 10.200.0.1 --dev tun --secret
secret.key --remote openvpnserver.example.com

Qosulma ugurlu olarsa asagidaki sokil cap edilscsk ve ping ils serveri
gorocaksiniz.

C:\Progran Files\OpenUPN\bin>openupn.exe —ifconfig 10.200.0.2 10.280.0.1 ——dev tun ——secret secret.key ——remote openupnserver.example.com
86 64-usdmingud (881 (OpansELS1 [1201 [PKCBI1T Loursphial [IFv6) buile on fug 22 2613

ipw
—UINI2 deuu:e [Local Area Connection 21 opened: “\.\Global>\{99D7B485-413F-43EE-AD22—-4C@DAB?747223.tap
4 Nntlfled TRP Windows driver to set a DHCP IP/netmask of 18.200.8.2,255.255.255.252 on interface (99DTB4I5 -413F-43EE-AD22-4CADAB7747223 [DHCP-serv|

4 Successful ARP Flush on interface [191 {99D7B485-413F-43EE-AD22-4CADAB?74722>
4 UDPv4 link local (hound>: [undef]
1 20814 UDPv4 link remote: [AF_INET]10.50.12.32:11
[Thu Jan @9 @8 1 2814 Peer Connection Initiated with [RF INET]IB SB 12.32:1194
[Thu Jan @9 B8:@9:27 2014 Initialization Sequence Complet:

Bu necs islesyir

Bu misal eyni olaraq birinci gésterdiyimiz kimi islsyir: Server golen
gosulmalar t¢ln UDP 1194-cu portunda qulag asir. Client serverin hemin
portuna gosulur. Ugurlu handshake oldugundan sonra, server ilk bos olan TUN
alstini 10.200.0.1 IP dnvani ils qurasdirir ve gobzleyir ki, client (Peer-
address) 10.200.0.2 IP-si alacag. Client-ds sksins olur.

Daha da strafla
Susmaya godrs OpenVPN, point-to-point gosulmalar c¢lin 2 simmetrik acar
istifads edir.

» Cipher key - paketlsr mibadilssinds onlarin terkibini sifrsleyir.
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» HMAC key - paketleri imzalayir. Paketlsr HMAC-la imzalanmadan catarsa,
onlar godzlenilmeden dayandirilir. Bu DoS-dan miidafisnin ilk yoludur.

Eyni agar desti her iki sonda istifadse edilir ve har iki agar --secret
parametri sayesinde fayldan gdsteorilmisdir.

OpenVPN secret acarin formati asadidaki kimidir:
root@openvpnserver:~/keys # cat secret.key

#

# 2048 bit OpenVPN static key

————— BEGIN OpenVPN Static key V1-----
6e17a04e49ee58d075390542badf6ac?
a3cbb293329b8b9779218537£232¢c2£3
703882892e01188c49cbad926fb35ad2
cael00e6e2bcd4fdde0dfaa67d9768c9b
debdd399d9ce8a6e05de099f606a92d0
£f75b1de731754e66391adcecbdl47cdf
7c01376065730a71d3ff92fed7e5c9b6
dd844981cdfc6849¢c717e69882599211
b43610aedbf332dfeb8d9322a6d0cfeb
57928abcf707cafe2d0d860458906657
892cd375a197829ad0a58bf54d335elc
1b18f51ee2066d9f98ab99fbafd47e2aa
541d65da8f3b3b6b327cec8828445e7b
3f03aedl78efcd26d13b75392efd9cd5
7£113859478claa743b55eb1f1827ech
d1040£f09467d2031£8791c32fc5164a9

Tosadlfi baytlardan, OpenVPN ve HMAC cipher slds edilib.

Qeyd: Bu acarlar her bir sessiya Uc¢lin eynidir.

Hemc¢inin baxaq
Novbesti defs ds, mixtslif secret acarlar olacaqg ve biz secret acarlarla bagli
detalli danisacayiq.

Coxlu gizli agarlar

Oncski misalda oldugu kimi, point-to-point gosulmalarinda OpenVPN 2 simmetrik
agcar istifade edir. Point-to-point gosulmalarinda birge amma asymmetrik
acarlar istifads elemsk mimkiindir. OpenVPN bu halda 4 acar istifade edscak.

» Client terefde cipher key
Client terefde HMAC key
Server terefde cipher key
Server terefde HMAC key

YV V V
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Eyni key materiallari her iki point-to-point gosulmalarinda yayimlanib ancaq,

bu acarlar yaradilmisdir ki, her iki terofde mixtelif acarlarla data

sifrelensin ve imzalansin.

ise baslayaq

Bu halda biz &nce generasiya elodiyimiz secret.key-den istifade edsceayik.

Smin olag ki, her iki masin ya LAN yada internet idzsrinden bir-birlerini

gorirlsr. Serverimiz FreeBSD 9.2 masininda ve clientimiz ise Windows7

masinindadir. Her iki masinda OpenVPN 2.3.3 ylklenmisdir.

Necs edsk:

1. Biz OpenVPN serveri --secret ve daha cox log(jurnal) olan rejimds iss
salirig(listen rejimds) :
root@openvpnserver:~/keys # openvpn --ifconfig 10.200.0.1 10.200.0.2 --
dev tun --secret secret.key 0 --verb 7

2. Hem¢inin client tersfds OpenVPN prosesini iss saliriqg:
cd C:\Program Files\OpenVPN\bin # Binar faylin tUnvanina daxil olurug
openvpn.exe --ifconfig 10.200.0.2 10.200.0.1 --dev tun --secret
secret.key 1 --remote openvpnserver --verb 7
Qosulma debug mesajlari ils ugurla olacag ve sonra ping ils test eds
bilsrsiniz.

3. Sgor biz server torsfins baxsag(crypt soézine gdrs axtaris edin), orda
danisiglada istifads olunan acarlar var. Cixis asagidaki formada
gbrunsacak:

Thu Jan 9 11:56:36 2014 us=235650 Static Encrypt: Using 160 bit
message hash 'SHAl' for HMAC authentication
Thu Jan 9 11:56:36 2014 us=235674 Static Encrypt: HMAC KEY: debdd399
d9ce8abe 05de099f 606a92d0 f£75blde?
Thu Jan 9 11:56:36 2014 us=235688 Static Encrypt: HMAC size=20
block size=20
Thu Jan 9 11:56:36 2014 us=235775 Static Decrypt: Cipher 'BF-CBC'
initialized with 128 bit key
Thu Jan 9 11:56:36 2014 us=235797 Static Decrypt: CIPHER KEY: b43610ae
4bf332df eb8d9322 a6dOcfeb
Thu Jan 9 11:56:36 2014 us=235811 Static Decrypt: CIPHER block size=8
iv size=8
Thu Jan 9 11:56:36 2014 us=235897 Static Decrypt: Using 160 bit
message hash 'SHAl' for HMAC authentication
Thu Jan 9 11:56:36 2014 us=235917 Static Decrypt: HMAC KEY: 541d65da
8£f3b3b6b 327cec88 28445e7b 3f03aedl
Client terefde isse biz eyni acarlari tapa bilsrik amma, ‘Encrypt’ ve
‘Decrypt’ acarlar rezerv edilmis olacaq:
Thu Jan 09 13:21:15 2014 us=163940 Static Encrypt: Cipher 'BF-CBC'
initialized with 128 bit key
Thu Jan 09 13:21:15 2014 us=163940 Static Encrypt: Using 160 bit
message hash 'SHAl' for HMAC authentication
Thu Jan 09 13:21:15 2014 us=163940 Static Decrypt: Cipher 'BF-CBC'
initialized with 128 bit key
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Thu Jan 09 13:21:15 2014 us=163940 Static Decrypt: Using 160 bit
message hash 'SHAl' for HMAC authentication

9ger siz digget yetirseniz gdreceksiniz ki, acarlarin her biri hem server
hemds client tersfds niisxslsnir.

Bu necs isleyir
OpenVPN biitin acarlari static.key acardan alir o sertls ki, faylda kifayst
goder forglilik var (Bu dord acarin etibarli generasiya edilmesi idc¢indir) .
Generasiya edilmis bltin acarlarin fergli istifadesi liclin asagidaki osmr
kifayst edir:

openvpn —-genkey —-secret secret.key

OpenVPN static acar fayli 2048 bit hocme malikdir. Cipher key-in her biri 128
bitdir, HMAC key-in her biri 160 bitdir ve Umumilikds 776 bit edir. Bu
OpenVPN-5 asanliqgla imkan yaradir ki, her bir static.key fayldan 4 oded
tosadifi acar generasiya eds bilsin hsatta, cipher sec¢ilsede bels bu acgarin
genislenmis inisializasiyasini telsb edir.

Daha da strafli
Eyni secret key fayllari asagidaki parametrls hem server hemdse client terofds
istifade edilerss, islsayoscsak: tls-auth ta.key

Hem¢inin baxaq
» 2-ci basligda PUBLIC vs Private acarlarin istifadssi aciglanir hansi
ki, tls-auth key generasiya edilescsk ve strafli danisilacag.

Plaintext tunnel

11k misalimizda biz tunel yaratmisdig hansi ki, ici iles geden data trafiki
sifrelenmis deyildi. Tamamils ac¢iqg sskildse data &tiiren tunelin yaradilmasi
i¢lin HMAC authenticasiyani sondiirmek lazimdir. Bu pis gosulmanin debug
edilmesi vaxtinda istifade edils bilsr ve tunel Uzsrinden geden bitin trafik
asan sokilde monitoring edils bilsr. Bu basligda biz onu necs etmeyimizs
baxacayiq. Tunelin bu tipi hsmc¢inin, tab gstirmse imkanlarinin yoxlanilmasinda
da ve on az resurs istifade edsn tunel kimide istifade edils biler.

ise baslayaqg

Smin olag ki, her iki masin ya LAN ya da internet izsrinden bir-birlsrini
gorirler. Serverimiz FreeBSD 9.2 masininda ve clientimiz de hemg¢inin
FreeBSD9.2 masinindadir. Her iki masinda OpenVPN 2.3.3 ylklenmisdir.

He¢ bir sifreleme istifade etmediyimize gdrs secret.key-s ds ehtiyac
olmayacadq.

Necs edsk
1. Serverds OpenVPN Prosesini iss salag(Listen rejims kecirsk):
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root@openvpnserver:~/keys # openvpn --ifconfig 10.200.0.1 10.200.0.2 --
dev tun --auth none

2. Client tersfds iss 6ncs ‘/etc/hosts’ faylina ‘10.50.12.32
openvpnserver.example.com’ sotirini slave edin vs sonra asagidaki
sotiri slave edin ki, OpenVPN iso diissiin:

root@openvpn-client:/usr/ports/security/openvpn # openvpn --ifconfig
10.200.0.2 10.200.0.1 --dev tun --auth none --remote
openvpnserver.example.com

3. Qosulma asagidaki warning ils yerine yetirilescak:
Thu Jan 9 18:38:23 2014 ****x*x*x* WARNING *******: 3]] encryption and
authentication features disabled -- all data will be tunnelled as
cleartext

Bu nece isleyir
Bu tip gosulmada he¢ bir sifrslems olmur. Bitlin tuneldsn kegsn traffic
OpenVPN paketins encapsulyasiya edilscsk ve “as-is” kimi otlirilescsak.

Biraz strafla
Trafike ac¢ig baxmag lc¢lin iss biz tcpdump istifade ede bilerik:
» Yazdidimiz kimi gosulma hazirdair.
» Client masinin ssbokes kartinda tcpdump-i iso salin(fiziki ssbsks
kartinda logic yox).
root@openvpn-client:~ # tcpdump -w -e -i emO0 -s 0 host
openvpnserver.example.com | strings

» Indi nc(yada netcat)-ys oxsar utilit ils iss tunelin icindsn misyysn
bir tekst otiirin. Once server torsfds nc-ni iss salain.
root@openvpnserver:~ # nc -1 31000

» Client terefds iss nc-ni client rejimde ise salin ve hello ils goodbye
sbzlsrini daxil edin.

root@openvpn-client:~ # nc 10.200.0.1 31000
hello
goodbye

» Server-ds yerins tcpdump iss saldidiniz masinda asadidaki nsticeni slds

edscoksiniz.

Point-to-Point gosulma o halda yaxsidir ki, oger siz iki subnet-i arasinda
static olarag sifrelenmis tunel yaratmaqg isteyirsiniz. 9ger son compyliter
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say1l azdirsa (4-den cox olmayaraq), o halda bu Client/Server gosulmasindan ¢ox
asandir (2-ci basligda yalniz IP ssbokesleri ic¢iin bunu strafli danisacayiq) .

ise baslayaq
Bu basligda biz asadidaki ssbesks qurulusunu istifade edoceyik:

Site A Slte B

Router PUBLIC IP - 1.1.1.10/24
Gateway - 1.1.1.1 Server PUBLIC IP - 2.2.2.10/124
Gateway - 2.2.2.1

OpenVPN server
Router LAN - VPN Channel Server tun( - 10.200.0.1 FreeBSD

192.168.4.1/24

Windows 7

OpenVPN client
FreeBSD

IP - 192.168.4.164

Client tun0 - 10.200.0.2
IP - 192.168.4.100

Serverimiz FreeBSD 9.2 masininda ve clientimiz deo hem¢inin FreeBSD9.2
masinindadir. Her iki masinda OpenVPN 2.3.3 yiklenmisdir. Biz OpenVPN-in
hagginda danisdidimiz Secret agarini secret.key istifads edecsyik (Nezsrds
tutulur ki, openvpnserver.example.com adi ya DNS-de ya da ki, hosts faylinda
toyin edilib).

Bunu nece edsk

1. 11k olarag gosulmani qurag amma, =min olun ki, OpenVPN 6zl tsrsfindsn
daemonlasdirilib (Daemon-u bu smrls dayandirib test-i yeniden eds
bilersiniz kill -9 "ps -ax | grep openvpn | grep -v grep | awk '{ print
$1 }'7):
root@openvpnserver:~ # openvpn --ifconfig 10.200.0.1 10.200.0.2 --dev
tun --secret /root/keys/secret.key --daemon --log
/tmp/openvpnserver. log

2. Sonra iss client torsfde OpenVPN prosesini iss salin(Serverds olan
secret.key faylini /root/keys govluqg yaradib ora niisxslsyin):
root@openvpn-client:~ # openvpn --ifconfig 10.200.0.2 10.200.0.1 --dev
tun --secret /root/keys/secret.key --remote openvpnserver.example.com -
-daemon --log /tmp/openvpnclient.log

Qosulma ugurlu oldu:
root@openvpnserver:~/keys # tail -1 /tmp/openvpnserver.log
Thu Jan 9 23:34:53 2014 Initialization Sequence Completed
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Indi iss routing slave edsk:

1.

Server toerofde static route slave edirik:
root@openvpnserver:~ # route add -net 192.168.4.0/24 10.200.0.2

Client terefde iss biz iki is gormeliyik:

e Omin olun ki, sizde IP trafikin yonlendirilmesi aktivdir. FreeBSD
masinda biz bunu reboot elemedsn asadidaki smrls edscsayik:
root@openvpn-client:~ # sysctl -w net.inet.ip.forwarding=1

e Omin olun ki, Windows client masininda LAN trafikin routing-i els
OpenVPN servers gayidir:
C:> route add 10.200.0.0 mask 255.255.255.0 192.168.4.100

Burda 192.168.4.100 IP OpenVPN clientin LAN ipsidir.

Artigq biz serverdsn clientin LAN-ni ping eds bilerik. Ilk olaraq biz
OpenVPN client-in LAN IP-sini ping edak.

root@openvpnserver:~ # ping -c2 192.168.4.100

PING 192.168.4.5 (192.168.4.5): 56 data bytes

64 bytes from 192.168.4.5: icmp seq=0 ttl=63 time=0.334 ms

64 bytes from 192.168.4.5: icmp seg=1 ttl=63 time=1.051 ms

Vo OpenVPN client LAN-da olan névbesti client IP-sini ping edsk:
root@openvpnserver:~ # ping -c 2 192.168.4.164

PING 192.168.4.164 (192.168.4.164): 56 data bytes

64 bytes from 192.168.4.164: icmp seg=0 ttl=127 time=8.144 ms
64 bytes from 192.168.4.164: icmp seg=1 ttl=127 time=0.478 ms

Bu necs islesyir
Bizim ssbsks qurulusumuzda, c¢atmag istediyimiz LAN, OpenVPN client-in
arxasindadir ve ona gdreds biz servers route yazmaliyiqg.

root@openvpnserver:~ # route add -net 192.168.4.0/24 10.200.0.2

Client terefde iss biz iki is gormeliyik:

>

Smin olag ki, routing rejimi aktivdir. Sger siz route rejimin reboot-
dan sonra islemesini istsyirsinizss, onda /etc/sysctl.conf faylina
asagidaki sotiri slavs edin:

net.inet.ip.forwarding=1

Biz hem¢inin smin olmaliyiqg ki, client LAN-1indan geri OpenVPN servers
routing moévcuddur. Biz bunu LAN gateway-e route yazmagla yada client
LAN-da olan hsr bir masina static route yazmagla eds bilsrik. Bizim
halda Windows client-o route slave eladik hansi ki, OpenVPN FreeBSD
client ils eyni sobsksdadir.

C:\Users\OpenVPN>route add 10.200.0.0 mask 255.255.255.0 192.168.4.100

192.168.4.100 IP iinvani iss FreeBSD OpenVPN client-in IP iinvanidir.
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Dahada strafla
Routing problemlsri
Internet-de slave edilen routing ils badli coxlu problemler ils
rastlasacagsiniz, ancaq onlarin okssarini OpenVPN 6zl hsll etmisdir. Holl
edilmeysnler iss 0S-a mexsus galmis buglardir. Ancaqg 8-ci basligda bu tip ve
Umumiyyestls problemlsri aradan galdirilmasi hagginda daha detalla
vazilmisdair.
Isimizi avtomatlasdiraq
Hom¢inin mimkindir ki, tunel 6z galxan kimi els route slave elssin. Biz bunu
--route omri ils parametri ils eds bilsrik:
root@openvpnserver:~ # openvpn --ifconfig 10.200.0.1 10.200.0.2 --dev tun --
secret secret.key --daemon --log /var/log/openvpnserver-1.5.log --route
192.168.4.0 255.255.255.0
Unutmayin ki, client LAN-da geri servers route hsals ds slls slave
edilmelidir.
Hem¢inin baxaq

» Bu basligda olan son basliqg, 3-yollu routing hansi ki, skser hallarda 3

remote gosulmalarda agiglanir.

» 8-ci baslig, Routing problemlsrinde OpenVPN-in troubleshoot edilmesi.
Bu kitabin skser agiglamalari qurasdirma fayllari istifade edilmedesn edilir.
Ancaqg real heyatda CLI-dan uzun smrlsrin daxil edilmesi svezins qurasdirma
fayllardan istifade etmsk daha da mentigsuydundur. Bilmeniz Onemlidir ki,
OpenVPN-deo cli-dan daxil edilsn qurasdirmalar ve ya qurasdirma fayllarinda
olan qurasdirmalar tam identikdir. Ferqg yalniz ondan ibarstdir ki, CLI-dan
daxil edilen emrler iki aoded tire ‘--’ ils olur(qurasdirma fayllarinda tire
‘==’ olmur). Mshz buna gdrs ds qurasdirma faylini istifade elemsk dahada
asandir.
ise baslayaqg
OpenVPN 2 va daha yuxari versiyani iki kompyliterds yiikleayin. Smin olun ki,
hemin kompylterlsr eyni ssbeksds yada routing vasitesile bir-birlsrini
goriirler. Server masinda FreeBSD9.2 OpenVPN 2.3 vo client masinda da Windows7
yiklenmisdir. Bu basligda da once generasiya elediyimiz secret.key istifade
edecoayik.
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Bunu necs etmsliyik..
1. Onceki misalimiza uygun olan qurasdirmalara ssasen Windows7 client
masinda qurasdirma faylini yaradaqg ve asagidaki terkibi slave edsk:
dev tun
port 1194
ifconfig 10.200.0.2 10.200.0.1
secret secret.key
remote openvpnserver.example.com
verb 3
Fayli C:\Program Files\OpenVPN\bin\examplel-6-client.conf adi ils yadda
saxlayib ¢ixin.

2. FreeBSD OpenVPN Serveri Listen rejimde iss salaq, ancaq geyri standart
port ils:

root@openvpnserver:~ # openvpn --ifconfig 10.200.0.1 10.200.0.2 --dev
tun --secret /root/keys/secret.key --port 11000

3. Sadeoce Once gokilds isitifads edilsn topologiyani istifade edirsinizss,
‘c:\windows\system32\drivers\etc\hosts’ faylina ‘OpenVPN_Server IP
openvpnserver.example.com’ setiri slave etmeoyi unutmayin.
Windows7 Client toarsfds OpenVPN-i iss salanda olave parametr ils
qurasdirma faylinin uUnvanini godstesrsk.:
cd C:\Program Files\OpenVPN\bin # Binar faylin tUnvanina daxil olurug
openvpn.exe --config examplel-6-client.conf --port 11000

Qosulma udurlu oldugda asagidaki §ak11 gap edilacak.
C:~Program Fil “\OpenUPN\bln)openupn exe ——config examplel—-6-client.conf ——port 11008
Sat 11 18: 814 OpenUPN 2.3.2 xBB _64-wb4-minguw32 [8SL (OanSSL)] [LZO] [PKCS111 [eurephial [IPu61 built on Aug 22 2813
Static Encrypt: Cipher ‘BF-CBC’ initial with 129 b key
Static Encrypt: Using 160 hit me h 'SHA1' fo HMHC authentlcatlon
Static Decrypt: Cipher ’BF-CBC’ i with 128 bit key
Static Decruyp Using 168 hit me 'SHHI' for HMAC authentication
Socket Buffer R= [3192 )8192] 5
do_ifconfig.

Area Connection 21 opened: ““\.“\Global“{99D7B485-413F-43EE-AD22-4CADABY?74722% _tap
nn 7.9
er to set a DHCP IP/netmask of 18.200.8.2-255.255.255.252 on interface {99D7B4B85-413F-43EE-AD22-4CAD)|
3153633.]
S 1 ARP Flush on_interface [191 {99D7B405-413F-43EE-AD22-4CADABY74722>
UDP04 link local <bound}: [undef]
UDPv4 link remote: [AF_IMET]108.198.0.10:11600
Peer Connection Initiated with [AF_IN @.198.0.10:110600
TEST ROUTES: B/B succeeded len=8 ret=1 uws/d=up
2814 Initialization Sequence Completed

Bu necs isleyir
CLI ve qurasdirma fayli sstiri soldan sada oxuyur ve menimssadir. Bu o
demakdir ki, qurasdirma faylindan Once tsyin edilen sksar opsiyalar bu fayl
sayssinde etiraz edils bilsr. Uydun olaraq, asadgidaki direktivden sonra teyin
edilen opsiyalar bu fayla yazmanin garsisini alacadqg.

--config examplel-6-client.conf

Uydun olarag novbeti opsiya qurasdirma faylinda olan ‘port 1194’ sstirinin
oxunmasina etiraz edecsk:
--port 11000

Yalniz bszi opsiyalar bir necs defe teyin edils bilsr ancaq, bu halda ilk
olani isleyscesk. Bu halda hem¢inin --config direktivinin oniinde opsiyani da
toyin elsmsk olar.
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Birazda strafla

Basga bir misal ¢sksk ki, CLI-dan slave edilen parametrleorin 6nemliliyini
aciglayaq:

C:\>"\Program Files\OpenVPN\bin\openvpn.exe" --verb 0 --config "\Program
Files\OpenVPN\bin\examplel-6-client.conf" --port 11000

Bu halda verbose rejim 3-de isleyecek ona gdrs ki, sonda olan examplel-6-
client.conf-fayldan iss dismisdir.

Asagidaki misalda iss verbose rejim 3-ds islemeyscsk ona gdrs ki, sonda CLI-
dan oxunmusdur. Yeni ki, sonda olan iss diisscak.

C:\>"\Program Files\OpenVPN\bin\openvpn.exe" --config "\Program
Files\OpenVPN\bin\examplel-6-client.conf" --port 11000 --verb 0

OpenVPN 2.1 spesifikasiyalari

OpenVPN2.1l-in bezi spesifikasiyalari 0z prinsiplsrinden ferglenir misal dcin,
<connection> blocklari ve daxili sertifikatlar. 12-ci basligda biz bu barsds
daha da strafli danisacayiqg.

Site-to-Site qurasdirmasi
Bu basligda biz site-to-site qurasdiracayig ve OpenVPN-in terkibinde olan
oksor daxili tehliikesizlik funksiyalarindan istifade edeceyik. Bu “one-stop-

shop” misali olarag point-to-point gosulmani gdsterir.

ise baslayaq
Biz asagidaki sskils uydun olan ssbsksni qururug

Site A

Client PUBLIC IP = 1.1.1.10/24 Se"'e’g;g";:: IP2—2.222;2.1OHZ4 SiteB
Gateway = 1.1:1:1 e

b
Client LAN — 192.168.4.1/24 | ™ =

T Server LAN = 172.31,32.1/24
Client tun0 — 10.200.0.2 Sefver-tund --10,200.0.1 :’ *

VPN Chafirigl =

OpeniVPN Client OpenVPN server

IP —192.168.4.33 IP =172.31.32.33

OpenVPN-i iki masinda yliklsyin. Bizim testimizds iki adsd FreeBSD9.2 masin
istifads edilscsk.Onlardan 1-i client ve digeri ise server olacag. Aralarinda
ise Once istifades elsdiyimiz secret.key istifade edilscak.

Smin olun ki, her iki masin routing rejimde isleyir (IP forwarding yeni
/etc/rc.conf faylinda gateway enable="YES” movcuddur). Ve hear iki masinin
/etc/hosts faylinda asadidaki sstirler mévcud olmalidir.

1.1.1.10 openvpnclient.example.com

2.2.2.10 openvpnserver.example.com
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1.

Vo:

Server qurasdirma faylini yaradin (example-7-server.conf adinda
yadda saxlayin):

dev tun

proto udp

local openvpnserver.example.com
lport 1194

remote openvpnclient.example.com
rport 1194

secret /root/keys/secret.key 0
ifconfig 10.200.0.1 10.200.0.2
route 192.168.4.0 255.255.255.0
user nobody

group nobody

persist-tun

persist-key

keepalive 10 60

ping-timer-rem

verb 3

daemon

log-append /tmp/openvpn.log

Client terefde ise qurasdirma faylina asadidakilari slave
edin (examplel-7-client.conf adi ils yadda saxlayin):
dev tun

proto udp
local openvpnclient.example.com
lport 1194
remote openvpnserver.example.com
rport 1194

secret /root/keys/secret.key 1
ifconfig 10.200.0.2 10.200.0.1
route 172.31.32.0 255.255.255.0
user nobody

group nobody

persist-tun

persist-key

keepalive 10 60
ping-timer-rem

verb 3

daemon

log-append /tmp/openvpn.log

Hor iki torsfds tuneli iss salin:

saxlayib

root@openvpnserver:~/keys # openvpn --config example-7-server.conf

root@openvpn-client:~/keys # openvpn --config examplel-7-client.conf

Artig bizim site-to-site tunelimiz hazirdir.

Hor iki masinin log fayllarini yoxlayin ve deagiglesdirin ki, gosulma

ugurla basa ¢atmisdir. VPN galxan kimi, hsr iki masinin LAN tsrofinds

olan son négteler bir birlsrini VPN {izsrinden gbrs bilsrler.
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5. Misal lcin biz serverden, client-in LAN torsfinds olan masini ping eds
bilsrik.

Bu necs isleyir

Client ve serverin qurasdirmalari ¢ox oxsardilar:
» Server yalniz 1 ssbsks karti ve 1 UDP port-da qulag asir
» Server gosulmani yalniz 1 IP invan ve 1 portdan gebul edir

» Client asagidaki uydun parametrlers malikdir.

Burda qurasdirmanin ¢ox opsiyalari var:
user nobody
group nobody
persist-tun
persist-key
keepalive 10 60
ping-timer-rem

Bunlar gosulmani daha etibarli ve tohliikesiz elsmsys serait yaradir. Dagig
desak:

» OpenVPN prosesi gosulma ugurlu oldugdan sonra nobody istifadsc¢i ve grup
adindan ise dislir. Ona gdrs ki, ogsr kimss OpenVPN prosesini als
kecirses o helski nobody istifads¢i olacag root yox. Yalniz beszi Linux
distrolari ola biler ki, nogroup istifade ediler.

» persist-tun vo persist-key opsiyalari, osas sobeksnin girilmasi oldudu
halda VPN-in avtomatik ise diismesine omin olmaqg i¢in istifads
edilirlser. Bu opsiyalar ancaqg istifade¢i ve grup nobody istifads
edilsrken lazimdir.

> keepalive vo ping-timer-rem opsiyalari istifade edilir ki, OpenVPN
vaxtasiri ping mesajlari yollayaraqg hsesr iki tunel sonludunu yoxlayir
ki, her iki tersfin islsk veziyystdse olmasini gdrsin.

Daha strafli

Bu point-to-point gosulma hemc¢inin firewall tersfinden filter edilib yerins
yetirilse bilsr. Her iki sonlug arasindaki datani acmag ve desifrs elsmsk cox
cotindir. OpenVPN client/server rejimds iss diisdikds (2-ci basligda Multi-
client TUN-style ssbskslsrden danisacayiq) trafik ilk TLS handshake hesabina
OpenVPN trafiki kimi teyin edilir.

Hem¢inin baxaq
» 8-ci basligda OpenVPN problemlsrinin hsll edilmssi: Routing problemlsari
hansi ki, skser routing problemlerini ag¢iglayir.
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3 tersfli routing

Kicik(4-den kicik olanlar) sayli gosulmalar {icin point-to-point on
yaxsisidir. Bu defe biz 3 OpenVPN tuneli 3 ayri toref arasinda edeceyik ve
son nogtelsaridse daxil olmagla. 3 ayri tunel yaratmagqla biz dayanigli routing
edecayik ona gbre ki, son ndgtelerdsn biri ¢okss trafik o birisi dzsrinden
kecacak.

Yoni bir masin her bir halda 3-cliye ikinci dzsrinden keg¢se bilsacsak.

ise baslayaq
Biz asagidaki sebsks gqurulusunu yerins yetirsceyik:

em1 — SiteA LAN network
192.168.4.1/24

em0 - 1.1.1.10/24
Gateway — 1.1.1.1

SiteA

User IP - 192.168.4.33/24
Gateway - 192.168.4.1

em1 — 1.1.1.1/24 Gateway for SiteA

em3 -3.3.3.1/24
Gateway for SiteC

em2-2.22.1/24
Gateway for SiteB

em0 - 3.3.3.10/24
Gateway - 3.3.3.1

Internet Gateway

em0 — Igternet Bridge
Injterface

em0 -2.2.2.10/24
Gateway - 2.2.2,

em1- SiteB Lan
Net
192.168.5.1/24

em1-192.168.6.1
SiteC LAN Net

Wt

SiteB SiteC

UserlP — 192.168.6.33/24
UserGate ~ 192.168.6.1

J

UserlP - 192.168.5.33/24
UserGateway - 192.158.5.1

OpenVPN-i 3 masinda yiklsyin. Her 3 masin bizim halda FreeBSD9.2 x64-dir.
Gosterilesn ssbsksys uydun olarag ssbeskemiz var. Smin olun ki, hsr 3 masinda
/etc/rc.conf faylinda gateway_ enable=“YES” veya /etc/sysctl.conf faylinda
net.inet.ip.forwarding=1 mévcuddur. Hor 3 masinda /root/keys govlug yaradin.

Qeyd: Unutmayin ki, test middstinds PUBLIC IP uUnvanlarin istifadesi mitleqdir
oks halda OpenVPN routing-i diizglin basa dismir.

Necs edsk:
1. I1k olarag SiteA serverds /root/keys iinvanina daxil olaraqg static
acarlari generasiya edsceyik:
root@siteA:~/keys # openvpn --genkey --secret AtoB.key
root@siteA:~/keys # openvpn --genkey --secret AtoC.key
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root@siteA:~/keys # openvpn --genkey --secret BtoC.key
Bu acarlarin Uclnids scp ils diger masinlara koéclrin(scp /root/*.key
3.3.3.10:/root/keys/) .
Her 3 masinin /etc/hosts faylinda asadidaki sstirlsr mdvcuddur ki, ada
IP-yas ¢ecirmak mimkin olsun.

127.0.0.1 localhost

1.1.1.10 siteA

2.2.2.10 siteB

3.3.3.10 siteC
Hor 3 masinda kernel asagidaki opsiyalarla compile edilmelidir ki,
MultiPath routing destsklensin.
options RADIX MPATH # Mutipath Routing islemssi ugln
options ROUTETABLES=15 # Mixtolif program teminatlari ig¢ln

route table-a izin versk

Server masinlar (Listen edsn) lg¢lin examplel-8-serverBtoA.conf adinda
qurasdirma fayli yaradin ve asagidaki sstirlsri hemin fayla slave edin.
Bu ve asagida godstsrilscsk gqurasdirma fayllari hesr {i¢c masinin
/root/keys govluduna nisxsloyin ki, isiniz asanlassin cinki, hsr ic¢
masinda lazimi qurasdirma fayli hem listener homds client kimi istifades
edilscak (hans1i gurasdirma faylinin hansi serverds iss dismesini siz
CLI-da gOsterilsn masinin Hostname-ins gdrs teyin eds bilsrsiniz):

dev tun

proto udp

port 1194

secret /root/keys/AtoB.key 0

ifconfig 10.200.0.1 10.200.0.2

route 192.168.4.0 255.255.255.0 vpn_gateway 5

route 192.168.6.0 255.255.255.0 vpn_gateway 10

route-delay

keepalive 10 60

verb 3
Sonra examplel-8-serverCtoA.conf adli fayl yaradin ve ic¢ins
asagidakilari slave edin:

dev tun

proto udp

port 1195

secret /root/keys/AtoC.key 0

ifconfig 10.200.0.5 10.200.0.6

route 192.168.4.0 255.255.255.0 vpn_gateway 5

route 192.168.5.0 255.255.255.0 vpn_gateway 10

route-delay

keepalive 10 60

verb 3
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Sonda iseo examplel-8-serverBtoC.conf adinda qurasdirma faylina
asagidaki setirleri slave edin:

dev tun

proto udp

port 1196

secret /root/keys/BtoC.key 0

ifconfig 10.200.0.9 10.200.0.10

route 192.168.4.0 255.255.255.0 vpn_gateway 10

route 192.168.6.0 255.255.255.0 vpn_gateway 5

route-delay

keepalive 10 60

verb 3
Indi iss Client(Connector) qurasdirma fayllarini yaradag. Ilk olaragqg
examplel-8-clientAtoB.conf faylini asagidaki terkib ils:

dev tun

proto udp

remote siteB

port 1194

secret /root/keys/AtoB.key 1

ifconfig 10.200.0.2 10.200.0.1

route 192.168.5.0 255.255.255.0 vpn_gateway 5

route 192.168.6.0 255.255.255.0 vpn_gateway 10

route-delay

keepalive 10 60

verb 3
Homg¢inin examplel-8-clientAtoC.conf faylini asadidaki terkib ils
yaradiriq:

dev tun

proto udp

remote siteC

port 1195

secret /root/keys/AtoC.key 1

ifconfig 10.200.0.6 10.200.0.5

route 192.168.5.0 255.255.255.0 vpn_gateway 10

route 192.168.6.0 255.255.255.0 vpn_gateway 5

route-delay

verb 3

26

www.opensource.az

OPEN
SOURCE
CLUB



Ve sonda examplel-8-clientCtoB.conf faylini asadidaki tsrkib ils

yaradiriq:
dev tun
proto udp
remote siteB
port 1196

secret /root/keys/BtoC.key 1
ifconfig 10.200.0.10 10.200.0.9

route 192.168.4.0 255.255.255.0 vpn_gateway 10
route 192.168.5.0 255.255.255.0 vpn_gateway 5
route-delay

keepalive 10 60
verb 3

Yaratdigimiz qurasdirma fayllari her Gateway serverdsn hsr 3 servers

nisxalsayoak.

root@vpngate:~/keys # scp examplel-8-* 10:/root/keys

1.1.1.
root@vpngate:~/keys # scp examplel-8-* 2.2.2.10:/root/keys/
3.3.3.10:/root/keys/

root@vpngate:~/keys # scp examplel-8-%*

i1k olaraqg Listener tunellsri iss salacayiq.

root@siteB:~/keys # openvpn --config examplel-8-serverBtoA.
root@siteB:~/keys # openvpn --config examplel-8-serverBtoC.
root@siteC:~/keys # openvpn --config examplel-8-serverCtoA.

Sonra iss Connector tunellsri ise salacayiqg

root@siteA:~/keys # openvpn --config examplel-8-clientAtoB.
root@siteA:~/keys # openvpn --config examplel-8-clientAtoC.
root@siteC:~/keys # openvpn --config examplel-8-clientCtoB.

conf
conf
conf

conf
conf
conf

Vo bununlada bels bizim 3 tersfli site-to-site gobskemiz udurla basa

¢gatmis oldu.

Bu necs isleyir

Prinsipce iki tunel kifayst edsrdi ki, 3 remote obyekti gosmag mimkin olsun

ancaqgq, o halda he¢ bir dayaniglig olmayacaq.

3-cii tunells ve qurasdirma opsiyalari ils:
route 192.168.5.0 255.255.255.0 vpn_gateway 5
route 192.168.6.0 255.255.255.0 vpn_gateway 10
route-delay
keepalive 10 60

Homiss her iki sebeks icln 2 route olacaqg.
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Misal tc¢in, siteA-dan siteB-ys 2 odad route var (LAN 192.168.5.0/24 {cgun).
Asagidaki emr ils biz bu cedveli gdrs bilerik.
root@siteA:~ # netstat -rn | grep 192.168.5.0/24
192.168.5.0/24 10.200.0.1 UGS 0 12 tun0 =>
192.168.5.0/24 10.200.0.5 UGS 0 0 tunl
Route:

» Birbasa tunel ils siteB-ys; bu route-un kigik metriki olacaq.

» Birbasa olmayan tunelin ic¢i ils; &nce siteC ve sonra da siteB; Bu
route-un boylik metrici var ve ilk route c¢cdkmsysnadsk bu route iss
dismeyacak.

Bu qurulusun istiinliiyi ondan ibarstdir ki, eger bir tunel ¢dkss, onda 60
saniyeden sonra gosulmalar vs uygun olan route-lar drop edilib restart
edilscak. Backup route avtomatik isgs diisecesk ve yeniden her 3 masin bir-
birini gdrscak.

Birbasa tunel geri gaytarildigda ise, birbasa route-da hemg¢inin geri
gaytarilacaq ve sobokes trafiki avtomatik olarag remote site-lara daha yaxsi
yolu secgoarak kecgocaklar.

Daha da genis

Genislilik

Bu basligda biz 3 masini bir-birils slagelendirscsyik. Bu netice 6 mixtslif
qurasdirma fayllarina getirib ¢ixarir hansi ki, buda point-to-point
gosulmasini limitlsyir. Umumiyystls, N mévcud sayda olan ve tam rezervlemeni
nezars almagla olan gosulmalar Uclin sizin N*(N-1) sayinda qurasdirma
fayllariniz olacaqg. Bu 4 site-dadsk idars edils bilsr ancag bundan sonraki
basliglarda server/client gosulmalari dahada asan yolla ag¢iglanacaqg.
Routing protocollari

Soboks dayanigligi iiciin yaxsi metod Routing protokollardan RIPv2 vaya OSPF-in
istifadesidir. Bu protokollari istifade elemekls siz dissn route-lari daha
tez toyin edib ve {invanini els deyisdirs bilsrsiniz ki, daha az diisme wvaxti
meydana gsalasr.

Hemc¢inin baxaq

» 8-ci baslig, OpenVPN-in troubleshoot edilmesi: Routing problemlsri
hansi ki, okser routing problemlsri ag¢iglanir.
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BOLUM 2
Client-server yalniz IP ssbskalsrinde
Bu basligda biz asagidakilari aciglayacayiqg:

» Public vs private acarlarin qurasdirilmasi

» Kicik qurasdirilma

» Server tsrsfdsn route edilms

» client-config-dir fayllarin istifadesi

» Routing: Hor iki terefin subnetlerinin route

edilmesi

» Default gateway-in yoénlendirilmssi

» ifconfig-pool block-un istifads edilmesi

» status faylin istifadessi

» Management interface

» Proxy-arp
Giris
Bu basligda olan misallar OpenVPN-in istifadse edilsn skssr modellsrini
agciglayacaq: IP routing trafiks uygun olan ¢oxlu clientler ve bir server.
Biz hemg¢inin ssas routing qurasdirmalarina baxacayiq, osas olaraq her iki
client ve server toarafds management interfeyss.
Bu basligin son misalinda gdstersceyik ki, kiitlsvi praktikada ssbsks bridge-
lori nece istifads edilir.
Sksor qurasdirmalarda TUN alstlerinden istifade edildiyins gdrs bu
basligimizda istifads edilen misallar digsr basliglarda tskrar istifades edils
biler. Misal ig¢in server-toeraf routing-de okser hallarda basic-udp-
server.conf, basicudp-client.conf, basic-tcp-server.conf veo basic-tcp-
client.conf fayllari ve Windows client qurasdirmalarinda iss basic-udp-
client.ovpn, basic-tcp-client.ovpn qurasdirma fayllari istifade edilscak.
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Client/Server VPN yaratmazdan oénce biz PUBLIC acar (PKI) infrastrukturunu
yaratmaliyiqg. PKI 6zlns Certificate Authority, Private acarlari ve
certificates (Public acarlari) hem client ve hoemds server Uciin daxil edir.
Homc¢inin biz Diffie-Hellman parametrli acar generasiya elemsliyik ki,
gizliliyi ideal yonledirs bilsk.
PKI yaratmaq ic¢in biz OpenVPN tersfinden yaradilmis easy-rsa scriptlsrinden
istifade elemsliyik.
ise baslayaq
PKI tam inandigimiz bir kompyuterds olmalidir. O hemc¢inin els OpenVPN
serverin ¢6ziinds ds ola bilsr ancaq, tohlikesizlik telsblserins gdrs o tamam
ayrl bir server idzsrinds olmalidir. 8sas tsleblsrinden biri odur ki,
CA(Certificate Authority) acari tamam basga yerds saxlayag. Misal igln
external storage hansi ki, yalniz tslsb edilends istifade edilsin. Digsr ssas
tolab odur ki, CA private acgari tamam ssboksden ayrilmis bir kompyuterds
saxlamaq lazimdir.
Bu resepti FreeBSD9.2 x64 masinda istifade etmisem. Ancag Linux ve Windows
masinda da eyni omrlsrls istifade ede bilersiniz. Ancag easy-rsa scriptlsrin
isleonmesi ii¢iin BASH shell tsalsb edilir ona gdrade masininiza Onceaden bash-1
yiklemeyi (pkg install -y bash) unutmayin. (easy-rsa portlarda
/usr/ports/security/easy-rsa iinvaninda yerlssir)
Necs edsk
1. PKI dg¢lin govluglari yaradin ve easy-rsa scriptlsrini hsmin govluga
niisxalsyin:
root@siteA:~ # mkdir -m 700 -p /usr/local/etc/openvpn/itvpn/keys
root@siteA:~ # ed /usr/local/etc/openvpn/itvpn
root@siteA:~ # cp -R /usr/local/share/easy-rsa/*
2. Bu emrlerin root istifadec¢i adindan iss salinmasina gorsk yoxdur.
3. Sonra biz vars faylini yaradaq. Fayli yaradin ve asadgidakilari icins
o2lave edin.
export EASY RSA=/usr/local/etc/openvpn/itvpn
export OPENSSL="openssl"
export KEY_CONFIG:‘$EASY_RSA/whichopensslcnf SEASY RSA®
export KEY DIR="$EASY RSA/keys"
export PKCS1l MODULE PATH="dummy"
export PKCS1l PIN="dummy"
export KEY SIZE=2048
export CA EXPIRE=3285
export KEY EXPIRE=1000
export KEY COUNTRY="AZ"
export KEY PROVINCE=
export KEY CITY=
export KEY ORG="Itvpn"
30
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export KEY EMAIL="openvpn-ca@itvpn.example.com"

PKCS11l MODULE PATH ve PKCS1ll PIN verilsnleri o halda telsb edilir
ki, siz SmardCard istifads etmirsiniz. Susmaya gdre olan KEY_ SIZE
2048 bitdir ve bu uzunlug ndvbsti 2-3 il Ug¢ln toshlikesizdir.
Hom¢inin genis uzunluglu 4096-bitlik acar mimkiindiir ancaqg
sifrelenms boylik oldufguna gdrs effektivlik asadi disscesk. Biz
4096 bitlik CA private acar yaradacayig ona gdrs ki, burda
effektivlik hec¢ nesys gorsk deyil. Hemc¢inin deyisenler var ki,
sizin teskilata (KEY_ORG, KEY EMAIL) xasdir. Bu qurasdirmalarin
aciglanmasinil birazdan daha detalli sskilds danisacayiqg.

4096 bitlik modul istifade edersk wvars fayli yerins yetirsk, CA private

acar ve sertifikat generasiya edek. CA sertifikat ic¢iin ¢otin sifre

sec¢cin. Bundan sonra her defs script iss disdiikden sonra hemin sifreni

daxil edin:

root@siteA:~ # ed /usr/local/etc/openvpn/itvpn/

root@siteA: /usr/local/etc/openvpn/itvpn # bash # BASH-a kecirik.

[root@siteA /usr/local/etc/openvpn/itvpn/]# source ./vars

[root@siteA /usr/local/etc/openvpn/itvpn/]# ./clean-all

[root@siteA /usr/local/etc/openvpn/itvpn/]# KEY SIZE=4096 ./build-ca --pass
1k *a —-pass

information that will

Sonra server sertifikatini generasiya edsceyik. Script daxil edilmesini
isteyeonds sifrs daxil edib enter-i sixin. Script ca.key sifresini
isteyends ise CA sertifikati lcin sifreni daxil edin. Sonda iss script
sorusacaq [y,n] siz y edin.

[root@siteA /usr/local/etc/openvpn/itvpn/]# ./build-key-server openvpnserver
Generating a 2048 bit RSA private key

writing new private key to 'openvpnserver.key'

You are about to be asked to enter information that will be
incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a
DN.

There are quite a few fields but you can leave some blank
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For some fields there will be a default wvalue,
If you enter '.', the field will be left blank.
Country Name (2 letter code) [AZ]:
State or Province Name (full name) []:
Locality Name (eg, city) []:
Organization Name (eg, company) [Itvpn]:
Organizational Unit Name (eg, section) []:
Common Name (eg, your name or your server's hostname) [openvpnserver]:
Name []:
Email Address [openvpn-ca@domain.lan]:
Please enter the following 'extra' attributes
to be sent with your certificate request
A challenge password []:
An optional company name []:
Using configuration from /usr/local/etc/openvpn/itvpn/openssl-0.9.8.cnf
Enter pass phrase for /usr/local/etc/openvpn/itvpn/keys/ca.key:
Check that the request matches the signature
Signature ok
The Subject's Distinguished Name is as follows
countryName :PRINTABLE: 'AZ'
organizationName :PRINTABLE: 'Itvpn'
commonName :PRINTABLE: 'openvpnserver'
emailAddress :IAS5STRING: 'openvpn-ca@domain.lan'
Certificate is to be certified until Oct 9 19:15:14 2016 GMT (1000
days)
Sign the certificate? [y/n]:y
1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries
Data Base Updated
Client {¢iin ilk sertifikat build-key ils yaradilir. Bu client
sertifikatinin yaradilmasi {g¢lin ¢ox sltrstli metodikadir ancaqg, bu halda
clientin private key faylina sifrs tesyin etmsk olmur.
[root@siteA /usr/local/etc/openvpn/itvpn]# ./build-key openvpnclientl
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Tkinci client sertifikati sifrs ils generasiya edilmisdir. Cotin sifrs
secin (Ancaq CA sertifikat-da segdiyiniz sifreden forgli olmalidar!).
Aydinliqg i¢iin ¢ixis gisa gdstorilmisdir:

[root@siteA /usr/local/etc/openvpn/itvpn]# ./build-key-pass openvpnclient2
Using configuration from /usr/local/etc/openvpn/itvpn/openssl-0.9.8.cnf
Enter pass phrase for /usr/local/etc/openvpn/itvpn/keys/ca.key:

Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE: 'AZ'

organizationName :PRINTABLE: 'Itvpn'

commonName :PRINTABLE: 'openvpnclient2'

emailAddress :IAS5STRING: 'openvpn-ca@domain.lan'
Certificate is to be certified until Oct 10 05:08:03 2016 GMT (1000
days)

Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries
Data Base Updated

Ardinca server lcglin Diffie-Hellman parametrli fayl qurun:
[root@siteA /usr/local/etc/openvpn/itvpn]# ./build-dh

Sonda iss tls-auth key faylai:
[root@siten /usr/local/etc/openvpn/itvpn]# openvpn --genkey --secret keys/ta.key
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Biitin bu gérdiyumiz islsrden sonra /usr/local/etc/openvpn/itvpn/keys
govlugunda asagidaki fayllar yaranacaq:

ca.crt - 9sas CA sertifikat, bu fayl hem client ve hemds servers lazimdir
dh2048.pem - Diffie Hellman acgari, bu fayl yalniz servers lazimdir

Qeyd: Sgsr bu acar yaranmazsa, sadscs /usr/local/etc/openvpn/keys iinvaninda
./build-dh omrini daxil etmeniz yetor ki, dh2048.pem acari yaransin.

openvpnserver.crt - Serverin sertifikati, yalniz server Ugindir
openvpnserver.key - Serverin acari, yalniz server igindir (gizli fayl)
openvpnclientl.crt - Clientin sertifikati, yalniz client Uc¢indir
openvpnclientl.key - Clientin acari, yalniz client tcindur (gizli fayl)
ta.key - TLS-acar, hem client ve hesmds servers lazimdir

Uydun olaraq serverde ca.crt, dh2048.pem, openvpnserver.crt,
openvpnserver.key, ta.key fayllari ve ilk client-ds iss ca.crt, dh2048.pem,
openvpnclientl.crt, openvpnclientl.key, ta.key fayllari olmalidir.

Bu necs islesyir

easy-rsa scriptleri openssl CA smrleri ile isleyir ve ¢ox rahatdir. openssl
ca omrlori osassan PKI-in X509 sertifikatlari ils istifadesinde telsb edilir.
build-dh scripti iss openssl dh osmri ig¢indir.

Daha da strafla
easy-rsa scriptlerin Windows-da istifade edilmesi.
easy-rsa acarlarin istifade edilmesi iic¢clin Windows-da cmd-dsn daxil olub
scriptleri ises salmag lazimdir. Misal tcln:
[Win]C:> wvars
[Win]C:> clean-all
[Win]C:> build-ca

Muxteslif deyisenlsr haqqginda bszi geydler
Asagidaki deyisenlsr vars faylinda istifads edilmisdir:
> KEY_SIZE=2048: Bu bltin private acarlar tc¢lin imzalanan uzunlugdur. Uzun
acar daha da c¢otin sifrelems demskdir. Ancaqg bu sifrslems middstini
artirir.
> CA_EXPIRE=3650: CA sertifikatin glindemds olmasi miiddetini teyin edir ve
bu 10 il demskdir. Orta seviyyeli tehlikesizlik i¢in bu middst kifayet
edir amma, ylkssk seviyyeli tshlikesizlik ig¢in iss bu azdir.
» KEY EXPIRE=1000: Bu client ve server {licin olan sertifikatin glindemds
olmasi middsetini teyin edir vs demsk olar ki, 3 il demskdir.
> KEY COUNTRY="AZ", KEY PROVINCE=, KEY CITY=,
KEY ORG="Itvpn", KEY EMAIL=openvpn-ca@itvpn.example.com: Bu dsyissnlsrin
hamisi certificate Distinguished Name (DN)-do istifades edilir. Onlarain
hamsi teslsb edilmir ancaq, hsm OpenVPN hemde OpenSSL-des KEY COUNTRY-nin
olmasi 6nemlidir ki, sertifikatin harda generasiya edilmesini teyin
etmak olsun.
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Hem¢inin baxin
Basliqg 4-de PKI, Certificates ve OpenSSL-o otrafli baxin ki, easy-rsa
scriptleri ve openssl smrleri derinden basa diisesiniz.
Kicik qurasdirma
Bu basligda sertifikatlari istifade edersk hem client hemds server
gosulmalarinin necs edilmesini ag¢iglayacag.
Telsbatlar
Iki masinda OpenVPN yiiklayin. Smin olun ki, bu masinlar ssabsks iizsrinden bir-
birlerini goriirlsr. Oncs haggqinda danisdigimiz client ve serverin
sertifikatlarini artiq qurasdiraqg. Bizim misalda hsr iki masin FreeBSD 9.2
x64 Uzsrindse isleyir.
Nece edsk
1. Server qurasdirma faylini yaradaqg:
proto udp
port 1194
dev tun
server 192.168.200.0 255.255.255.0
ca /usr/local/etc/openvpn/ca.crt
cert /usr/local/etc/openvpn/openvpnserver.crt
key /usr/local/etc/openvpn/openvpnserver.key
dh /usr/local/etc/openvpn/dh2048.pem
Bunu example2-2-server.conf faylinda yadda saxlayin.
2. Acarlari keys sertifikat govlugundan OpenVPN-in /usr/local/etc/openvpn/
govluguna nilisxelayin:
[root@siteA /usr/local/etc/openvpnl]l# ed /usr/local/etc/openvpn
[root@siteA /usr/local/etc/openvpn]l# cp itvpn/keys/ca.crt
[root@siteA /usr/local/etc/openvpn]# cp itvpn/keys/openvpnserver.crt
openvpnserver.crt
[root@siteA /usr/local/etc/openvpnl# cp itvpn/keys/openvpnserver.key
openvpnserver . key
[root@siteA /usr/local/etc/openvpn]l# cp itvpn/keys/dh2048.pem
dh2048.pem
3. Qeyd edin ki, oOnceki smrlerin istifadesinds ‘root’ istifadec¢i olmaga
ehtiyac yoxdur.
4. Serveri ise salagqg:
[root@siteA /usr/local/etc/openvpn]# openvpn --config example2-2-
server.conf
5. siteB hostname-1i server sslinde clientdir. Serverden clients aid olan
sertifikat, key faylini ve CA-nin sertifikatini client masina copy
edirik. Biz &nce siteB masinda openvpn public govluqg yaradirig(yoni
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/usr/local/etc/openvpn) veo ora daxil olub client qurasdirma faylini
yaradag ve kontenins asadidaki satirlesri slave edsak:

client

proto udp

remote openvpnserver.example.com

port 1194

dev tun

nobind

ca /usr/local/etc/openvpn/ca.crt
cert /usr/local/etc/openvpn/openvpnclientl.crt
key /usr/local/etc/openvpn/openvpnclientl.key

Fayli example2-2-client.conf adi ils yadda saxlayin. Hemcinin
/etc/hosts faylina server resolve etmek iicin ‘'1.1.1.10
openvpnserver.example.com’ sotirini slave etmsyi unutmayin.

6. Oncs dediyim kimi, ca.crt, openvpnclientl.crt veo openvpnclientl.key
faylini siteA-dan siteB-ys scp ils kécglursk.
root@siteA:/usr/local/etc/openvpn/itvpn/keys # scp ca.crt
2.2.2.10:/usr/local/etc/openvpn/
root@siteA:/usr/local/etc/openvpn/itvpn/keys # scp openvpnclientl.crt
2.2.2.10:/usr/local/etc/openvpn/
root@siteA:/usr/local/etc/openvpn/itvpn/keys # scp openvpnclientl.key
2.2.2.10:/usr/local/etc/openvpn/

7. Vo sonda client-i iss salaqg:
root@siteB:/usr/local/etc/openvpn # openvpn --config example2-2-
client.conf
Thu Jan 16 08:20:13 2014 /sbin/ifconfig tun0 192.168.200.10
192.168.200.9 mtu 1500 netmask 255.255.255.255 up
add net 192.168.200.1: gateway 192.168.200.9 fib 0
Thu Jan 16 08:20:13 2014 Initialization Sequence Completed

Qosulma basa catdigdan sonra serverin UP olmasini ping ils yoxlayaq:
root@siteB:~ # ping -c2 192.168.200.1

PING 192.168.200.1 (192.168.200.1): 56 data bytes

64 bytes from 192.168.200.1: icmp seq=0 ttl=64 time=0.937 ms

64 bytes from 192.168.200.1: icmp segq=1 ttl=64 time=1.613 ms

Bu necs islesyir

Server ise disen kimi o, movcud olan ilk TUN alstini 192.168.200.1 IP invani
ve yalangi 192.168.200.2 IP tnvani ils qurasdirir. Ardinca server 1194-ci
port-da UDP ils qulag asmada baslayir.

Client servers hemin port ils gosulur. UyJun olan TLS razilasma yerins
yetirildikden sonra, her iki tersfds sertifikatlar istifads edilir ve client-
© 192.168.200.6 IP {tinvani menimssdilir (yada kicik sesbsks dessk daha yaxsi
olar 192.168.200.4-192.168.200.7). Hemginin client verilen bu informasiyani
istifads edsrsk ilk bos olan TUN alstinden istifads edscsk ve bundan sonra da
VPN iss diisscsk.
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Daha da strafla

‘net30’ dnvanlandirma

Qosulma basa catdigdan sonra siz TUN interfeysins asagidaki osmr ils baxa
bilsrsiniz:

root@siteB:~ # ifconfig tun0 | grep inet

Asagidaki setirs baxin:
inet 192.168.200.10 --> 192.168.200.9 netmask Oxffffffff

192.168.200.5 IP invani burda sadesces yeri istifade elsmek lg¢indir ki,
prinsipimiz islesin ve ona ping catmayacaqg. OpenVPN 2.l1-desn baslayaraqg artiqg
mistesrilers “linear” iUnvanlar tsosyin elsmsk olur hansi ki, sizs serait yaradir
ki, eyni IP araliginda c¢oxlu misteri istifade ede bilesiniz. Bunu ndvbati
misalda acgiglayacayiq.

“/30” araliginda olan IP-nin ilki miisterinin 6zi ve ikinci IP Unvan iss
yalanci son ndégtsnin IP Unvanidir. Her bir “/30” subnet-i 4 IP Unvan ils iss
distir ve VPN clientin dnvani iss hemin iinvan ve Ustegsl 2 ils ise disir:
» 192.168.200.[0-3], VPN IP-si 192.168.200.1-dir. Bu block adi halda
hem¢inin els OpenVPN-in &ziinde olur.
» 192.168.200.[4-7], client IP-si 192.168.200.6-dir. Bu block adi halda
ilk gosulmag istesyen miisteri ig¢ln nezerde tutulur.
» 192.168.200.[8-11], [12-15], [16-19] vs daha cox ardicil yaza
bilersiniz.

Server torsfden route edilms

Bu misalda biz server tersfds olan routing-i hem client hemds server
rejiminde gdstersceyik. Bu misalimizda iss OpenVPN client masini OpenVPN
server arxasinda olan biutin masinlara gosulmadan sonra c¢atmalidir.

Onceoki misal ils miilgayiss elsdikds, bu misalda slave gqurasdirmalar var hansi
ki, skssr hallarda real istifadsds olur. OpenVPN-in 6z funksionallidina
baxsaq artig linear lnvanlari istifade elemek imkanimiz var (topology subnet).

Bu misalda istifads edilsn qurasdirma fayllari hemc¢inin diger basliglarda
istifads edilmek i¢iin cox yaxsi qurulusa malikdir. Fayllarin adlari basic-
udp-server.conf, basic-udp-client.conf olacaqg.

ise baslayaq
Biz asagidaki sebsks qurulusuna gdrs islesrimizi gdresceyik:
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IP —-192.168.4.33
Gateway — 192.168.4.1

Client

IP-2.22.10
Gateway — 2.2.2.1/24

IP -192.168.4.1

IP-2.222 P-1.1.11
(
IP-1.1.1.10 o
Gateway - 1.1.1.1/24

OpenVPN-Client FreeBSD Router OpenVPN-Server

Wt

Bu misal PKI fayllari istifade edir hansi ki, bu basligin ilk misalinda
yaradilmisdir. OpenVPN-i iki masinda yikleyin. Bizim misalda server ve client
masin FreeBSD 9.2 x64-do islayir.

Bunu necs edsk
1. Server ug¢in qurasdirma faylini yaradagqg:
proto udp
port 1194
dev tun
server 192.168.200.0 255.255.255.0

ca /usr/local/etc/openvpn/ca.crt

cert /usr/local/etc/openvpn/openvpnserver.crt
key /usr/local/etc/openvpn/openvpnserver.key
dh /usr/local/etc/openvpn/dh2048.pem

tls-auth /usr/local/etc/openvpn/ta.key 0

persist-key
persist-tun

keepalive 10 60

push "route 192.168.4.0 255.255.0.0"
topology subnet

user nobody
group nobody

daemon
log-append /var/log/openvpn.log

Sonra fayli basic-udp-server.conf adi ils yadda saxlayin.
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Bozi Linux distributivlerindse ola biler ki, nogroup adli grup
olsun.

F:
0
oy

9goar siz OpenVPN-in reboot-dan sonra islemesini istsssniz onda

Fz
0
oy

onu startup-a slave etmolisiniz. Bunun liclin asagidaki sstirleri
/etc/rc.conf faylina slave etssniz yetsr.

openvpn_ enable="YES"

openvpn_ 1if="tun"

openvpn configfile="/usr/local/etc/openvpn/basic-udp-server.conf"
openvpn dir="/usr/local/etc/openvpn"

Sonra tls-auth gizli agar faylini /usr/local/etc/openvpn/itvpn/keys
iinvanindan qurasdirmada olan Unvana niisxslsyin:

[root@siteA ~]# cp /usr/local/etc/openvpn/itvpn/keys/ta.key
/usr/local/etc/openvpn/

Vo serveri iss salagqg:

[root@siteA /usr/local/etc/openvpn]# openvpn --config basic-udp-
server.conf

Omin olun ki, serverds trafikin yoénlendirilmesi aktivdir:
[root@siteA /usr/local/etc/openvpn]# sysctl -w net.inet.ip.forwarding=1

Yada /etc/rc.conf faylinda gateway enable="YES” slave edin ki,
rebootdan sonra islesin.

Sonra client-in qurasdirma faylini yaradaq:
client

proto udp

remote openvpnserver.example.com

port 1194

dev tun

nobind

ca /usr/local/etc/openvpn/ca.crt

cert /usr/local/etc/openvpn/openvpnclientl.crt
key /usr/local/etc/openvpn/openvpnclientl.key
tls-auth /usr/local/etc/openvpn/ta.key 1

ns-cert-type server

Fayli basic-udp-client.conf adinda yadda saxlayin.
Homc¢inin /ete/rc.conf faylinda ‘1.1.1.10 openvpnserver.example.com’
setirini yazmadi unutmayin.

tls-auth iclin client toeresfds istifads edilscek ta.key faylini serverdsn
client-e scp ils kocirin:

root@siteB:~ # scp 1.1.1.10:/usr/local/etc/openvpn/itvpn/keys/ta.key
/usr/local/etc/openvpn/

Client-i iss salag:
root@siteB:/usr/local/etc/openvpn # openvpn --config basic-udp-
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client.conf

Thu Jan 16 14:15:57 2014 OpenVPN 2.3.2 amd64-portbld-freebsd9.2 [SSL

(OpenSSL)] [LZO] [eurephia] [MH] [IPv6] built on Jan 9 2014

Thu Jan 16 14:15:57 2014 Control Channel Authentication: using

'/usr/local/etc/openvpn/ta.key' as a OpenVPN static key file

Thu Jan 16 14:15:57 2014 UDPv4 link local: [undef]

Thu Jan 16 14:15:57 2014 UDPv4 link remote: [AF INET]1.1.1.10:1194

Thu Jan 16 14:15:57 2014 [openvpnserver] Peer Connection Initiated with

[AF INET]1.1.1.10:1194

Thu Jan 16 14:15:59 2014 TUN/TAP device /dev/tun0 opened

Thu Jan 16 14:15:59 2014 do ifconfig, tt->ipve=0, tt-

>did ifconfig ipv6 setup=0 B

Thu Jan 16 14:15:59 2014 /sbin/ifconfig tun0 192.168.200.2

192.168.200.2 mtu 1500 netmask 255.255.255.0 up

add net 192.168.200.0: gateway 192.168.200.2 fib 0

add net 192.168.4.0: gateway 192.168.200.1 fib O

Thu Jan 16 14:15:59 2014 Initialization Sequence Completed

8. Indi iss son nogtede olan Windows7 masina ping ata bilsrsiniz.

root@siteB:~ # ping -c2 192.168.4.33

PING 192.168.4.33 (192.168.4.33): 56 data bytes

64 bytes from 192.168.4.33: icmp seg=0 ttl=127 time=1.192 ms

64 bytes from 192.168.4.33: icmp:seq=l ttl=127 time=2.467 ms
Bu nece isleyir
Server ilk bos olan TUN alstini iss salir ve 192.168.200.1 IP invanini
menimssdir. ‘topology subnet’ direktivi ils yalanc¢i uzaq ilnvanda
192.168.200.1 IP tnvani dasiyacag. Bundan sonra server UDP port 1194-cii
portda qulag asmada baslayir. Tehlikesizlik ii¢lin iss OpenVPN prosesini nobody
istifade¢i ve grupu adindan iss salirig. Sger Hacker OpenVPN-in prosesini
hack eless o root ala bilmeyscsk. Sgsr ‘user’ ve ‘group’ direktivlesri
istifads edilirse, hemc¢inin lazimdir ki, asagidaki setirlsride qurasdirmaniza
olave edssiniz, oks halda servis diizgiin restart edilmesyscoak:

persist-key

persist-tun
Diger teahlikesizlik isi ise asadgidaki setiri server torofde istifads
elsmskdir (hem¢cinin ta.key 1 client tsresfds olmalidir):

tls-auth /etc/openvpn/itvpn/ta.key 0
Bu serveri Distributed Denial of Service (DDoS) hiicumlarin garsisini almada
komek edir. Ve tez olaraq biz bu paketlsri HMAC forgli olan kimi ignore
edirik.
Asagidaki sstir iss hem server ve hemds client idc¢lin yasama middeti teyin
edir:

keepalive 10 60
Client-dsn servers ve serverdsn clients her bir 10 saniysden sonra paket
yollanilair ki, VPN tunelin isleyib islememssini yoxlayaq. 9gor cavab gslmezss
60 saniyeden sonra OpenVPN avtomatik olarag restart edilscek. Server torsfds
ise gbdzlems middsti ikiys vurulur. Yeni ki, server VPN prosesini 120
saniyeden sonra restart edscsk.
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Sonda ise asagidaki direktivler cox o6nemlidir ona gdrs ki, OpenVPN servisini
daemon rejimde ise salir ve jurnallari secilmis fayla yazir.

daemon

log-append /var/log/openvpn.log
Jurnallari ¢ixisda online baxmaqg tctun siz tail -f /var/log/openvpn.log
smrinden istifade eds bilersiniz. Client servers gosulur ve TLS razilasma
yerins yetirildikden sonra iss client ve server sertifikatlari istifads
edilir ve client-s 192.168.200.2 IP invani monimsadilir. Client ilk bos olan
TUN sobeoks kartini gqurasdirir ve server torsfden arxasinda olan subnet ugin
routing mslumatini alir.
Daha da strafli
Bu misalda istifade etdiyimiz qurasdirma fayllarini biz birazdan daha da cox
istifade edscoayik.
Linear unvanlama
Qosulma ugurlu basa catdigdan sonra ise siz tunO ssbsks kartina asagidaki omr
ile baxa bilsrsiniz:

root@siteB:~ # ifconfig tun0 | grep inet

inet 192.168.200.2 --> 192.168.200.2 netmask Oxffffff00

Bu topology direktivi sayesinde cadirilmisdir hansi ki, OpenVPN2.l1
versiyasindan baslayaraq yenidir. Bu OpenVPN-s deyir ki, hser bir client-s 1
odad IP iUnvan menimsst. OpenVPN2.0-da iss her client {icin menimssdilsn IP
invanin sayi 4 odesd idi.
TCP protocolun istifadesi
Oncski misalda biz UDP protocol-undan istifads eladik. Ancag qurasdirma
fayllari gisa formada TCP protokol-una asagidaki sotiri deyismekls convert
edils biler:

proto udp
Bu asagidaki sotirs deyisdirilmelidir:

proto tcp
Bu hem client hemds server qurasdirma fayllarinda deyisdirilmeslidir. Bu
fayllarai geslscsak iglin saxlayin. Sadecs adlarini basic-tcp-server.conf veo
basic-tcp-client.conf etmeniz yetsr.
Server sertfikatlari ve ns-cert-type server
Client teresfde ns-cert-type server direktivi skser hallarda server
sertifikati ils kombinasiyada istifads edilir hansi ki, asagidaki smrls
qurulur:

build-key-server
Bu ssasen MITM hiicumlarin garsisini almaq Uclin istifads edilir. Idea odur ki,
Client spesifik server sertifikatina malik olmazsa, servers gosula
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bilmsyscsk. Bunu elemskls, hiicumcunun 6ziinli server rolunda oynamasili sansini
olinden alirig. OpenVPN 2.1-den baslayaraq destsk edir.
remote-cert-tls server

Bu hem¢inin tam acgarla teyin edilmis sertifikatlarida desteklsyir ve hsmg¢inin
RFC3280 TLS-ds yazilmis acar istifadesinin genislenmesinide dessteklsyir.

Masquerading
Bu basligda biz server tersfdse olan LAN trafikini VPN iizerinden routing

etmisik. Linux IPTABLES omri ils masquerading edilmisdir:
iptables -t nat -I POSTROUTING -o ethO -s 192.168.200.0/24 -j MASQUERADE

Bu omr Linux kernel-o deyir ki, 192.168.200.0/24 (Bu OpenVPN subnetidir)
subnetden golen bitin trafiki yodnlendir ve o Ethernet karti terk edir. Ve her
bir bu paketin 6z source Unvani var amma o els deyisdirilir ki, guya bu
OpenVPN client yox serverin oziinden geolir. Iptables bu deyisdirilmis
paketleori izlsyir ve sgsr gayidan paket reversi diizdiirss, paketlsr yeniden
client-o gaytarilir. Bu routing-in islemesinin asan yoludur ancaqg
catismamazliqg var. Coxlu istifade¢i istifade edilends, o SiteB toarsfden gslsn
trafik ils OpenVPN serverin Ozinin trafikini ayird eds bilmir. O teyin eds
bilmir ki, tunel ils gsolsen clientl-dir yada client.

'client-config-dir' fayllarain istifadesi

Bir serverin coxlu istifadecileri emal eds bilsceyi qurasdirmalarimizda els
hallar ola biler ki, her istifadecinin Oziine aid olan qurasdirmalari teyin
edak hansi ki, oda ‘global’ opsiyalari silib 6z qurasdirmalarini onun yerins
yazacaq. Mehz bunun ic¢iin do client-config-dir opsiyasi sladir. Bu inzibatcgiya

her client-s spesifik IP invan, xisusi opsiyalarin teyin edilmesins imkan
yaradir (misal {c¢in her client idc¢lin fergli DNS server, trafikin sixilmasi ya
da Umumiyystls hemin client-i deaktiv edilmssi)

ise baslayaq

Bu misal oncekinin davamidir. OpenVPN-i iki masinda yikleyin. Her iki masin
FreeBSD 9.2 x64-ds yiklenmisdir. Eynils server {icin basic-udp-server.conf veo
client Uciinds uygdun olarag onceki misalda istifade elediyimiz basic-udp-
client.conf fayllarini istifads edin.

Bunu necs edsk
1. Server qurasdirma faylinda deyisik edek ve asagidaki setiri ig¢ine olave
edeak:
client-config-dir /usr/local/etc/openvpn/clients

Sonra fayli example2-4-server.conf adi ils yadda saxlayin.
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2. Ardinca clientlerin gqurasdirma fayllari i¢iin govlug ve hemc¢inin client
sertifikatinin adi ils eyni olan fayli serverde yaradiriq. Client-in
qurasdirma faylinda client Ug¢iin IP iinvan vs mask-i teyin edsk:
root@siteA:/usr/local/etc/openvpn/clients # mkdir -m 755
/usr/local/etc/openvpn/clients
root@siteA:/ # ed /usr/local/etc/openvpn/clients/
root@siteA:/usr/local/etc/openvpn/clients # echo "ifconfig-push
192.168.200.6 255.255.255.240" > openvpnclientl
3. Ad1i siz client-in sertifikatindan asagdidaki esmr ils oslds eds
bilsrsiniz.
root@siteB:/usr/local/etc/openvpn # openssl x509 -subject -noout -in
openvpnclientl.crt
subject= /C=AZ/0O=Itvpn/CN=openvpnclientl/emailAddress=openvpn-
ca@domain.lan
4. Serveri isgs salaq:
root@siteA:/usr/local/etc/openvpn # openvpn --config example2-4-
server.conf
5. Onceki misalda istifads eladiyimiz kimi client-in qurasdirma faylini
ise salin:
root@siteB:/usr/local/etc/openvpn # openvpn --config basic-udp-
client.conf
Sat Jan 18 17:34:47 2014 OpenVPN 2.3.2 amdé64-portbld-freebsd9.2 [SSL
(OpenSSL) ] [LzO] [eurephia] [MH] [IPv6] built on Jan 9 2014
Sat Jan 18 17:34:47 2014 Control Channel Authentication: using
'/usr/local/etc/openvpn/ta.key' as a OpenVPN static key file
Sat Jan 18 17:34:47 2014 UDPv4 link local: [undef]
Sat Jan 18 17:34:47 2014 UDPv4 link remote: [AF INET]1.1.1.10:1194
Sat Jan 18 17:34:47 2014 [openvpnserver] Peer Connection Initiated with
[AF INET]1.1.1.10:1194
Sat Jan 18 17:34:49 2014 TUN/TAP device /dev/tun0 opened
Sat Jan 18 17:34:49 2014 do_ifconfig, tt->ipv6=0, tt-
>did ifconfig ipv6 setup=0
Sat Jan 18 17:34:49 2014 /sbin/ifconfig tun0 192.168.200.6
192.168.200.6 mtu 1500 netmask 255.255.255.240 up
add net 192.168.200.0: gateway 192.168.200.6 fib 0
add net 192.168.4.0: gateway 192.168.200.1 fib 0
Sat Jan 18 17:34:49 2014 Initialization Sequence Completed
Bu neces isleyir
Client servers sertifikatla gosulanda ve client sertifikatin Common Name
bolmesinds olan ad openvpnclientl oldugda, OpenVPN server yoxlamada baslayir
ki, hemin client-s aid olan slave qurasdirma fayli hardadir. Eynils
qurasdirma faylini client-config-dir govludunda tapdigdan sonra iss ona aid
olan slave opsiyalari hemin fayldan gotlirib menimsedir. Qurasdirma faylinda
biz client-s spesifik IP tnvan ve secdiyimiz mask menimssdirik. Yeni client-
in IP 4nvani 192.168.200.6 ve mask-i 255.255.255.240 olacaq.
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Susmaya gors olan qurasdirma faylai
9ger asagidaki sertler yerine yetirilirss, onda susmaya gdrs olan fayl oxunur
ve yerins yetirilir o halda ki:
» client-config-dir direktivi tesyin edilib
» Orda client-in sertifikatina uygun olan qurasdirma fayl tapilmamisdir.
» DEFAULT file hemin govlugda yoxdur.
Nezors alin ki, client-in adinin boylik ve kicgik herfls yazilmasinin ferqgi
var (reqistra hissiyatlaidar).
Troubleshoot etms
Qurasdirma problemlsrinin CCD ils arasdirilmasi ve hsll edilmesi, OpenVPN-in
mail listinds on {stin teskil edsn hissssidir. Ssas lize ¢ixan qurasdirma
sahvleri asagidakilardir:
» Homisos client-config-dir-deo govlugun uUnvanini tam yazin.
» ©Omin olun ki, teyin etdiyiniz govlug ve CCD fayllari OpenVPN prosesi
tersfindsn oxunula bilir (skser hallarda nobody vs openvpn olur)
» ©Omin olun ki, CCD govluqgda istifads eladiyiniz ad diizgiin Common Name-de
olan istifadec¢i adidir ve ad genisglenms ils yazila bilmez.
OpenVPN 2.0 ‘net30’ uydgunlugu
OpenVPN2.0 topology subnet direktivini desteklemir. O ancaq net30 rejimini
destekleyir hardaki, her bir client /30 maskasi alir. Hemin maskada 4 IP
iinvan olur. CCD faylda net30 {icin sintaksis asagidaki kimi forglsnir:
ifconfig-push 192.168.200.34 192.168.200.33
i1k olani hemin /30 ssbeskesinds ilk miimkiin olan client-in IP invanidir hansi
ki, 192.168.200[32-35]. Tkinci iss yalanci remote (uzaqg) invandir hansi ki,
he¢ vaxt istifads edilmsyscsak.
Bu hemg¢inin imkan yaradir ki, OpenVPN2.0-da qurasdirilmis clientleri els
topology subnet ils qurasdirilmis serverlsrs gosula bilsinlsr. CCD fayli
yaradaraq asadgidaki setirleri slave etssak, OpenVPN2.0 clientleri hesls da
gosula bilsr:
push "route-gateway 192.168.200.33"
ifconfig-push 192.168.200.34 192.168.200.33
Qeyd: Nezsrs alin ki, mecbur olaraq gdzsterilir ki, 192.168.200.1 IP invani
gateway kimi istifade edilmesin ve OpenVPN2.0-da oldudu kimi, ‘topology
net30’-un istifads edilmssins hec¢ bir gersk yoxdur.
'client-config-dir'-de istifades edilsn fayla izin verilmis opsiyalar
Asagidaki qurasdirma opsiyalarinin istifadesins CCD faylda izin verilmisdir:
» push - DNS, Wins serverlerin ve route-un slave edilmesi tc¢ln istifade
edilir.
» push-reset - global push opsiyasini silir ve bunu slave edir
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» iroute - client-in subnetlsrini servers route elsmsk iiciin istifads

edilir
» ifconfig-push - Bu misalda gdstordiyimiz kimi client-s spesifik IP

invan menimsadir.
» disable - misyysn vaxt Ucin client-i Umumiyystls dayandiririqg.
» config - slave qurasdirma faylini artirmaq l¢lin istifads edilir

Hor iki teresfin subnetlsrinin route edilmssi
Bu resept godsterscsk ki,

necs client/server rejiminds hem client ve hemde
server torsfi routing edsceyik. Bu misalda OpenVPN client masini OpenVPN

server arxasinda olan biitlin masinlara ve OpenVPN server hemc¢inin OpenVPN
client-in arxasinda olan masinlara cata bilscsk.

ise baslayaq

Biz asagidaki sebsks qurulusunu istifads edscsyik:

IP-11.141

OpenVPN -Client IP-1.1.1.10

Gateway - 1.1.1.1 OpenVPN - Server

IP-2.2.2.10/24
GateW -2.2.2.1

W
N IP - 10.198.0.1
l LAN Second Gateway
X " 9
IP-192.168.4.1 bﬁ; IP - 192.168.44.1 P -10.198.1.1 for without rofiting
LANGate for Users LAN Second Gateway for LAN gateway for Users
without routing
IP-10.198.0.1/24
IP-102.168.4.1024 IP - 192.168.44.10/24 IP - 10.199.1.10/24 ) ‘
Gateway - 192.168.4.1 Gatewaly - 10.198.0
¥ el Gateway - 192.168.44.1 Gateway - 10.198.1.1

N N

Bu misal PKI fayllari istifads edir hansi ki, bu baslidin svvslinds
yaratmisdiqg. Misalimizda yensds FreeBSD9.2 x64 hem client ve hemds server
torofde istifade edilir. Server qurasdirma fayli els basic-udp-server.conf vs

client qurasdirma fayli iss basic-udp-client.conf olacag hansi ki,

Server-
side routing-de istifade elesmisdik.
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Bunu necs edsk
1. basic-udp-server.conf faylini basga fayla niisxslsyin ve ig¢ins asagidaki
sotirleri slave edin:
client-config-dir /usr/local/etc/openvpn/clients
route 192.168.4.0 255.255.255.0 192.168.200.1 #SiteB servers
gosulanda bu route
serverds yazilacaqg
Sonra iss fayli example2-5-server.conf adi ils yadda saxlayin.
Server Terafde olan strukturu aciglayaq ki, isinizi tam basa diisesiniz.
SiteA bizim Serverdir. SiteB iss Client-imiz. SiteA-da /etec/rc.conf
fayli asagidaki kimidir.
ifconfig em0="inet 1.1.1.10 netmask 255.255.255.0"
ifconfig eml="inet 10.198.1.1 netmask 255.255.255.0"
ifconfig em2="inet 10.198.0.1 netmask 255.255.255.0"
defaultrouter="1.1.1.1"
gateway enable="YES" # Routing rejimi aktivdir
hostname="siteA"
Umumiyystls serverin qurasdirma fayli yeni example2-5-server.conf fayli
asagidaki kimi olacaqg.
proto udp
port 1194
dev tun
server 192.168.200.0 255.255.255.0
client-config-dir /usr/local/etc/openvpn/clients
route 192.168.4.0 255.255.255.0 192.168.200.2 # SiteA-da VPN
galxanda
192.168.4.0/24
sobskesini gdrmek
ucun,
192.168.200.2 IP-
si dzsrinden
kecmosi icln
routing-i &zinds
olave edscak.
192.168.200.1
bizim SiteA-nin
6z IP udnvani
olacaqg
ca /usr/local/etc/openvpn/ca.crt
cert /usr/local/etc/openvpn/openvpnserver.crt
key /usr/local/etc/openvpn/openvpnserver.key
dh /usr/local/etc/openvpn/dh2048.pem
tls-auth /usr/local/etc/openvpn/ta.key 0
persist-key
persist-tun
keepalive 10 60
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push "route 10.198.1.0 255.255.255.0" # SiteB gosulanda bu routu
SiteA iUstlne yazacaq
topology subnet
user nobody
group nobody
daemon
log-append /var/log/openvpn.log
Sonra ise client-in qurasdirma fayllari tc¢ln CCD(Client Config
Directory) govlug yaradin:
root@siteA:/usr/local/etc/openvpn # mkdir -m 755
/usr/local/etc/openvpn/clients
Client sertifikatinda Common Name-ds oldugu kimi, eyni adli fayl:
“/usr/local/etc/openvpn/clients” govlugunda yaradin. Yoni
openvpnclientl faylini yaradin ve icins asadgidaki satiri slave edin:
iroute 192.168.4.0 255.255.255.0 # Eynils openvpnclientl
gosulanda bu routing-i
servers verir
Siz bu adi client-in sertifikatindan asagidaki smr ils olds eds
bilsrsiniz:
root@siteA:/usr/local/etc/openvpn/itvpn/keys # openssl x509 -subject -
noout -in openvpnclientl.crt
subject= /C=AZ/0O=Itvpn/CN=openvpnclientl/emailAddress=openvpn-
ca@domain.lan
Client tersfde ysni SiteB-ds /etc/rc.conf fayli asadidaki qurulusa
malik olacaqg.
ifconfig em0="inet 1.1.1.10 netmask 255.255.255.0"
ifconfig eml="inet 10.198.1.1 netmask 255.255.255.0"
ifconfig em2="inet 10.198.0.1 netmask 255.255.255.0"
defaultrouter="1.1.1.1"
gateway enable="YES" # Routing rejimi ishleyir
hostname="siteA"
Eynils SiteB-nin qurasdirma fayli asadidaki kimi olacagqg.
client
proto udp
remote openvpnserver.example.com
port 1194
dev tun
nobind
ca /usr/local/etc/openvpn/ca.crt
cert /usr/local/etc/openvpn/openvpnclientl.crt
key /usr/local/etc/openvpn/openvpnclientl.key
tls-auth /usr/local/etc/openvpn/ta.key 1
ns-cert-type server
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Qurasdirma faylini basic-udp-client.conf adinda yadda saxlayin.

Serveri iss salaqg.

root@siteA:/usr/local/etc/openvpn # openvpn --config example2-5-
server.conf

Client-i iss salin:

root@siteB:/usr/local/etc/openvpn # openvpn --config basic-udp-
client.conf

Sun Jan 19 13:50:50 2014 OpenVPN 2.3.2 amd64-portbld-freebsd9.2 [SSL (OpenSSL) ]
[LZO] [eurephia] [MH] [IPv6] built on Jan 9 2014

Sun Jan 19 13:50:50 2014 Control Channel Authentication: using
'/usr/local/etc/openvpn/ta.key' as a OpenVPN static key file

Sun Jan 19 13:50:50 2014 UDPv4 link local: [undef]

Sun Jan 19 13:50:50 2014 UDPv4 link remote: [AF INET]1.1.1.10:1194

Sun Jan 19 13:50:50 2014 [openvpnserver] Peer Connection Initiated with
[AF_INET]1.1.1.10:1194

Sun Jan 19 13:50:53 2014 TUN/TAP device /dev/tunO opened

Sun Jan 19 13:50:53 2014 do_ifconfig, tt->ipv6=0, tt->did ifconfig ipv6 setup=0
Sun Jan 19 13:50:53 2014 /sbin/ifconfig tun0 192.168.200.2 192.168.200.2 mtu
1500 netmask 255.255.255.0 up

add net 192.168.200.0: gateway 192.168.200.2 fib 0

add net 10.198.1.0: gateway 192.168.200.1 fib O

Sun Jan 19 13:50:53 2014 Initialization Sequence Completed

Qosulma bitdikden sonra ise sokildeki topologiyamiza uygun olaraqg, hem
SiteA-dan SiteB-ys 2 oadad ping paketleri yollavyaqg.
root@siteA:/usr/local/etc/openvpn # ping -c2 192.168.4.10

PING 192.168.4.10 (192.168.4.10): 56 data bytes

64 bytes from 192.168.4.10: icmp seqg=0 ttl=127 time=1.154 ms

64 bytes from 192.168.4.10: icmp seg=1 ttl=127 time=2.428 ms

Eynils SiteB-den SiteA-ya 2 oded ping paketleri yollayaqg.
root@siteB:~ # ping -c2 10.198.1.10

PING 10.198.1.10 (10.198.1.10): 56 data bytes

64 bytes from 10.198.1.10: icmp seg=0 ttl=127 time=1.525 ms
64 bytes from 10.198.1.10: icmp seg=1 ttl=127 time=1.618 ms

Ancaqg sokilds gdrdiiylimiiz kimi SiteA-dan 192.168.44.1-so ping atsaqg vs
SiteB-den 10.198.1.1-s ping atsag getmsyscsak.
root@siteA:/usr/local/etc/openvpn # ping -c2 192.168.44.1

PING 192.168.44.1 (192.168.44.1): 56 data bytes

36 bytes from 1.1.1.1: Destination Host Unreachable
Vr HL TOS Len ID Flg off TTL Pro cks Src Dst

4 5 00 5400 1c03 0 0000 3f 01 70f2 1.1.1.10 192.168.44.1

root@siteB:~ # ping 10.198.0.1

PING 10.198.0.1 (10.198.0.1): 56 data bytes

36 bytes from 2.2.2.1: Destination Host Unreachable

Vr HL TOS Len ID Flg off TTL Pro cks Src Dst

4 5 00 5400 Oc3e 0 0000 3f 01 6099 2.2.2.10 10.198.0.1

Bunu etmek ilg¢lin ise siz serverin qurasdirma faylinda eynils uydun
sebokslsr i¢ln routing slave etmslisiniz. Yeni asagidaki kimi.
proto udp
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port 1194

dev tun

server 192.168.200.0 255.255.255.0

ca /usr/local/etc/openvpn/ca.crt

cert /usr/local/etc/openvpn/openvpnserver.crt
key /usr/local/etc/openvpn/openvpnserver.key
dh /usr/local/etc/openvpn/dh2048.pem
tls-auth /usr/local/etc/openvpn/ta.key 0
persist-key

persist-tun

keepalive 10 60

push "route 10.198.1.0 255.255.255.0"
push "route 10.198.0.0 255.255.255.0"
topology subnet

user nobody
group nobody

daemon

log-append /var/log/openvpn.log
client-config-dir /usr/local/etc/openvpn/clients
route 192.168.4.0 255.255.255.0 192.168.200.2
route 192.168.44.0 255.255.255.0 192.168.200.2

Homc¢inin client spesifik faylda da olave etmelisiniz asadidaki kimi:
iroute 192.168.4.0 255.255.255.0
iroute 192.168.44.0 255.255.255.0

Bu necs isleyir
Client 6z sertifikati ils server gosuldugda ve onun sertifikatininin Common
Name-inds openvpnclientl oldugda, OpenVPN server client-in qurasdirma faylini
ve hemcinin client-config-dir-ds &6zline aid olan fayli (CCD fayl) oxuyur.
Asagidaki sstirls OpenVPN server deyir ki, 192.168.4.0/24 subnet-i
openvpnclientl istifadsc¢inin lzsrinden gdrmsk olar:

iroute 192.168.4.0 255.255.255.0

Bu direktiv sistem-in kernel ssviyyesinds olan route coadveli ils hec¢ bir
olageye girmir ve yalniz OpenVPN-in daxili prosesi iUzsrinds routing yazir.

Asagidaki server direktivi ise OpenVPN tersfinden istifade edilir ki,
serverin 6zlinin OS serviyyesinds 192.168.4.0/24 scboksossine mliracistleri
getdikde onu 192.168.200.2 IP idnvanli interfeyess ydnlendirsin. Bu IP
dnvan(Yeni 192.168.200.1) els VPN serverin ozudir:

route 192.168.4.0 255.255.255.0 192.168.200.2

Gordiyluniiz kimi artiqg tam olaraqg her iki tersf {icin site-to-site routing
yerine yetirildi.
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Daha da straflai

Masquerading

Biz hem¢inin masgalamani hor iki sonda istifade eds bilerik ki, coxlu
istifadeciden istifads edsk. Ancag bu halda istifadecilerin trafikinin idars
edilmesi c¢ox ¢otin olacaqg.

Client-to-client subnet routing
9ger hansisa basga bir istifadec¢i olsa ki, openvpnclientl-in arxasindaki
routing-i gdrsiin onda, serverin qurasdirma faylina asagidaki setiri slave
etmak lazim olacaqg.

push "route 192.168.4.0 255.255.255.0"

Bu sotir biitin misterilsrs basa salir ki, 192.168.4.0/24 ssboskssins VPN tunel
izerinden c¢atmaqg mumkiindir yalniz, openvpnclientl-in 6ziinl ¢ixmaqg ssartils.
openvpnclienl-in 6zU ise iroute verilenleri ils idst-iists diisdiyline gbre
¢cixarilar.

Hem¢inin baxaq
» 1-ci basligda Site-to-Site VPN aciglanir hansi ki, Point-to-Point
qurulusunda iki uzag network-u VPN tunel {zsrinden necs dasimaqg
lazimdair.

Default gateway-in yonlondirilmesi

VPN osas istifadesinin menasi odur ki, biitin trafiki toshlilkesiz tunel izsrins
yonlendirmek imkani var. Bu bizs ssrait yaradir ki, hetta on zoif gorunan vs
virusla dolu olan ssbskenin {izerinden 6z ssbskemizs he¢ bir narahatcilig
olmadan daxil ola bilsk. Els mshz bu misalimizda biz bunu edscsyik. Bu misal
demsk olar ki, server-side routing misalina ¢ox oxsardir ancaq, bitin
trafikin VPN tunel lzsrinden oOtlriilmesinde bezi ¢etinlikler var.

ise hazirlasaq

Bu misalda istifade elsdiyimiz ssbeke els Server-Side routing ils eynidir. Bu
misalda da hemg¢inin basligin svvelinde yaratdigimiz PKI agarlardan istifade
edscayik. Bu misalda da svvellsr oldugu kimi, client ve server i¢iin FreeBSD
9.2 x64 masini ve OpenVPN 2.3-den istifads edsceyik. Qurasdirma faylini
Server-side routing-de istifads elediyimizi els burda da istifads edsceayik.
Server Ucin basic-udp-server.conf ve client Utc¢lin basic-udp-client.conf
istifads edscayik.

Bunu necs edsk
1. basic-udp-server.conf faylini example2-6-server.conf adli fayla
nisxalsayin ve faylin sonuna asadidaki sotiri slave edin:
push "redirect-gateway defl"

2. Serveri iss salin:

root@siteA:/usr/local/etc/openvpn # openvpn --config example2-6-
server.conf
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3. Serverin basga terminalinda routing rejimde islemesi licliin asadidaki
omri daxil edin:
root@siteA:/usr/local/etc/openvpn # sysctl -w net.inet.ip.forwarding=1

4. Client-i iss salaqg:
root@siteB:/usr/local/etc/openvpn # openvpn --config basic-udp-
client.conf
Sun Jan 19 16:24:46 2014 OpenVPN 2.3.2 amd64-portbld-freebsd9.2 [SSL
(OpenSSL)] [LZO] [eurephia] [MH] [IPv6] built on Jan 9 2014
Sun Jan 19 16:24:46 2014 Control Channel Authentication: using
'/usr/local/etc/openvpn/ta.key' as a OpenVPN static key file
Sun Jan 19 16:24:46 2014 UDPv4 link local: [undef]
Sun Jan 19 16:24:46 2014 UDPv4 link remote: [AF INET]1.1.1.10:1194
Sun Jan 19 16:24:46 2014 [openvpnserver] Peer Connection Initiated with
[AF INET]1.1.1.10:1194
Sun Jan 19 16:24:48 2014 TUN/TAP device /dev/tunO opened
Sun Jan 19 16:24:48 2014 do_ifconfig, tt->ipv6=0, tt-
>did ifconfig ipv6 setup=0
Sun Jan 19 16:24:48 2014 /sbin/ifconfig tunO 192.168.200.2
192.168.200.2 mtu 1500 netmask 255.255.255.0 up
add net 192.168.200.0: gateway 192.168.200.2 fib 0
add net 1.1.1.10: gateway 2.2.2.1 fib O
add net 0.0.0.0: gateway 192.168.200.1 fib 0
add net 128.0.0.0: gateway 192.168.200.1 fib O
add net 10.198.0.0: gateway 192.168.200.1 fib 0
Sun Jan 19 16:24:48 2014 Initialization Sequence Completed

5. VPN gosulmasi udurlu oldugdan sonra omin olun ki, bUtin trafik tunel
izsrinden kecgir:
root@siteB:~ # traceroute 8.8.8.8

traceroute to 8.8.8.8 (8.8.8.8), 64 hops max, 52 byte packets
1 192.168.200.1 (192.168.200.1) 0.980 ms 2.375 ms 1.857 ms

Traceroute smrinin nsticesinde ilk Unvan OpenVPN serverin IP Unvanidir
veo uygun olaraqg biitiin trafik tunel {izerinden kecir.

Bu necs islesyir
Client OpenVPN servers gosuldugda, spesifik route server tersfinden OpenVPN
client-s teyin edilir:

push "redirect-gateway defl"

Qurasdirmada option defl deyir ki, OpenVPN client asagidaki gdsterilen 3 aded
routing-1i 0z smeliyyat sisteminde slave etmslidir:

add net 10.198.0.0: gateway 192.168.200.1 fib 0

add net 0.0.0.0: gateway 192.168.200.1 fib 0

add net 128.0.0.0: gateway 192.168.200.1 fib 0

11k route client tersfinden serverin 10.198.0 ssbskesini gdrmek iiciindiir.
Hem¢inin tunel Uzerinden kec¢ir. Sonraki iki route iss susmaya gdre olan masin
gateway-s deyir ki, artig sen iUstinlik dasimirsan ve blutin trafik vpn
toreofindsn yazilan gateway IP ils tunelin izsrindsn kegscsk.
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Daha da strafla

Redirect-gateway parametrlsri

Reallida galsa OpenVPN vyalniz asadidaki direktivi destokleyir:
push "redirect-gateway"

Bu serverin original default routunu silib OpenVPN servers {izerins geden
default route-u yazmaq ic¢in istifads edilir. Bu daha dizgin idsul sayilair
ancaq, bszi hallarda iss OpenVPN mévcud olan default route-u tapa bilmir. Bu
adeten clientlerin UMTS (Universal Mobile Telecommunications System) ils
gosulduglarinda olur. Bu hemg¢inin lookup routelarin edilmesinds deo istifades
edilir hansi ki, bitin trafik tunel lzorinden otirilir ve clientlsrdse daxil
olmagla.

OpenVPN ils redirect-gateway direktivinds ¢oxlu flaglar var vs onlari
aciglayaq:

» local: Bu clientden servers birbasa route slave etmir. Bu o zaman
istifade edilir ki, client ve server eyni LAN soboke iizerindedirlsr.
Misal i¢ln wireless soboskesi.

» bypass-dhcp: Bu local DHCP servers birbasa route slave edir. Bu
avtomatik olarag Windows clientlsr ii¢iin nszsrds tutulub. Diger OS-lar
iclin iss plugin ve ya script telsb edilir.

» bypass-dns: Bu local DNS servers birbasa route olave edir. Buda
hem¢inin windows clientlsr idc¢ln nszsrds tutulur ve digsr OS-lar {ic¢ln
plugin ve ya script telsb edilir.

Split tunneling
Bozi hallar ola biler ki, redirect-gateway parametri cox mehdudiyystli ola
biler. Ola bilsr ki, siz isteyesiniz ki, miieyyen routinglsri local ssbsksys
vo diger galan trafik lg¢in iss VPN tunel-in istiine yazasiniz.
> net_gateway: Bu spesifik gateway-dir hansi ki, LAN gateway tnvanidir ves
OpenVPN torsfinden iss diisends teyin edilir. Misal lg¢in LAN
192.168.4.0/24 soboskesins birbasa route slave etmok lclin siz asadidaki
sotiri client qurasdirma faylina slave etmslisiniz:
route 192.168.4.0 255.255.255.0 net_gateway
> vpn_gateway: Bu spesifik gateway-dir hansi ki, VPN gateway tnvanini
gosterir. 9ger siz segdiyiniz subnet dcln trafikin VPN tunel Uzsrindsn
kecmesi iciin route yazmag isteyirsinizse asadidaki emrden istifads eds
bilersiniz (nezers alin ki, bu biitin local marsrutlari tokzib edir):
» route 10.198.0.0 255.255.0.0 vpn_gateway: Bu tip opsiya esasen TAP
tipli aletlerde istifade edilir hansi ki, VPN gateway onceden balli
olmur.

Hemc¢inin baxaq
Server-side routing-s baxin hansi ki, baslangic seviyyede server toarsf
routing-i ag¢iglayair.
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'ifconfig-pool' block-un istifads edilmesi

Bu misalimizda biz ifconfig-pool block-undan istifads edscsyik ki, adi VPN
istifadecilerini administrative VPN istifadecilerinden ayirag. Bu bizim
isimizi asan edir ki, Firewall tersefinden inzibatci istifadeciler {i¢ciin
spesifik gaydalar yaza bilsk.

Baslangic telsbler
Asagidaki sebsks qurulusundan istifades edscesyik:

Admin Client IP
tun0 - 192.168.202.6

SiteB Admin client >
SiteB IP -2.2.2.10 b

SiteB Gate - 2.2..1 v
ClientA IP - 10.198.0.10/24

SiteA IP-1.1.1.10
m SiteA Gate - 1.1.1.1
eA - server Gateway - 10.198.0.1

> Server VPN IP
" tund - 182.468.200.1

SiteC IP }3.3.3.10
SiteC Gatp - 3.3.3.1
//// q?$
=

/

SiteC |- General clients

'4
(A

W e

Server LAN
10.198.0.1/24

.///o

///°/\

General Client IP
tun0 - 192.168.200.102

\ SiteC User IP - 192.168.6.10
SiteC User Gate — 102.168.6.1

Misalimizda basligimizin oninde yaratdidimiz PKI acarlardan yeniden istifade
edeceayik. Bu misalimizda da Serverimiz FreeBSD9.2 x64-ds olacag. VPN adi
client iss Windows7-dso olacag ve 192.168.200.0 VPN ssbokssinds olacag. Admin
VPN client iss FreeBSD9.2 x64-do olacag ve 192.168.202.0 ssbokssinde olacaqg.
Linux/UNIX masinlarda olan clientlsr {iciin iss basic-udp-client.conf faylindan
istifads edscsyik hansi ki, Server-side routing-de istifads elsmisdik..

Isimize baslayaq
1. example2-7-server.conf adli server qurasdirma faylini yaradaqg ve igins
asagidaki terkibi slave edsk:

proto udp
port 1194
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dev tun

mode server
tls-server

ifconfig 192.168.200.1 192.168.200.2
ifconfig-pool 192.168.200.100 192.168.200.120
route 192.168.200.0 255.255.248.0

push "route 192.168.200.1"

push "route 192.168.200.0 255.255.248.0"

ca /usr/local/etc/openvpn/ca.crt

cert /usr/local/etc/openvpn/openvpnserver.crt
key /usr/local/etc/openvpn/openvpnserver.key
dh /usr/local/etc/openvpn/dh2048.pem

tls-auth /usr/local/etc/openvpn/ta.key 0

persist-key
persist-tun
keepalive 10 60

user nobody
group nobody

daemon
log-append /var/log/openvpn.log

client-config-dir /usr/local/etc/openvpn/clients
Qeyd: Nezers alin ki, burda topology subnet istifads edilmemisdir.

Serveri iss salaqg:
root@siteA:/usr/local/etc/openvpn # openvpn --config example2-7-
server.conf

Administrativ VPN client spesifik IP tnvanla teyin edilescsk:
root@siteA:/usr/local/etc/openvpn # mkdir -m 755
/usr/local/etc/openvpn/clients

root@siteA:/usr/local/etc/openvpn # cd /usr/local/etc/openvpn/clients
root@siteA:/usr/local/etc/openvpn/clients # cp openvpnclientl
backupopenvpnclientl

root@siteA:/usr/local/etc/openvpn/clients # echo "ifconfig-push
192.168.202.6 192.168.202.5" > openvpnclientl

Unutmayin clients govludu hsr kes tersfinden oxunula bilen olmalidir
ona gbrsa ki, OpenVPN server prosesi nobody adindan iss disir.

Sonra ise biz FreeBSD OpenVPN client-i onceki misallarimizda istifads
eladiyimiz basic-udp-client.conf fayli ils iss salaq:
root@siteB:/usr/local/etc/openvpn # openvpn --config basic-udp-
client.conf

Mon Jan 20 17:00:56 2014 [openvpnserver] Peer Connection Initiated with
[AF_INET]1.1.1.10:1194
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Mon Jan 20 17:00:58 2014 TUN/TAP device /dev/tun0 opened
Mon Jan 20 17:00:58 2014 do_ifconfig, tt->ipve=0, tt-

>did ifconfig ipv6 setup=0

Mon Jan 20 17:00:58 2014 /sbin/ifconfig tun0 192.168.202.6
192.168.202.5 mtu 1500 netmask 255.255.255.255 up

add net 192.168.200.1: gateway 192.168.202.5 fib O

add net 192.168.200.0: gateway 192.168.202.5 fib 0

Mon Jan 20 17:00:58 2014 Initialization Sequence Completed

Gordiyliniiz kimi Admin client d¢in ayrilmis IP {invani isarslenmisdir.

Indi iss Windows client tc¢lin qurasdirma faylini asagidaki terkib ils
yaradin:

client

proto udp

remote openvpnserver.example.com

port 1194

dev tun

nobind

auth-nocache

ca "c:/Program files/openvpn/config/ca.crt"

cert "c:/Program files/openvpn/config/openvpnclient2.crt"
key "c:/Program files/openvpn/config/openvpnclient2.key"
tls-auth "c:/program files/openvpn/config/ta.key" 1

ns-cert-type server

Sonra fayli basic-udp-client.ovpn adinda yadda saxlayin. Nezsars alin
ki, ters slash ‘\’ ovezins diiz slash ‘/’-den istifads edilib.

Ardinca ca.crt, openvpnclient2.crt, openvpnclient2.key ve tls-auth {iciin
istifads edilen ta.key faylini Windows masina kdgtrin. Bunu WinSCP ils
ve ya Putty PSCP ils gbétiires bilsrsiniz.

Windows masinin c:\windows\system32\drivers\etc\hosts faylina ‘1.1.1.10
openvpnserver.example.com’ ssatirine olave edin ve OpenVPN GUI istifade
edesrsk Windows client-i ise salin:

| Connect J

Disconnect
Show Status
View Log

Edit Cenfig

Change Password

Settings...
Exit L]

I

Unutmayin client-in private key-i sifrs tslsb edscsk clinki, siz onu
generasiya elsadikds, 0Ozinliz sifreni teyin etmisdiniz. Hemcinin sifrenin
cache-ds galmamasi {iclin biz clientin qurasdirma faylina “auth-nocache”
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olave etmisik. Hor iki client gosuldugdan sonra onlarin hosr birini wve
serveri ping ils yoxlaya bilsrik(nezers alin ki, burda firewall
yoxdur) .

9. Once Admin client-des yoxlayaqg(Yeni SiteB-ds):
root@siteB:/usr/local/etc/openvpn # ping -c2 192.168.200.1
PING 192.168.200.1 (192.168.200.1): 56 data bytes
64 bytes from 192.168.200.1: icmp seg=0 ttl=64 time=30.117 ms
64 bytes from 192.168.200.1: icmp seg=1 ttl=64 time=1.631 ms

root@siteB:/usr/local/etc/openvpn # ping -c2 192.168.200.102
PING 192.168.200.102 (192.168.200.102): 56 data bytes

64 bytes from 192.168.200.102: icmp seg=0 ttl=127 time=2.293 ms
64 bytes from 192.168.200.102: icmp seg=1 ttl=127 time=2.114 ms

10. Indi iss adi client-ds yoxlayaq.
C:\Users\ClientC>ping -n 2 192.168.200.1
Pinging 192.168.200.1 with 32 bytes of data:
Reply from 192.168.200.1: bytes=32 time=1lms TTL=64
Reply from 192.168.200.1: bytes=32 time=2ms TTL=64

C:\Users\ClientC>ping -n 2 192.168.202.6

Pinging 192.168.202.6 with 32 bytes of data:

Reply from 192.168.202.6: bytes=32 time=2ms TTL=63
Reply from 192.168.202.6: bytes=32 time=2ms TTL=63

Bu necs isleyir
Server qurasdirma fayli adi gaydada oldudu kimi asadgidaki direktivi istifade

ederak client-ler {c¢cln IP araligi teyin edir:
server 192.168.200.0 255.255.255.0

Bu direktiv daxili olarag asadidaki hissslsrs bolinmisdir:
mode server
tls-server

ifconfig 192.168.200.1 192.168.200.2
ifconfig-pool 192.168.200.4 192.168.200.251
route 192.168.200.0 255.255.255.0

push "route 192.168.200.1"

Server direktivini teyin etmesskdse, ancag 6z ifconfig-pool-muzu tayin etmekls
naticeni deyise bilerik. Sonra iss biz spesifik CCD fayl istifade edirik ki,
admin client Uc¢ln spesifik IP invan teyin edek hansi ki, ifconfig-pool
araligindan kenar subnet-ds yerlssir. Ancaq uydun olan push ve push route
boélmelsrini istifads etmskls biz teminat veririk ki, bitin clientlesr
digsrlerini ping ils gdrs bilerlsr.

Daha da strafla

Windows masinda qurasdirma fayllari

Windows masinda islsysn OpenVPN GUI programi hemise qurasdirmalari asagidaki
govlugdan oxuyur:
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C:\Program Files\OpenVPN\config
Eynile sertifikatlar iclin iinvani da eyni secmisik ona gdres ki, qurasdirma
faylimizda orani gdstermisik.
Topology subnet
Nezosrs alin ki, bu misalimizda biz asagidaki direktivden istifade etmoadik:
topology subnet
subnet topology OpenVPN2.l-de yaranib ve ifconfig-pool ils birge istifads eds
bilmez.
Client-to-client yetkisi
Bu imkanin sayssinde VPN clientler bir-birins gosula bilsrlsr ancaq, biz
asagidaki direktivi server-side qurasdirmasinda istifade elomemisik:
client-to-client
Bunu server qurasdirma faylinda push route vs route bdlmeslsri ils elemsk
mimkiindiir. client-to-client direktivinin istifade edilmemssinin Ustinliyl
ondan ibarstdir ki, istenilmeysn trafiki IPTABLES voya IPFW firewall
sayosinde filter eds bilsrsiniz.
9ger inzibatg¢i clientlsrin adi clientlsrs gosulmasina(ve sksins) ehtiyac
yoxdursa onda netmask asagidaki kimi qurasdirila bilesr:
route 192.168.200.0 255.255.255.0
push "route 192.168.200.0 255.255.255.0"
Indi ssbskslsr tam olaraq ayrilmisdir.
TCP protocol-un istifads edilmesi
Bu misalda biz UDP protocol sec¢dik. Client qurasdirma fayli TCP protocol ils
islomesi ii¢clin sadscs asadidaki sotiri deyismekls islede bilsrsiniz:
proto udp
Deyisirik asagidaki setirs:
proto tcp
Vo fayli Windows masinda basic-tcp-client.ovpn adi ils yadda saxlayin.
Status faylinin istifadssi
OpenVPN 6z serverins gosulmus clientlsrin monitoring Ucin bir neg¢s Usul
toklif edir. Sn cox istifade edilsn iisul status faylidir. Bu misalda biz
OpenVPN-in status faylinin neces oxunulmasi ve istifadesini gbstersceyik:
Ise baslayaq
Asagidaki sebsks qurulusunu istifade edscoyik:
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SiteB IP -2.2.2.10
SiteB Gate —2.2.2.1

SiteC IP +3.3.3.10
SiteC Gatp - 3.3.3.1

Bu misalda
acarlardan
9.2 x64-ds
masin Ugin

OpenVPN 2.3 ils islsyir.

Client1
tun0 - 192.168.200.2

SiteAIP-1.1.1.10
SiteA Gate - 1.1.1.1

Server LAN
10.198.0.1/24

| OPEN
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eA - server
Server VPN IP

/// tun0 - 192.168.200.1
=

Client2

tun0 - 192.168.200.3

SiteC User IP - 192.168.6.10
SiteC User Gate — 102.168.6.1

ClientA IP - 10.198.0.10/24
Gateway — 10.198.0.1

da hemc¢inin baslidimizin ovvelinds generasiya etdiyimiz PKI
istifade edscsyik. Misalimizda Server ve 1l-ci client masin FreeBSD
Client2 masin iss Windows7-dir. Server
Server-side routing misalimizda olan qurasdirma fayli basic-udp-

server.conf, FreeBSD client masin {iciin basic-udp-client.conf ve hemc¢inin
Windows7 masin {iciin iss 6nceki misalimizda olan basic-udp-client.ovpn
faylindan istifads edin.

Necs edsk

1. basic-udp-server.conf faylina sadsce ‘status /var/log/openvpn.status’
sotiri slave edin ve example2-8-server.conf adi ils yadda saxlayin (Fayl

asagidaki kimi olacaq):

proto udp
port 1194
dev tun

server 192.168.200.0 255.255.255.0

ca /usr/local/etc/openvpn/ca.crt

cert /usr/local/etc/openvpn/openvpnserver.crt
key /usr/local/etc/openvpn/openvpnserver.key
dh /usr/local/etc/openvpn/dh2048.pem

tls-auth /usr/local/etc/openvpn/ta.key 0

persist-key

persist-tun
keepalive 10 60
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push "route 10.198.0.0 255.255.0.0"
topology subnet

user nobody
group nobody

daemon
log-append /var/log/openvpn.log

status /var/log/openvpn.status

Serveri ise salin:

root@siteA:/usr/local/etc/openvpn # openvpn --config example2-8-server.con

3.

FreeBSD client iss salin:
root@siteB:/usr/local/etc/openvpn # openvpn --config basic-udp-
client.conf

Qosulma ugurla basa catdigdan sonra ise openvpn.status faylina baxaq:
root@siteA:/usr/local/etc/openvpn # cat /var/log/openvpn.status
OpenVPN CLIENT LIST

Updated, Tue Jan 21 09:45:34 2014

Common Name,Real Address,Bytes Received,Bytes Sent,Connected Since
openvpnclientl,2.2.2.10:14374,17331,19012,Tue Jan 21 09:19:20 2014
ROUTING TABLE

Virtual Address,Common Name,Real Address,Last Ref
192.168.200.2,o0penvpnclientl,2.2.2.10:14374,Tue Jan 21 09:19:44 2014
GLOBAL STATS

Max bcast/mcast queue length,0

END

ca.crt, openvpnclient2.crt, openvpnclient2.key ve tls-auth {iciin secret
key fayli ta.key-idse hemc¢inin Windows7 masina ya WinSCP ya da Putty
pscp ile transfer edin:

Windows client-i CLI-dan iss salin:

C:\>cd \Program files\openvpn\config

C:\Program Files\OpenVPN\config>..\bin\openvpn --config basic-udp-
client.ovpn

Yadda saxlayin ki, client key fayla generasiya edilen vaxt sifrs teyin
edilmisdi ve siz hemin sifreni daxil etmslisiniz.

Yeniden serverin status faylina baxaqg:
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Bu necs isleyir
Hor defs client OpenVPN servers gosulduqgda, status fayli gosulma
informasiyalari ils yenilsnir. OpenVPN CLIENT LIST vo ROUTING TABLE ssas
istifadse edilen coadvellsrdendir ve asadida aciglanir:
» Hansi clientlsr gosuludur
» Hansi IP invanlardan clientlsr gosulurlar
» Hor clientin gdéndsrdiyi vs gebul etdiyi byte-larin rsgsmi
» Her bir clientin gosulu oldugu vaxt
Bundan basga routing cedveli hansi ssbskenin hansi istifadeciys getdiyinids
gosterir. Gordiyiniiz kimi, qurdugumuz ssbokeds 1.1.1.10 server, 2.2.2.10
clientl vo 3.3.3.10 iss NAT serverdir hansi ki, client2-ni NAT edir.
Daha da straflai
Status parametrlesri
Status direktivinin iki direktivi var:
» Status faylinin adini tsyin elsmsk
» Status faylinin yenilsnme vaxti aralidi. Susmaya gdrs 60 saniyeden bir
yenilsenir.
Clientlsrin disconnect edilmssi
Clientler disconnect oldugda status fayli hemin anda yenilenmir. OpenVPN ilk
olarag clientin serverds olan keepalive parametrlsrins baxarag yeniden
gosulmada calisir. Bu misalda server qurasdirma fayli asadidaki setiri
istifade edir:
keepalive 10 60
Bu servers deyir ki, clients her 10 saniyeden bir ping els. Bgsr o 60%*2
saniysden sonra cavab almirsa, gosulma girilir ve yeniden gosulmada c¢alisir.
OpenVPN server hemise ikinci menani 2-ys vurur. Hem¢inin server cliente deyir
ki, her 10 saniyedsn bir ping yolla ve ogsr cavab yoxdursa gosulmani 60
saniyedsn sonra gir ve yeniden gosulmada calis.
Explicit-exit-notify
OpenVPN-in an az taninan direktivi ise asagidakidir:
explicit-exit-notify [N]
Bu client tersfds teyin edilir ki, o gosulmadan ¢ixanda acig formada OCC_EXIT
mesajlinl servers yollayir (eger mumkindiirss). Bu gosulmasi girilmis
istifadegilerin silinmesini slUrstlendirir. N mitleq olmayan parametrinde iss
mesajin nece defe gbénderilmesi sayi teyin edilir. Susmaya goérs ancaq OCC_EXIT
mesajl gdndsrilir hansi ki, problemlsrs gotirir ona gdrs ki, UDP protokolu
toeminat vermir ki, o paket catacaq.
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Management Interface

Bu misalda OpenVPN serverin idarsetme interfeysinden server torofdse necs
idars edilmesi aciglanir.

Hazirlasaq

Bu basligimizin svvealinde generasiya elediyimiz PKI fayllari yeniden istifade
edecayik. Bu misalimizda biz server torsfds FreeBSD92 x64 ve OpenVPN2.3
istifade edeceyik. Windows7 Client iss OpenVPN2.3-don istifads edirik.
Hem¢inin server {icin gqurasdirma fayli Server-side routing-de istifads
eladiyimiz basic-udp-server.conf olacag. Windows7 client Ucin iss els
'ifconfig-pool' block-da istifads elsdiyimiz eyni basic-udp-client.ovpn
qurasdirma faylindan istifads edsceayik.

ise baslayaqg
1. Susmaya gOrs olan server qurasdirma faylindan istifads edsrsk serveri
iss salaqg:
root@siteA:/usr/local/etc/openvpn # openvpn --config basic-udp-
server.conf

basic-udp-server.conf faylinin toerkibi asagidaki kimi olacagqg.
proto udp

port 1194

dev tun

server 192.168.200.0 255.255.255.0

ca /usr/local/etc/openvpn/ca.crt

cert /usr/local/etc/openvpn/openvpnserver.crt
key /usr/local/etc/openvpn/openvpnserver.key
dh /usr/local/etc/openvpn/dh2048.pem

tls-auth /usr/local/etc/openvpn/ta.key 0

persist-key
persist-tun
keepalive 10 60

push "route 10.198.0.0 255.255.0.0"
topology subnet

user nobody
group nobody

daemon
log-append /var/log/openvpn.log

2. Windows7 client ig¢un els basic-udpclient.ovpn qurasdirma faylini
niisxelsyin example2-9.ovpn gqurasdirma faylina ve asadidaki setiri
sonuna alave edin:

management tunnel 23000 stdin
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ca.crt, openvpnclient2.crt, openvpnclient2.key vs tls-auth licin ta.key
faylini serverimizden Windows7 masina toahliiksesiz kanal ils (WinSCP yada
Putty PSCP) kuguriun:

Windows7 client masini CLI ils isse salin:
C:\>cd \Program files\openvpn\config
C:\Program Files\OpenVPN\config>..\bin\openvpn --config example2-9.ovpn

OpenVPN client artig management interfeys dclin sifre isteyecsk(Yaxsi
sifre daxil edin). Bundan sonra private acarin sifresini daxil edin.

VPN gosulmasi ugurlu oldugdan sonra iss biz oz serverimizden OpenVPN
client-in management interfeysins ‘telnet’ programi ils gosula
bilerik (Windows7 masinda VPN aldidi IP invani CLI-dan ipconfig /all |
more omri ile baxa bilersiniz, bizim halda 192.168.200.2-dir ona gdrs
ki, ilk client Windows7 masinidir) :
root@siteA:/usr/local/etc/openvpn # telnet 192.168.200.2 23000
Trying 192.168.200.2...

Connected to 192.168.200.2.

Escape character is '""~]'.

ENTER PASSWORD: freebsd

SUCCESS: password is correct

>INFO:0penVPN Management Interface Version 1 -- type 'help' for more
info

status

OpenVPN STATISTICS

Updated, Tue Jan 21 17:30:17 2014

TUN/TAP read bytes, 11532

TUN/TAP write bytes, 337

TCP/UDP read bytes, 11338

TCP/UDP write bytes, 23370

Auth read bytes, 385

TAP-WIN32 driver status,"State=AT?c Err=[(null) /0] #0=2 Tx=[73,0]
Rx=[6,0] IrpQ=[1,1,16] PktQ=[0,2,64] InjQ=[0,1,16]"

END

signal SIGTERM

Ctrl+] -> quit yada birbasa quit smrini daxil etmeniz yetsr ki, telnet
programindan ¢ixis eds bilssiniz.

Bu necs islesyir
OpenVPN client masini servers gosuldugdan sonra avtomatik olarag asagidaki
direktivi istifade edsrsk management interfeys iss dislr:

management tunnel 23000 stdin

Onun asagidaki parametrleri olur:

>

tunnel - management interfeysi VPN tunelin 0z ils slagslendirir. Bu
test megsadils ve bezi irslilesmis clientlsr idg¢lin nszerde tutulur.
Server torsfde management interfeysin i¢in sn yaxsi secim 127.0.0.1 IP
invanidir.
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» 23000-ci port management interfyesin qulaqg asacadi portdur.

» Son parametr iss sifre fayli veya OpenVPN iss disdikdden sonra daxil
edilecek sifredir. Digget yetirin ki, bu sifrenin clients aid olan
private key faylinin sifresi ile hec¢ bir slagsesi yoxdur.

Bundan sonra management interfeys ise dushur. Artig siz server-deon telnet
istifade edsrsk clients gosula ve miracist gdnders bilersiniz. Client
hem¢inin asagidaki smri daxil eds bilsr:

signal SIGTERM

Bu tamamils client-in sessiyasini dayandirir vs VPN-dsn ¢ixarir. Bunu ona
gbrs gbsteririk ki, anlayasiniz ki, management interfeys ve onun sifroesinin
gorunmasil nes goder oOnemlidir.

Daha da strafli

Server-side management interface

Management interfeys hemg¢ginin OpenVPN serverin oziinde de iss salina bilsr. Bu
halda iss bir smrls biz gosulmus clientlsrin siyahisini slde eds, disconnect
eds ve misyyen inzibatci isleri gdrs bilsrik.

Disintiliir ki, management interfeys OpenVPN-in hem client ve hemds server
versiyalarinda gslacskds daha vacib sayilacaqg.

Hem¢inin baxin
3-cli basligda misal yerins yetirscsksiniz hansi ki, Management interfeysi
daha detalli seakilds ag¢iglayair.

Proxy-arp|
Bu misalda biz sistem kernelinin proxy-arp imkanindan istifads edscsyik ki,
gosulmus VPN clientlsri serverin Local ssbskssinin bir hissesi kimi gdstesrsk.

ise hazirlasaq
Asagidaki sgsbsks qurulusundan istifade edesceyik:

Internet/WAN

ServerA-LAN
10.198.0.0/16

tun0: 10.198.0.2 SiteA-1.1.1.1
tun0- 10.198.0.1

Hem¢inin baslidimizin svvelinds yaratdigimiz PKI agarlar burdada istifads
edilecek. Serverimiz FreeBSD9.2 x64 OpenVPN2.3-de ve clientimiz Windows7
OpenVPN2.3-de isleyecek. Server iciin qurasdirma fayli basic-udp-server.conf
istifads edilscsak hansi ki, Server-side routing misalinda yaratmisdig.
Windows7 client qurasdirmasi icin iss ifconfig-pool block-da islstdiyimiz
basic-udp-client.ovpn-i istifads edscayik.
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Necs edsk

1.

basic-udp-server.conf faylini example2-10-server.conf adli fayla
niisxelsayin ve icine asagidaki terkibi slave edin:
proto udp
port 1194
dev tun
server 10.198.0.0 255.255.0.0
ca /usr/local/etc/openvpn/ca.crt
cert /usr/local/etc/openvpn/openvpnserver.crt
key /usr/local/etc/openvpn/openvpnserver.key
dh /usr/local/etc/openvpn/dh2048.pem
tls-auth /usr/local/etc/openvpn/ta.key 0
persist-key
persist-tun
keepalive 10 60
push "route 10.198.0.0 255.255.0.0"
topology subnet
user root
group wheel
daemon
log-append /var/log/openvpn.log
script-security 2
client-connect /usr/local/etc/openvpn/proxyarp-connect.sh
client-disconnect /usr/local/etc/openvpn/proxyarp-disconnect.sh
Server masinin gdsterdiyiniz iinvaninda proxyarp-connect.sh adli script
yaradin ve terkibins asagdidaki setirlsri slave edin:
#!/usr/local/bin/bash
/usr/sbin/arp -i em0 -Ds $ifconfig pool remote ip em0 pub
Vo eynile gdsterdiyiniz invanda proxyarp-disconnect.sh adli script
yaradib terkibins asadgidaki setirlsri slave edin:
#!/usr/local/bin/bash
/usr/sbin/arp -i em0 -d $ifconfig pool remote ip
OSmin olun ki, scriptler yerins yetirilendir:
root@siteA:/ # ed /usr/local/etc/openvpn/
root@siteA:/usr/local/etc/openvpn # chmod 755 proxyarp-*
Serveri proxy-arp rejimds islemesini aktivlesdiririk ve openvpn-i iss
saliriqg:
root@siteA:/usr/local/etc/openvpn # sysctl
net.link.ether.inet.proxyall=1
root@siteA:/usr/local/etc/openvpn # openvpn --config example2-10-
server.conf
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5. Windows7-de OpenVPN client GUI-ni ac¢in ve asagidaki kimi iss
salin (Onceden deyim ki, yazarin bu imkani FreeBSD-ds islemadi) :

basic-tcp-client
basic-udp-client Connect
example2-9 Disconnect

Settings... Show Status

Exit View Log
Edit Config

Change Password

Client ugurla gosuldugdan sonra, OpenVPN serverinds arp cadvelinds yeni yazi
olacaq asagidaki kimi:
(10.198.0.2) at 00:0c:29:f2:8e:00 on em2 permanent published [ethernet]

Server torof LAN-da olan masindan artiq biz VPN client-o ping yollaya
bilerik:
[clientC]C:> ping 10.198.0.2

Qeyd edin ki, siteA lan tersfde hec¢ bir spesifik routings ehtiyac yoxdur. VPN
client hegigetends server LAN-i kimi olacag.

Bu nece isleyir

proxy-arp aksar UNIX ve Linux OS-larin kernelleri tersfindsn dsstsklensn
imkandir. Bu sksar hallarda Server toreafin LAN-1ina birbasa yetki almag ig¢ln
istifade edilir ve ADSL providerlsrde tez-tez istifads edilir. OpenVPN client
gosulanda IP ltnvani SiteA araliginda olan LAN ssbsksden alacaqg. Eyni vaxt-da
da server tersf Ozline aid olan MAC iinvani client-o teyin edilen IP {c¢iin sart
yazl alave edscak. Bu o demskdir ki, SiteA tersfds olan misteri 10.198.0.2 IP
iinvanli masinin harda olmasini Oyrenmek istsyends ona cavab serverin &ziine
aid olan ARP cadvelinden 6z MAC invani ils verilsceak.

Daha strafli

User ‘nobody’

Qeyd edin ki, onceki misalimizda biz nobody istifade¢i ve grup istifade
elemadik ona gdrs ki, OS-umuz mac iinvani sistems slave elemsok iicin onun root
yetkisi olmalidir (Yada onceden sistems sudo ylklsyib openvpn-s arp smrine
yetki vers bilersiniz)

TAP-style sosbsksleri

proxy-arp imkanlari hemginin els TAP stilli sobeokslsrds de istifade edils
bilsr. External DHCP server qurulusunda da hemcinin eyni nstice slds elsmsk
olur hansi ki, Ethernet-i bridge rejimds iss saliriq.

Broadcast traffic hemiss islemsys bilesr

proxy-arp istifads edilen ssbsks ilizerinden broadcast otlirtilmesi gizli bas
verir. 9kssr hallarda proxy-arp islsyir. Ancaq els hallar olur ki, bitin
clientlsri bir broadcast domain-ds olmasi telsb edilir. Bu halda iss Ethernet
bridge sn yaxsi Usuldur.

Homginin 3-cl bdlimds broadcast ve IP olmayan trafiklerds yoxlanis edin.
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BOLUM 3

Client-server Ethernet tipli sgsbsksler

Bu basligda biz asagidakilari aciglayacayiqg:
Bridge olmayan ssbeskslerde adi qurasdirma
Client-to-client trafikinin aktivlesdirilmesi
FreeBSD-do Bridge edilmesi

Windows Bridge edilmssi

YV VYV VY V

IP olmayan ve broadcast olan trafiklsrin
yoxlanilmasi

Y

Konar DHCP serverin istifads edilmssi

Y

Status faylinin istifade edilmesi
» Management interfeys

Giris

Bu basligda biz tek server ve Ethernet trafikinin ydnlendirilmesi imkani olan
coxlu uzaqg milsterilsrls islsyscayik. Biz coxlu osas qurasdirmalara baxacayiqg.
Hemcinin bridglems istifads edecsyik ki, kenar DHCP serveri istifade eds
bilsk ve hem¢inin OpenVPN status faylinin istifade edilmesine baxacayiqg.

Qeyd edin ki, bridge rejimi yalniz imkansiz galan halda son imkan kimi
istifads edilmelidir. Hem¢inin geyd edin ki, bridge rejiminin istifads
edilmesinin de 6z catismamazliglari var hansi ki, davamiyyest ve
tohltukesizlikdir.
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Bridge olmayan ssbskslsrds adi qurasdirma
Bu basligda biz TAP tipli alestlerin istifadesils client ve server torofds
sertifikatlarin istifade olunmasi ils gosulmalari gdstersceyik. Burda
hemcinin OpenVPN server arxasinda olan masinlara catmaqg iclin OpenVPN
clientlerde masquerading istifade elemsk imkani yaradilacag. Bunun
istifadesinin {istiinliiylil ondan ibarstdir ki, Server LAN torsafde hec¢ bir
spesifik routings ehtiyac yoxdur. OpenVPN serverlsr iclin masquerading rejimi
yvalniz Linux ve UNIX masinlarinda movcuddur. Bu els once kecdiyimiz Server-
side routing misalina oxsayir:
ise baslayaq:
Biz asagidaki sebsks qurulusundan istifads edscsyik:
o Gate for SiteB: 3.3.3.1 @ Gate for SiteA: 1.1.1.1 N Server-SideLAN: 10.198.0.0/24
0
%s///J SiteCIP: 3.3.3.10/24 \\\__’/) e
4 SiteCGate: 3.3.3.1 SiteAGate: 1.1.1
SiteCLANIP: 192.168.6.1SiteC FreeBSD Router =L SiteA
/°
// SiteAServer
tap0: 192.168.99.1
yon
SiteCClientlP: 192.168.6.33 i
SiteCClientGate:
192.168.6.1 » SiteCClient
) tap0: 192.168.99.2
ClientC
2-ci basligda olan generasiya elsdiyimiz Client-server sertifikatlarini
yeniden istifade edscesyik(Yalniz IP sobskslsrds). Bu misalimizda Server masin
FreeBSD9.2 x64 OpenVPN2.3 vo client masin iss Windows7 OpenVPN2.3 masinda
islayacak.
1. Server qurasdirma faylini yaradaqg:
tls-server
proto udp
port 1194
dev tap
server 192.168.99.0 255.255.255.0
67

www.opensource.az



4.

OPEN
SOURCE
CLUB

ca /usr/local/etc/openvpn/ca.crt

cert /usr/local/etc/openvpn/openvpnserver.crt
key /usr/local/etc/openvpn/openvpnserver.key
dh /usr/local/etc/openvpn/dh2048.pem

tls-auth /usr/local/etc/openvpn/ta.key 0

persist-key
persist-tun
keepalive 10 60

push "route 10.198.0.0 255.255.0.0"
user nobody

group nobody

daemon

log-append /var/log/openvpn.log

Fayli example3-l-server.conf adi ils yadda saxlayin. Nezsrs alin ki,
bozi Linux distrolarda nogroup adli grup olur.

Serveri ise salin:

root@siteA:/usr/local/etc/openvpn # openvpn --config example3-1-
server.conf

Sonra serverds IP forwarding ve firewall ils masquerading rule-u yazin:
root@siteA:/usr/local/etc/openvpn # sysctl -w net.inet.ip.forwarding=1

Kernelinizi asagidaki setirleri slave etdikdsn sonra kompilyasiya edin
ki, PF firewall isleds bilssiniz.

device pf

device pflog

device pfsync

Ardinca da /etc/rc.conf faylina asadidaki setirleri slave edin ki, PF
startup-da ise diissiin.

pf_enable="YES"

pf_rules="/etc/pf.conf"

pflog_enable="YES"

pflog_logfile="/var/log/pflog"

PF Ucun /etc/pf.conf faylinda asadidaki sstirleri slave edsk vs iss
salaqg.

ext if="em0"

ext ip="1.1.1.10"

vpn_if="tap0Q"

table <clientler> { 192.168.99.0/24 }

rdr on $vpn_if from 192.168.99.0/24 to any -> S$ext if

pass in quick all
pass out quick all

Sonra iss client qurasdirma faylini yaradaqg:
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client

proto udp

remote openvpnserver.example.com
port 1194

dev tap

nobind

ca /etc/openvpn/itvpn/ca.crt

cert /etc/openvpn/itvpn/clientl.crt
key /etc/openvpn/itvpn/clientl.key
tls-auth /etc/openvpn/itvpn/ta.key 1
ns-cert-type server

Fayli example3-l-client.conf adindan Windows7 masininin

5. Sonra Client-i iss salaqg:

basic-tcp-client

basic-udp-client
example?-9
example3-1-client Connect

Settings... Disconnect

Show Status
Exit Show Status
View Log

Edit Cenfig

Change Password

Wed Jan 23 22:40:47 2014 OpenVPN 2.3.2x86_64-wb4mingw32 [SSL (OpenSSL)] [LZ0] [PKCS11] [eurephia] [IPvE] buit on Aug 22 2013

Wed Jan 29 22:40:50 2014 WARNING: this configuration may cache passwords in memory - use the auth-nocache option to prevent this

Wed Jan 29 22:40:50 2014 Control Channel Authentication: using ‘c:/program files/openvpn./config/Aa key' as a OpenVPN static key file

Wed Jan 29 22:40:50 2014 UDPv4 link local: [undef]

Wed Jan 29 22:40:50 2014 UDPv4 link remote: [AF_INET]1.1.1.10:1194

Wed Jan 29 22:40:50 2014 [openvpnserver] Peer Connection Inttiated with [AF_INET]1.1.1.10:1194

Wed Jan 29 22:40:52 2014 do_fcorfig, tt-sipv6=0, tt->did_fcorfig_ipv6_setup=0

Wed Jan 29 22:40:52 2014 open_tun, tt-»ipv6=0

Wed Jan 23 22:40:52 2014 TAP-WIN32 device [Local Area Connection 2] apened: \\ \Global\{B8350570-F453-4883-A987-077ATARERRDC ] tap
Wed Jan 29 22:40:52 2014 Notfied TAP-Windows driverto set a DHCP IP./netmask of 132.168.39.2/255.255.255.0 on irterface {B8350570-F453-48B3-A987-077ATAGERSDC] [DHCP-=
Wed Jan 29 22:40:52 2014 Successful ARF Flush on interface [17] {B8350570-F453-48B3-A987-077ATABERSDC)

Wed Jan 28 22:40:57 2014 Initialization Sequence Completed

6. Qosulma bitdikden sonra ise biz ping ils hsar seyin islenmesini yoxlaya
bilerik:
C:sUserssClientClping —n 2 192.168.99.1

Pinging 192.168.99.1 with 32 bytes of data:
Reply from 192 _168.99.1: bhytes=32 time=2ms TTL=64
Reply from 192.168.99.1: bytes=32 time=2ms ITL=6b4

Ping statistics for 192.168.99.1:

Packets: Sent = 2, Received = 2, Lost = B (Bx loss>,
Approximate round trip times in milli-seconds:

Hinimum = 2ms,. Maximum = Zms. fAverage = 2Zms

C=“Useprs ClientCrping —n 2 168.198.8.1

Pinging 18_.198.8.1 with 32 hytes of data:
Reply from 18.198.8.1: bytes=32 time=1ms TTL=64
Reply from 18.198 . 8_1: bytes=32 time=2ms TTL=64

Ping statistics for 18.198.8.1:

Packets: Sent = 2, Recedived = 2, Lost = 8 (B loss)>,
Approximate round trip times in milli-seconds:

Hinimum = 1msg, Maximum = 2Zms,. Average = 1ms

Bu necs islesyir

Server ises disen kimi o ilk IP {tinvanini TAP adli virtual alstins menimsadir.
Bundan sonra iss, server UDP 1194-ci portda gqulag asmada baslayir ve gslen
gosulmalari gdzlayir.

Client servers bu port ils gosulur. Hem client ve hemde server
sertifikatlarini istifade edersk TLS ol sixismasi yerins yetirildikden sonra,
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client 192.168.99.2 IP invanini &6ziine menimsadir. Client ilk TAP alstinin 06z
qurasdirmasini oxuyur ve VPN udurla gosuldugdan sonra uydun olan IP {invana
menimsadir.

OpenVPN qurasdirmasinin hissesi olaraqg, bu aciglamada PF firewall istifades
edildi ve serait yaradildi ki, Serverin LAN tersfins he¢ bir route yazilmadan
bitin ssbskenin gdriilme imkani yaradildi. Asadidaki smr UNIX kernels deyir
ki, tunO ssboks kartindan ve 192.168.99.0/24 subnetinden gslen butiin ssbsks
yonlendirilir em0 ssbskse kartinin {stins.

rdr on $vpn_if from 192.168.99.0/24 to any -> $ext if

Bu paketlearin her birinin menbs Unvani var hansi ki, sslinde ora els yazilir
ki, gliya OpenVPN client-den yox OpenVPN serverin &ziinden golir. PF bu
paketleri izlsyir ki, geri gayidanda da diizgiin iinvana gayitsin. Ancaq burda
bir catismamazlig var ki, clientin sayi c¢ox oldugda Server tosrsfin LAN-indan
golen trafiki serverin O6ziinden gelen trafikin clientl-inden ve ya VPN
tunnelds olan clientN-den gslsnls ayirmaq olmur.

TUN vo TAP arasinda olan fsrqglsr
Bu misal ils o6nceaki ¢eokdiyimiz Server-side routing arasindaki misal cox
azdir. Cox kicik fergler var ancaq, siz onlari diggets almasaniz
problemlsriniz ¢ixa bilsr. Golin onlari aciglayaqg:
» TAP adapter istifads edsrksn tam Ethernet frame encapsulyasiya edilir.
Buna go6zladiyimizden ¢ox resurs gedir.
» TAP tipli ssbsksys gosulmus biitiin masinlar tsk broadcast domain-ds
olurlar. Bunun aciglanmasi ndvbesti misalimizda gdsterilecsak.
» ©Oger bridging elsmok tolsb edilirss, TAP stilli tunel tslsb edilir
TCP protocol-un istifade edilmesi
Bu misalda biz UDP protocol secdik. TCP sec¢ilmesi lc¢ln sadscs client ve
server torsfdse asadidaki sotiri:
proto udp

Doyismelisiniz:
proto tcp

UDP protocol adi halda performansi artirir ancaq, bezi router ve firewall-
larin UDP trafikin ydnlsndirilmesinde c¢ox ciddi problemlsri olur. Bu hallara
gors TCP protocol-u daha c¢ox istifads edilir.

IP yo6nlendirilmenin startup-a olave edilmessi
FreeBSD OS iizerinden asadidaki sstirls System Control-dan:
echo "net.inet.ip.forwarding=1l" >> /etc/sysctl.conf

Ya da startup script ils /ete/rc.conf faylina asadidaki sstiri slave etmskls
eds bilsrsiniz:
gateway enable="YES"

Hemg¢inin baxin
» 2-ci basligda Server-side routing-s hansi ki, ssas TUN stilli gosulma
aciglanir.
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Client-to-client trafikin aktivlesdirilmesi

Bu misal oncekinin davamidir. Burda TAP alestlsrinin sertifikatlarin
istifadesils server ve client rejiminde istifadesi aciglanacag. Client-to-
client direktivinin istifadesi sayssinds imkan yaranir ki, mixtslif VPN
clientler bir-birlsrins gosula bilsinlsr. TAP tipli gosulmalarda misyysn bir
catismamazliglar var.

ise hazirlasaq
Biz asagidaki sebsks qurulusundan istifads edscsyik:

GatelP-2.2.2.1

Client2ServerlP-2.2.2.10/24

Client2ServerGate-2.2.2.1 @
GatelP-1.1.1.1
GatelP-3.3.3.1 v
ServerlP-1.1.1.10/24
Client2LAN-192.168.4.1 FreeBSD-Gate GatelP-1.1.1.1
VPNServerLAN
10.198.0.0/16
_.//’.,/./’f
SiteB Client2 =
. — VPNServer tap0 — 192.168.99/1/24
e
‘/'_,,_ﬂ'ﬁrverlp-?p.l&h\\lPN )//
Client2 tap0 - 192.168.99.3 == Client1ServeriP-3.3.3.1 ///’

Client2IP-192.168.4.10/24
Client2Gate-192.168.4.1

Client1IP-192.168.6.33/24
Client1Gate-192.168.6.1

2-ci basligda yaratdigimiz client ve server sertifikatlarini istifade
edocayik. Bu misalimizda Server FreeBSD9.2 x64 OpenVPN2.3 ve 2 Client masini
olacaqg. Client-in her biri Windows7 OpenVPN2.3 olacaqg. Server Ugin yeniden
example3-l-server.conf faylini istifade edecesyik. Client kimi istifade
etdiyimiz masinlarda ClientC nszsrds tutulur ki, clientl-dir ve ClientB iss
nezords tutulur ki, Client2-dir.

Necs edsk
1. example3-l-server.conf faylina asadidaki setiri slave edsrsk server
qurasdirma faylini yaradin:
client-to-client

Blave etdikden sonra fayli example3-2-server.conf adinda yadda saxlayin.
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2. Serveri ise salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config example3-2-
server.conf

3. PF ils IP yonlendirmeni edin:
root@siteA:/usr/local/etc/openvpn # sysctl -w net.inet.ip.forwarding=1
/etc/pf.conf faylina asagidaki setiri slave edib ise salin(vpn_if
deyiseni tap0 alstidir.).
rdr on $vpn _if from 192.168.99.0/24 to any -> $ext if

4. Sonra ise ilk client gurasdirmasini yaradaq:

client

proto udp

remote openvpnserver.example.com

port 1194

dev tap

nobind

auth-nocache

ca "c:/Program files/openvpn/config/ca.crt"

cert "c:/Program files/openvpn/config/openvpnclientl.crt"
key "c:/Program files/openvpn/config/openvpnclientl.key"
tls-auth "c:/Program files/openvpn/config/ta.key" 1
ns-cert-type server

verb 5

Fayli example3-2-clientl.ovpn adi ils yadda saxlayin.

5. Uydun olaraqg ikinci client ig¢lin de qurasdirma faylini yaradin (Uygun
olaraqg 2-ci client-ds c:\windows\system32\drivers\etc\hosts faylina
1.1.1.10 openvpnserver.example.com satirini slave etmsyili unutmayain) :

client

proto udp

remote openvpnserver.example.com

port 1194

dev tap

nobind

auth-nocache

ca "c:/program files/openvpn/config/ca.crt"

cert "c:/program files/openvpn/config/openvpnclient2.crt"

key "c:/program files/openvpn/config/openvpnclient2.key"

tls-auth "c:/program files/openvpn/config/ta.key" 1

ns-cert-type server

verb 5

Heomcinin example3-2-client2.ovpn adi ils yadda saxlayin.
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6. Clientl-i windows CLI-dan ve 2-ci client-i OpenVPN GUI-den iss salin.

C:\Users\ClientC>cd \Program files\openvpn\config
C:\Program Files\OpenVPN\config>..\bin\openvpn --config example3-2-
clientl.ovpn

Client2-de iss OpenVPN GUI ils gosulaqg.

example3-1-client

example3-2-client? Connect

Settings... Disconnect
Show Status

View Log
Edit Config

Change Password

7. Qosulma ugurla oldugdan sonra iss biz her seyin islemesini ping ils
yoxlaya bilerik(Clientl-den hsm server ve hemdse clien2-ni ping ils
yoxlavyaq) :

C:\Users\ClientC>ping -n 2 192.168.99.1

Pinging 192.168.99.1 with 32 bytes of data:

Reply from 192.168.99.1: bytes=32 time=3ms TTL=64
Reply from 192.168.99.1: bytes=32 time=3ms TTL=64

C:\Users\ClientC>ping -n 2 192.168.99.3

Pinging 192.168.99.3 with 32 bytes of data:

Reply from 192.168.99.3: bytes=32 time=8ms TTL=128
Reply from 192.168.99.3: bytes=32 time=3ms TTL=128

8. Sonda da server Lan terefin ping edilmesini yoxlayaqg.
C:\Users\ClientC>ping -n 2 10.198.0.10
Pinging 10.198.0.10 with 32 bytes of data:
Reply from 10.198.0.10: bytes=32 time=3ms TTL=64
Reply from 10.198.0.10: bytes=32 time=lms TTL=64

Bu necs isleyir
Hor iki client adi gaydada servers gosulur. Asagidaki direktiv sayesinds
biitin client-lsr bir-birlsrini gdrirler.

client-to-client

Clientlsr arasinda gosulma OpenVPN server lzsrindsn keg¢scsak hansi ki, ICMP
paketlsrin ig¢inds gdrmek olar. ICMP(ping) echo ve reply axinini asagidaki
kimi aciglamag olar:
1. OpenVPN client paketlsrini sifrelsyir ve serverin ilzsrins tshlikssiz
yolla yoénlendirir.
2. Server paketleri desifrs edir ve teayin edir ki, golen paket diger
misteri dc¢in nszsrds tutulur. Belslikle paket kernelin rutingins
Ootirilmiir ve yeniden sifrslensrsk ikinci clients otiridlir.

3. 2-ci client paketi slds edir, desifrs edir ve yeniden tshlilkesiz kanal

ils servers gaytarair.
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4. Server yeniden paketi desifrs edir ve teyin edir ki, paket ilk clients
¢catdirilmalidir. Hemcinin burda da paket kernel routinge
yonlendirilmeden sifrelenir ve yeniden original clients gaytarilair.
Daha da strafl:
Broadcast trafik genis yayim effecti getirs bilsr.
Bitlin masinlar bir broadcast domain ils TAP stilli ssboks ils gosulurlar.
client-to-client aktiv olanda bu o demskdir ki, clientlerden gslsn biitin
broadcast domain trafiki yodnlendirilir diger clientlsrs. client2-ds islayen
wireshark c¢oxlu paketlsr gdsterir hansi ki, clientl-den gslir hansi ki,
hamisi OpenVPN server lzerinden golir. Bu ¢oxlu client sayi olanda
problemlsesrs gotirib ¢ixara bilsr.
Trafikin filter edilmesi
OpenVPN-nin hal-hazirki versiyasinda client-to-client gosulmasinda VPN
clientler arasinda trafiki filter elemek mimkiin deyil. OpenVPN-nin gslscsk
versiyalarinda bunu elsmsk mimkiin olacag. Hemc¢inin mimkiindiir ki, client-den
clientds gosulmani client-to-client directivi olmadan eds bilssiniz ancaq
bunu Firewall rulelari sayssinds eds bilersiniz. Ustiinlilyi ondan ibarstdir
ki, siz 06zinliz lazim olan client trafikini filter eds bilscsksiniz.
Catismamazligi odur ki, bu daha az effektivdir.
TUN stilli ssbskeslsr
client-to-client direktivi hemg¢inin TUN stilli sobeskelerde istifads edils
bilsr. Bu hemg¢inin &nceski misalimiza uydun isleyir ancaq, clientler tsak
broadcast domainds olmurlar.
Bu basligda OpenVPN serverin neces bridge edilmesini ag¢iglayacayig. Biz local
saobasks ve VPN ssboskesini bridge (kdorpli) edscsyik. Yeni ki, bir ssbsksden gslen
biitin trafik digesr ssbske lzerine ve geriye ydnlendirilscak.
Bu imkan adeten istifads edilir ki, Windows bazali olan sosbskslards
tohlikesiz yolla uzaq istifades¢ilesrs gosulmada imkan yaradir ancaq, bunun
dizglin qurulmasi ¢ox ¢atindir. Demsk olar ki, okssr hallarda TUN tipli
aletleri WINS server ils birlikds clientlsr ig¢in ve server teresfde TUN tipli
alet istifade edilmesi kifayst edir. VPN bridge edilmenin &z Ustinliklsri var
ve novbeti basligda biz onlari ag¢iglayacayiqg.
Hom¢inin bridge edilmenin istifadesinin 6z c¢atismamazliglari var hansi ki,
serverin giciini alir: 100 megabitlik adi Ethernet adapterin tab gstirms
gabiliyysti bridge rejimdse demsk olar ki, yariya besrabsr olur.
ise baslayaqg
Biz asadidaki sebsks gqurulusundan istifads edscsayik:
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tap0 - 192.168.4.128

SiteALan em1 -10.198.0.1

SiteAIP - 1.1.1.10/24
SiteAGate - 1.1.1.1

e

<///°// i

ClientAlIP - 10.198.0.10/24
SiteA

SiteAGatelR — 1.1.1.1

Bridged interfaces

2 em1 - tap0
SiteBLan em1 - 192.168.4.1|x. SiteBGatelP - 2.2.2.1

SiteBIP-2.2.2.10/24
SiteBGate — 2.2.2.1
PONYPH-Oerver FreeBSD { Gateway

SiteCGatejP - 3.3.3.1

/ad

ClientBIP- 192.168.4.10/24 SiteB

tap0 - 192.168.4.129

SiteCLan em1 - 192.168.6.1

SiteCIP - 3.3.3.10/24
SiteCGate - 3.3.3.1

&

w

ClientCIP - 192.168.6.33/24 SiteC

Tkinci basligda olde etdiyimiz sertifikatlari istifade edsceyik. Client-
server yalniz IP gsbskslsrinds islsyir. Bu basligda VPN server FreeBSD9.2 x64
OpenVPN2.3 versiyasi ils, clientA ise Windows7 OpenVPN2.3 vo clientC Windows7
OpenVPN2.3 ile isleyecesk. Windows7 clientler ic¢ln els hemin example3-2-
clientl.ovpn vo example3-2-client2.ovpn qurasdirma fayllarindan istifads
edecoayik.

Necs edsk
1. Server qurasdirma faylini yaradaq:

proto udp
port 1194
dev tap0 ## '0' olmasi cox Onemlidir

server-bridge 192.168.4.65 255.255.255.0 192.168.4.128 192.168.4.200
push "route 192.168.4.0 255.255.255.0"

script-security 2
client-connect "/usr/local/etc/openvpn/up-bridge.sh"
client-disconnect "/usr/local/etc/openvpn/down-bridge.sh"

ca /usr/local/etc/openvpn/ca.crt

cert /usr/local/etc/openvpn/openvpnserver.crt
key /usr/local/etc/openvpn/openvpnserver.key
dh /usr/local/etc/openvpn/dh2048.pem

tls-auth /usr/local/etc/openvpn/ta.key 0

persist-key
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persist-tun
keepalive 10 60
user root
group wheel
daemon
log-append /var/log/openvpn.log
Fayli example3-3-server.conf adinda yadda saxlayin.
Bridge olan interfeysin avtomatik galxmasi ve avtomatik badlanmasi icin
asagidaki scritplerimizi yaradirig.
/usr/local/etc/openvpn/up-bridge.sh - Torkibine asagidaki sestirleri
olave edirik.
#!/bin/sh
/sbin/ifconfig bridge0 addm ${dev}
/sbin/ifconfig ${dev} up
exit O
/usr/local/etc/openvpn/down-bridge.sh - Hom¢inin torkibins asagdidaki
setirleri slave edirik.
#!'/bin/sh
/sbin/ifconfig bridge0 deletem ${dev}
exit O
Hor iki scripte yerins yetirilme yetkisi veririk.
chmod +x /usr/local/etc/openvpn/up-bridge.sh
/usr/local/etc/openvpn/down-bridge.sh
Sonra serverin kernelini asagidaki alstlerls kompilyasiya edib
yuklayin.
device tap
device if bridge
Eynile serverimizin startup qurasdirma faylina /etc/rc.conf-a asadidaki
sotirleri solave edsk ki, hem bridge kartimiz ve hemde VPN-imiz
avtomatik ise dissin.
ifconfig emO="inet 2.2.2.10 netmask 255.255.255.0"
defaultrouter="2.2.2.1"
ifconfig eml="inet 192.168.4.1 netmask 255.255.255.0"
hostname="siteB"
gateway enable="YES"
firewall enable="YES"
firewall type="OPEN"
natd enable="YES"
natd interface="emQ"
cloned interfaces="bridgeO"
autobridge interfaces="bridgeO"
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autobridge bridge0="eml"
ifconfig bridge0="inet 192.168.4.65 netmask 255.255.255.0 up"

openvpn_enable="YES"

openvpn_if="tap bridge"
openvpn_configfile="/usr/local/etc/openvpn/example3-3-
server.conf"

openvpn_dir="/usr/local/etc/openvpn"

Sonra iss OpenVPN serverimizi ise saliriqg.
root@siteB:/usr/local/etc/openvpn # /usr/local/etc/rc.d/openvpn start

Hor iki clientimizds c:\windows\system32\drivers\etc\hosts faylina
lazimi verilenlesri slave edsk ve ardinca iss salag.

127.0.0.1 localhost

#1.1.1.10 openvpnserver .example.com

2.2.2.10 openvpnserver .example.com

#3.3.3.10 openvpnserver .example.com

basic-tcp-client
basic-udp-client
example2-9
example3-1-client

example3-2-clientl Connect

- v v v v ¥

example3-2-client? Disconnect

Settings... Show Status

Exit View Log

Edit Config
Change Passwaord

ClientA

basic-tcp-client
basic-udp-client
example2-9
example3-1-client

example3-2-clientl

- v v v v ow

example3-2-client? Connect !

Settings... Disconnect

Exit Show Status

View Log

Edit Config

Change Password
—_—

Clientlerimizin VPN-den aldigi IP iinvanlara baxaqg.

C:\Users\ClientA>ipconfig /all|more

Ethernet adapter Local Area Connection 2:
IPv4 Address. . . . . . . . . . . : 192.168.4.128 (Preferred)
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Lease Obtained. . . . . . . . . . : Friday, January 31, 2014 9:32:00 PM
Lease Expires . . . . . . . . . . : Saturday, January 31, 2015 9:31:59 PM
Default Gateway C e e e e e
DHCP Server . . . . . . . . . . . :192.168.4.0

ClientC

C:\Users\ClientC>ipconfig /all|more

Ethernet adapter Local Area Connection 2:
IPv4 Address. . . . . . . . . . . : 192.168.4.129 (Preferred)
Subnet Mask . . . . . . . . . . . : 255.255.255.0
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Lease Obtained. . . . . . . . . . : Friday, January 31, 2014 9:33:02 PM
Lease Expires . . . . . . . . . . @ Saturday, January 31, 2015 9:33:02 PM
Default Gateway Coe e e

DHCP Server . . . . . . . . « . . : 192.168.4.0

7. Sonra Client-lsrin birinden Serverin LAN-inda olan bir IP idnvana ping
yollayiraiqg.
C:\Users\ClientC>ping -n 2 192.168.4.10
Pinging 192.168.4.10 with 32 bytes of data:
Reply from 192.168.4.10: bytes=32 time=bms TTL=128
Reply from 192.168.4.10: bytes=32 time=4ms TTL=128

Bu nece isleyir
up-bridge.sh scripti iki sebskse karti arasinda yeni, LAN toarsfds olan sabake
karti ve virtual yaranan tap alsti arasinda koérpl yaradir. Bridge yaratmadin
osas 6zslliyi odur ki, bitlin ssbsks axini bir ssbsks kartindan digsrins
niisxslsnir ve geriye gayidir. Bu bize client-lsrin aldigi IP tnvan aralidi
ile server torsfds olan LAN subnetls eyni olan halda komeklik gOsterir.
Bridge interfeysin catismamazligi ondan ibarstdir ki, OpenVPN serverds
dayanigliqg asagi diisiir ve resurslar hadden artiq c¢ox istifade edilir. BSgsr
client-lor tersfden coxlu broadcast axin golsse kdrpl tam dola bilsr.

Daha da strafli

Fixed addresses ve default gateway

Bu basligda OpenVPN servers Serverin LAN toersfindsn se¢ilmis ve onceden teyin
edilmis IP {invan verilmisdi hansi ki, bridge interfeyslerde oksor hallarda
bels edilir. Sebeks Bridge-ns dinamik IP invan teyin edilmesinin ¢etinliyi
ondan ibaretdir ki, teyin edilmis dinamik aralig yox digerindends IP invan
secgcils bilsr. Bu hemc¢inin bizs ssrait yaradir ki, serverin qurasdirma
faylinda o6nceden bridge interfeys ig¢lin teyin etdiyimiz IP invani yaza bilsk.

Bridge istifade eladikde hemc¢inin 6nemlidir baxasiniz ki, bridge interfeys
galxdigdan sonra default route yazilmis olsun(192.168.4.65 link#8
UHS 0 0 100) .

Adin resolve edilmesi

Bridge interfeysin istifade edilmesinds sn ¢atin yerlsrden biri iss adin
resolve edilmesidir. OpenVPN ancaq Layer2 yada IP bazali routing imkani
yaradir. Dizdl adin resolve edilmesi ic¢lin ssbesksnizde olan DNS server (DC yada
Wins server) hemginin ¢ox ¢otinlikls bridge edils bilsr.

Hem¢inin baxilmali
Bu basligin novbeti misalinda Windows masinin necs bridge edilmssi agiglanir.

78
WWwWw.opensource.az



| OPEN
SOURCE
CLUB

indows bridge edilmssi

Bu basligda iss Windows masinda bridge edilmis OpenVPN server hagginda
danisacayig. Windows masinda bridge etmsk UNIX vo Linux-a baxdigda cox
foerglidir ancaqgq concept eynidir.

Bu misal oncekine oxsayir ancaqg, bridge edilmenin fergli metodikasi istifads
edilir.

ise baslayaq
Asagidaki sebsks qurulusundan istifade edscsayik.

GateforBSD-1.1.1.1

k_/ GateforWindows7 - 3.3.3.1

FreeBSD-Gate

IP -1.1.1.10/24

Gate - 1.1.1.1 Windows7em0 IP — 3.3.3.10/24

Window7 br0 - 172.30.0.50/24
FreeBSD tap0 - 172.30.0.80/24

L — [
VPN

em1 bridged to
Network bridge

FreeBSD-OpenVPN-Client Windows7-OpenVPN-Server

Windows7client - 172.30.0.10/24

Eynils 2-ci basligda (Client-server IP gsbakslsri) yaratdidimiz client/server
sertifikatlarini burdada istifads edscayik.

Bu misalda serverimiz Windows7 OpenVPNZ2.3 masininda ve client ise FreeBSD9.2
x64 OpenVPN2.3-ds olacag. FreeBSD masin Uciin iseo example3-l-client.conf
qurasdirma faylindan istifads edsceyik.

ise baslayaq
1. Server qurasdirma faylini yaradaqg:
proto udp
port 1194
dev tap
dev-node tap-bridge

server-bridge 172.30.0.50 255.255.255.0 172.30.0.80 172.30.0.250
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ca "c:/Program files/openvpn/config/ca.crt"

cert "c:/Program files/openvpn/config/openvpnserver.crt"
key "c:/Program files/openvpn/config/openvpnserver.key"
dh "c:/Program files/openvpn/config/dh2048.pem"

tls-auth "c:/Program files/openvpn/config/ta.key" 0

push "route 172.30.0.0 255.255.255.0"

persist-key
persist-tun
keepalive 10 60

Fayli example3-4-server.ovpn adi ils yadda saxlayin.

2. Sonra iso goboks bridge-ni yaradaqg:

o Istenilen TAP-Windows Adapter V9 karti sistemds Local Area
Connection2 kimi geyds alinir. Control Panel-ds olan Network
Connections-a gedin ve onun adini deyisib tap-bridge edin.

o Sonra ise tap-bridge kartini ve LAN kartinizi(Yeni eml) Ctrl
diymesini sixaraq sec¢ib ve secilen iki kartin istinds sag
diymeni sixin. Acilan ponceoroads iss Bridge Connections
diymesini sixin ki, kdrpi yaransin.

xr tap Disable
Status
Diagnose
% Bridge Connections
Create Shortcut
Delete

Rename

Properties

Bu Network Bridge adli koérpi kart yaradacaqg.

3. Artig yaranan Bridge karti asagidaki IP {invanla qurasdiraqg.

Internet Protocol Version 4 (TCP/IPv4) Properties D S|
General

You can get IP settings assigned automatically if your network supports

this capabiity. Othervise, you need to ask your network administrator

for the appropriate IP settings.
) Obtain an P address automatically
@ Use the folowing IP address:
IP address: 72.30 .0 .50
Subnet mask: 255,255 .255 . 3
Default gateway: 72.30 .0 .1

Obtain DNS server address automatically
@) Use the following DNS server addresses:
Preferred DNS server:

Alternate DS server:

[T validate settings upon exit

4. CLI-dan degig baxag ki, bridge kartimiz dizgiin qurasdirilib:
C:\Users\ClientD>netsh interface ip show address "Network Bridge"
Configuration for interface "Network Bridge"

DHCP enabled: No
IP Address: 172.30.0.50
Subnet Prefix: 172.30.0.0/24 (mask 255.255.255.0)
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Default Gateway: 172.30.0.1
Gateway Metric: 256
InterfaceMetric: 10
5. OpenVPN serveri iss salin:
C:\Program Files\OpenVPN\config>ed \Program files\openvpn\config
C:\Program Files\OpenVPN\config>..\bin\openvpn --config example3-4-
server.ovpn
6. Sonra clienti iss salin(FreeBSD client masinda /etc/hosts faylina
3.3.3.10 openvpnserver.example.com sstirini slave etmsyili unutmayin) :
root@siteA:/usr/local/etc/openvpn # openvpn --config example3-1-
client.conf
7. Artig VPN clientin aldigi IP lnvani ve uzaq server torofde olan LAN IP-
leriden birini ping ils yoxlayaqg:
root@siteA:/usr/local/etc/openvpn # ifconfig tapO
tap0: flags=8843<UP,BROADCAST, RUNNING, SIMPLEX,MULTICAST> metric 0 mtu 1500
options=80000<LINKSTATE>
ether 00:bd:3d:ea:03:00
inet 172.30.0.80 netmask Oxffffff00 broadcast 172.30.0.255
media: Ethernet autoselect
status: active
Opened by PID 1856
root@siteA:/usr/local/etc/openvpn # ping -c 2 172.30.0.10
PING 172.30.0.10 (172.30.0.10): 56 data bytes
64 bytes from 172.30.0.10: icmp seg=0 ttl=128 time=3.785 ms
64 bytes from 172.30.0.10: icmp seg=1 ttl=128 time=4.342 ms
Bu necs isleyir
9sas yadda saxlanasi odur ki, bu misal Onceski ils eynidir. Sadscs Windows
masinlarda bridge adapter asagidaki setirlerls sec¢ilir.
dev tap
dev-node tap-bridge
UNIX ve Linux masinlarda ise sadece 1 satirls ysni asagidaki kimi teyin
edilir:
dev tapO
Ancaq Windows masinlarda TAP adapter Ucin ad fsrgli olur. Mshz bunun
garsisinin alinmasi Ug¢in dev-node istifads edilir.
Hem¢inin baxaq
Oncski misala baxin ki, UNIX masinda bridge edilmenin iisulunu &yrons
bilesiniz.
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IP olmayan ve Broadcast olan axinin yoxlanilmasi

Bridge sobsks kartinin istifade edilmesinin ssas ssbsbi ondan ibarstdir ki,
blitin gosulmus clientlsr ic¢lin tek broadcast domain yaratmaqdir (Yeni adi LAN
soboks ve VPN istifadeciler eyni SUBNET iizerinde olacaglar).

Diger ssbebi iss IP olmayan trafik yonlendirilmesidir (IPX veya AppleTalk
protocollari) .

Bu baslig harda broadcast domain funsionallidi olarsa ve agoar diuzgin kanaldan
IP olmayan trafik axini Otlrilesrss, tcpdump vs wireshark alstlsrinin
istifadesils onu teyin edscak.

ise hazirlasaq
Bu misalimizda biz UNIX-Bridge misalinin gqurulusunu eyni olaraqg istifads
edocayik. Asagidaki ssbeks qurulusundan istifadse edscoayik:

Site A Site B

Router PUBLIC IP - 1.1.1.10/24
Gateway - 1.1.1.1 Server PUBLIC IP - 2.2.2.10/24

/ Gateway - 2.2.2.1

OpenVPN server

FreeBSD
VPN Channel

br: 192.168.4.65

Switch

Windows 2003
server

Windows 2003
sevrer

S

= ‘bN
TAPO - 192.168.4.128

LAN: 192.16.4.64

Bu misalda server masinimiz FreeBSD9.2 x64 OpenVPN2.3 ve qurasdirma fayli iss
eynile Bridge-UNIX-ds istifade eladiyimiz kimi example3-3-server.conf olacaqg.
Serverin LAN-1 ils eyni segmentds olan client Windows2k3 server var. VPN
Client kimi istifade edilen masin iss 2003 server OpenVPN2.3-ds ve qurasdirma
fayli ise client-to-client traffic-ds istifads etdiyimiz example3-2-
client2.ovpn olacaq.

Omin olun ki, hsr iki windows masinlarda AppleTalk ve IPX protocollari
yiklenmisdir. Bu protocollari 2003 server masinlarin Local Area Network
adapterlsrins menimssadin. Hemc¢inin her 2 windows masina Wireshark snifferi
yikleyin.
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1. Once gbstordiyimiz kimi FreeBSD masinda network bridge yaradin ve smin
olun ki, her sey isleyir.

2. OpenVPN client-i ise salaqg.
onmech

Disconneck
Showe Skatus

basic-tcp-clienk
basic-udp-clienkt
examplez-2
examples-1-clienk
exampleZ-Z-clienktl

Wiews Log
Edit Config
Changse Passwveord

gy ryryvwy

Sekkings...
Exik

T T T

3. Client udurla gosuldugdan sonra o6nce ARP mesajlari yoxlayaq. tcpdump -
nnel -i bridge0O arp omri ils.

4. Sonra iss serverls eyni LAN sergmentds yerlesen windows 2003 serverin
broadcast axinini yoxlayaq hansi ki, OpenVPN client olan windows 2003
server torofden gslir. Bunun ig¢lin LAN Wireshark istifade edscsyik.
Wireshark susmaya gors secgdiyiniz adapter lzsrinds olan bltin trafiki

tutur.

195 90.3544570192.168.4.128 192.188.4. 64 SME 93 Tree Disconnect Reguest

196 90, 3544580 192.168.4.64 192.168.4.128 SME 93 Tree Disconnect Response

197 90.35682600192.1608.4.128 192.168.4. 64 TCP 60 nim > nethbios-ssn [FIN, ACK] Seq=1072 Ack=531 win=63310 L
198 20.3509020192.168.4.64 192.168.4.128 TCP 54 nethios-ssn > nim [FIN, ACK] Seq=931 Ack=1073 win=6316% L
199 90.3569540192.1608.4.128 192.168.4.255 BROWSEF 228 Request Announcement CAMAL-GKEDOS 62X

200 90.3574030 00000000, 000C220372 00000000, FEFFFFFFrff BROWSEF 234 Local Master announcement CAMAL-ZSCKELMER, workstation, 5
200 90.3576780192.168.4.64 192.168.4.255 BROWSEF 243 Local Master announcement CAMAL-ZSCKELMER, workstation, S
202 90.3589770192.108.4.128 1%92.168.4. 64 TCP 60 nim > nethios-ssn [ACK] Seq=1073 Ack=932 win=63310 Len=0

Bu ¢ixisda biz hemginin c¢oxlu NetBios broadcast trafikini goérs bilsrik
hansi ki, OpenVPN client sebsks ilk gosulanda godndsrir.

5. Indi iss gslin VPN-s gosulmus 2003 serverin IPX trafikins baxaqg.

=loix|
Eile [Edit Vew Go Caphre jnahyze Ctatstics Telephony Tooks Web

[ - BERZL AevsaFl||ERAQABD 8% ~
Fiers | * Espresson., Char Apply

000000, 00FF178255db 00000000, FRFFFFFEFFFT IPx 1P R

0 FFLITE25 equast
00000000 D0FFL78255dk 00000000, FAFFFFFFEFFFF 1P RIP  Request

Burda IP olamayan axinili siz gdrs bilsrsiniz hansi ki, bridge lzsrinden gslir.

Bu neces isleyir

Bridge lizerinden kec¢en axin Wireshark programi tsrsfinden ols kec¢irilmisdir.
Dizgtn filter etmekls siz yalniz Oziniize lazim olan OpenVPN client-in
datasini Wireshark ile sniff eds bilsrsiniz. Problemin arasdirilmasi mesgamina
catdigda bu cox 6nemli olur.
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Konar DHCP serverin istifade edilmesi

Bu misalda biz OpenVPN serverimiz ic¢iin client-lsrs IP iinvani 0z DHCP-sinden
deyil artig kenar DHCP serverden veroscoayik.

ise baslayaq
Biz asadidaki sebsks gurulusundan istifade edecsayik:

SiteAPubliclP - 1.1.1.10
SiteAGatelP - 1.1.1.1

SiteALocallP - 10.198.1.

®

ClientAlP - 10.198.1.10
ClientAGatelP — 10.198.1.1

SiteA

GateforSiteA — 1.1.1.1

SiteBIP - 2.2.2.10
SiteBGate - 2.2.2.1 GateforSiteB — 2.2.2.1

FreeBSD{Gateway

em1 bridget to tap0
tap0 IP - 192.168.4.65
DHCP Interface em1 —
Q 68 4 0/24

ClientB — 192.168.4.10/24
Gate — 192.168.4.1 _siteB

GateforSiteC - 3.3.3.1

tap0 —~ 192.168.4.128/24(DHCP)

/ SiteCLocallP - 192.168.6. SiteCIP - 3.3.3.10/24

SiteCGate — 3.3.3.1

©

ClientC — 192.168.6.10/24 SiteC
ClLientCGate — 192 168.6.1

Client ve server sertifikatlarini eynils 2-ci basligda olani istifads
edscayik. Yalniz cliet-server IP ssbskslsrinds islsyir.

Bu baslig liclin server masini FreeBSD9.2 x64 OpenVPN2.3-ds islsyir. Client iss
Windows7 OpenVPN2.3-de isleyir. Bu client licin example3-2-client2.ovpn
qurasdirma faylindan istifads edscsyik hansi ki, client-to-client misalimizda
istifade etmisdik.

Bunu neces edsk
1. Server qurasdirma faylini yaradagqg:
proto udp
port 1194
dev tapO

server-bridge

ca /usr/local/etc/openvpn/ca.crt

cert /usr/local/etc/openvpn/openvpnserver.crt
key /usr/local/etc/openvpn/openvpnserver.key
dh /usr/local/etc/openvpn/dh2048.pem

tls-auth /usr/local/etc/openvpn/ta.key 0
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persist-key
persist-tun
keepalive 10 60
user nobody
group nobody
daemon
log-append /var/log/openvpn.log
Sonra hemin fayli example3-6-server.conf adinda yadda saxlayin.
Sonra serveri iss salaqg:
Once DHCPD serveri galdiraqg.
root@siteB:/ # ed /usr/ports/net/isc-dhcp42-server/ # Portuna daxil olag.
root@siteB:/usr/ports/net/isc-dhcp42-server # make config
izc-dhcp4Z-server-4.2.5
SIND SYMBOLS@EFEnable BIND internal symbol table
[ 1 IEVe IPve protocol support
[x] LDRF LDAF support
[x] LDAP SSL Support LDAP over S55L/TLS
[x] PARLNOIL Enable support for chroot
< @K > <Cancel>
root@siteB:/usr/ports/net/isc-dhcp42-server # make install # Yiukleyirik
DHCP {iclin qurasdirma fayli asagidaki kimi olacaqg.
root@siteB:/usr/ports/net/isc-dhcp42-server # cat
/usr/local/etc/dhcpd.conf
option domain-name "internal.freebsd";
option domain-name-servers 188.72.128.10;
default-lease-time 3600;
max-lease-time 86400;
ddns-update-style none;
subnet 192.168.4.0 netmask 255.255.255.0 {
range 192.168.4.129 192.168.4.200;
option routers 192.168.4.1;
}
Startup qurasdirmamiz asagidaki kimi olacaq.
cloned interfaces="bridge0"
autobridge interfaces="bridgeO"
autobridge bridge0O="eml tapO"
ifconfig bridge0="up"
ifconfig tap0O="inet 192.168.4.65 netmask 255.255.255.0 up"
openvpn_enable="YES"
openvpn_if="tap bridge"
openvpn_configfile="/usr/local/etc/openvpn/example3-6-server.conf"
openvpn_dir="/usr/local/etc/openvpn"
dhcpd _enable="YES"
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Serverimizi reboot etdikden sonra VPN servisimizi iss salaqg.
/usr/local/etc/rc.d/openvpn start

Windows Client-i ise salagqg:

Qeyd:

Client-i iss salanda nezsrs alin ki,
avtomatik islemeyscsak. VPN gosulma oldugdan sonra avtomatik

UNIX/Linux-larda bu

|

olaraq IP dinvan DHCP iles otirilmiir (dhclient tunO omri ils IP

alinacaqg.) .

Conneck
Discomnmesk
Shiow Status

Wiew Log
Edit: Config
Change Password

basic-tep-client
basic-udp-client
examplez-2
example3-1-client
example3-2-client1

example3-2-client2

bl * ¥ ¥ ¥ ¥

Exit

Settings...

Nozsrs alin ki,

ds Oncsden asagidaki smrlsrls yoxlanis edin.

edib yeniden yoxlayin.
ipconfig /release
ipconfig /renew

VPN gosulma udgurlu oldugdan sonra ise VPN serverinizde asagidaki emrles

IARNL AL

DHCP-den golen IP invani gdre bilersiniz.

C:\>ipconfig /all|more
Ethernet adapter TAP:

Connection-specific DNS Suffix

Description .
Physical Address.

DHCP Enabled. .o
Autoconfiguration Enabled
IP Address.

Subnet Mask

Default Gateway

DHCP Server

DNS Servers

Routing cedvelimize baxaqg.
C:\>netstat -rn
Active Routes:

Network Destination Netmask
0.0.0.0 0.0.0.0
10.198.0.0 255.255.0.0
10.198.1.10 255.255.255.255
10.255.255.255 255.255.255.255
127.0.0.0 255.0.0.0
192.168.4.0 255.255.255.0
192.168.4.131 255.255.255.255
192.168.4.255 255.255.255.255
224.0.0.0 240.0.0.0
224.0.0.0 240.0.0.0

10.

ilk gosulmada IP invan gslmeys bilsr.

Ona gora

Sonra disconnect

internal. freebsd

TAP-Windows Adapter V
00-FF-9C-64-F6-C3

Yes
Yes

192.168.4.131
255.255.255.0

192.168.4.1
188.72.128.10

Gateway

198.1.1
10.198.1.10
127.0.0.1
10.198.1.10
127.0.0.1
192.168.4.131
127.0.0.1
192.168.4.131
10.198.1.10
192.168.4.131

www.opensource.az

10.198.1.10

Interface

10.198.1.10
127.0.0.1
10.198.1.10
127.0.0.1
192.168.4.131
127.0.0.1
192.168.4.131
10.198.1.10
192.168.4.131

Metric
10

10
10
10

1
30
30
30
10
30
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255.255.255.255 255.255.255.255 10.198.1.10 10.198.1.10 1
255.255.255.255 255.255.255.255 192.168.4.131 192.168.4.131 1
Default Gateway: 10.198.1.1

5. Sonda VPN serverimizin LAN-i1nda olan clientlerin birins Windows7
client-dsn ping atib yoxlavyaqg.
C:\>ping -n 2 192.168.4.10
Pinging 192.168.4.10 with 32 bytes of data:
Reply from 192.168.4.10: bytes=32 time=Ims TTL=128
Reply from 192.168.4.10: bytes=32 time=4ms TTL=128

Bu necs isleyir.
Server direktivi:
server-bridge

Rosmi saytinda yazildigi kimi dessk, DHCP-proxy istifads edesrsk Ethernet
bridging-i aktivlesdirir hansi ki, clientler OpenVPN server toarsfds olan DHCP
servera deyir ki, xahis ediresm mens IP Unvan ve DNS serverlsr hagginda
malumatlari ver. Ancaq siz Oncs 0z serverinizde DHCP tersfs baxan LAN
kartiniz ils TAP alstinizi Onceden bridge etmelisiniz. Bu rejim yalniz
Windows tipli clientlesrds isleyir harda ki, client tersfds olan TAP alsti
dhclient esmrlsrini daxil edir.

Qeyd: Ancag men yenads FreeBSD9.2 x64-ds yoxladim isledi ©.

Daha da strafla

DHCP serverin qurasdirilmasi

DHCP serverin diizgin qurasdirilmasi ondan ibarstdir ki, VPN clientlsrdsn
golen DHCP miiracistlsri birbasa default gateway-i Oziine gdtiirse bilmesin.
Cinki, bu DHCP serverin inzibatc¢ilidina slave ylik verir.

Bu halda, bizs daha rahat olar ki, hsr bir clientin qurasdirma faylinda
unikal MAC iinvan teyin edek. Misal dcin:
lladdr CA:C6:F8:FB:EB:3B

Linux/UNIX masinlarda TAP interfeys galxan kimi MAC {nvanlar tesadifi
hesablanir ona gdrs ki, OpenVPN client her defs dayananda ve yenidsn iss
salinanda fergli IP iinvan slds edils bilsin. Ancag siz yensads birdsfslik sart
olan MAC idnvani TAP alstinizs menimssads bilsrsiniz ki, OpenVPN client iss
disende avtomatik eyni galsin.

Hom¢inin bunu Windows masindada elsmek olar ancaq, siz Windows reestrinde bu
doyisikliyi etmelisiniz.

DHCP relay

Basga bir yolda vardir ki, bridge rejim istifads edilmsden ksnar DHCP serveri
istifadse eds bilssiniz. 8gsr OpenVPN server lc¢lin qurasdirma faylini bu
basligda olani istifade edirsinizse ve ager TAP alsti serveri iss diismszdsn
6nce qurasdirilibsa, bu misalda external DHCP serveri siz Linux dhrelay ve
UNIX dhcprelay ils cadira bilersiniz. UNIX-ds DHCP relay kimi dhcprelya
paketinden istifads eds bilsrsiniz.
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root@dhcp:/usr/local/share/doc/dhcprelya # dhcprelya -i eml tap0
Omin olun ki, sizin eml kartinizin DHCP servers ¢i1x1sl1 movcuddur. 2-ci
basligda istifads eladiyiniz Proxy-ARP-dan oxududumuz kimi sgsr proxy-arp
scriptini istifads elemsk istsssk, skssr hallarda bridge interfeyslordsn
istifade elemsk lazimdir.
OpenVPN serverin c¢oxlu imkani vardir hansi ki, servers gosulmus clientleri
monitoring elsmsak ig¢lin imkanlari mévcuddur. Skseor istifads edilsn isulu
status faylidir. Bu basligda OpenVPN status faylinin necs oxunmasinl
arasdiracayiq. Biz hem¢inin tap stilli ssbskslsrin status faylini
arasdiracayiqg.
ise baslayaq
Eynils 2-ci basligda yaratdigimiz Client-Server sertifikatlarindan yeniden
istifade edeceyik(Yalniz IP ssbskslsr tcln). Bu baslig ic¢ciin vpn serverimiz
FreeBSD9.2 x64-de olacaqg. Clientlsr biri FreeBSD9.2-de o biri ise Windows7-ds
olacaqg. FreeBSD client ii¢iin example3-l-client.conf faylindan, Windows7 client
iiclin iso example3-2-client2.ovpn istifade edscayik.
Bunu necs edsk
1. example3-l-server.conf faylini example3-7-server.conf faylina
niisxsleayin ve icine asadidaki seotiri slave edin:
status /var/log/openvpn.status
2. Serveri iss salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config example3-7-
server.conf
3. 11k olarag FreeBSD clienti 6nce istifade elediyimiz qurasdirma ils iss
salag ve server torsfin LAN gateway-ine ping atib yoxlavyaqg:
root@siteB:/usr/local/etc/openvpn # openvpn --config example3-1-
client.conf
root@siteB:~ # ping 10.198.0.1
4. VPN gosulmasi ugurlu oldugdan sonra serverinizde openvpn.status
faylini (root istifadsc¢i adindan) list edin:
root@siteA:/usr/local/etc/openvpn # cat /var/log/openvpn.status
OpenVPN CLIENT LIST
Updated,Fri Feb 7 15:20:13 2014
Common Name,Real Address,Bytes Received,Bytes Sent,Connected Since
openvpnclientl,2.2.2.10:48131,10134,11722,Fri Feb 7 15:17:15 2014
ROUTING TABLE
Virtual Address,Common Name,Real Address,Last Ref
00:0d:e9:8£:00:00, openvpnclientl,2.2.2.10:48131,Fri Feb 7 15:17:52
2014
GLOBAL STATS
Max bcast/mcast queue length,0
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END

5. Indi ise Windows7 client-i iss salaq:

basic-tcp-client
basic-udp-client
example2-9

example3-1-client

example3-2-clientl

* ¥ ¥ v ¥ ¥

Connect

example3-2-client2

Settings... Disconnect

Exit Show Status

View Log
Edit Config

Change Password

6. Client-den serverin LAN IP-sins ping atag.
C:\Users\ClientC>ping 10.198.0.1

7. Sonra yeniden serverin status faylina baxaqg:
root@siteA:/usr/local/etc/openvpn # cat /var/log/openvpn.status
OpenVPN CLIENT LIST
Updated,Fri Feb 7 15:38:22 2014
Common Name,Real Address,Bytes Received,Bytes Sent,Connected Since
openvpnclientl,2.2.2.10:46325,14508,16096,Fri Feb 7 15:20:33 2014
openvpnclient2,3.3.3.10:49157,47760,11588,Fri Feb 7 15:35:03 2014
ROUTING TABLE
Virtual Address,Common Name,Real Address,Last Ref
00:£f£f:b8:35:d5:7d, openvpnclient2,3.3.3.10:49157,Fri Feb 7 15:35:05
2014
00:bd:4£:dd:00:00, openvpnclientl,2.2.2.10:46325,Fri Feb 7 15:20:35
2014
GLOBAL STATS
Max bcast/mcast queue length,0
END

Bu necs islsyir...
Hor defs yeni misteri gosulan kimi OpenVPN serverds olan status fayli
yenilsnir. OPENVPN CLIENT LIST ve ROUTING TABLE vs coxlu maraqgli digesr
hissslsr hansi ki, asagida aciglanir:

» Hansi clientlsr gosuludur

» Hansi IP invanlardan clientlsr gosulurlar

» Her bir clientin 6tirdiyll ve gebul etdiyi baytlar rsgsmlsarls

» Hansi mistsri gosulmusdur ve onun vaxti

Hem¢inin routing cedvelide gbdsterilir ki, hansi ssbskslesr her bir clients
route edilmisdir. Bu routing ceadveli, clientlsr trafik otliren kimi yaranmada
baslanir. Biz istifads etdiyimiz ping smri ils mehz o6zimiiz routing table-in
yaranmasinin isini &nceden goririk.
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Daha da strafli...
TUN stilli ssbeskslsrin ferqi
TUN veo TAP alstlerinin esas forgi(2-ci basligda status faylinin istifads
edilmesins baxin), ROUTING TABLE-dir. Misal oncski basligdan gbstoerilir:

192.168.200.2,0openvpnclientl,192.168.4.65:56764,<Date>
Hardaki bu misalda biz goririk:

00:bd:4£:dd:00:00, openvpnclientl,2.2.2.10:46325,Fri Feb 7 15:20:35 2014
Bu iss -> 00:bd:4f:dd:00:00 tesadifi MAC idnvandir hansi ki, openvpnclientl
masininda TAP alst tersfinden generasiya edilib.
Client-lerin gosulmadan ayirilmasi
Qeyd edin ki, clientlsr gosulmadan ayrilan kimi, status fayli hemin anda da
yenilenmir. OpenVPN ilk olaraqg serverds yazilmis keepalive parametrinde olan
vaxta osasen client-s yeniden gosulmada calisir. Bu misalda server qurasdirma
fayli asagidaki sotirden istifade edir:

keepalive 10 60
Bu servers deyir ki, her 10 saniyeden bir ping elssin. OpenVPN ikinci
arqumenti ikiye vurur. 8gor o 2*60 saniysden sonra cavab almirsa, gosulmaya
restart gedir. Server hem¢inin client-s deyir ki, serveri 10 saniyeden bir
ping els ve ogsr 60 saniysden sonra ping yensds getmezss, gosulmani gir ve
yeniden yarat.
Sgor client 0z gosulmasini explicit-exit-notify direktivi sayssinds kesirss,
yada TCP bazali qurulusdan istifads edilirss, server ping cavabini client-den
gbzlemir.
Hemc¢inin baxaq
2-ci basligda status faylinin istifadesi var hansi ki, IP sobskslsrinds
status faylinin daha shemiyyetli istifadesini ag¢iglayir.
Management Interfeys
Bu basligda gésterilir ki, OpenVPN-i management interfeys sayssinde neca
manage elsmsak olar.
ise baslayaq
Biz asagidaki sebsks qurulusundan istifads edecsyik:
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Site B LAN
10.198.0.0/16

Server
tap0: 192.168.99.1

InternetyWAN

Client1

tap0 IP: 192.168.99.3

tap0 IP: 192.168.99.2 e
tap0 MAC: le:b8:95:€5:60:21 LA AT

2-ci basligda yaratdigimiz sertifikatlari eynils burda istifade edesceyik. Bu
misalda server iigciin FreeBSD9.2 x64 OpenVPN2.3 istifade edscesyik. Server ucgln
iss example3-l-server.conf qurasdirma faylini istifade edecsyik. Ilk client
FreeBSD9.2 x64 OpenVPN2.3, ikinci client iss Windows7 OpenVPN2.3-deo olacag.
FreeBSD client iigliin example3-l-client.conf faylindan, Windows7 client iigln
iss example3-2-client2.ovpn client faylindan istifads edescsyik.

Necos edsk...

1. Server qurasdirma fayli {i¢ciin example3-l-server.conf faylini example3-8-
server.conf faylina niisxelsyin ve example3-8-server.conf faylina
asagidaki sotiri slave edin:

management tunnel 23000 stdin

2. Serveri iss salag:
root@siteA:/usr/local/etc/openvpn # openvpn --config example3-8-server.conf
Enter Management Password:
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OpenVPN server sizden Management interfeys fiic¢iin sifrs istsyscsak onu
daxil edin.

3. Oncoki misalimizdan olan qurasdirma faylini istifads edersk clientl-i
iss salin:
root@siteB:/usr/local/etc/openvpn # openvpn --config example3-l-client.conf

Hom¢inin 2-ci olan Windows7 client-i iss salaqg:

basic-tcp-client 3

basic-udp-client »

example2-9 4

example3-1-client 3

example3-2-clientl *

example3-2-client2 3 onnect

e Disconnect

Exit Show Status
View Log
Edit Cenfig
Change Password

4. VPN gosulmalar udurlu oldugdan sonra ise biz serverin Oziindsn 0Oz
management interfeysins telnet progqrami ils daxil ola bilsrik:

root@siteA:/usr/local/etc/openvpn # telnet 192.168.99.1 23000
Trying 192.168.99.1...

Connected to 192.168.99.1.

Escape character is '"]'.

ENTER PASSWORD: freebsd

SUCCESS: password is correct

>INFO:0penVPN Management Interface Version 1 -- type 'help' for more info
status

OpenVPN CLIENT LIST

Updated,Fri Feb 7 19:38:18 2014

Common Name,Real Address,Bytes Received,Bytes Sent,Connected Since
openvpnclientl,2.2.2.10:43684,10480,12068,Fri Feb 7 19:33:22 2014
openvpnclient2,3.3.3.10:53211,50303,11270,Fri Feb 7 19:36:00 2014
ROUTING TABLE

Virtual Address,Common Name,Real Address,Last Ref

00:0d:d9:02:18:00, openvpnclientl,2.2.2.10:43684,Fri Feb 7 19:33:25 2014
00:£f£:08:35:d5:7d, openvpnclient2,3.3.3.10:53211,Fri Feb 7 19:36:03 2014
GLOBAL STATS

Max bcast/mcast queue length,0

END

5. Hem¢inin imkanimiz var ki, client-i bu interfeys ile gosulmadan ayirag.

kill openvpnclient2

SUCCESS: common name 'openvpnclient2' found, 1 client(s) killed
status

OpenVPN CLIENT LIST

Updated, Fri Feb 7 19:41:36 2014

Common Name,Real Address,Bytes Received,Bytes Sent,Connected Since
openvpnclientl,2.2.2.10:43684,11487,13075,Fri Feb 7 19:33:22 2014
ROUTING TABLE

Virtual Address,Common Name,Real Address,Last Ref
00:bd:d9:02:18:00, openvpnclientl,2.2.2.10:43684,Fri Feb 7 19:33:25 2014
GLOBAL STATS
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Max bcast/mcast queue length,0
END
6. Ctrl+] ya “exit” omrinden istifads edin ki, telnet programindan
¢lxasiniz.
Bu necs isleyir.
OpenVPN server spesifik 6z spesifik management interfeysini ise salmag {iclin
asagidaki direktivden istifade edir:
management 127.0.0.1 23000 stdin
Vo asagidaki parametrlsrls:
» tunnel emri VPN serverin o&ziunin gateway kimi aldigi IP {invanda qulag
asmaga baslayir.
» Management interfeysin qulag asmasi Uclin lazim olan port.
» Sonuncu parametr iss ya sifre faylinin iinvani ya da server iss diisecek
anda daxil edeceyiniz sifredir. Nezsrs alin ki, bu sifrenin bagl:
acarin sifresi ils ya da openvpn-ds istifade edilsn istifadeg¢ilsr {icln
yaradilmis diger sifrelerls he¢ bir slagsesi yoxdur.
Management interfeys iss disen kimi serverin operatoru telnet programi ils
interfeyse daxil ola ve lazim olan miracistleri yollaya bilsr. Asadidaki osmri
istifade edersk operator client-i gosulmadan ayira biler:

kill <clientcommonname>
Qeyd edin ki, sgsr OpenVPN client avtomatik gosulmaya qurasdirilibsa, o bir
nec¢s dsgigedsn sonra yenidesn gosulacaqg.
9ger siz 2-ci basligda istifads edilsn management interfeysin status c¢ixisi
ile indikini milgayiss elsssniz gdreceksiniz ki, esas fergi VPN IP iinvanlarin
avezina MAC invanlar list edilmisdir. OpenVPN istenilen hallarda client-in IP
invanini bilmsk mecburiyystinds deyil hansi ki, onlar ksnar DHCP serverdsen IP
invanlar ala bilsrlesr.
Daha da strafla
Client tersfin management interfeysi
Management interfeysi hemg¢inin client terefds ise salina biler. 2-ci basligda
Client-Server IP sobskslesrinds management interfeyses baxin.
Planlasdirailir ki, golsceskdse hem client ve hemde server tosrofde management
interfeysi daha bol imkanlarla inkisaf etdirilescak.
Hem¢inin baxin

» 2-ci basligda Management interfeys hansi ki, client tersfds olan
management interfeysi daha da agiglayir.

» 2-ci basligda olan status fayli hansi ki, TUN tipli alstler ii¢ciin status
faylinin detallarini aciglayir.
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BOLUM 4

PKI,

Sertifikatlar ve OpenSSL

Bu basligda asagidakilar aciglanacaq:

YV V V V

Y V VY

Giris

Sertifikatin generasiya edilmesi

XCA: (l-ci hisss) PKI idarsedilmesi Ucin GUI
XCA: (2-ci hisses) PKI idarsedilmesi uUcin GUI
OpenSSL imkanlari: x509, pkcsl2, c¢cixisin
yoxlanilmasi

Sertifikatlarin revoke (Vaxtini sifirlamaqg) edilmssi
CRL-1lsrin istifads edilmssi

vaxti-bitmis/revoke edilmis sertifikatlarin
yoxlanilmasi

Aralig CA-lar

Coxlu CA-lar: --capath istifades edsrsk stacking

Bu basligda Public Key Infrastructure (PKI)-s, certificates ve openssl smrlsri
hagginda gisa gozinti edecsyik. Bu basligda istifads edilsn misallarda biz
gostearacayik ki, OpenVPN ii¢ciin istifads edilsn sertifikatlar necs generasiya
edilir, necs idars edilir, necs baxilir ve OpenVPN ils OpenSSL arasinda olan
slagelarin necs oldudu ag¢iglanacaqg.
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Bu misalda biz openssl istifade edosrsk sertifikatin necs generasiya edilib
imzalanmasini gdstsrsceayik. Bu oslinde easy-rsa scriptlerindsn biraz
ferglidir ama daha cox &yroadir.
ise baslayaq
2-ci basligdaki hisseni tekrar istifade edersk easy-rsa scriptleri iiclin mihit
yaradaq ve vars faylini iss salag. Bu misali biz hemisski kimi FreeBSD9.2 x64
masininda istifade edirik.
Necs edsk...
OpenSSL-den istifads edersk Sertifikata imzalama ve miiracist ac¢ma islsrindsn
o6nce biz misyysn mihit deyissnlerini teyin etmeliyik. Bu deyissnler vars
faylinda susmaya gdrs toyin edilmeyib.
1. Catismayan mihit deyissnlerini slave edsk.
[root@siteA /]1# ed /usr/local/etc/openvpn/itvpn
[root@siteA /usr/local/etc/openvpn/itvpn]# bash
[root@siteA /usr/local/etc/openvpn/itvpn]# source ./vars
[root@siteA /usr/local/etc/openvpn/itvpnl# export KEY CN=dummy
[root@siteA /usr/local/etc/openvpn/itvpnl# export KEY OU=dummy
[root@siteA /usr/local/etc/openvpn/itvpnl# export KEY NAME=dummy
[root@siteA /usr/local/etc/openvpn/itvpn]# export
OPENSSL CONF=/usr/local/etc/openvpn/itvpn/openssl-1.0.0.cnf
Qeyd edin ki, openssl.cnf fayli hsm 0S-un &zinde /ete/ssl govludunda hemds,
easy-rsa scriptlerinin ig¢inde susmaya gdre golir. Biz openssl-1.0.0.cnf
faylindan ona gdrs istifade edecsyik ki, onu Onceden istifads elesmisik. Vs
bize lazim olan CA sertifikatlari da hemc¢inin artig key govlugunda yerlesir.
2. Sonra ise biz sertifikat milracistini sifresiz generasiya edsk. Biz bunu
openssl req smrins -nodes slave edearsk edecsayik.
[root@siteA /usr/local/etc/openvpn/itvpnl# cd keys/
[root@siteA /usr/local/etc/openvpn/itvpn/keys]# openssl req -nodes -
newkey rsa:1024 -new -out client.req -subj "/C=AZ/O=Itvpn/CN=MyClient"
Generating a 1024 bit RSA private key
........ ++++++
B
writing new private key to 'privkey.pem'
3. Sonda ise biz sertifikat miiracistini Certificate Authority gizli acgara
ils imzalayacayiqg:
[root@siteA /usr/local/etc/openvpn/itvpn/keys]# openssl ca -in
client.req -out client.crt
Using configuration from /usr/local/etc/openvpn/itvpn/openssl-1.0.0.cnf
Enter pass phrase for /usr/local/etc/openvpn/itvpn/keys/ca.key:
Sifreni Daxil-Edirik
Check that the request matches the signature
Signature ok
The Subject's Distinguished Name is as follows
countryName :PRINTABLE: 'AZ'
organizationName :PRINTABLE: 'Itvpn'
commonName :PRINTABLE: '"MyClient'
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Certificate is to be certified until Feb 7 09:25:20 2024 GMT (3650 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries
Data Base Updated

Bu necs isleyir...

11k addimda hemiseki kimi gizli acar generasiya elsdik. Bu misalda biz gizli
acarda sifre toyin etmedik ve bu cox tehlikelidir. Sertifikat miiracisti ona
gdrs gizli acarla imzalanmisdir ki, sibut eds bilsk ki, sertifikatin
miracisti ve gizli agari birlikde olmalidir. openssl req smri hem
sertitikatin mliracistini ve hemde gizli acari eyni anda generasiya edir.

Tkinci addimda iss biz sertifikat miiracistini 6z CA(Certificate Aythority)-
nin private(gizli) acarini istifade edersk imzaladig. Bu nsaticeads X.509
sertifikat fayli verdi hansi ki, OpenVPN-de istifade edils bilsr.

Homginin X.509 (PUBLIC) sertifikatin bir niisxesids
/usr/local/etc/openvpn/itvpn/keys invaninda saxlanildi. Bu nlisxs ¢ox
6nemlidir ona gors ki, c¢inki sger biz bu sertifikati gsloscskds revoke eleomsk
istessk els burda olsun ki, rahat tapilsain.

Daha da strafli...

Hom¢inin mimkindir ki, private.key(gizli acar)-i sifrs ils goruya

bilssiniz (OpenSSL terminlsrinds “pass phrase”). Bunun ii¢lin sadece -nodes
parametrini Once istifads elsdiyimiz emrden silmeniz yetsr:

[root@siteA /usr/local/etc/openvpn/itvpn/keys]l# openssl req -newkey rsa:1024
-new -out clientl.req -subj "/C=AZ/O=Itvpn/CN=MyClientl"

OpenSSL bu hissade sifrs teleb edir.
Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:

Hem¢inin baxaq
2-ci basligda Public ve Private acarlarin qurulmasi hansi ki, easy-rsa
scriptlerini istifads edsrsk PKI yaradildi.

XCA: PKI-in idare edilmesi icgin GUI (l-ci hiss®)

Bu misalda biz xCA-nin istifadesini godstesrsceyik hansi ki, PKI-in public
agcarlarinin idars edilmesi ic¢iin istifads edilen grafik aletdir. xCA
opensource-dur Linux, Unix, Windows, MacOS ig¢in mdévcuddur ve
http://xca.sourceforge.net/ linkinden olde edile bilsr. Bu misalimizda biz

Windows xCA versiyasindan istifade edeceyik. Bu misal iki hissslikdir ve 1-ci
hissesini ag¢iglayir. Hal-hazirda xCA bazasini yaradacayiq ve CA sertifikati
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ile private acari import edsceyik. Novbeti misalda biz xCA GUI istifads
ederak yeni sertifikati yaradacayiqg.

ise hazirlasaqg
http://sourceforge.net/projects/xca/ iinvanindan setup xca-0.9.3.exe faylini
endirsak. Bu misalda biz Windows7 iizsrinds sinaq etdik.

2-cil basligda easy-rsa ils generasiya etdiyimiz ca.key ve ca.crt fayllarinin
bir niisxesini Windows7 masinina niisxalayin.

Necs edsk...
1. xCA-ni yiiklsedikden sonra ise salin ve File -> New Database diiymesini
sixaraq yeni database yaradin. Yeni yaradilacaqg baza fayli lc¢in tnvan
se¢in ve OK dilymesini sixin.

X Certificate and Key [ Open XCA Database g
B Import  Token  Help - . S S— - "
I @(‘—Jv | Search xCA-Database L0 |
MNew DataBase Crl-M
Open DataBase Ctrl+0 File name: xca-datafile A
i Generate DH parameter Save as type: [XCA Databases [ *.xdb ) V]
Set a5 default DataBase
Close DataBase Ctrl+F4
Dump DataBase
Change DataBase password
Import old db_dump
Undelete items
Options
Exit Alt+F4 ~ Browse Folders i Save _-l [ Cancel ]

2. Sonra iss database fayli lg¢in sizs uyJun olan lakin biitin simvollar
olan sifreni iki defe daxil edin:

+ New Password @lﬂ

Password %

Please enter a password, that will be used to encrypt your private keys in the database file:
C:fxCA-Database fxca-datafile. xdb

Password

Repeat Password sesssssss)

o) [cons

3. Sonra Private key bdoliminds, Import dilymesins sixin ki, ca.key faylini
import edssiniz. Sizden CA-nin generasiya edilmesinds Private key fayli
dclin istifads edilen sifrs sorusulacaqg:
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4.

5. Always trust this certificate secin

< X Certificate and Key management

L2 [t

Password

=

Flease enter the password to decrypt the private key from file:
C:Program Files\OpenVPM\configica.key

Password sessssessl

Noticede asadidaki ssakildse kimi udurlu netice cap edilmslidir.

- X Certificate and Key management

o

.

k. " 4

Successfully imported the RSA private key 'ca’

Sonra ises Certificates bolumiinds kec¢in ve Import diymssini yenidesn

sixin. Ardinca iss ca.crt faylini Import edin.

sixaraq inamli edin.
"/ X Certificate

and Ke

File Import Token Help

Private Keys | Certificate signing requests | Certificates | Templates | Revocation lists |

Sonda ca.crt fayla
ugurla yiklsndikden sonra ilstinds sagd diymeni sixin ve Trust diymesini

Internal name

Database:C:/xCA-Database/xca-datafilexdb

< XCa

-

New Certificate

Import

Import PKCS212

Import from PKCS27
Rename

Show Details

Export

Delete

Delete from Security token

Jrust s
CA

Renewal
Revoke
Paste PEM data

Columns

commanName cA Serial Expiry date Revocation
‘& Cookbook CA Cookbook CA « Yes NECAARIALIN24N1-14 CRL expires: 2014-02-09

New Certificate

Impart.
Show Details

Delete

m

Import PKCS#12
Import PKCS#7

Plain View

Al

-

Set trustment of the Certificate

Trustment

() Mever trust this certificate

@ Always trust this certificate

Cookbook CA

Only trust this certificate, if we trust the signer

Cancel

www.opensource.az
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CA sertifikatini trust elemskls siz artiq ozinlize serait yaratdiniz ki,
yeni sertifikatlar generasiya ede ve imzalayasiniz.

Bu necs isleyir...

xCA Dbilitiin public ve private acarlari 6z bazasinda saxlayir. Bazani c¢oatin

sifro ile toeyin etmelisiniz ona gdrs ki, onunla OpenVPN-de istifade etdiyimiz
blitlin sertifikatlar imzalana ve revoke edils bilsr.

Daha da strafli...

Bu misalda biz PKI imkani olaraq xCA sec¢dik. Hemc¢inin ¢oxlu PKI imkanlari
movcuddur. Pullu ve pulsuz:

» tinyCA: http://tinyca.sm-zone.net/
» OpenCA: http://www.openca.org

XCA: PKI idarsedilmesi iigin GUI (2-ci hissa)

Bu baslig ikinci hissedir hansi ki, xCA-nin istifadesini acg¢iglayir. Bu
basligda biz xCA GUI istifads edsrsk yeni sertifikat yaradacayiqg.

ise baslayaq

11k olarag &nceki misali oxuyun ve sonra asagidaki instruksiya ils davam
edin.

Neco edsk...

1. xCA-ni iss salin ve File -> Open Database diiymesini sixarag
yvaratdigimiz bazani agin.
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77X Certcate nd K
m Import  Token

Help

MNew DataBase

Open ase

Set as default DataBas
Close DataBase

Dump DataBase

Import old db_dump
Undelete items

Options
Exit

< Password

Ctrl+MN
Ctrl+0

Generate DH parameter

e

Ctrl+F4

Change DataBase password

Alt+F4

~ Open XCA Database

(3]

Oov| }i < Local Disk (C3) » xCA-Database

+ [ #2 [ Search xCA-Database

o

Organize = Mew folder

Bz

@

Narne

Date modified

Type

= Lib
=l Libraries “} xca-datafilexdb

2/9/2014 5:46 PM

KCA datal

@ Documents

J}' Music

[ Pictures

B videos

18 Computer
£ Local Disk (C)

¢« DVD Drive (D) GF _ -,

File name: xca-datafilexdb

Save as type: [XCA Databases ( "xdb )

+ Hide Folders

sae ||

Cancel | |

(ERA >

Password

o

Please enter the password for unlocking the database:
C:fxCA-Database xca-datafile. xdb

Password eesssssesl

Certificates bolimiine kegin ve 6z CA sertifikatimizin istiinds sag diymeni

S1X1n

" Certificate and K
File Import [oken Help

vo New Certificate diymesine sixin.

x

Private Keys | Certificate signing requests | Certificates | Templates | Revecation lists |

Internal name commonhlame

| JAgg® Cookbook CA [(':aa'viéuéf«'ci"

Database:Ci/xCA-D

Serial

ca
"l Yes BEBASEB3DSEOA

New Certificate

Import
Import PRCS#12
Import from PKCS#7
Rename

Show Details

Export ,
Delete

Daleta from Security token
Trust

=3 .
Renewal

Revake

Paste PEM data

Columns »

Expiry date
B34 2024-0i-14

Revocation
CRL expires; 2014-02-09)

H

Show Details

Import PRCS=12
Import PKCS =7

Flain View

il
. ;

Yeni ag¢ilan interactive pencereads Source bdolimine keg¢in ve Internal
name, Country Code, Organization, Common name ve Email address bdlimini
yeni client {icin sokils uygdun olaraq doldurun:

www.opensource.az
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- X Certificate and Key manage

Create x509 Certificate

Source Subject | Extensions I Key usage

Metscape Advanced

Distinguished name
Internal name dlient2 organizationName ATLtech
countryMame AZ organizationalUnitName
stateOrProvinceMName commonMame dient2
localityMame emailaddress dient2@atltech.az
Type Content Add
Delete
[
Private key
[ hd ] [7] Used keys too  |Generate a new key

[ ok [ canel

]

Sonra OK diymesina

- X Certificate and t ?
e Er

New key OE

Please give  name o the new key and select the desred keysize
Key properties

Name  gientz

keytype [Roh 2)
Keysize  1024bit -

sixmayin; Generate new key diymssins sixin

2. Keysize-da 1024 bit secin(egsr istessniz daha da bdylik seg¢e bilersiniz)

vo Create dilymesins sixin. Netice asagidaki kimi olmalidir:

3. Ardinca da Extensions bolimiini asagidaki sskildski kimi doldurun:

~ ¥ Certificate and Key management

(o]

@ Successfully created the RSA private key 'client2'

www.opensource.az
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4.

- X Certificate and

Create x509 Certificate
Source I subject | Extensions | Key usage | Netscape | Advanced |

Basic constraints Key identifier

Type [End Entity -] Subject Key Identifier

Path length [ critical Authority Key Identifier

Validity Time range

Notbefore  p014-02-09 13:53 GMT v 1

Notafter  2015-02-09 13:53 GMT [ Midright [ Local time  [] No well-defined expiration
subject alternative name Edit
issuer alternative name Edit
CRL distribution paint Edit
Autharity Info Access Edit

o Type-da End Entity secin.
o Subject Key Identifier-s isars teyin edin.
o Authority Key Identifier-o isare teayin edin.

Sonda iseo Key Usage bolimiine keg¢ib sokildeki kimi edin:

=
; e
Create x509 Certificate ﬁ ]
| source | subject | Extensions | Keyusage | mMetscape | Advanced
Key usage Extended key usage
[ critical [ critical
Digital Signature f TLS Web Server Authentication -
Mon Repudiation (TLS Web Client Authentication —r H
Key Encipherment Code Signing
Data Encipherment E-mail Protection
Key Agreement Tirme Stamping
Certificate Sign Microsoft Individual Code Signing =
CRL Sign Microsoft Commercial Code Signing
Encipher Only Picrosoft Trust List Signing
Decipher Only Microsoft Serwver Gated Crypto
Microsoft Encrypted File System
Metscape Server Gated Crypto
Microsoft EFS File Recowery
IPSec End Systemn
IPSec Tunnel
TBSec llcer =L
[ oK ] [ cancat |

Key Usage siitununda Digital Signature secin.

Extended Key Usage sitununda ise OpenVPN client sertifikati
iciin TLS Web Client Authentication sec¢in. 9gsr OpenVPN server
sertifikati {iciin sec¢mek isteseniz onda TLS Web Server
Authentication secmsk lazim olardi.
vaxt ikisini de eyni anda secmsyin.
ki,
Son addimdan sonra asadidaki sskil cap edilmelidir.
|

Successfully created the certificate 'client2’

Eyni sertifikat icgln hecg
Sonda OK dilymesini sixin
sertifikat generasiya edilsin.

" X Certificate and Key management
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o Onceki addimdan sonra ises biz yaratdigimiz sertifikata
OpenVPN-ds istifade eleye bilmemiz ic¢iin export edscsayik. Bunun
i¢clin Certificates bélimiinds client2-ni secirik ve Export
dilymesins sixiriq:

File Import Token Help

Private Keys | Certificate signing requests | Certificates |Templates | Revocation lists ‘

Intemal name commanhame CA Serial Expiry date Revocation
. P Cookbook CA Cookbook CA +f Tes BEB45EE3DSEOAB34 20240114 _ [
-

M dient2  dient2 Mo BES45E83DSE0AB3S 2015-02-09 = Export 4
e

Import

Show Details

Delete

Import PKCS#7

Plain View

4

[ )
[ ]
[ |
[ Import PKCS#12 ]
[ ]
[ )

Database:C:/xCA-Database/xca-datafilexdb

< X Certificate and Key management —— - lilg

Certifikate export ﬁ ___:-n-\:‘

Please enter the filename for the certificate.
Filemame  C:\Program FilesyOpenvPM\config\dient2.crt E]
Ri— =R

DER is a binary format of the Certificate

PEM is a base64 encoded Certificate

PKICS#7 is an official Certificate exchange format

PKCS#12 is an encrypted offical Key-Certificate exchange format

Export Format [PEM - ]

i QK i Cancel

Adini client2.crt secin ve OK diiymesins sixin.

Sonra Private Keys boélimiine gedin ve eyni isi client2 private key {igiin edin.
Adini iss client2.key sec¢in. Ardicilligi sskillsrde gOsteririk:
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- X Certificate and Key management l B eS|
Fie Impot Toben Hep
Piatzkeys | Certicet singrequests | Cerffiies | Tempater | Aevoctionisks Key export %
Intemel name Type Size Use Password
New Ky
- REA 416 bt 1 Comnan e —
b Ol RSA 1¢he = %— Flease enter the filename for the key.
(B Filename | C:\Program Files\OpenvPI\config\dient2. key| E
Inpart 79 (FRCS21)
an Detls DER is a binary format of the key without encryption
- PEM iz a baset4 encoded key with optional encryption
ek PKCS#8 is an encrypted offical Key-exchange format
Export Format | PEM A
When exporting the private key it should be encrypted.
Export the private part of the Key too
Export as PKCS#8
[] Encrypt the Key with a password
|
Database:C:/xCA-Datebase/xca-datafilexd \ ,

Bu necs isleyir...

Oz CA sertifikatimizi ve New certificate secsrsk, xCA yeni sertifikat
generasiya elsadi ve bizim CA ils imzaladi. Sertifikat imzalanmazdan &ncs
bltin telsb edilen x.509 slitunlari dolu olmalidir hansi ki, Key usage veo
Extended Key usage-de miitlseqgdir. Bu misalda hemg¢inin gostsrir ki, hstta
Public Key Infrastructre(PKI)-da GUI istifade edilmeside elads rahat deyil.

Daha da strafli...

xXCA GUI-nin c¢oxlu digsr imkanlarida vardir. Bunlar sertifikatlarain
generasiyasi, Certfication Revocation Lists (CRLs) ve digsr PKI-a adi olan
subyektlsr. Ancag bizim kitabin mdvzusu deyil.

OpenSSL imkanlari: x509, pkcsl2, ¢ixisin yoxlanilmasi

OpenSSL-in smrlsri ilk baxisdan c¢ox ¢eotin gdriine bilsr ancaqg, OpenSSL
alstlerin siyahisinda c¢oxlu xeyirli olanlari var hansi ki, x.509
sertifikatlarinin idars edilmesi Ug¢ln ve bagli acarlara baxmag i¢iin istifads
edilir. Bu misalimizda biz bu imkanlardan beszilerinin istifade gaydasini
gbstersacayik.

Hazirlasaq

2-ci basligda orgendiyimiz kimi wvars faylindan istifade edersk easy-rsa
sertifikat mihitini yaradin. Bu misal FreeBSD9.2 x64 masinda yerins
yetirilmisdir ancaq, Windows, MacOS ve Linux masindada yerins yetirils bilsr.

Nece edsk...

1. Nezsrimizds tutduumuz sertifikatin subyektins ve bitms middstins
baxmaqg icin asagidaki smrden istifade edirik (Windows7-ds generasiya
edib imzaladigimiz sertifikati ysni client2-ni FreeBSD masina upload
edin) :
root@siteB:/ # ed /usr/local/etc/openvpn/
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root@siteB:/usr/local/etc/openvpn # openssl x509 -subject -enddate -
noout -in client2.crt
subject= /C=AZ/0=ATLtech/CN=client2/emailAddress=client2@atltech.az
notAfter=Feb 9 13:53:00 2015 GMT

2. Sertifikat ve private key-i PKCS12 formatina export edin:
root@siteB:/usr/local/etc/openvpn # openssl pkcsl2 -export -in
client2.crt -inkey client2.key -out client2.pl2
Enter Export Password:

Verifying - Enter Export Password:

root@siteB:/usr/local/etc/openvpn # chmod 600 client2.pl2

Nozors alin ki, chmod 600 o demskdir ki, PKCS12 fayli yalniz istifadec¢i
torafinden oxunula biler.

3. Verilmis sertifikatin dodru olmasini yoxlayaq:
root@siteB:/usr/local/etc/openvpn # openssl verify -purpose sslclient -
CAfile ca.crt client2.crt
client2.crt: OK

4. Nozosrs alin ki, soger biz sshv teyinat seg¢ssak, bizs sshv
gayidacaqg(sslclient svezins sslserver olmali idi):
root@siteB:/usr/local/etc/openvpn # openssl verify -purpose sslclient -
CAfile ca.crt openvpnserver.crt
openvpnserver.crt: /C=AZ/0=Itvpn/CN=openvpnserver/emailAddress=openvpn-
ca@domain.lan
error 26 at 0 depth lookup:unsupported certificate purpose
OK

5. Sertifikatin sifresinin deyisdirilmesi:
root@siteB:/usr/local/etc/openvpn # openssl rsa -in client2.key -aes256
-out cclient2.key
writing RSA key
Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:
Bu necs islsyir...
OpenSSL-in kifayst gesder utilitleri vardir ki, x.509 sertifikatlarini
hem¢inin onlara uyJun olan private keylsri generasiya ve idars etsin. Bu
basligda olan smrlsr onlarin misyyen bir hissesidir. UNIX ve Linux OS-larda
siz openssl -h omrini daxil etmekls siz x509, pkecsl2 veo req Ucin man
sehifelsrini slds eds bilsrsiniz. Man sshifslsr hemc¢inin asadidaki linkdsnds
o2lde edils biler:

http://www.openssl.org/docs/apps/openssl.html
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Sertifikatlarin Revoke (Vaxtini sifirlamaq) edilmssi

Demak olar ki, sertifikatlarin Revoke edilmesi tez-tez hallarda lazim olmur.
Ancaqg els bir hallar ola biler ki, certificate verilmis soxsin yetkisini
almag lazim olur. Bu misalda biz easy-rsa scriptloerin istifadesils
sertifikatlarin revoke edilmesini &rgenscsyik ve OpenVPN-nin Certificate
Revocation List (CRL)-1o necs gqurasdirilmasina baxacayig.

ise baslayaq

2-ci basligda istifade etdiyimiz kimi, client ve server sertifikatlarini
qurag. Bu misalda FreeBSD9.2 x64 istifade edilir ancaqg, siz Windows va ya
Linux OS-dan istifade eds bilsrsiniz.

Necs edsk...
1. I1k olaraqg sertifikati generasiya edsk:
[root@siteA ~]# ed /usr/local/etc/openvpn/itvpn/
root@siteA /usr/local/etc/openvpn/itvpn]# bash
root@siteA /usr/local/etc/openvpn/itvpnl# ./clean-all
root@siteA /usr/local/etc/openvpn/itvpn]# source ./vars
root@siteA /usr/local/etc/openvpn/itvpnl]# ./build-key-pass
openvpnclient4
Generating a 2048 bit RSA private key

[
[
[
[

writing new private key to 'openvpnclient4d.key'

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

You are about to be asked to enter information that will be
incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a
DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AZ]:AZ

State or Province Name (full name) []:BAKU

Locality Name (eg, city) []:YeniYasamal

Organization Name (eg, company) [Itvpn]:ATL

Organizational Unit Name (eg, section) []:IT

Common Name (eg, your name or your server's hostname) [openvpnclientd]:
Name []:

Email Address [openvpn-cal@domain.lan]:openvpnclient4@domain.lan

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Using configuration from /usr/local/etc/openvpn/itvpn/openssl-0.9.8.cnf
Enter pass phrase for /usr/local/etc/openvpn/itvpn/keys/ca.key:

Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE: 'AZ'
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stateOrProvinceName :PRINTABLE: 'BAKU'

localityName :PRINTABLE: 'YeniYasamal'
organizationName :PRINTABLE: 'ATL'
organizationalUnitName:PRINTABLE:'IT'

commonName :PRINTABLE: 'openvpnclient4'
emailAddress :IAS5STRING: 'openvpnclient4@domain.lan'
Certificate is to be certified until Nov 6 05:10:45 2016 GMT
days)

Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries
Data Base Updated

Sonra biz derhal yaratdigimiz sertifikati silek:

(1000

[root@siteA /usr/local/etc/openvpn/itvpnl# ./revoke-full openvpnclient4
Using configuration from /usr/local/etc/openvpn/itvpn/openssl-0.9.8.cnf
Enter pass phrase for /usr/local/etc/openvpn/itvpn/keys/ca.key:

Revoking Certificate 05.
Data Base Updated

Using configuration from /usr/local/etc/openvpn/itvpn/openssl-0.9.8.cnf
Enter pass phrase for /usr/local/etc/openvpn/itvpn/keys/ca.key:

openvpnclientéd.crt:

/C=AZ/ST=BAKU/L=YeniYasamal/O=ATL/OU=IT/CN=openvpnclient4/emailAddress=

openvpnclient4@domain.lan
error 23 at 0 depth lookup:certificate revoked

Onceki smrden sonra CRL listi yenilenscsk. Siz CRL-s asagidaki smri

istifads edesrsk baxa bilsrsiniz:
[root@siteA /]# openssl crl -text -noout -in
/usr/local/etc/openvpn/itvpn/keys/crl.pem
Certificate Revocation List (CRL):

Version 1 (0x0)

Signature Algorithm: md5WithRSAEncryption

Issuer: /C=AZ/0O=Itvpn/CN=Itvpn CA/emailAddress=openvpn-

ca@domain.lan
Last Update: Feb 10 05:26:45 2014 GMT
Next Update: Mar 12 05:26:45 2014 GMT
Revoked Certificates:
Serial Number: 04
Revocation Date: Feb 10 05:26:42 2014 GMT
Serial Number: 05
Revocation Date: Feb 10 05:22:30 2014 GMT
Signature Algorithm: md5WithRSAEncryption

09:51:bb:50:fa:76:5a:0c:c6:bc:b5:52:62:ae:68:b0:ed:3d:
80:d2:41:4f£:58:59:69:8a:7a:04:03:13:70:a0:d8:66:b4:df:
f5:f0:£f3:4b:70:£9:43:03:92:05:95:85:07:99:1a:13:24:39:
27:32:bf:74:cb:d4:62:ea:70:2a:af:0c:08:09:59:b3:d7:£f4:
70:6c:28:02:d7:0d:c8:38:6d:cd:14:56:6d:4d:79:04:18:2e:
£7:52:80:80:0a:c6:75:cd:3e:06:0d:34:96:5d:cc:1f:01:79:
89:df:el:2c:c8:5b:7e:d0:55:26:45:ac:b8:6b:d5:dc:90:a6:
9f:8e:33:2b:ad:ba:36:3e:ae:f8:f2:70:a6:55:26:da:b4d:b2:
la:2e:4c:98:8e:33:84:06:fa:df:a8:31:ac:09:53:c0:42:bf:
ea:cd:el:f6:£f3:9a:15:be:ec:2c:dc:b5:fc:ba:fd:10:d2:b7:
4d:85:24:d7:3£:84:b5:28:ab:8b:07:6c:b7:8a:dc:0d:11:a5:
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7c:18:04:4a:29:d8:2b:2e:42:fa:8f:87:de:ca:76:1c:al:3f:
70:73:5¢:79:9d:b1:98:06:f4:3e:b0:8d:9p:5a:75:¢c4:£9:93:
fe:d2:47:37:47:e2:09:e4:03:fa:af:a7:4d:4f:d9%9:a9:6d:fb:
c7:c8:1le:2c:cf:e8:2d:¢c2:41:80:8a:2d:7e:9f£:20:00:b5:fe:
£f5:d5:4f:8a:¢8:81:3f:e4:3b:dc:19:61:39:7a:0d:1f:9a:7c:
fd:4f:ec:e2:65:6e:19:2e:65:¢c3:a9:47:4e:99:£f3:c1:67:88:
98:71l:ce:db:ec:b5:dd:7a:d9:15:60:7c:95:da:3e:a3:50:de:
Oe:c2:46:db:56:42:f6:ac:22:29:17:8d:71:cf:ab:45:23:87:
52:89:8a:99:69:73:03:25:74:4c:b5:c0:5e:e3:6e:6a:84:26:
de:ad:5f:4d:64:c3:50:ad:7a:a2:2f:4c:a8:47:18:59:90:1e:
4d:ca:a2:1a:38:4e:ec:34:27:24:dd:61l:da:fc:d2:9c:5d:7f:
Tb:4a:a5:9c:8f:f0:e2:27:12:c6:a6:dd:ca:eb:db:6b:08:17:
03:09:09:da:9d:al:d9%9:c1:43:11:7a:7b:67:39:57:0b:9d:50:
ca:2a:f5:26:28:ed:32:6a:a8:05:4d:74:bb:40:fl:ec:9%e:1b:
07:64:66:d6:0d:4c:e3:ed:ec:e5:85:91:ad:b6:b6:3b:09:24:
al:13:5d:50:57:5d:a9:21:al1l:a3:64:33:e2:27:30:54:1f:bf:
b2:3a:e5:65:1d:fc:ae:8e:b8:6d:59:75:9a:65:cf:ba:c0:d3:
eb:94:0b:5b:53:88:9f:ff

Neco isleyir...
CRL-in daxilinds sertifikatin serial rsgemlsri olur hansi ki, revoke

edilmisdir. Her bir serial number CA tsrsfinden yalniz bir defe verils bilsr.

CRL iss CA private key tersfinden teminat vermsk ic¢lin imzalanmisdir.

Daha da strafli...
Sual “sertifikati revoke elemsk ic¢clin ne telsb edilir?” hemiss verilir.
Asagidaki bolmsds bu hagda daha strafli danisilir.

Sertifikati revoke elemsk iligin ns telsb edilir

Sertifikati gayda ils revoke elsmsk lgln onun Subject (“"DN”)-i telsb edilir
hansi ki, sertifikatin serial rogemini ac¢iglayir. Sgsr sertifikat itibss,
onda onu sadecs revoke elsmek mimkiin olmayacag. Bu onu gdstsrir ki, PKI
qurulusuna necs diggetli inzibat¢ilig elemsk lazimdir. Hansi ki, hemc¢inin
istenilen istifade¢i ii¢clin yaradilan sertifikatin rezerv niisxesi kenar bir
yerds miitleg saxlanilmalidir.

Hem¢inin baxin
» Novbsti basligda CRL-lorin istifads edilmesi
» Bu bolumin son misalinda, Multiple CA’s: stacking, -capath istifads
edilmesi

CRL-1larin istifade edilmssi

Bu basligda biz OpenVPN-nin Certificate Revocation List (CRL) ils necs

qurasdirilmasini gdsterscsyik. Burda Oncski basligda istifads elsdiyimiz CRL-
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den istifade edosceyik. Bu misal els 2-ci basligda olan Routing Masquerading
misalinin davamidir.
ise baslayaq
2-ci basligda olan IP ssboksler iclin Client-Server servetifikatlarini qurun.
Onceaki basligi istifads edsrsk CRL-i generasiya edin. Bu misal {iciin server
masinimiz FreeBSD9.2 x64 ve OpenVPN2.3 istifads edilir. Client masini iss
yenade FreeBSDY9.2 x64 vo OpenVPN2.3-ds islayir. Server qurasdirmasi basic-
udp-server.conf faylindan istifade edilir hansi ki, 2-ci basligda Server-side
routing-ds istifade elsmisdik.
Necs edsk...
1. Generasiya eladiyimiz CRL faylini PUBLIC govludumuza niisxalayak.
[root@siteA /]1# ed /usr/local/etc/openvpn/itvpn
[root@siteA /usr/local/etc/openvpn/itvpnl# cp keys/crl.pem ../
2. Server qurasdirma fayli l¢lin basic-udp-server.conf-u exampled4-6-
server.conf-a copy edib icins asagdidaki sstiri slave edin:
[root@siteA /usr/local/etc/openvpn]# cp basic-udp-server.conf exampled-
6-server.conf
[root@siteA /usr/local/etc/openvpn] # echo "crl-verify
/usr/local/etc/openvpn/crl.pem" >> exampled-6-server.conf
3. Sonra serveri ise salin:
[root@siteA /usr/local/etc/openvpn] # openvpn --config exampled-6-server.conf
4. Sonra client gqurasdirma faylini yaradaqg(openvpnclient4 {iciin biitiin
yaradilmis fayllari Oncedsn server masinindan bu client-o scp ils
/usr/local/etc/openvpn {invanina niisxslsyin) :
client
proto udp
remote openvpnserver.example.com
port 1194
dev tun
nobind
auth-nocache
ca /usr/local/etc/openvpn/ca.crt
cert /usr/local/etc/openvpn/openvpnclient4.crt
key /usr/local/etc/openvpn/openvpnclientd.key
tls-auth /usr/local/etc/openvpn/ta.key 1
ns-cert-type server
Fayli exampled4-6-client.conf adi ils yadda saxlayin:
5. Sonda clienti iss salin:
root@siteB:/usr/local/etc/openvpn # openvpn --config exampled-6-
client.conf
Client gosula bilmeyscek ancag server jurnallarinda asagidaki sstirlsr
cap edilscak.
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Burdaki crypt mesajinda gésterilir clients izin verilmeyib ki gosulsun
ona gbérs ki, sertifikat diizgln deyil.

Bu necs isleyir...

Hor defs client OpenVPN servers qgosulduqgda, Certificate Revocation List (CRL)
yoxlanis edir ki, gdrsk client 6z siyahisinda var ya yox. 8gsar bu
istifadecinin sertifikati CRL-ds oldusa, onda OpenVPN sadacs onun girisins
etiraz edir ve gosulma olmur.

Daha da strafli...

CRL-in generasiya edilmesi bir isdir ve onun glindemds galmasi iss digsr
isdir. Bu ¢ox 6nemlidir ki, CRL-i glindemds saxlaya bilesiniz. Bu ssbsbdsn
sizin CRON yazmaniz yaxsidir ki, bu is gecslsr gdrilsiin. OpenVPN-ds CRL-in
yenilenmesi ile badgli bir BUG var hansi ki, client gosuldugda OpenVPN server
calisir ki, CRL faylina yetki alsin. 9ger fayl yoxdursa veya fayla c¢atmaqg
mimkiin deyilss, onda OpenVPN serverin prosesi sohv gaytararaqg kssilir. Dizgln
cavab ise Umumiyystls miisterilers miveqgeti cavab vermemsk idi.

Hem¢inin baxaq
Bu bodlimiin son misali, Multiple CAs: stacking, -capath istifads edilmesi
hansi ki, CA ve CRL-in istifade edilmesini daha da strafli basa salir.

axti bitmis/revoke edilmis sertifikatlarin yoxlanilmasi
Bu misalin megsadi ondan ibarstdir ki, OpenSSL CA-nin bezi daxili imkanlarini
aciglasin. Biz gbstersceyik ki, sertifikatin status necs deyisir. “WValid”,
“Revoked” yada “Expired”.

ise hazirlasaqg

2-ci basligda istifads elsediyimiz client ve server sertifikatlarini istifads
edsk. Bu misali biz hemisski kimi ©, FreeBSD9.2 x64 masinda test edirik
ancaq, siz Windows/Linux ve MacOS-ds ds eyni isi gbre bilersiniz.

Nece edsk...

1. openssl smrlsarini istifade etmezden Onces, teyin edilscsk misyysn mihit
deyisenleri vardir. Bu deyisenlsr wvars faylinda susmaya gors tayin
edilmemisdir.
root@siteA:/ # bash
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[root@siteA /]1# cd /usr/local/etc/openvpn/itvpn/

[root@siteA /usr/local/etc/openvpn/itvpn]# source ./vars
[root@siteA /usr/local/etc/openvpn/itvpnl# export KEY CN=dummy
[root@siteA /usr/local/etc/openvpn/itvpnl# export KEY OU=dummy
[root@siteA /usr/local/etc/openvpn/itvpn]# export KEY NAME=dummy
[root@siteA /usr/local/etc/openvpn/itvpn]# export

OPENSSL CONF=/usr/local/etc/openvpn/itvpn/openssl-1.0.0.cnf

Artiqg biz serial number istifade edsrsk sertifikatin status-una

miiracist yollayib baxa bilsrik:

[root@siteA /usr/local/etc/openvpn/itvpnl# cd keys/

[root@siteA /usr/local/etc/openvpn/itvpn/keys]# openssl x509 -serial -
noout -in openvpnserver.crt

serial=01

[root@siteA /usr/local/etc/openvpn/itvpn/keys]# openssl ca -status 01
Using configuration from /usr/local/etc/openvpn/itvpn/openssl-1.0.0.cnf
01=vValid (V)

Bu gbsterir ki, bizim OpenVPN serverimizin sertifikati hsals
(valid) aktivdir.

Onceki misalimizda revoke eladiyimiz sertifikat asadidaki kimi
gorseonacak.

[root@siteA /usr/local/etc/openvpn/itvpn/keys]# openssl x509 -serial -
noout -in openvpnclientéd.crt

serial=05

[root@siteA /usr/local/etc/openvpn/itvpn/keys]# openssl ca -status 05
Using configuration from /usr/local/etc/openvpn/itvpn/openssl-1.0.0.cnf
05=Revoked (R)

Bger siz /usr/local/etc/openvpn/itvpn/keys iinvaninda index.txt faylina
baxsaniz asagidaki setirleri gdre bilersiniz:

[root@siteA /usr/local/etc/openvpn/itvpn/keys]l# cat index.txt

V 161012040603Z 01 unknown
/C=AZ/0=Itvpn/CN=openvpnserver/emailAddress=openvpn-ca@domain.lan

V 1610120407552 02 unknown
/C=AZ/0=Itvpn/CN=openvpnclientl/emailAddress=openvpn-ca@domain.lan

V 1610120411392 03 unknown
/C=AZ/0=Itvpn/CN=openvpnclient2/emailAddress=openvpn-ca@domain.lan

R 1611060520397 140210052642Z 04 unknown
/C=AZ/ST=BAKU/L=YeniYasamal/O=ATL/OU=IT/CN=openvpnclient3/emailAddress=
openvpnclient3@domain.lan

R 1611060521377 140210052230Z 05 unknown
/C=AZ/ST=BAKU/L=YeniYasamal/O=ATL/OU=IT/CN=openvpnclient4/emailAddress=
openvpnclient4@domain.lan

Sonra biz adi metn redaktoru ils bu text faylinda secdiyimiz (Misal idgin
04 serailda olan openvpnclient3) Revoke edilmis bir sertifikatin
verilenlerinds deyisiklik edib R-1 adi E ils deyisdiririk ve 3-ci
situnda olan rosgemlsri 140210052642Z silib yerini bos saxlayirig. Bu
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stitiin sertifikatin revoke edilmis vaxt mohiirtidir. Hemin sotir asadidaki
kimi olacagqg:

E 1611060520392 04 unknown
/C=AZ/ST=BAKU/L=YeniYasamal/O=ATL/OU=IT/CN=openvpnclient3/emailAddress=
openvpnclient3@domain.lan

6. Ardinca da biz statusu yeniden yoxlaya bilsrik:
[root@siteA /usr/local/etc/openvpn/itvpn/keys]# openssl ca -status 04
Using configuration from /usr/local/etc/openvpn/itvpn/openssl-1.0.0.cnf
04=Expired (E)

9ger biz CRL-i1 yeniden generasiya elsssak gdrecoyik ki, sertifikat “un-
revoked” olmus gdroceyik:

[root@siteA /usr/local/etc/openvpn/itvpn/keys]# openssl ca -config
../openssl-1.0.0.cnf -gencrl -out crl.pem

Using configuration from ../openssl-1.0.0.cnf

Enter pass phrase for /usr/local/etc/openvpn/itvpn/keys/ca.key:
CA_gSiFReSI_YAZIRIQ

Indi CRL faylimizi analiz elsssk natice dediyimiz kimi olacaq:
[root@siteA /usr/local/etc/openvpn/itvpn/keys]# openssl crl -text -
noout -in crl.pem | head -15
Certificate Revocation List (CRL):
Version 1 (0x0)
Signature Algorithm: md5WithRSAEncryption
Issuer: /C=AZ/0=Itvpn/CN=Itvpn CA/emailAddress=openvpn-caldomain.lan
Last Update: Feb 12 16:34:47 2014 GMT
Next Update: Mar 14 16:34:47 2014 GMT
Revoked Certificates:
Serial Number: 05
Revocation Date: Feb 10 05:22:30 2014 GMT
Signature Algorithm: md5WithRSAEncryption
2a:19:43:18:e6:92:d7:£3:de:8d:cf:00:de:£f4:20:d5:74:22:
9¢c:b0:d9:%9a:d0:a6:5b:80:6f:5e:8d:3e:51:ac:2d:0d:0f:ae:
19:09:£3:9€:31:37:37:£9:65:09:77:a5:ab:6c:ff:c4:43:58:
37:4c:50:23:d0:c0:02:ca:68:b6:73:3a:1d:ea:4a:e7:53:68:
49:49:9d:dd:44:d9:b6:4c:0d:0d:56:3e:2f:£9:04:0b:13:14:

Bu necs isleyir...

OpenSSL ca omri index.txt faylini oxuyaraq yeni CRL generasiya edir. R
statusu ils olan hsr bir sstir CRL-1ls slave edimis olacaq hansi ki, CRL
criptografik olaraqg CA private acari istifads edersk imzalanmisdir.

Revoke edilmis sertifikatin statusunu E-den V-ys deyisdirmeklse biz hemin
sertifikati yeniden unrevoke elan etmis olacayiq.

Daha da strafli...

Bu basligda biz sertifikati Revoked-den Expired-s dsyisdik. Bu &nce
yvaratdigimiz client-s hslsds servers girisin garsisini almadi ona gdrs ki,
CRL-ds olan hemin client-in statusu hslsde validdir. index.txt faylinda
client-in statusunun Valid-desn Expired-s kecirmeyin osas sebsbi ondan
ibarstdir ki, biz eyni adli yeni sertifikati generasiya eds bilsrik.
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Bu baslig bizs aralig CA-nin necs yaradilmasi ve onun OpenVPN-do istifads

edilmesi tg¢ln qurasdirma gaydasini Oyroadecsak. easy-rsa scriptlerinin

torkibinde hemc¢inin araliqg CA serverlsarinin qurulmasi lc¢ln funksionallig

movcuddur. Aralig CA(Yada alt CA)-nin istifade edilmesinin istinliyl ondan

ibarstdir ki, {UUst-seviyys olan CA(Hem¢inin root CA kimi taninir) server

dahada gizli(gapali) saxlanila bilsr. Aralig CA server iss mesul teyin

edilmis sexslers Server ve Client sertifikatlarinin generasiya edilmesi icin

verils bilsr.

ise hazirlasaq...

2-ci basligda istifads elsdiyiniz client vs server sertifikatlarindan

istifads edin. Bu misalimizda server lcln FreeBSD9.2 x64 ve OpenVPN2.3,

client masinda da hem¢inin FreeBSD9.2 x64 OpenVPN2.3 istifade edilscsk.

Necs edsk...

1. 11k olaraqg, biz aralig CA sertifikatini generasiya edsceyik(Yeni
yaratdigimiz IntermediateCA sertifikati root CA ils imzalayiriq):
root@siteA:~ # cd /usr/local/etc/openvpn/itvpn/
root@siteA:/usr/local/etc/openvpn/itvpn # bash
[root@siteA /usr/local/etc/openvpn/itvpn]# source ./vars
[root@siteA /usr/local/etc/openvpn/itvpnl# ./build-inter IntermediateCA
Generating a 2048 bit RSA private key
.................... ++4+
................................................. ++4+
writing new private key to 'IntermediateCA.key'

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AZ]:AZ

State or Province Name (full name) []:Baku

Locality Name (eg, city) []:YeniYasamal

Organization Name (eg, company) [Itvpn]:0PSO

Organizational Unit Name (eg, section) []:IT

Common Name (eg, your name or your server's hostname) [IntermediateCA]:

Name []:

Email Address [openvpn-ca@domain.lan]:jamal.shahverdiyev@example.com

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Using configuration from /usr/local/etc/openvpn/itvpn/openssl-0.9.8.cnf
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Enter pass phrase for /usr/local/etc/openvpn/itvpn/keys/ca.key:
Check that the request matches the signature
Signature ok
The Subject's Distinguished Name is as follows
countryName :PRINTABLE: 'AZ"
stateOrProvinceName :PRINTABLE: 'Baku'’
localityName :PRINTABLE: 'YeniYasamal'
organizationName :PRINTABLE: 'OPSO'
organizationalUnitName:PRINTABLE:'IT'
commonName :PRINTABLE: 'IntermediateCA’
emailAddress :IAS5STRING: 'jamal.shahverdiyev@example.com'
Certificate is to be certified until Nov 8 20:49:43 2016 GMT (1000 days)
Sign the certificate? [y/n]:y
1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries
Data Base Updated
Omin olmag ig¢iin yoxlayaq gdrak bu sertifikat hegigeten CA server kimi
istifade edile bilsr ya yox:
[root@siteA /usr/local/etc/openvpn/itvpn]# openssl x509 -text -noout -
in keys/IntermediateCA.crt | grep -C 1 CA
Signature Algorithm: shalWithRSAEncryption
Issuer: C=AZ, O=Itvpn, CN=Itvpn CA/emailAddress=openvpn-ca@domain.lan
Validity
Not After : Nov 8 20:49:43 2016 GMT

Subject: C=AZ, ST=Baku, L=YeniYasamal, 0O=0PSO, OU=IT,
CN=IntermediateCA/emailAddress=jamal.shahverdiyev@example.com

Subject Public Key Info:
keyid:B4:1F:42:8A:B4:C3:9A:B5:3A:CB:C8:D3:91:D0:FD:B6:5F:DC:E6:A4

DirName:/C=AZ/0O=Itvpn/CN=Itvpn CA/emailAddress=openvpn-ca@domain.lan

serial:BE:84:5E:83:D5:E0:AB:34
X509v3 Basic Constraints:
CA:TRUE
Signature Algorithm: shalWithRSAEncryption
Artiq biz 6z aralig CA-miz ii¢lin ve agarlari lcln govluglari
yaradaq(Hal-hazirda yerlesdiyimiz Unvan /usr/local/etc/openvpn/itvpn-
dur) :
root@siteA:~ # ed /usr/local/etc/openvpn/itvpn/
root@siteA:/usr/local/etc/openvpn/itvpn # bash
[root@siteA /usr/local/etc/openvpn/itvpn]# mkdir -m 700 -p IntermediateCA/keys
[root@siteA /usr/local/etc/openvpn/itvpnl# cp [a-z]* IntermediateCA
cp: keys is a directory (not copied).
[root@siteA /usr/local/etc/openvpn/itvpnl# cd IntermediateCA
IntermediateCA govlugunda olan vars faylinda deyisiklik edib EASY RSA
deyisenini asadidaki kimi edirik:
export EASY RSA=/usr/local/etc/openvpn/itvpn/IntermediateCA
114

www.opensource.az



OPEN
SOURCE
CLUB

Sonra vars faylini yerins yetirib yeni keys govludunu iss
salirig(Hem¢inin ssas CA sertifikatin sertifikatlar {lc¢iin generasiya
eladiyi keys govlugunda olan IntermediateCA serverin key ve crt
fayllarini IntermediateCA-ya aid olan keys govluduna ca adi ils
niisxseloyirik) :

[root@siteA /usr/local/etc/openvpn/itvpn/IntermediateCA]# source ./vars
[root@siteA /usr/local/etc/openvpn/itvpn/IntermediateCAl# ./clean-all

[root@siteA /usr/local/etc/openvpn/itvpn/IntermediateCAl# cp
. ./keys/IntermediateCA.crt keys/ca.crt
[root@siteA /usr/local/etc/openvpn/itvpn/IntermediateCAl# cp
. ./keys/IntermediateCA.key keys/ca.key

Artig biz ilk client-i ImmediaryCA ils yarada bilsrik:

[root@siteA /usr/local/etc/openvpn/itvpn/IntermediateCA]l# ./build-key
IntermediateClient

Generating a 2048 bit RSA private key

writing new private key to 'IntermediateClient.key'

You are about to be asked to enter information that will be
incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a
DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AZ]:AZ

State or Province Name (full name) []:BAKU

Locality Name (eg, city) []:YeniYasamal

Organization Name (eg, company) [Itvpn]:0pSO

Organizational Unit Name (eg, section) []:IT

Common Name (eg, your name or your server's hostname)
[IntermediateClient]:

Name []:

Email Address [openvpn-ca@domain.lan]:intermediateca@example.com

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Using configuration from
/usr/local/etc/openvpn/itvpn/IntermediateCA/openssl-0.9.8.cnf
Check that the request matches the signature
Signature ok

The Subject's Distinguished Name is as follows
countryName :PRINTABLE: 'AZ'
stateOrProvinceName :PRINTABLE : 'BAKU'

localityName :PRINTABLE: 'YeniYasamal'
organizationName :PRINTABLE: 'OPSO'
organizationalUnitName:PRINTABLE: 'IT'

commonName :PRINTABLE: 'IntermediateClient'’
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emailAddress :IAS5STRING: 'intermediateca@example.com'
Certificate is to be certified until Nov 9 04:44:41 2016 GMT (1000
days)

Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries
Data Base Updated

7. Yoxlayaq ki, yeni client sertifikati IntermediateCA torsfindsn
yaradilmisdir ya yox:
[root@siteA /usr/local/etc/openvpn/itvpn/IntermediateCA]# openssl x509
-subject -issuer -noout -in keys/IntermediateClient.crt
subject=
/C=AZ/ST=BAKU/L=YeniYasamal/O=0PSO/0OU=IT/CN=IntermediateClient/emailAddress=int
ermediatecalexample.com
issuer=
/C=AZ/ST=Baku/L=YeniYasamal/O=0PSO/0OU=IT/CN=IntermediateCA/emailAddress=jamal.s
hahverdiyev@example.com

8. Vo sonda biz smin olmaliyiqg ki, sertifikat hsgigsten diizgiindiir ya yox.
Bunu elomek liciin ise biz root CA(PUBLIC) sertifikati ils IntermediateCA
sertifikatini “stack” (birlssdirms) edib bir fayla salmaliyiq.
[root@siteA /usr/local/etc/openvpn/itvpn/IntermediateCA]l# cd
/usr/local/etc/openvpn/itvpn/

[root@siteA /usr/local/etc/openvpn/itvpnl# cat keys/ca.crt
IntermediateCA/keys/ca.crt > ca+subca.pem

[root@siteA /usr/local/etc/openvpn/itvpn]# openssl verify -CAfile
ca+t+subca.pem IntermediateCA/keys/IntermediateClient.crt
IntermediateCA/keys/IntermediateClient.crt: OK

Bu necs isleyir...

IntermediateCA sertifikatin Certificate Auhtority kimi olmag yetkisi vardir.
Bu o demskdir ki, o 6z{i yeni sertifikatlari imzalaya bilsr. Bunun {c¢clin de
IntermediateCA-nin govluqg strukturu olmalidir hansi ki, root CA-nin govlug
strukturuna cox benzesyir. Ilk olarag biz yeni direktorya strukturunu
yaradirig ve sonra ora lazim olan fayllari niisxelsyirik. Bundan sonra biz
client sertifikatini yaradirig ve onun valid olmasini yoxlayirig. Qayda ils
bu yoxlanisi elsmsk iiclin, hal-hazirki sertifikat zenciri root-level CA
seviyyesinden intermediateCA-ya ve client sertifikatinadek olmalidir. Mshz
buna gdrsds root CA public sertifikati ve intermediate CA public sertifikata
bir fayla “stack” (birlesme) edilmisdir. Artiq bu tek fayl vasitesils
secdiyimiz sertifikatin zsncir validasiyasi yoxlanilir.

Daha da strafli...

IntermediateCA tersfinden yaradilmis sertifikatlarda hsm¢inin eyni CA
toreofindsn revoke edilme ehtiyacina malik ola bilsr. Bu o demekdir ki, coxlu
CA-lar iclnds coxlu CRL-1lar istifade edilmelidir. Xosbextlikden CRL-1lsrds
hem¢inin 6nce CA-da gbsterdiyimiz kimi cat smri ils bir fayla stack edils
bilsr.

116
WWwWw.opensource.az



OPEN

SOURCE
cLUB
Coxlu CA-lar: --capath istifads edesrsk stacking
Bu misalin ssas medzi OpenVPN-in els qurulmasidir ki, harda client
sertifikatlari var o “client-only” CA tsrsfindsn imzalanib ve server
sertifikati iss forgli “server-only” CA sertifikati tersfinden imzalanir. Bu
operativ tehliikesizliyin alave saviyyesini ag¢iglayir hansi ki, bir seoxss
yalniz client sertifikatlarinin yaradilmasina izin verilir ve diger bir seoxss
yalniz server sertifikatinin generasiya edilmesine izin verilir. Bu o
demokdir ki, client ve server sertifikatlari he¢ zaman MITM hilicuma msruz gala
bilmez.
ise hazirlasaq
2-ci basligda istifade elsdiyimiz sertifikatlari istifads edsk. Onceki
misalda olan IntermediateCA sertifikatini ve hansisa bir client sertifikatini
istifade edek. Server masinimiz FreeBSD9.2 x64 vo OpenVPN2.3-dodir. Client
masinda eynils FreeBSD9.2 x64 vo OpenVPN2.3-dodir.
\
ServerGate — 1.1.1.1/24 ClientGate — 2.2.2.1/24
FreeBSD Gate
VPNserveriP — 1.1.1.10/24
VPNServerGate — 1.1.1.1 ———— R VPNClientIP — 2.2.2.10/24
e S VPNClientGate - 2.2.2.1
VPN X
i OpenVPN Client
CA Stacked with IntermediateCA Server
Necs edsk...
1. Server Ug¢in qurasdirma fayli yaradaqg.

tls-server

proto udp

port 1194

dev tun

server 192.168.200.0 255.255.255.0

ca /usr/local/etc/openvpn/itvpn/ca+subca.pem

cert /usr/local/etc/openvpn/openvpnserver.crt

key /usr/local/etc/openvpn/openvpnserver.key
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dh /usr/local/etc/openvpn/dh2048.pem
tls-auth /usr/local/etc/openvpn/ta.key 0
persist-key
persist-tun
keepalive 10 60
user nobody
group nobody
daemon
log-append /var/log/openvpn.log
Fayli example4-9-server.conf adinda yadda saxlayaq.
OpenVPN serveri iss saliriqg:
root@siteA:/usr/local/etc/openvpn # openvpn --config example4-9-
server.conf
Sonra ise client qurasdirma faylini yaradaq(Oncedsn IntemediateClient
sertifikatlarini server masindan client-o scp iles niisxslsaysk.):
root@siteA:/usr/local/etc/openvpn/itvpn/IntermediateCA/keys # scp
IntermediateClient* 2.2.2.10:/usr/local/etc/openvpn/
IntermediateClient.crt 100% 5148 5.0KB/s 00:00
IntermediateClient.csr 100% 1070 1.0KB/s 00:00
IntermediateClient.key 100% 1675 1.6KB/s 00:00
Ardincada client qurasdirma faylini yaradaq:
client
proto udp
remote openvpnserver.example.com
port 1194
dev tun
nobind
ca /usr/local/etc/openvpn/ca.crt
cert /usr/local/etc/openvpn/IntermediateClient.crt
key /usr/local/etc/openvpn/IntermediateClient.key
tls-auth /usr/local/etc/openvpn/ta.key 1
ns-cert-type server
Fayli example4-9-client.conf adinda yadda saxlayin. Nezsrs alin ki, bu
cat+subca.pem faylini client qurasdirmasinda teyin etmemisik.
Client-i iss salagqg.
root@siteB:/usr/local/etc/openvpn # openvpn --config example4-9-
client.conf
Serverin jurnal fayllarinda baxsaniz gbracsksiniz ki, cliet artiqg
gosulma ilc¢iin IntermediateCA torsfinden imzalanmis sertifikat ils
gosulmusdur:
Thu Feb 13 21:37:56 2014 2.2.2.10:53552 [IntermediateClient] Peer
Connection Initiated with [AF INET]2.2.2.10:53552
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Bu necs isleyir...

Client servers gosuldugda, client-in(public) sertifikati yoxlanis {icln
gbnderildi servers. Serverin ise yoxlanisi gayda ils eds bilmesi iiclin tam
sertifikat zencirins ehtiyaci var hansi ki, bizde rootCA sertifikati ils
IntermediateCA (yada subCA) sertifikatini artiqg bir yerds stack etmisik. Mshz
bu imkan verir ki, client servers gosula bilsin.

Oksins, client gosuldugda, server (public) sertifikati hem¢inin client-o
gbnderilir. Els serverin sertifikati original rootCA tersfinden imzalandigina
gdra, bizim burda tam sertifikat stack-ini gdstermeye ehtiyacimiz galmadi.

Qeyd: Sger biz OpenVPN server qurasdirma faylinda cat+subca.pem faylinin
iinvanini gdstermeyi unutmus olsaqg, asagidaki sshvi gdrmiis olmaliyiqg:
Thu Feb 13 21:53:39 2014 2.2.2.10:58697 VERIFY ERROR: depth=0,
error=unable to get local issuer certificate: C=AZ, ST=BAKU,
L=YeniYasamal, 0O=0PSO, OU=IT, CN=IntermediateClient,
emailAddress=intermediatecal@example.com

Dahada strafli...

CA sertifikatlarin stack edilmesinin bir hissesi iss hem¢inin els CRL-1lsrin
stack edilmesi ya da basga bir mexanizmdir hansi ki, c¢oxlu CA sertifikatlari
vo onlarin CRL-lsrinin destoklenmesi iiclin istifade edilir.

CRL-1srin Stack edilmssi
/usr/local/etc/openvpn/itvpn/IntermediateCA/openssl-1.0.0.cnf faylinin toslsb
etdiyi deyisenlsri onceden teayin edirik, c¢iinki buna gdrs gilsylesnir (Bu
deyisenlar optional (isteys baglidir)-dir. Yeni elsade onemli deyil. Ancaqg
toyin etmessniz islemsyscsk) .8gsr qurasdirma faylinda CRL-lsr istifads
edilirss onda, hem rootCA-dan ve IntermediateCA-da olan CRL-lsr stack
edilmelidir:

root@siteA /usr/local/etc/openvpn/itvpn/IntermediateCA/keys]# bash
root@siteA /usr/local/etc/openvpn/itvpn/IntermediateCA/keys]# source ../vars
root@siteA /usr/local/etc/openvpn/itvpn/IntermediateCA]# export KEY OU=ATL
root@siteA /usr/local/etc/openvpn/itvpn/IntermediateCA]l# export

KEY CN=atltech.az

[root@siteA /usr/local/etc/openvpn/itvpn/IntermediateCA]# export
KEY_NAME=ATLte ch

[root@siteA /usr/local/etc/openvpn/itvpn/IntermediateCA/keys]# openssl ca -
config ../openssl-1.0.0.cnf -gencrl -keyfile ca.key -cert ca.crt -out crl.pem

— — — —

[root@siteA /]# ed /usr/local/etc/openvpn/itvpn/
[root@siteA /usr/local/etc/openvpn/itvpnl# cat keys/crl.pem
IntermediateCA/keys/crl.pem > crl-stack.pem
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Sonra ise asagidaki sstiri OpenVPN server qurasdirma faylinda istifade eds
bilerik:

crl-verify /usr/local/etc/openvpn/crl-stack.pem
--capath direktivinin istifads edilmssi
OpenVPN server qurasdirmasinda coxlu CA-lar ve CRL-lorin teyin edilmssinin
basga yolu ise asagidaki direktivdeki kimidir:

capath /etc/openvpn/itvpn/ca-dir
Bu direktoriya spesifik ad gqurulusuna uydun olaraqg biutiin CA vs CRL
sertifikatlarini Ozinds saxlamalidir:

» Biltiin CA sertifikatlarinin adi 6z CA sertifikat ‘HASH’-lsri kimi ve
sonu .0 ils bitmelidir.
» Biitin CRL-lerin adi 6z CA sertifikatlarinin ‘HASH’-lsri kimi ve sonu

.xr0 ils bitmslidir.
Bizim rootCA vs IntermediateCA {i¢cliin bu asadidaki kimi olacaq:
root@siteA:/ # cd /usr/local/etc/openvpn/
root@siteA:/usr/local/etc/openvpn # mkdir ca-dir
root@siteA:/usr/local/etc/openvpn # openssl x509 -hash -noout -in ca.crt
c912cdle
Bu c912cdle rootCA sertifikatinin hexadecimal rsgemdir:
root@siteA:/usr/local/etc/openvpn # cp ca.crt ca-dir/c912cdle.O
root@siteA:/usr/local/etc/openvpn # cp crl.pem ca-dir/c912cdle.r0
Uydun olaraq eyni isi IntermediateCA {iclin goriurik:
root@siteA:/usr/local/etc/openvpn # openssl x509 -hash -noout -in
itvpn/IntermediateCA/keys/ca.crt
bf44dcb2
root@siteA:/usr/local/etc/openvpn # cp itvpn/IntermediateCA/keys/ca.crt ca-
dir/bf44dcb2.0
root@siteA:/usr/local/etc/openvpn # cp itvpn/IntermediateCA/keys/crl.pem ca-
dir/bf44dcb2.r0
Coxlu feorgli CA sertifikatlari ve uygun olan CRL-lerin istifade edilmesinde
bu lsul stack edilmis fayllarin idarsedilmesi i¢lin ¢cox yaxsidir.
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BOLUM 5

FreeBSD OS-da OpenVPN iug¢un bilmsli olduqlarimiz
ve OpenVPN-ds tacribs misallara

YV V V V

Y VY

Giris

ECMP ya da eyni menssbe bir nec¢cs marsrut

ping: sendto: No buffer space available

FreeBSD OpenSC ve PCSC-LITE yuklenmesi

FreeBSD OS lUzerindse bir nec¢s OpenVPN daemon-un eyni
vaxtda ise salinmasi

OpenVPN sifrelenmis kanalla AD geydiyyati

Ubuntu 14.04 OpenVPN-in Active Directory ils
integrasiyasi

Ubuntul4.04-ds OpenVPN Ucun FreeRADIUS-la Active-
Directory inteqgrasiyasi

Ubuntu 14.04 x64 OpenVPN ve coxlu LDAP gruplari

Basligda biz OpenVPN-in FreeBSD emeliyyat sistemi lizerinde qurulmasi zamani
garsimiza ¢ixan problemlsrin hsll edilmesi hagginda danisacayiq. Eyni zamanda
da glindslik hsyatda OpenVPN-den tslsb edilsn vacib qurasdirmalari
aciglayacayiq. Baslig nisbesten sizs ¢otin gslscsk ve meslshstdir ki, basligi
sadeca sonadesk oxuyub sonradan yens bu bir de gayidasiniz.
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ECMP yada eyni menssbs bir ne¢s marsru
Qeyd: Menssb — GOrmek istsdiyimiz subnet.
ECMP (Equal-cost multi-path routing) - deyerinden asili olarag yolu secmak.
Susmaya godrs FreeBSD 0S-da gdrmek istoediyimiz bir menssb iiciin yalniz bir
route yazmaqg olar (Linux-dan forgli olarag bu funksionalliq coxdan mdvcuddur) .
Ancaq Kip Macy bu imkani yaratmisdir ve tskcs indi eyni menssb Uc¢lin bir necs
route yazmaqg yox hem¢inin ¢oki teyin elemsk olar ysni gosulma ssviyyesinds
balanslasma.
Bu funksionallig FreeBSD 8.0-dan baslayaraqg ishlsyir.
Bu imkani istifade etmesk li¢clin iss kernel-i asadidaki opsiya ils yeniden
yidmaqg lazimdir.
options RADIX MPATH
Ancaqg FreeBSD 9.1 Release-ds BUG var idi hansi ki, bezi marsrutlari silmsk
mimkiin deyildi http://www.freebsd.org/cgi/query-pr.cgi?pr=kern/173477. Ona
gors ehtiyatli olun.
Bundan sonra iss artiq istenilen marsrutu istifads etmsk olar. Asadida bir
nec¢s misali gdstermsk olar:
- bir ne¢e marsrut slave edsk
# route add -net 192.103.54.0/24 10.10.10.44
add net 192.103.54.0: gateway 10.10.10.44
# route add -net 192.103.54.0/24 10.10.10.66
add net 192.103.54.0: gateway 10.10.10.66
- seg¢ilmis marsrutun silinmesi
# route del 192.103.54.0/24 10.10.10.66
del net 192.103.54.0: gateway 10.10.10.66
- se¢ilmis marsrut hagqinda olan informasiyaya baxaq:
# route show 192.103.54.0/24 10.10.10.1
route to: 192.103.54.0
destination: 192.103.54.0
mask: 255.255.255.0
gateway: 10.10.10.1
interface: em0
flags: <UP,GATEWAY,DONE,STATIC>
recvpipe sendpipe ssthresh rtt,msec mtu weight expire
0 0 0 0 1500 1 0
- Marsrut icin ‘weight’ (¢oakini) deyisdiririk. (teyin etdiyiniz marsrut
iclin weight roagemi ne geder kicik olsa, o godesr ds boylk prioritetli
sayilacaq)
#route change -weight 10 192.103.54.0/24 10.10.10.1
#route show 192.103.54.0/24 10.10.10.1
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route to: 192.103.54.0
destination: 192.103.54.0
mask: 255.255.255.0
gateway: 10.10.10.1
interface: em0
flags: <UP,GATEWAY, DONE, STATIC>
recvpipe sendpipe ssthresh rtt,msec mtu weight expire
0 0 0 0 1500 10 0
- balanslasmani slave edirik(10.10.10.1 ve 10.10.10.88 gatewaylsarini
gosulmalarin balanslasmasi Ug¢in teayin edirik. Bununla bels weight
parametri ils balanslasmani idars eds bilserik hansinin ki,
giymetleri axinin bdlgiisiine tars miitenasib olacaqg.
# route change -sticky 192.103.54.0/24 10.10.10.1
change net 192.103.54.0: gateway 10.10.10.1
# route change -sticky 192.103.54.0/24 10.10.10.88
change net 192.103.54.0: gateway 10.10.10.88
# route show 192.103.54.0/24 10.10.10.1
route to: 192.103.54.0
destination: 192.103.54.0
mask: 255.255.255.0
gateway: 10.10.10.1
interface: em0
flags: <UP,GATEWAY,DONE,STATIC,STICKY>
recvpipe sendpipe ssthresh rtt,msec mtu weight expire
0 0 0 0 1500 10 0
# route show 192.103.54.0/24 10.10.10.88
route to: 192.103.54.0
destination: 192.103.54.0
mask: 255.255.255.0
gateway: 10.10.10.88
interface: em0
flags: <UP,GATEWAY,DONE, STATIC, STICKY>
recvpipe sendpipe ssthresh rtt,msec mtu weight expire
0 0 0 0 1500 1 0
Gostorilen misalda trafik 1:10 uygunludgunda boélinltir. Balanslasmani nostick
parametri ils yigisdirmaqg olar.
FIB
FIB hagginda bir nec¢s soz deysk - ¢oxlu marsrut cedveli. Bu bizs imkan
yaradir ki, muxtelif program teminatlari lg¢ln 6z route cadvellerini istifads
eds bilsinlsr. Misal liciin email {i¢clin bir route coadvel ve ya VPN i¢lin tamam
ayri route cadvsal. Bu imkanin iss dismesi lciin iss siz kernel-i asagidaki
opsiya ils kompilyasiya etmslisiniz.
options ROUTETABLES=N
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N - marsrut cedvelinin sayidir. Maksimal teyinati 15-dir (N=15). Belslikls
maksimal istifade sayi 16 alirigq(sifirinci adesten ilk table-dir).

Mixtelif cedvellerls islemek lclin ise adeoton setfib omri istifade edilir.

Bu funksional 7.0-ci versiyadan baslayaraqg iss dismisdir.

ping: sendto: No buffer space available

9gor siz Oz serverinizds bels bir mesajla garsilassaniz demsk ki, servers
diisen ssboks ylkinl giymetlsndirmeyin vaxti golib c¢atib. Buferlsrin hal-
hazirki veziyystine asagidaki emr ile baxa bilsrsiniz.

root@openvpnserver:~ # netstat -m

811/734/1545 mbufs in use (current/cache/total)

730/304/1034/262144 mbuf clusters in use (current/cache/total/max)
730/294 mbuf+clusters out of packet secondary zone in use (current/cache)
0/9/9/16896 4k (page size) jumbo clusters in use (current/cache/total/max)
0/0/0/8448 9k jumbo clusters in use (current/cache/total/max)

0/0/0/4224 16k jumbo clusters in use (current/cache/total/max)
1662K/827K/2490K bytes allocated to network (current/cache/total)

0/0/0 requests for mbufs denied (mbufs/clusters/mbuf+clusters)

0/0/0 requests for mbufs delayed (mbufs/clusters/mbuf+clusters)

0/0/0 requests for jumbo clusters delayed (4k/9k/16k)

0/0/0 requests for jumbo clusters denied (4k/9k/16k)

0/0/0 sfbufs in use (current/peak/max)

0 requests for sfbufs denied

0 requests for sfbufs delayed

0 requests for I/O initiated by sendfile

0 calls to protocol drain routines

Ya da:

root@openvpnserver:~ # vmstat -z | grep mbuf

mbuf packet: 256, 0, 734, 290,83147492, 0, 0
mbuf: 256, 0, 79, 442,13238553, 0, 0
mbuf cluster: 2048, 262144, 1024, 10, 1024, 0, 0
mbuf jumbo page: 40960, 168960, 0, 9, 7, 0, 0
mbuf jumbo 9k: 921¢, 8448, 0, 0, 0, 0, 0
mbuf jumbo 16k: 16384, 4224, 0, 0, 0, 0, 0
mbuf ext refcnt: 4, 0, 0, 0, 0, 0, 0
Hom¢inin interfeyslarde olan kolliziya sayina baxa bilsrsiniz:
root@openvpnserver:~ # netstat -id

Name Mtu Network Address Ipkts Ierrs Idrop Opkts Oerrs Coll Drop
usbus 0 <Link#1> 0 0 0 0 0 0 0
em0 1500 <Link#2> 00:0c:29:f2:8e:ec 328 0 0 329 0 0 0
em0 1500 10.198.0.0 10.198.0.10 325 - - 326 - - -
usbus 0 <Link#3> 0 0 0 0 0 0 0
plip0 1500 <Link#4> 0 0 0 0 0 0 0
100 16384 <Link#5> 8 0 0 8 0 0 0
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1lo0 16384 your-net localhost 5 - - 8 - - -
tun0 1500 <Link#6> 1 0 0 92935003 0 0 8711667
tun0 1500 10.200.0.1/32 10.200.0.1 4 - - 92935002 - - -
Qisa formada dessk bu nedir? Bu smeliyyati yerins yetirmek {iciin sistem
buferlerinin catismazligidir. Qaydaya osassn bu problem adsten pis soboks
kartlarinda yaranir ve hemisgss yiikden asili olarag yaranmir. Misal iic¢iin demsk
olar ki, adi 8 paketlik ping-i cron-a yerlesdirib 20 Megabitlik trafikds 5
degigeden bir yoxlanis edilss do bels, problem c¢ixir.
Bundan birdefslik canimizi qurtarmaq ic¢lin ne elsmsk lazimdir? ©Sn yaxsi yol
keyfiyystli sebske karti goymagdir (Messlsn: Intel igb). Ikinci variant ise
noticoni 50% verir. Yoni ki, biz bunun Ucin sistemin 6ziniin ve kernelin
parametrlsrinds tuning edsceyik. Asagida aciglayaqg:
-nmbcclusters ve buferlsrin sayini artiririqg:
echo 'kern.ipc.nmbclusters=524288' >> /boot/loader.conf
echo 'kern.ipc.maxsockbuf=1048576' >> /boot/loader.conf
echo 'hw.em.rxd=4096' >> /boot/loader.conf
echo 'hw.em.txd=4096' >> /boot/loader.conf
em olan yazi ssaboks kartinin adidir. Sger sizde basga brenddirss, onda adini
deyisib onu vyazin.
Xsberdarliq
64-bitlik sistemlords boyik yaddas olarsa bunu kern.ipc.nmbclusters=1000000
sayinadsk artirmaq olar.
Buferin hecmini artiririq(asadidaki sstirleri '/etc/sysctl.conf' faylina
olave edirik ve sysctrl servisi restart edirik):

net.inet. tcp.sendbuf max=16777216

net.inet. tcp.recvbuf max=16777216

net.inet.tcp.sendbuf inc=16384

net.inet.tcp.recvbuf inc=524288

net.inet.tcp.recvbuf auto=1

net.inet. tcp.sendbuf auto=1

net.inet. tcp.maxtcptw=102400
-buferlsrin menasini ve istifadsg¢ilsrin sayini artiririq.
Kerneli asagidaki parametrlerls kompilyasiya elsmsk lazimdir.
maxusers 512
options NBUF=4096
OSger siz NetGrraph istifade edirsinizss, onda onun menalarini artirmaqg olar:

net.graph.maxdgram=524288

net.graph.recvspace=524288
GOrilen islsrden sonra hec¢ bir deyisiklik olmadisa, onda ssbsks kartini
deyisin.
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FreeBSD OpenSC v® PCSC-LITE yiklesnmssi

root@siteA:~ # cd “whereis opensc | awk '{ print $2 }'" # Portuna daxil olurug
root@siteA:/usr/ports/security/opensc # make config # Lazimi modullari secirik

opensc—-0.13.0

m Build and/or install documentation
[®] s5M Enable secure messaging support
BACEKEND

(%) PCEC Usze PC/5C backend
{ ) CPENCT Use OpenCT backend
{ ) CTRPI Ose CT-API backend

<Cancel>

root@siteA:/usr/ports/security/opensc # make install # Yukloyirik

root@siteA:/ # cd ‘whereis pcsc-lite | awk '{ print $2 }'" # Portuna daxil olurug
root@siteA:/usr/ports/devel/pcsc-lite # make install # Yikleyirik

/etc/devd.conf qurasdirma faylina asadidaki sstirlsri slavs etdikden sonra,
/etc/rc.d/devd restart omri ils devd servisi restart edirik.
attach 100 {

device-name "ugen[0-9]+";

action "/usr/local/sbin/pcscd -H";

};

detach 100 {
device-name "ugen[0-9]+";
action "/usr/local/sbin/pcsed -H";

};

root@siteA:/ # echo 'pcscd enable="YES"' >> /etc/rc.conf # Daemon-u
startup-a slave
edirik

root@siteA:~ # cp /usr/local/etc/opensc.conf-sample

/usr/local/etc/opensc.conf # Qurasdirma faylini niisxelsysk

root@siteA:~ # /usr/local/etc/rc.d/pcscd start # Daemon-u ise saliriq

pS5-openxpki
pS5-openxpki-client
pS5-openxpki-client-html-mason
pS5-openxpki-client-scep
pS5-openxpki-deployment
pS5-openxpki-il8n

root@siteA:/usr/ports # cd ‘whereis p5-openxpki | awk '{ print $2 }'"
root@siteA:/usr/ports/security/p5-openxpki # make config
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pS-openxpki-0.9.1389 2

B (<] DEVELOPERJMTnstall development tools for OpenXPKI?)
+[x] GRAPHVIZ With graphical wvisualization of workflows?

<Cancel>

root@siteA:/usr/ports/security/p5S-openxpki # make install

FreeBSD OS uzsrinds bir ne¢s OpenVPN daemon-un eyni vaxtda iss9

salinmasi

Once mentigi aciglayaqg.

Deyak ki, size lazimdir ki, fergli istifadeg¢ilsr forgli routing-lerls forgli
iinvanlara daxil ola bilsinler. Hem¢inin onlarin eyni Active Directory
strukturunda fergli gruplarda olmalarina telsb olacag. Ya da lazimdir ki,
ayri-ayri qgqrup istifadg¢iler forgli CA serverlsr teorsfinden forgli expire date
iclin sertifikatlar olde etsinler. Mehz bu hallarda sizin fergli portlarda ve
forgli protokollarla islsysn OpenVPN-in c¢oxlu instanslarina ehtiyaciniz
olacaqg.

Baslayaq:

Oncodsn demok istsyirdim ki, openvpn portlarda /usr/ports/security/openvpn
invaninda yerlesir. Yiklenme bitdikden sonra openvpn daemon-un control
edilmesi tctn /usr/local/etc/rc.d/openvpn scripti yaranacaq.

Mshz bu scriptin sayesinde bir neg¢s daemon iss salmag olur. Deysk ki, 2 adad
forgli qurasdirmada olan openvpn daemon ise salacayiq.

Bunun iigiin bir daemon adi openvpn vs digeri ise openvpnl olacag. Ona godrads
ikinci daemon-u birinciden niisxeleyirik:
root@ atlweb:~ # cp /usr/local/etc/rc.d/openvpn /usr/local/etc/rc.d/openvpnl

Sonra iss startup qurasdirma faylimizda hsr iki daemon i¢in lazimi
qurasdirmalari edirik ki, reboot-dan sonra ises dissiin(asadidaki sstirlsri
/etc/rc.conf faylina slavs edirik):

# OpenVPN Multiple instances

openvpn_enable="YES"

openvpn_if="tun"

openvpn_configfile="/usr/local/etc/openvpn/openvpn.conf"
openvpn_dir="/usr/local/etc/openvpn"

openvpnl enable="YES"

openvpnl if="tun"

openvpnl configfile="/usr/local/etc/openvpnl/openvpn.conf"
openvpnl dir="/usr/local/etc/openvpnl"
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Gorduyumiiz kimi, openvpn daemon ii¢iin qurasdirma govlugu
/usr/local/etc/openvpn ve openvpnl daemon iiciin iss /usr/local/etc/openvpnl
olacaqg.
Bundan sonra godrscsyimiz isler sirf daemon-larin Ozlerins aid olan qurasdirma
ardicilligidar.
Hor iki daemon i¢lin gqurasdirma govludu vs qurasdirma fayllari yaradadqg.
root@ atlweb:~ # mkdir -m 700 -p /usr/local/etc/openvpn/keys
root@ atlweb:~ # mkdir -m 700 -p /usr/local/etc/openvpnl/keys
Fayllar:
root@ atlweb:~ # cat /usr/local/etc/openvpn/openvpn.conf
proto tcp
port 1194
dev tun
server 192.168.200.0 255.255.255.0
ca /usr/local/etc/openvpn/keys/keys/ca.crt
cert /usr/local/etc/openvpn/keys/keys/openvpnserver.crt
key /usr/local/etc/openvpn/keys/keys/openvpnserver.key
dh /usr/local/etc/openvpn/keys/keys/dh2048.pem
tls-auth /usr/local/etc/openvpn/keys/keys/ta.key 0
persist-key
persist-tun
keepalive 10 60
push "route 192.168.4.0 255.255.0.0"
topology subnet
user root
group wheel
daemon
log-append /var/log/openvpn.log
ikinci daemon qurasdirmasai:
root@ atlweb:/ # cat /usr/local/etc/openvpnl/openvpn.conf
proto tcp
port 1195
dev tun
server 192.168.202.0 255.255.255.0
ca /usr/local/etc/openvpnl/keys/keys/ca.crt
cert /usr/local/etc/openvpnl/keys/keys/openvpnserverl.crt
key /usr/local/etc/openvpnl/keys/keys/openvpnserverl.key
dh /usr/local/etc/openvpnl/keys/keys/dh2048.pem
tls-auth /usr/local/etc/openvpnl/keys/keys/tal.key 0
persist-key
persist-tun
keepalive 10 60
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push "route 192.168.6.0 255.255.0.0"
topology subnet

user root
group wheel

daemon
log-append /var/log/openvpnl.log

root@ atlweb:~ # touch /var/log/openvpn.log ; touch /var/log/openvpnl.log

Indi ise CA ve sertifikatlarin yaradilmasi iiciin lazimi hazir scriptleri hem
openvpn/keys hom deo openvpnl/keys {invanina niisxslsysk:

root@atlweb:/ # cp -R /usr/local/share/easy-rsa/*
/usr/local/etc/openvpn/keys/

root@ atlweb:/ # cp -R /usr/local/share/easy-rsa/*
/usr/local/etc/openvpnl/keys/

Hor iki daemona aid olan keys govludunda olan wvars fayli asagidaki kimi
olacag(Isteyinizs uygun olaraq deyise bilsrsiniz).
export EASY RSA=/usr/local/etc/openvpnl/keys

export OPENSSL="openssl"

export KEY CONFIG='$EASY RSA/whichopensslcnf $EASY RSA®
export KEY DIR="$EASY RSA/keys"

export PKCS1l MODULE PATH="dummy"

export PKCS1l PIN="dummy"

export KEY SIZE=2048

export CA_EXPIRE=3285

export KEY EXPIRE=1000

export KEY COUNTRY="AZ"

export KEY PROVINCE=

export KEY CITY=

export KEY ORG="OpSO"

export KEY EMAIL="jamal.shahverdiyev@DOMAIN.LAN"

Asagidaki addimlar hsr bir proses {iclin nszsrds tutulmusdur ve men yalniz
openvpnl {iciin bu isi gdrecem:

[rootQRatlweb /]# ed /usr/local/etc/openvpnl/keys/
root@atlweb:/usr/local/etc/openvpnl/keys # bash

[rootRatlweb /usr/local/etc/openvpnl/keys]# source ./vars

[rootRatlweb /usr/local/etc/openvpnl/keys]# ./clean-all

CA server yaradiriq
[root@atlweb /usr/local/etc/openvpnl/keys]l# KEY SIZE=4096 ./build-ca --pass
Generating a 4096 bit RSA private key

writing new private key to 'ca.key'
Enter PEM pass phrase:
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Verifying - Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AZ]:

State or Province Name (full name) []:BAKU

Locality Name (eg, city) []:YeniYasamal

Organization Name (eg, company) [OpSO]:

Organizational Unit Name (eg, section) []:IT

Common Name (eg, your name or your server's hostname) [OpSO CA]:openvpnCAl
Name []:

Email Address [jamal.shahverdiyev@DOMAIN.LAN] :

OpenVPNServerl iigiin sertifikat yaradariq:
[rootQ@atlweb /usr/local/etc/openvpnl/keys]l# ./build-key-server openvpnserverl
Generating a 2048 bit RSA private key

writing new private key to 'openvpnserverl.key'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default wvalue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AZ]:

State or Province Name (full name) []:BAKU

Locality Name (eg, city) []:YeniYasamal

Organization Name (eg, company) [OpSO]:

Organizational Unit Name (eg, section) []:IT

Common Name (eg, your name or your server's hostname) [openvpnserverl]:
Name []:

Email Address [jamal.shahverdiyev@DOMAIN.LAN] :

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Using configuration from /usr/local/etc/openvpn/keys/openssl-0.9.8.cnf
Enter pass phrase for /usr/local/etc/openvpn/keys/keys/ca.key:CA_PASS
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE: 'AZ'

stateOrProvinceName :PRINTABLE: 'BAKU'
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localityName :PRINTABLE: 'YeniYasamal'

organizationName :PRINTABLE: 'OpSO'
organizationalUnitName:PRINTABLE:''IT'

commonName :PRINTABLE: 'openvpnserverl'

emailAddress :IAS5STRING: 'jamal.shahverdiyev@DOMAIN.LAN'
Certificate is to be certified until Mar 4 17:33:31 2017 GMT (1000 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries
Data Base Updated

Sonra Diffie Hellman acarini yaradaqg(generasiya bir az zaman alacaq) :
[rootRatlweb /usr/local/etc/openvpn/keysl# ./build-dh

Sonra TA acgarini yaradaqg:
[root@atlweb /usr/local/etc/openvpn/keys]# openvpn --genkey --secret
keys/ta.key

Sertifikatlari VPN istifade¢isi yaradaq:
[rootQ@atlweb /usr/local/etc/openvpnl/keys]l# ./build-key-pass openvpnclientl-1
Generating a 2048 bit RSA private key

writing new private key to 'openvpnclientl-1.key'

Enter PEM pass phrase:Client-Cert-Pass

Verifying - Enter PEM pass phrase: Client-Cert-Pass-Repeat

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default wvalue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AZ]:

State or Province Name (full name) [] :BAKU

Locality Name (eg, city) []:YeniYasamal

Organization Name (eg, company) [OpSO]:

Organizational Unit Name (eg, section) []:IT

Common Name (eg, your name or your server's hostname) [openvpnclientl-1]:
Name []:

Email Address [jamal.shahverdiyev@DOMAIN.LAN] :

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Using configuration from /usr/local/etc/openvpn/keys/openssl-0.9.8.cnf
Enter pass phrase for /usr/local/etc/openvpn/keys/keys/ca.key:CA_PASS
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows
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countryName :PRINTABLE: 'AZ'

stateOrProvinceName :PRINTABLE: 'BAKU'

localityName :PRINTABLE: 'YeniYasamal'

organizationName :PRINTABLE: 'OpSO'
organizationalUnitName:PRINTABLE:'IT'

commonName :PRINTABLE: 'openvpnclientl-1"'

emailAddress :IAS5STRING: 'jamal.shahverdiyev@DOMAIN.LAN'

Certificate is to be certified until Mar 4 17:37:25 2017 GMT (1000 days)

Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries
Data Base Updated

Sonra openvpnclientl i{iciin qurasdirma faylini hansisa windows masinin x64 vo
ya x86-dan fargli olaraqg, C:\Program Files\OpenVPN\config iinvaninda uygJun
adla yaradin ve icine asagidaki sstirlsri elave edin(Menim halimda adi

openvpnclientl-1l.ovpn idi):
client

proto tcp

remote vpn.atl.az

port 1195

dev tun

nobind

key-direction 1

MITIGOTCCBIMgAWIBAGIJAI4EOWZTW8tVMAOGCSgGSIb3DOEBBQUAMIGRMOswWCQYD
VOQGEWJBWJENMAsSGA1UECBMEQKFLVTEUMBIGA1UEBXxMLWWVUuaV1hc2FtYWwxFDAS
BgNVBAOTCOFUTE1uZm9OUZWNoMQOswCQYDVQQLEwJJVDEMMAOGA1UEAXMDQOEXMSwWW
KgYJKoZIThvcNAQkBFhl1gYWlhbC5zaGFodmVyZGl5Z2XZAYXRsdGVjaC5hejAeFw0Ox
NDA2MDgxODE5MzdaFw0yMzA2MDYxODES5MzdaMIGRMQswCQYDVQQGEwWJBW)ENMASG
AIUECBMEQkKFLVTEUMBIGAIUEBxXxMLWWVuaVlhc2FtYWwxFDASBgNVBAOTCOFUTElu
Zm9UZWNoMQOswCQYDVQQLEwJJVDEMMAOGA1UEAXMDQOEXMSWwWwKgYJKoZ ThvcNAQkB
FhlgYWl1hbC5zaGFodmVyZGl5ZXZAYXRsdGVjaC5hejCCALiIwDQYJKoZIhvcNAQER
BOADggIPADCCAGoCggIBAPkg3E3j6EpS57rdZrvuTHHEeCXtaai431GglgLl/1sERr
vgfS/krR3HEgWkUrESTFSnfr90YZ3z3Wrl1901s87iNBxi/Au8Xt40e49SYK7xclI
1W4hyn3Zw7tHACEY8/7swiOmQOgmLrg70xxx8S+MJe5GINDGZT49bkiF70hj+yI7M
TW2Uh4ywcujna5VKe0k97PzHaAVLCIripnrlkoMH183kTtP57pTtgqu2kVIxs2YzF
1sIJIm9VgbEun+mzm0iDrQ8mpwpABGAgka+WaGecDhHiRtFI/aNsGfaWU2 jmemAEKT
gqsUAvus895NOEHzNe6FKEthEImZyl1A6Gg5A/LHORItvLSGUKhiCefWDzVSbfhmzel
Tgk2Buet2fRkILQOSVIG/pt4JPRINIBLTStSeDFVR6emlWI84VwWEgAlxfA8s740Dc
TaLWT451Sd67H3ImfAWJwomWzHVXATUSJwetVnZhibtXBiEQk5eBKiNNhkswKhVH
STo6mNPNnYLb4DQHNvV69JsA6ypwL15cG+YZcXkz26Z1TGhYW7 /xqAuGSVrovILK3X
gqdRWnmn8UDdAHCTzpLUPRrPEjhC+iu7IynxhJieeAnavdQRr6BtAUV8zviTvV2fRW
OkTSJIvAWa9qdCtxXdEtyZSxS/tf0PIX+tCIMullQIKKrKfgpFs/I7zJIbZnAgplr
AgMBAAGjgfkwgfYwHQYDVROOBBYEFNSR+WWEFO9EN1£S90mP7h1HWjDGMIHGBgNV
HSMEgb4wgbuAFNSR+WWEFO9EN1£S90mP7h1HWjDGoYGXpIGUMIGRMOswCQYDVQQG
EwJBWJENMASGA1UECBMEQkKFLVTEUMBIGA1UEBXMLWWVuaV1lhc2FtYWwxFDASBgNV
BAOTCOFUTE1uZm9UZWNoMQswCQYDVQQLEwWJJVDEMMAOGA1UEAXMDQOEXMSwWwKgYJ
KoZIhvcNAQkBFhlgYWlhbC5zaGFodmVyZGl5ZXZAYXRsdGV]jaCoheoIJATI4ESwZT
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W8 tVMAWGAIUJEWQFMAMBAf8wDQYJKoZIhveNAQEFBQADggIBAK7uU/1fYdKRr4tM
aYS6CZalUoxbgKK2dvpXSCo0zK2yoWEsXUJI1XMcXqJzCKlyzBpUUo8G3eoLX3z5B
8redkdl1TIOS5RHva/iwnYmhY+gqrl4FgVu/kFEWmZSNDLmNTJI30rspY07Ui4rRhuM
z9/26Lu+g3ZX4kpGmiEI 1xwiWynGAdBUBkvY7iTiVEydcNkWKM/sSUxJ1w6ZTMAS1
fIQSTIGOSO83uLAYROINVFHVOIUWA6GmPL77ejal 9BNOtJUFWryTlywZslvLnY+I53
ZulL8P7dg5866iZyBd9eJGh/UILBoUPMF5DNDoHX9h3sEGI/JTNRF77SWrul9B3e
BG/ksvOV/as4VntsUIFzaURrhulzi4VJFYAF51z3X3smwM]xNFQOn2bXqsY94+9cu
xHB1F1Wm2GOW3mGHXaa6GNjuyLVvV39rNTmFAge I JsDAOXW2 TEBxA3g5upQ7tjQQ
W5HLoIksrhmOIGzvbtu2kdCoyl13Lm8dKiliX75ieplg85HsXzk/eeAxXSPZSmMQro
tMRH8DPmM6wGt1yAnSnsMKAwWG3jgSw+uiXuDJI5IbFj rMgLD+PxR1o1 fvGn7HzZRIXF
0+EEO1RW8C4y/cQrijWPn50piERIXgtdM9b32VHjTaGL2H73y3278qWIsiSn2icOn
LalaF620T3w+svz5CZaiwR6GUIou

</ca>

MITIF9jCCA96gAWIBAgIBAJANBgkaghkiGOwOBAQUFADCBkTELMAKGALIUEBhMCQVoOx
DTALBgNVBAgTBEJBS1UxFDASBgNVBACTC111bmlZYXNhbWFsMRQwEgYDVQQKEwWtLB
VExJbmZvVGV]jaDELMAKGA1UECxMCSVQxDDAKBgNVBAMTAONBMTESMCoGCSgGSIb3
DQEJARYdamFtYWwuc2hhaHZ1cmRpeWV2QGFObHR1Y2guYXowHhcNMTQwWNA4MT gy
Mj I2WhcNMTcwMzAOMTgyMj I2WCBnjELMAKGALIUEBhMCQVoxDTALBgNVBAGTBEJR
S1UxFDASBgNVBACTC111lbmlZYXNhbWEFsMRQWEgYDVQQOKEwtBVExJbmZvVGVjaDEL
MAKGA1UECxMCSVQxGTAXBgNVBAMTEGOWZW52cG57bGl1bnOxLTEXLDAgBgkghkiG
9wOBCQEWHWPphbWFsLnNoYWh272XJkaX11dkBhdGx0ZWNoLmF6MIIBIjANBgkghkiG
9wOBAQEFAAOCAQ8AMI IBCgKCAQEA3JYVHpliXKag+/QSRLkyEN381Sv8PQ5SPO1T
cPc3u2PhMRJ+D57XdIJWdx3uLl1KcfewLUSDNnxxcW19s0G/0oXr24G5j11ALu8wsY
LimjfSrvkzBeCYq4ji+Ut/77kVArW4QVE6XJsS4AWKyGOWVVSb8 fyOWxg)3E93+uR
2gqErMATA/ZvXntOQM6WSVIRQxhsA7t8/Ns6d0YJOETbTKaDPUkjk8FIwOognl 3mx
ss/Gg2QHXWe 7ThvPggYP2NLareC6bolE+9y7Lcz2PXEsK666A1zGur6cT4fIyxrEh
0ock69sItBGI95+LCbZn6Kgk8B+no6xjD+zhCR7Y/WsrcmHn4FfQIDAQAB04IBSDCC
AUQwWCQYDVROTBAIWADAtBglghkgBhvhCAQOEIBYeRWFzeS1SUOEgR2VUZXJhdGVk
IEN1cnRpZmljYXRIMBOGA1UdDgQWBBT5mmsS7D1uBZ80wgC535hN+iMN1zCBxg¥YD
VROJBIG+MIG7gBTeUf1sBBTVRIOX0OvTpj+4ZR1owxgqGBl16SB1IDCBKTELMAKGALUE
BhMCQVoxDTALBgNVBAgTBEJBS1UxXFDASBgNVBACTC111bml ZYXNhbWEFsMRQWEgYD
VQQOKEwtBVExJbmZvVGV]jaDELMAKGAIUECxMCSVQxDDAKBgNVBAMTAONBMTESMCoG
CSgGSIb3DQEJARYdamFtYWwuc2hhaHZ1lcmRpeWV2QGFObHR1IY2guYXgCCQCOBPCG
UlvLVTATBgNVHSUEDDAKBggrBgEFBQCcDAJALBgNVHQ8EBAMCB4AWDQYJKoZ ThvcN
AQEFBQADggIBAI2X6noXm2QTY3pG7R8e3ccGykNmihfMOgxrGzynefuVYy24BRwY
beh/ix88sczJENSRH+ERHCUN3wSznU1PBajmdpIQIg8jovtY50W+1XkkhT681mle
IX0lPdaNulUrAv2S/7XIoULBM+/xNjFJI5GdMcB6]jS900Q3mUbxNRgrAeuOtRDg7Sh
VjjcO0gHerTOD39YrhWwhiDvz0X+7+pcV+EJzIpMHcbilrQtFRni/x0mHZNv3cY2ri
D4f+8CY+s2HS/0p62z0J4TytD7PONMFR11STe5RedtwRKNDSQz52hQ0VMuiiBIXFqg
cl572VG8BtcUn420LzSnb+Hb15Q00e5W/RDH3INpbvP/cNPGzrPInKMAGmZ / 94Kgz
5Bfj8qglUBECXRGJAdQIGIOYKr8c8x4yxmXtPiJ5vnulZBrd+XMxGdfhxLLrCxgKo6
0dKKtnV1MgeMPIK7eZaKTQ01lngblLZJ9jUS2LbmNvSdD9J7£fT998Jp+ENaAVkpzC
DIBV3AJfyENbuTJzt/+857CQ86LbDrUd+3vPcZSUjgIAyeuuzZv6ugqlMUHWIN2L2C
9foh+wMyyMIKmrmur7fgou2AIY8pNO+35MMYSzuzOtYQzvmMs4lgptZzlwideaWCz
SGe6WKYQeqwEIj6BhY74XM8v1in6kOmmTNei 66k2Bm4ijCozwiWdyIBuEs

<key>

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,46235181079E450C
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T2CABn4zgQqj0d4 fkrVbzAGXm/bKNEJTrm+MjLuk7SY31DFwA66LBT4cm9IgtY37
Yf/icsedob6mCE40otp+250aqdlw9KtnlagsxAV1P38/opcDCZNglQRBKgSbY9h+o
vga64k04GoeMLAMySmJIPimcPDgE2La6KAfWTzESZ7gBXaaugW7dNSjdoBuk3gA2]j
WXspD6RAK)clUAT5IfYS1Y1g/blxUfo07wiW2mrwLOSGYwiyP51rwXj0eKEDTv]JP
1zaCG/HIgzZmU761wgmGMzkKHKhhVVgLkGaeOMEN6DX2Z5kB89YZJ9UfuzmkBWl /IE
Y+8YY6UVSNYyVSoklrt AHUBH6£4RVrt3vgclICitBtZtpBzrbZpyQJUybAM/ x1xY
uun2vV37C3ntsHL3j7gs8AVnSbyyPKoQ8uUuHISTWerL1tCaTQh9GrWooLvsMOX1FBD
WwrWTvVHJIX3Ge32YwzNihpVI0IHUV8mFcLQJ1LcB8gaS5cKMYdnpJdFjVSgcVSlcbhm
RO9ynQgPO0y/mo4ngmRgbsUZTcDIQy3PNC7DB6BEVTXxhnRXEX8YJ1if60gqPh6vdI8r]
81FJg2zyuypzCcplFAL9zv78XvIak9QJI9HBXDZNZYWWFWOHh8Wx537JEZhY15])Syn
yC+4nnaVmHb3LtD4UtuCIYulQ9c2YaJ4DgNazth5kfzCARhIV/ES0COhnoFKHyy/
4+4aFEvKOBWUMEJBdr/5SbGYVrNTUOrsIwnPWOLOOEXD85IRsD3Z2n5J21cy+Sh5F3
2on3xnJcsf7oVeF+nX5KGKkkSFwjaP5T0gBj49LtKht9j1v7X88cr7wEKWBQHFIA
EGZI/hfCcKuS5emthiZl1E7sTzKyrWUwB5P+g748TMnZKOIJbHsmSI+6T8a7thumVE
u7J/sq7jUDISHap+iDaDrgatl1XSZbixANCu67katiMaOf9T4WhB3Gj52Xd40eynn
8f0HaP+yip+3gMmk6DCEf7uBgdrONCRrEqmG/gdmc6G87JWSY/6HXr9I8JVbdSgl
GfCNFNnCzalklgFu2maYMWOg30cwavKirFel3IpED2QQVz8vyuudgSzEesE55011
vuypGhjaZaWCxhtSvUyO+N6H]1 +dXiRJIxtQYbLeEaDalEEYRNYplQGTTP9I0IgDD6
nHEkavpIQKAgCyu/ExDWX4ID+f3whC5/+1amsS9pGMC1081Bqg/ 92y 7vymUgwimbO
rzQerTXVds35v/S65pGQZoLfYzOTquBJHNSZ6DVTIQpSjEKpx2f6XUalIVZKEtppx
ub712hh9wvkptEUEWUMS JmvTREBOfwANxij1lvY/OymFr91i6uo8USQO0vhm4zQlrhlL
S69E78Knhydp2av0p990BNHPWYVCTWUPHGbYXPDJI1Ns+k8HJAGOKHO92LMG1s47A
£jdDheQiR9+wIR/zn/jHvMIp6+LLIKFOLOVNtoILL19p1MQPCICItKVP4+7uDvM+
FSageMKrIoBtO0bQglHbjILblZYk658hc42iBc/KM4aTkVrR5I/GsN3nZxyXCwewf
utlnVEX1i8rGMRFsuUIr00Vjo60s3bSyS808rVYvxwQQocsp3nvEJTLimANNSS/1p

</key>

<tls-auth>

————— BEGIN OpenVPN Static key V1-----
365a88dlef263ebal8e2c9cacb851fbd
97b011ab%b80a780c1le8f72128702689
b4025a08e20e1224526f2a88a2c566¢c6
5131e2cbdad49df030el367d3fc2cd272
0646a995a5b2a492d0c92420ebl7adb0
eaad45547daf33da72f7fdfc25e65ce3
b04512a10d33173834f14a3cl21a2a99
8aeced3c4fd243c9e19f5b9dadd82159
a7388e5fa4064187eb5dde2032365544
£f6032dd8bbeec3553e3c56c61eaf0f93
elb21449fc18912770ef7361e82f4deb5
ed73f9f252fc6£803d319986bf03c43d
eb515£fd9790b3739736b734bealldl3b
49692fbbfl197b7e396e87fc2c60d3ef8
014636573468a2b773cf011b8116eble
ce0d61f142d5e665b07cf3df7b3£f74a7
————— END OpenVPN Static key VI1-----
</tls-auth>

ns-cert-type server

Gostoarilen terkibde sertifikatlar hagginda bir az acgiglama versak:

ca.crt, openvpnclientl-l.crt, openvpnclientl-1l.key ve ta.key fayllarinin

torkibini qurasdirma faylina slave edin. Yeni asadidaki kimi:
<ca>

www.opensource.az

OPEN
SOURCE
CLUB



OPEN
SOURCE
CLUB

</ca>

# openvpnclientl.crt sertifikatinin base64 formatinda olan terkibi bura
olave edin

<key>

edin
</key>

<tls-auth>

————— BEGIN OpenVPN Static key V1-----
# ta.key-in torkibini bura slave edin.
————— END OpenVPN Static key V1-----
</tls-auth>

Sonda iss gosulurug.

OpenVPN sifrslsnmis kanalla AD geydiyyati

Bu basligda biz OpenVPN-i Windows Domain Controller ils integrasiya edeceayik.
Ancaqg her bir halda client ve server arasinda olan yol generasiya elsadiyimiz
CA acariyla yoxlanacag ve openvpnserver acari ils sifrelenscsak.
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Asagidaki sebesks qurulusundan istifads edscayik:

GatelP-2.2.2.1
Client1ServeriP-2.2.2.10/24
Client1ServerGate-2.2.2.1
GatelP-1.1.1.1
ServerlP-1.1.1.10/24
Client1LAN-192.168.4.1 FreeBSD-Gat

GatelP-1.1.1.1

VPNServerLAN

~. 10.198.0.1/16

o~

=

ri0= 192.168.200.1/24

o
NS

5
ntrolt® OpenVPN-Server
SiteA

SiteB Client1

Slient1 tun0 - 192.158.200.2

WindowsDC 1P:10.198.1.200/24
WindowsDC Gate: 10.18.1.

DC: mercurial.lan
OU: mercurial
Group: Mercurial

Client1IP-192.168.4.10/24
Client1Gate-192.168.4.1 Windows DC

Bu misalimizda 2-ci basligda generasiya elsdiyimiz CA ve server
sertifikatlarini hem server hem de client tc¢lin istifade edeceyik. Server
masinl FreeBSD9.2 x64 OpenVPN2.3-de olacag. Client masini iss Windows7 x64
OpenVPN2.3-de olacaqg. Hem¢inin OpenVPN serverimizin daxili ssbskssins
gosulmus Windows 2008 server Domain Controller olacaq.
Domain Controller asadidaki verilsnlsrden ibarstdir:

DC: mercurial.lan

OU: mercurial

Group: mercurial

Test user: jamal

Domain controller masinda mercurial adli grupun i¢inde jamal adli istifadeci
movcuddur ki, sinaglarimizi eds bilsk. Hemginin Users grupunun i¢inds elnur
adliy istifadec¢i mévcuddur ki, giris ede bilmeyen istifadec¢i kimi onunla sinag
edsk.

136
WWwWw.opensource.az



OPEN
SOURCE
CLUB

General Members IMemberOfl Managed Eyl "General Members IMernberOfI Managed Byl

Members: Members:

M Active Directory Domain Services Folder Name Active Directory Domain Services Folder

jamal shahver... mercurial lan/mercurial _3) Elnur Babayev  mercurial lan/ATLUsers

_3) Salman Agayev mercunial lan/mercurial

Add... I Remove | Add.. I Femave |

QK I Cancel Apply | CK | Cancel Apply

ise baslayaq:

Once server masinimiza lazimi paketlesri yiikleysk:

root@siteA:/usr/local/etc/openvpn # cd /usr/ports/security/openvpn-auth-ldap/

root@siteA:/usr/ports/security/openvpn-auth-ldap # make config #
Lazimi modullari
secirik

openvpn—auth-ldap—2.0.3 4
lgggggggggaaaaqadggaggaaadgaagaaagaggagaaaaagaggaaqadgaagaaaaagaagag
b4 E nild and/or install documentation
x [x] EXBMPLES Build and/or install examples
m

< K > <Cancel >

root@siteA:/usr/ports/security/openvpn-auth-ldap # make -DBATCH install
# Yikleyirik

Auth-LDAP paketi servers ylklendikden sonra o /usr/local/lib/openvpn-
auth-ldap.so iUnvanina 6z pluginini slave edir. Biz mshz bu plugini AD-
yo gosulmaqg Ucun istifads edsceyik. /usr/local/etc/openvpn/ad-auth.conf
adli server qurasdirma faylini yaradaqg ve tearkibins asagidaki sstirleri
o2lave edek:

plugin /usr/local/lib/openvpn-auth-ldap.so

"/usr/local/etc/openvpn/openvpn-auth-ldap.conf"

proto udp

port 1194

dev tun

server 192.168.200.0 255.255.255.0

ca /usr/local/etc/openvpn/ca.crt
cert /usr/local/etc/openvpn/openvpnserver.crt
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key /usr/local/etc/openvpn/openvpnserver.key
client-cert-not-required
dh /usr/local/etc/openvpn/dh2048.pem
tls-auth /usr/local/etc/openvpn/ta.key 0
persist-key
persist-tun
keepalive 10 60
push "route 10.198.0.0 255.255.0.0"
topology subnet
user nobody
group nobody
daemon
log-append /var/log/openvpn.log
verb 5
Domain Controller-s gosulmaqg ucin /usr/local/etc/openvpn/openvpn-auth-
ldap.conf qurasdirma faylinin tearkibi asadidaki kimi olacagqg:
<LDAP>
URL 1dap://10.198.1.200
BindDN Administrator@mercurial.lan
Password B123456789%
Timeout 15
</LDAP>
<Authorization>
BaseDN "DC=mercurial,DC=lan"
SearchFilter
" (& (sAMAccountName=%u) (memberOf=CN=mercurial,OU=mercurial,DC=mercurial,DC=lan
</Authorization>
Hemcinin unutmayin ki, OpenVPN server-ds
/usr/local/etc/openvpn/openvpn-auth-ldap.conf faylin ig¢inde olan Domain
adinin resolve edilmessi ucin /etc/resolve.conf faylina asagidaki sstir
olave edilmisdir.
nameserver 10.198.1.200
OpenVPN Serveri iss salaq:
root@siteA:/usr/local/etc/openvpn # openvpn --config ad-auth.conf
Iindi iss Windows7 masinda client qurasdirma faylini yaradag. C:\Program
Files\OpenVPN\config tunvaninda ad-udp-client.ovpn adli fayl yaradaqg ve
torkibine asadidaki mezmunu slave edsak:
client
auth-user-pass
proto udp
remote openvpnserver.example.com
port 1194
dev tun
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nobind

ca "c:/program files/openvpn/config/ca.crt"
tls-auth "c:/program files/openvpn/config/ta.key" 1

ns-cert-type server
verb 5

Windows7 client masini iss salaqg:

Connect ad-udp-client

Disconnect basic-udp-client >
Show Status examplel0-4 »
Viewlog examplel0-5 >
Edit Config camplel(:o 4
Change Password Rl ’
examplel0-9 »
examplel2-3 3
examplel2-4 »
examplel2-7 »
example3-1-client >
example3-2-client2 3
example6-1 >
example6-10 »
example6-2 »
example6-3 »

exampled-7

OpenVPN Service

Settings...

Curment State: Connecting

Sun Apr 06 13:16:05 2014 dhep_lease_time = 31536000 -

Sun Apr 06 13:16:05 2014 tap_sleep =0

Sun Apr 06 13:16:05 2014  dhcp_options = DISABLED

Sun Apr 06 13:16:05 2014 dhcp_renew = DISABLED

Sun Apr 06 13:16:05 2014 n ore relesse = DISAR

Sun Apr 06 13:16:05 2014 s P

| Sun Apr 06 13-16:05 2014 OpenVPN - User Authentication
Sun Apr 06 13:16:05 2014

Sun Apr 06 13:16:05 2014 \Usemame: jamal

Sun Apr 06 13:16:05 2014

Sun Apr 06 13:16:05 2014 G . -

Sun Apr 06 13-16:05 2014 H| "

Sun Apr 06 13:16:05 2014

Sun Apr 06 13:16:05 2014

Sun Apr 06 13:16:05 2014

Sun Apr 06 13:16:05 2014 Me H

dhics

Sun Apr 06 13:16:06 2014 MANAGEMENT: CMD hold off"
Sun Apr 06 13:16:06 2014 MANAGEMENT: CMD hold release”

Client masinin statusunda asadidaki sskil cap edilmslidir:
) OpenVPN Connection

Currert State: Connected

Sun Apr 06 13:39:11 20114 do_ficorfig, tt-»ipv6=0), ti->did_fcorfig_ipv6_setup=0 -
Sun Apr 06 13:39:11 2014 MANAGEMENT: >STATE:1396773551 ASSIGN_IP,,192.168.200.5,

Sun Apr 06 13:39:11 2014 open_tun, tt-»ipvB=0

Sun Apr 06 13:39:11 20114 TAP-WIN32 device [TAP] opened: \\.\Global'{0120D673-1F50-4875-A4AD-8463DBBACT4B} tap

Sun Apr 06 13:33:11 2014 TAP-Windows Driver Version 3.9

Sun Apr 06 13:39: 11 2014 TAP-Windows MTU=1500

Sun Apr 06 13:39:11 2014 Set TAP-Windows TUN subnet mode network/local/netmask = 132.168.200.0/192.168.200.5/255.255.255.0 [SUCCEEDED]

Sun Apr 06 13:39:11 20114 Notied TAP-Windows driverto set a DHCP IP/netmask of 152.168.200.5/255 255.255 () on interface {01200673-1F50-4873-A4AD-8463068AC048} [DHCP-serv: 152.168.200.254, lease-time: 31536000]
Sun Apr 06 13:39:11 2014 Successful ARP Flush on interface [16] {0120D679-1F50-4873-A4AD-B463D68AC048}

Sun Apr 06 13:39:16 2014 TEST ROUTES: 1/1 succeeded len=1 ret=1a=0 u/d=up

Sun Apr 06 13:39:16 2014 MANAGEMENT. >STATE: 1396773556 ADD_ROUTES..,

Sun Apr 06 13:39:16 20114 C:\Windows'system32\route exe ADD 10.198.0.0 MASK 255.255.0.0 152.168.200.1

Sun Apr 06 13:39:16 2014 ROUTE: CreatelpForward Entry succeeded with dwForwardMetric 1=30 and dwFomward Type=4

Sun Apr 06 13:39:16 2014 Route addition via IPAP| succeeded [adaptive]

Sun Apr 06 13:39:16 2014 Initialization Sequence Completed EI
Sun Apr 06 13:39:16 20114 MANAGEMENT: »STATE:1396773556 CONNECTED SUCCESS, 152.168.200.5,1.1.1.10

| -

) [
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Server masinda /var/log/openvpn.log jurnal faylina baxib asadidaki
sotirleri gormeliyik:

Sun Apr 6 13:17:43 2014 us=626543 2.2.2.10:53829 PLUGIN_CALL: POST
/usr/local/lib/openvpn-auth-ldap.so/PLUGIN AUTH USER_PASS VERIFY
status=0

Sun Apr 6 13:17:43 2014 us=626715 2.2.2.10:53829 TLS:
Username/Password authentication succeeded for username 'Jjamal'

Sun Apr 6 13:17:43 2014 us=627135 2.2.2.10:53829 Data Channel Encrypt:
Cipher 'BF-CBC' initialized with 128 bit key

Sun Apr 6 13:17:43 2014 us=627163 2.2.2.10:53829 Data Channel Encrypt:
Using 160 bit message hash 'SHA1l' for HMAC authentication

Sun Apr 6 13:17:43 2014 us=627235 2.2.2.10:53829 Data Channel Decrypt:
Cipher 'BF-CBC' initialized with 128 bit key

Sun Apr 6 13:17:43 2014 us=627282 2.2.2.10:53829 Data Channel Decrypt:
Using 160 bit message hash 'SHA1l' for HMAC authentication

Nezosrs alin ki, OpenVPN server ilk defs iss dissnds, yolun
sifrelenmesinden sonra client ilk defs gosulanda, gosulmaya bilsr.
Ancaqg bundan sonra biitlin gosulmalarda problemsiz islsyscsk.

9gor OpenVPN serveri startup-a slave eleomek isteseniz, sadecse asadidaki
sotirleri /ete/rc.conf faylina slave etmsniz yetsr:

openvpn_enable="YES"

openvpn_if="tun"
openvpn_configfile="/usr/local/etc/openvpn/ad-auth.conf "
openvpn_dir="/usr/local/etc/openvpn"
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Ubuntu 14.04 OpenVPN-in Active Directory ils inteqrasiyasi
Magsadimiz Ubuntu 14.04 server Uzoerinde OpenVPN yikleyib Active Directory ils
o2lagealeandirmekdir c¢inki, VPN istifade¢i bazasini AD-den almag isteyirik.
Istifads edilen OS-lar:

Windows 2012 Server R2 - DC
Windows 8.1 x64 - Client masini
Ubuntu 14.04 x64 - OpenVPN

Qabaqgcadan istifade etdiyimiz Domain Controller-in verilenlsrini aciglayaqg
Domain Controller: DOMAIN.LAN

DC RO User: ADMINISTRATOR

DC RO PASS: DOMAIN ADMIN PASS

DC VPN Group: OpenVPNFAUsers - Tam yetkisi olan VPN istifadecileri (Bitin
sabskays routing olacaq)

Windows 8.1 client qurasdirma fayli asagidaki kimi olacag(faylimizin adi
DOMAIN-ad-auth.ovpn). Faylin genislenmesi mitleqg .ovpn olmalidir:
client

auth-user-pass

auth-nocache

reneg-sec 86400

proto tcp

remote ovpndc.DOMAIN.az

port 1194

dev tun

nobind

key-direction 1
ns-cert-type server

# OpenVPN serverds yaradilan ca.crt
<ca>
¥6fgfMMoPaIgk8qgl/qydk8HvgQoac3kjo9wMD7XWIDYiLFk1FxQJEW
BIgqI2z6vh9/9ka54s6WNRgzT+7+EZqSuwCfC6Dm/0gxp4AvEjapwjaURJ6yEuQYe
0dh5ydTsIcueNnBzkuFZRx5051NcaBQZz2fUVpQvueTCCsHkPt1BGU3TQWIYTUVZ1
04wPQoOyXCOYUVvWaYWSLTDMNDVCVGFYfc5C3++nijtfWpO8LLDZgiwC7ScYj+Boo
SZ9dkEpIYdb03KBnn+LCO3STVukpwTr+vyKjPITceuElHXdWvXi7wgtopwQhQ+3]
sDCvB+Wg2Bt5zBPC43WTeLANOGZFQON1£f1kyBNX1Bml1tM0Ok13k75skkj9TXHjrM44
+aVdx1PjkQ86e6/A04wCUOBNf4a00Q8r6PWCfpkgatDn6hCh6ChAYYugqARSW3eRs
P2D31AWGEH1B1f/+397E66f3ByHVPGQ5n1AQ3wI7g+tLH+gPsoFUKcyfEbctuYvG
D0+9jPhvxAAQwc4hBhn+TXRXPkaaaI89iiaJoiF1l//R8kgs8t3yxpxjEy0hs2nrx
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tboZ191c02fj8e2HvhbMs9v+j60VTQIDAQARO4IBBTCCAQEWHQYDVROOBRBYEFICi
KzboRxhacra8qgkU+xvRM4df 7TMIHRBgNVHSMEgckwgcaAFIciKzboRxhacra8gkU+
xVRM4Adf70YGipIGEfMIGcMQOswCQYDVQQGEWJIBWIENMASGAIUECBMEQkFLVTEUMBIG
AlUEBxXxMLWWVUuaV1hc2FtYWwxFDASBgNVBAOTCOFUTE1uZm9UZWNoMQswCQYDVQQL
EwJJVDEXMBUGA1UEAxXMOQVRMSW5mb1R1Y2ggQ0ExLDAgBgkghkiGIwOBCQEWHWph
PWFsLnNoYWh2ZXJkaX11dkBhdGx0ZWNoLmF6ggkAuxX95Bz9Xn4wDAYDVROTBAUW
AWEB/zANBgkghkiGO9w0OBAQUFAAOCAGEAT+K700aUfXDEfSFmMBTrppvbcGgoVsaEl
5NjMh206D5KWtERhKbP71d20sdt6Ygql PQWW3I3thVQOL686rhbZ/cR6Vzj41cFI
EqCt4ugZrkoMcvPg82POnvrzKCauxv5kmZIJhWQTB3WXMoOA4KNQqW6 /HVz SmbQgC
QR6CQNTt1721alRIQrR1CmgRankKC4yQOBKbzDwB1XLHv) ITdyhJ1HXZxBcdXurMX
Uh7AsHOTxbHy4nbyB+Zz1n037wza6FBeunIgJd/I5eKDcN11yGELJDsEvrSUcbRRg
IenV9/D9LP4y2KghMkiuDn7vhY3IifCixQg3IWIa5BdQ/1UlAccsx11i0/nyQtZFE7
5NadlwoSOjEe2H6bwxhlngcItQyiC34HghNKUF16eYLIMEZzZGkP7UNLWON32b3TiA
q9+HTP6TQoci143A0aA3NFaUjuKC3zHykesNS8QqOH7/MVB4L38/piaGD/K8CsiZH+
QOhkICaJJ7hx/Cfp3VUIKr9yxtAnC5QNbXr9QVCC+mwi/sH91laThPIlmlXd2tKdoZa
My/K605fZnZSpz0eFa9j6bRgF2tpbG3jxiWTO00F9xUvSEtXZdfies5BRHalFYGK4
yvVIA/ZJIBSB/6CT8mnMjGJIcn85CcRggOrOc71ONmgFKw/YopPYyAKz jgi 1EKtNmM3
pmPKIhXPdvec=
————— END CERTIFICATE-----
</ca>
# OpenVPN serverds yaradilan TA acari
<tls-auth>
————— BEGIN OpenVPN Static key V1-----
7148f7p12478b04aeeld445e18bb96509
b7£8d3c62d20££fb59241a13b714e951d
6€14e£9254097803e76b75e051866287
2cb6db296bbb2a7322b4d641d235b6e3
6426£086ecb6d0650ed61285a5e2a78b
f0£f702352193c12cbff21ccc82054d00
a00al13d304d7d1365e955eeb30aece8f
15ca06blc2f504delce03£9e955d17£6
a70db5635£fd3d3fce914dc090a3£3d59
71db3e9955ad£3797c50c50bbelcbc4db
laa8d3£f363del8474eacb0b7116edaba
00325fa6fd15da57ad10£f9e81cf8d7£2
£f1c16d95af55071365cefd8513c906af
e830c0c83f01leea30add98£734fd6011
£5¢89c1822d516e0a0c3452c869a5940
929a37e3e064£307b17b8fbe8acb73c3
————— END OpenVPN Static key V1-----
</tls-auth>
# Jurnallari detallil gormek istessk asagidaki sstirden serhi silirik
#verb 3
Ubuntu masinimiz yltklendikden sonra onu yenilesyirik ve teleb edilen paketloari
yukleyirik:
apt-get update # Anbarlari yenileyirik
apt-get dist-upgrade # Kernel ve mdvcud paketlsri yenileyirik
# OpenVPN, OpenSSL, LDAP vs har hal tg¢tin RADIUS {icin integrasiya paketlsri
yukleyirik
apt-get install openvpn easy-rsa openvpn-auth-ldap openvpn-auth-radius
openvpn-auth-radius-dbg
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apt-get install freeradius freeradius-common freeradius-dbg freeradius-utils
freeradius-1ldap

# LDAP utilitlerini yiukleyirik
apt-get install ldap-utils

cd /etc/openvpn # OpenVPN gqurasdirma govluguna daxil olub, asagidaki
kimi qurasdirma faylini yaradirig

cat openvpn.conf # Qurasdirma faylimiz asadidaki kimi olacaqg

plugin /usr/lib/openvpn/openvpn-auth-ldap.so "/etc/openvpn/openvpn-auth-

ldap.conf"

proto tcp

port 1194

dev tun

server 192.168.200.0 255.255.255.0

# Acarlarinin generasiya edilmesi gaydasi hagginda strafali mizakirs edilscsk
ca /etc/openvpn/keys/keys/ca.crt

cert /etc/openvpn/keys/keys/openvpnserver.crt

client-cert-not-required

key /etc/openvpn/keys/keys/openvpnserver.key

dh /etc/openvpn/keys/keys/dh2048.pem

tls-auth /etc/openvpn/keys/keys/ta.key 0

reneg-sec 86400
persist-key
persist-tun
keepalive 10 60

# Mistorilerin her birins ayri qurasdirma yazmag istessk asagidaki
sotirlerden gorhi silirik.

#client-to-client

#client-config-dir /usr/local/etc/openvpn/ccd
push "route 10.50.2.0 255.255.255.0"

push "route 10.50.3.0 255.255.255.0"

push "route 10.50.12.0 255.255.255.0"

push "route 10.50.14.0 255.255.255.0"

push "route 10.50.17.0 255.255.255.0"

push "route 10.50.19.0 255.255.255.0"

push "route 192.168.10.0 255.255.255.0"

push "dhcp-option DNS 10.50.3.2"

push "dhcp-option DNS 10.50.3.3"

topology subnet

user root
group root

log-append /var/log/openvpn.log

Active Directory-s gosulmaqg uU¢uin LDAP qurasdirma faylimiz asagidaki kimi
olacaq:
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cat /etc/openvpn/openvpn-auth-ldap.conf # LDAP gosulmamiz ucin

<LDAP>
URL
BindDN
Password
Timeout

TLSEnable

FollowReferrals

</LDAP>

<Authorization>
BaseDN

SearchFilter
RequireGroup

<Group>

qurasdirma faylimlz asadidaki
kimidir

ldap://DOMAIN.LAN
"CN=ADMINISTRATOR,CN=Users,DC=DOMAIN,DC=lan"
"DOMAIN_ ADMIN PASS"

15

no

no

"DC=DOMAIN,DC=lan"
" (& (sAMAccountName=%u) )"
true

BaseDN
SearchFilter " (cn=OpenVpnFAUsers) "
MemberAttribute "member"

</Group>
</Authorization>

"DC=DOMAIN,DC=lan"

Ubuntu masinimizda sobsks ve routing qurasdirmalari asagidaki kimi olacag:
cat /etc/network/interfaces # Sebsks qurasdirma fayli

auto 1lo

iface lo inet loopback

auto ethO

iface ethO inet static
address 85.132.71.131
netmask 255.255.255.240
network 85.132.71.128
broadcast 85.132.71.143
gateway 85.132.71.129
# dns-* options are implemented by the resolvconf package, if

installed

dns-nameservers 10.50.3.2 10.50.3.3
dns-search DOMAIN.az

auto ethl

iface ethl inet static

address 10.50.3.40

netmask 255.255.255.0
network 10.50.3.0

broadcast 10.50.3.

# Telsb edilsn route-lar

up route
up route
up route
up route
up route

add
add
add
add
add

-net
-net
-net
-net
-net

255

10.50.2.0/24 gw 10.50.3.1
10.50.12.0/24 gw 10.50.3.1
10.50.14.0/24 gw 10.50.3.1
10.50.17.0/24 gw 10.50.3.1
10.50.19.0/24 gw 10.50.3.1
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up route add -net 192.168.10.0/24 gw 10.50.3.1
Qeyd: Unutmayin ki, yazdidiniz routing eynils ssbeskeninizde olan Router-in
izerinden geriye gayitmalidir. Yeni sizin virtual VPN sobskenizin hami
torefinden gérinmesi ic¢liin router-nizds asadidakina uydun olan bir
routing mitleqg slave etmslisiniz(Yoni virtual 192.168.200.0/24
sobskesini gormsk dclin 10.50.3.40 IP-sinden kec¢mek lazimdir):
ip route 192.168.200.0 255.255.255.0 10.50.3.40
Hom¢inin Ubuntu masininizi Routing rejims salmalisiniz. Bunu asadidaki kimi
edecoayik:
sysctl -w net.ipv4.ip forward=1 # CLI-dan iss salirig
reboot-dan sonra islemssi lcin /etc/sysctl.conf faylinda asadida sstirin
garsisindan sorhi silirik:
net.ipv4.ip forward=1
Ubuntul4.04-ds OpenVPN ig¢in FreeRADIUS-la Active-Directory,
Magsedimiz Ubuntu 14.04 OS tzsrinde OpenVPN server qurmag vsa onu FreeRADIUS
ile inteqgrasiya etmskdir. Sonra iss FreeRADIUS serveri Active Directory ils
inteqgrasiya edib, sec¢ilmis MS LDAP grupdan istifadecgilers yetki vermskdir:
Istifads edilsn OS-lar:
Windows 2012 Server R2 - DC
Windows 8.1 x64 - Client masini
Ubuntu 14.04 x64 - OpenVPN
Once istifade etdiyimiz Domain Controller-in verilenlsrini acg¢iglayaqg
Domain Controller: DOMAIN.LAN
DC RO User: ADMINISTRATOR
DC RO PASS: DOMAIN_ PASS
DC VPN Group: OpenVPNFAUsers - Tam yetkisi olan VPN istifadecileri (Biitin
sebosksys routing olacaq)
Windows 8.1 client qurasdirma fayli asadgidaki kimi olacag(faylimizin adi atl-
ad-auth.ovpn). Faylin genislenmesi miitlsg .ovpn olmalidir:
client
auth-user-pass
auth-nocache
proto tcp
remote ovpndc.atl.az
port 1194
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dev tun
nobind

key-direction 1
ns-cert-type server

# OpenVPN serverds yaradilan ca.crt
<ca>
 f1kyBNX1Bm1tMOk13k75skkj9TXH]rM44
+aVdx1PjkQ86e6/A04wCUOBNf4a0008r6PWCEfpkgatDn6hCh6ChAYYugARSW3eRs
P2D31AWGEH1B1f/+397E66f3ByHVPGQ5n1AQ3wI7g+tLH+gPsoFUKcyfEbctuYvG
D0+9jPhvxAAQwc4dhBhn+TXRXPkaaal89iiaJdoiF1l//R8kgs8t3yxpxjEyOhs2nrx
tbo0Z2191c02f38e2HvhbMs9v+j60VTQIDAQARO4IBBTCCAQEWHQYDVROOBBYEFICi
KzboRxhacra8gkU+xvRM4df 7MIHRBgNVHSMEgckwgcaAFIciKzboRxhacra8qgkU+
XVRM4df70YGipIGEMIGcMOswCQYDVQQGEWIBWIENMASGALIUECBMEQkKFLVTEUMBIG
AlUEBxXMLWWVuaV1hc2FtYWwxFDASBgNVBAOTCOFUTE1uZm9UZWNoMQswCQYDVQQL
EwJJVDEXMBUGA1UEAXMOQVRMSW5mb1R1Y2ggQ0ExLDAGRgkghkiGI9wOBCQEWHWph
PWFsLnNoYWh2ZXJkaX11dkBhdGx0ZWNoLmF6ggkAuxX95Bz9Xn4wDAYDVROTBAUW
AWEB/zANBgkghkiGOwOBAQUFAAOCAGEAT+K700aUfXDEfSFmBTrppvbcGgoVsakl
5NjMh206D5KWtERhKbP71d20sdt6YggqlPQWW3I3thVQ0L686rhbZ/cR6Vzj41cFI
EqCt4ugZrkoMcvPg82POnvrzKCauxv5kmZzIThWQTB3WXMoO0A4KNQqW6 /HVz SmbQgC
QR6CQNTt1Z21alRIQrR1CmgRankKC4yQBKbzDwB1XLHv] ITdyhJ1HXZxBcdXurMX
Uh7AsHOTxbHy4nbyB+Zz1n037wzab6FBeunIqJd/I5eKDcN11yGEL]jDsEvrSUCbRRg
IenV9/D9LP4y2KghMkiuDn7vhY3IifCixQg3JWIabBdQ/1UlAccsx1i0/nyQtZF7
5NadlwoSOjEe2H6bwxhlngcItQyiC34HghNKUF16eYL1IMEzGKkP7UNLWQON32b3TIiA
q9+HTP6TQoci43A0aA3NFaUjuKC3zHykesNS8QqOH7MVB4L.38/piaGD/K8CsiZH+
QhkICaJdJ7hx/Cfp3VUIKr9yxtAnC5QNbXr9QVCC+mwi/sH91aThP1lmlXd2tKdoZa
My/K605fZnZSpz0eFa9j6bRgF2tpbG3jxiWTO00F9xUvSEtXZdfies5BRHalFYGK4
yvVIA/ZJIBSB/6CT8mnMjGIcn85CcRggOrOc71QONmgFKw/YopPYyAKzJgilEKtNmM3
pmPKIhXPdvc=

</ca>

# OpenVPN serverds yaradilan TA acari
<tls-auth>

————— BEGIN OpenVPN Static key V1-----
7148f7b12478b04aeceld45e18bb96509
b7£8d3c62d20££fb59241a13b714e951d
6e14e£9254097803e76b75e051866287
2cb6db296bbb2a7322b4d641d235b6e3
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06426f086ecb6d0650ed6l285a5e2a78b
f0£f702352193¢c12cbff21ccec82054d00
a00al3d304d7d1365e955eeb30aece8f
15cal6blc2f504delce03£9e955d17f6
a70db5635fd3d3fce914dc090a3£3d59
71db3e9955adf3797¢c50c50bbelcbcidb
laaB8d3f363del8474eaeblOb7116edaba
00325fa6cfdl5da57adl10£f9e81cf8d7£2
fl1cl16d95af55071365cefd8513¢c906af
e830c0c83f0leeal30add98£734£fd6011
£5¢89¢1822d516e0a0c3452¢c869a5940
929a37e3e064£307b17b8fbe8acb73c3
————— END OpenVPN Static key V1-----
</tls-auth>

# Jurnallari detallil gormek istessk asagidaki sstirden serhi silirik
#verb 3

Ubuntu masinimiz yliklendikden sonra onu yenilesyirik ve lazimi paketleri
yikleyirik:

apt-get update # Anbarlari yenileyirik
apt-get dist-upgrade # Kernel ve movcud paketleri yenileyirik

# OpenVPN, OpenSSL, LDAP ve har hal i¢in RADIUS ic¢lin integrasiya paketleari
yuklayirik

apt-get install openvpn easy-rsa openvpn-auth-radius openvpn-auth-radius-dbg
# FreeRADIUS-u da yiikleyirik ki, eyni masinda RADIUS qurasdiradg.

apt-get install freeradius freeradius-common freeradius-dbg freeradius-utils
freeradius-1ldap

# LDAP utilitlerini yiukleyirik
apt-get install ldap-utils

cd /etc/openvpn # OpenVPN gqurasdirma govluguna daxil olub, asagidaki
kimi qurasdirma faylini yaradiriqg

cat openvpn.conf # Qurasdirma faylimiz asadidaki kimi olacaqg

plugin /usr/lib/openvpn/radiusplugin.so /etc/openvpn/radiusplugin.cnf

proto tcp

port 1194

dev tun

server 192.168.200.0 255.255.255.0

ca /etc/openvpn/keys/keys/ca.crt

cert /etc/openvpn/keys/keys/openvpnserver.crt
client-cert-not-required

key /etc/openvpn/keys/keys/openvpnserver.key
dh /etc/openvpn/keys/keys/dh2048.pem

tls-auth /etc/openvpn/keys/keys/ta.key 0

persist-key
persist-tun
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keepalive 10 60

# Client-lerimizin her birine ayri gqurasdirma yazmaqg istessk asadidaki
sotirlerden serhi silirik.

#client-to-client
#client-config-dir /usr/local/etc/openvpn/ccd

push
push
push
push
push
push
push
push
push

topology subnet

"route
"route
"route
"route
"route
"route
"route

user root
group root

10.
10.
10.
10.
10.
10.

50
50
50
50
50
50

.2.0 255.255.255.0"
.3.0 255.255.255.0"
.12.0 255.255.255.0"
.14.0 255.255.255.0"
.17.0 255.255.255.0"
.19.0 255.255.255.0"

192.168.10.0 255.255.255.0"
"dhcp-option DNS 10.50.3.2"
"dhcp-option DNS 10.50.3.3"

log-append /var/log/openvpn.log

OpenVPN ils FreeRADIUS-u birlesdiren qurasdirma fayli asadidaki kimi olacagqg:

cat /etc/openvpn/radiusplugin.cnf

NAS-Identifier=OpenVpn
Service-Type=5
Framed-Protocol=1

NAS-Port-Type=5

NAS-IP-Address=127.0.0.1

OpenVPNConfig=/etc/openvpn/openvpn.conf # OpenVPN qurasdirma fayli
overwriteccfiles=true

server

{

acctport=1813 # RADIUS accounting portu
authport=1812 # RADIUS authentifikasiya portu
name=127.0.0.1 # RADIUS IP

retry=1

wait=1

sharedsecret=freebsd

# FreeRADIUS iles OpenVPN arasinda
istifade edilsn acar

Indi ise kegok FreeRADIUS-un qurasdirmasina
OpenVPN client-i gosulmaqg l¢iin FreeRADIUS-un clientler siyahisina slave
edirik (Qurasdirma fayli asagidaki kimi olacaq):

cat /etc/freeradius/clients.conf

# Clientlor qurasdirma faylz:

www.opensource.az
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client localhost {

ipaddr = 127.0.0.1 #
secret = freebsd #
require message_authenticator = no
shortname = localhost

nastype = other

FreeRADIUS-un &6z qurasdirma fayli asagidaki
cat /etc/freeradius/radiusd.conf #
prefix = /usr

exec_prefix = /usr

sysconfdir = /etc

localstatedir = /var

sbindir = ${exec_prefix}/sbin

logdir = /var/log/freeradius

raddbdir = /etc/freeradius

radacctdir = ${logdir}/radacct

name = freeradius

confdir = ${raddbdir}

run_dir = ${localstatedir}/run/${name}

db dir = ${raddbdir}

libdir = /usr/lib/freeradius

pidfile = ${run_dir}/${name}.pid
user = freerad
group = freerad
max_request_time = 30
cleanup _delay = 5
max_ requests = 1024
listen {
type = auth
ipaddr = 127.0.0.1
port = 1812
}
listen {
ipaddr = 127.0.0.1
port = 1813
type = acct
}
hostname_ lookups = no
allow_core_dumps = no
regular expressions = yes
extended expressions = yes
log {
destination = files
file = ${logdir}/radius.log
syslog facility = daemon
stripped names = no
auth = no
auth badpass = no
auth _goodpass = no

OPEN

SOURCE
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OpenVPN server
OpenVPN sifro
kimi olacagqg:
FreeRADIUS qurasdirma fayli
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checkrad = ${sbindir}/checkrad

security {
max_attributes =
reject delay =1
status_server = yes

200

}

proxy requests = no

$INCLUDE proxy.conf

SINCLUDE clients.conf

thread pool {
start_servers = 5
max_servers = 32
min_spare servers 3
max spare servers = 10
max_requests_per server = 0

}
modules {
SINCLUDE ${confdir}/modules/
$INCLUDE eap.conf
}
instantiate {
exec
expr
expiration
logintime
}
$INCLUDE policy.conf
$INCLUDE sites-enabled/

FreeRADIUS ils OpenVPN arasinda olan gosulmanin dizgiinliylini test etmsk Utcin
/etc/freeradius/users faylina asadidaki setiri slave etmek lazimdir (Test {icln
Vasif adli istifade¢i freebsd sifresi ile):

"vasif" Cleartext-Password := "freebsd"

/etc/init.d/openvpn restart # OpenVPN serveri restart edirik
/etc/init.d/freeradius restart # FreeRADIUS serveri restart edirik

freeradius -fX # FreeRADIUS-u debug etmsk {iciin bu smrden istifade edirik

Windows 8.1 client-den OpenVPN servers gosulub udurlu nstice slds
etmelisiniz. 9gsr udgurlu nstice olmasa debug edilir. B8gsr hsr sey udurlu olsa
kecirik RADIUS-un MS LDAP-la integrasiya edilmesins.

OpenVPN-in istifadeg¢ilerinin AD-dsn yoxlanilmasi iUcln FreeRADIUS serveri MS
LDAP ile integrasiya etmsk lazimdir. Bunun ig¢in asagidakilari edirik:
cat /etc/freeradius/sites-enabled/default # Susmaya gdrs olan Virtual
RADIUS-u qurasdiririqg
authorize {
files
ldap # Qeydiyyat LDAP-1n
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if (LDAP-Group == "OpenVpnFAUsers") ({ # OpenVpnFAUsers DC grupundan
olarsa izin verilir.
ok
}
else {
reject # 9ks halda baglayiriqg
}
}
authenticate {
Auth-Type LDAP {
ldap # Hemcinin authentifikasiyani
ldap grupundan alacadiqg
}
}
preacct {
preprocess
acct_unique
suffix
files
}
accounting {
detail
unix
radutmp
exec
attr_filter.accounting_ response
}
session {
}
post-auth {
exec
}
pre-proxy {
}
post-proxy {
}
LDAP modulunu qurasdiririqg ki, muracist eden istifadec¢ilsrin teyin edilmesi
iclin, Domain Controller-s gosulub filter eds bilsin.
cat /etc/freeradius/modules/ldap # LDAP modulunun qurasdirmasi asadidaki
kimi olacaqg
ldap {
server = "DOMAIN.LAN"
identity = "CN=ADMINISTRATOR,CN=Users,DC=atl,DC=lan"
password = "DOMAIN PASS"
basedn = "DC=atl,DC=lan"
filter = " (sAMAccountName=%{%{Stripped-User-Name}:-%{User-Name}})"
ldap_connections_number = 5
timeout = 4
timelimit = 3
net_timeout =1
tls {
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start_tls = no
}
dictionary mapping = ${confdir}/ldap.attrmap
edir account_policy check = no
groupname_attribute = "cn"
groupmembership filter =
"(] (& (objectClass=GroupOfNames) (member=%{control:Ldap-
UserDn})) (& (objectClass=GroupOfUniqueNames) (uniquemember=%{control:Ldap-
UserDn})) )"
groupmembership attribute = "memberOf"
compare_check items = no
do_xlat = yes
access_attr used for allow = yes
chase referrals = yes
rebind = yes
set_auth_type = yes
ldap debug = 0
keepalive ({
idle = 60
probes = 3
interval = 3
}
}
freeradius -£fX # Debug rejimde jurnallarda udgurlu nstices
olaraq seg¢diyim asagidaki jurnallarin
oxsarlarini sizde mitleqg gdrmslisiniz.
[ldap] performing user authorization for jamal
[ldap] expand: %${Stripped-User-Name} ->
[ldap] expanding second conditional
[ldap] expand: %${User-Name} -> jamal
[ldap] expand: (sAMAccountName=%{%{Stripped-User-Name}:-%{User-Name}}) ->
(sAMAccountName=jamal)
[ldap] expand: DC=atl,DC=lan -> DC=atl,DC=lan
[ldap] ldap get conn: Checking Id: 0
[ldap] ldap get conn: Got Id: O
[ldap] attempting LDAP reconnection
[ldap] (re)connect to DOMAIN.LAN:389, authentication 0
[ldap] bind as CN:ADMINISTRATOR,CN:Users,DC:atl,DCzlan/DOMAIN_PASS to
DOMAIN.LAN:389
[ldap] waiting for bind result
[ldap] Bind was successful
[ldap] Setting Auth-Type = LDAP
[ldap] user jamal authorized to use remote access
[ldap] ldap release conn: Release Id: O
++[ldap] returns ok
++? 1f (LDAP-Group == "OpenVpnFAUsers")
[ldap] Entering ldap_ groupcmp ()
expand: DC=atl,DC=lan -> DC=atl,DC=lan
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expand: (| (& (objectClass=GroupOfNames) (member=%{control:Ldap-

UserDn})) (& (objectClass=GroupOfUniqueNames) (uniquemember=%{control:Ldap-
UserDn}))) -> (| (& (objectClass=GroupOfNames) (member=CN\3dJamal
Shahverdiyev\2cOU\3dATLTech
Users\2cOU\3dATLTech\2cDC\3datl\2cDC\3dlan)) (& (ocbjectClass=GroupOfUniqueNames
) (uniquemember=CN\3dJamal Shahverdiyev\2cOU\3dATLTech
Users\2cOU\3dATLTech\2cDC\3datl\2cDC\3dlan)))

[l1dap] ldap get conn: Checking Id: 0

[ldap] ldap get conn: Got Id: O

[ldap] performing search in DC=atl,DC=lan, with filter
(& (cn=0OpenVpnFAUsers) (| (& (ocbjectClass=GroupOfNames) (member=CN\3dJamal
Shahverdiyev\2cOU\3dATLTech
Users\2cOU\3dATLTech\2cDC\3datl\2cDC\3dlan)) (& (objectClass=GroupOfUniqueNames
) (uniquemember=CN\3dJamal Shahverdiyev\2cOU\3dATLTech
Users\2cOU\3dATLTech\2cDC\3datl\2cDC\3dlan))))

[ldap] performing search in CN=Jamal Shahverdiyev,QU=ATLTech
Users,OU=ATLTech,DC=atl,DC=lan, with filter (objectclass=*)
[ldap] performing search in CN=OpenVpnFAUsers, OU=ATLTech
Groups, OU=ATLTech, DC=atl,DC=lan, with filter (cn=OpenVpnFAUsers)
rlm ldap::ldap groupcmp: User found in group OpenVpnFAUsers
[ldap] ldap release conn: Release Id: 0
? Evaluating (LDAP-Group == "OpenVpnFAUsers") -> TRUE
++? 1f (LDAP-Group == "OpenVpnFAUsers") -> TRUE
++- entering if (LDAP-Group == "OpenVpnFAUsers") {...}
+++[ok] returns ok

[ldap] user jamal authenticated succesfully
++[ldap] returns ok

Qeyd: Unutmayin ki, /etc/freeradius/users faylinda he¢ bir istifade¢i geyd
edilmeyib ve fayl tamamils boshdur.

/etc/init.d/freeradius start # Sonda FreeRADIUS-u iss salirig

Ubuntu 14.04 x64 OpenVPN ve ¢oxlu LDAP qruplari

Magsad odur ki, bizim OpenVPN serverdsn istifads edib daxili ssbesksys yetki
almag isteyen istifadesc¢i sayili hadden artiqg ¢ox ola bilsr. Hemcinin her kss
isteyscsk ki, 6z Domain Controller istifadec¢i adindan ve sifresinden istifads
edearak OpenVPN servers daxil olsun. Ancaq nezars almaliyig ki, adi
istifadecinin daxili sgsbsksni gdrmesi lazim deyil. Bunun i¢iin Domain
Controller-de iki aded ayri-ayri grup yaradib her bir istifadecini yetkiys
uydun grupa elave etmsk lazimdir. Yeni deysk ki, DC-mizde iki aded grup var.
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OpenVpnFAUsers vo OpenVpnMAUsers. OpenVpnFAUsers grupunun bitin sobskeys
yetkisi var ancaqg, OpenVpnMAUsers grupunun iss minimal yetkisi wvar.

Nezorde tutulur ki, onceki basliglarimiza uygun olaraq artiq serverinizi AD
ile integrasiya etmisiniz. Ancaqg /etc/openvpn/ govludumuzda iki =dad ayri
qurasdirma yaradacadiq hansi ki, her biri ayri portda qulag asir, ayri LDAP
qurasdirmasina muracist edir ve yetki teyin edilmis client-ins ssasen uydun
virtual ssbesksden IP iinvan paylayir.

Artig qurasdirmamiza baslaya bilsrik:
cd /etc/openvpn # Qurasdirma govludumuza daxil olurug

i1k olarag OpenVpnFAUsers qrupu iiciin 1194-cu portda qulag asan qurasdirmamizi
vo ona aid olan LDAP qurasdirmamizili ag¢iglayaq:

cat /etc/openvpn/openvpn.conf # 11k gqurasdirma faylimiz

plugin /usr/lib/openvpn/openvpn-auth-ldap.so "/etc/openvpn/openvpn-auth-
ldap.conf"

proto tcp

reneg-sec 86400

port 1194

dev tun

server 192.168.200.0 255.255.255.0

ca /etc/openvpn/keys/keys/ca.crt

cert /etc/openvpn/keys/keys/openvpnserver.crt
client-cert-not-required

key /etc/openvpn/keys/keys/openvpnserver.key
dh /etc/openvpn/keys/keys/dh2048.pem

tls-auth /etc/openvpn/keys/keys/ta.key 0

reneg-sec 86400
persist-key
persist-tun
keepalive 10 60

push "route 10.50.2.0 255.255.255.0"
push "route 10.50.3.0 255.255.255.0"
push "route 10.50.12.0 255.255.255.0"
push "route 10.50.14.0 255.255.255.0"
push "route 10.50.17.0 255.255.255.0"
push "route 10.50.19.0 255.255.255.0"
push "route 192.168.10.0 255.255.255.0"
push "dhcp-option DNS 10.50.3.2"

push "dhcp-option DNS 10.50.3.3"
topology subnet

user root
group root

log-append /var/log/openvpn.log
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cat /etc/openvpn/openvpn-auth-ldap.conf # openvpn.conf faylina aid
olan ldap qurasdirma faylimiz
<LDAP>
URL ldap://DOMAIN.LAN
BindDN "CN=ADMINISTRATOR,CN=Users,DC=DOMAIN,DC=LAN"
Password "DOMAIN USER_PASS"
Timeout 15
TLSEnable no
FollowReferrals no
</LDAP>
<Authorization>
BaseDN "DC=DOMAIN, DC=LAN"
SearchFilter " (& (sAMAccountName=%u) )"
RequireGroup true
<Group>
BaseDN "DC=DOMAIN, DC=LAN"
SearchFilter " (cn=OpenVpnFAUsers) "
MemberAttribute "member"
</Group>
</Authorization>
Hemc¢inin 1195-ci portda qulag asan ve OpenVpnMAUsers grupunun
istifadecgilerini gsbul edsn ikinci qurasdirma faylimizi aciglayaq:
cat /etc/openvpn/openvpnma.conf # DC-mizin OpenVpnMAUsers grupunda olan
istifadeciler i¢lin gurasdirma fayli
plugin /usr/lib/openvpn/openvpn-auth-ldap.so "/etc/openvpn/openvpnma-auth-
ldap.conf"
proto tcp
reneg-sec 86400
port 1195
dev tun
server 192.168.201.0 255.255.255.0
ca /etc/openvpn/keys/keys/ca.crt
cert /etc/openvpn/keys/keys/openvpnserver.crt
client-cert-not-required
key /etc/openvpn/keys/keys/openvpnserver.key
dh /etc/openvpn/keys/keys/dh2048.pem
tls-auth /etc/openvpn/keys/keys/ta.key 0
reneg-sec 86400
persist-key
persist-tun
keepalive 10 60
push "route 10.50.3.0 255.255.255.0"
topology subnet
user root
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group root

log-append /var/log/openvpnma.log

cat /etc/openvpn/openvpnma-auth-ldap.conf # openvpnma.conf faylina aid

olan ldap qurasdirma faylimiz
<LDAP>
URL ldap://DOMAIN.LAN
BindDN "CN=ADMINISTRATOR,CN=Users,DC=DOMAIN,DC=LAN"
Password "DOMAIN USER_PASS"
Timeout 15
TLSEnable no
FollowReferrals no
</LDAP>
<Authorization>
BaseDN "DC=DOMAIN,DC=LAN"
SearchFilter " (& (sAMAccountName=%u) ) "
RequireGroup true
<Group>
BaseDN "DC=DOMAIN,DC=LAN"
SearchFilter " (cn=OpenVpnMAUsers) "
MemberAttribute "member"
</Group>

</Authorization>

Qeyd: Ancaq Minimal istifadsciler ve tam yetkili istifadecilsr uciin
sobskemizin geri gayidan routinginin islemesi i¢lin unutmamag lazimdir
ki, daxili sebsksys aid olan router-den 192.168.200.0/24 veo
192.168.201.0/24 sobeskssi ligiin routing yazmaqg lazimdir.

/etc/init.d/openvpn restart # OpenVPN daemon-u restart edirik

Client ils gosulub sinaglari etdikds unutmayin ki, her bir client-i siz teyin

etdiyiniz ssbsks yetkisins gdrs 6z profile gqurasdirmasinda ayirmaq lazimdir.

Yoni ki, tam yetkisi olan client gqurasdirmasinda uydun sertifikatlar ve 1194-

cu porta gosulma olmalidir. Eynilse de 1195-ci porta aid olan client minimal

yetkili istifadec¢i ve 0z sertifikatlari ils qurasdirilmalidir.

Qeyd: Unutmayin ki, siz hemcinin /ete/openvpn govlugunun altinda eyni vaxtda
hem bir neg¢es LDAP-la integrasiya edilmis *.conf fayllari ve
sertifikatlarla DOMAIN-s inteqrasiya edilmis *.conf fayllari istifade
eds bilsrsiniz ©.
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BOLUM 6
Scripting ve Pluginler
Bu basligda biz asagidakilari aciglayacayiqg:

» Client terefde up/down scriptin istifads edilmesi

» Windows login greeter

» client-connect/client-disconnect scriptlsarin

istifads edilmesi

» learn-address scriptin istifads edilmesi

» tls-verify scriptin istifads edilmesi

» auth-user-pass-verify scriptin istifadse edilmesi

» Script ardicilliga

» Script tshliukesizliyi ve jurnallama

» down-root pluginin istifads edilmesi

» PAM authentication pluginin istifads edilmesi
Giris
OpenVPN-in ssas gliclii bacariglarindan birids odur ki, scriptleme imkani ve 0z
imkanlarini pluginler vasitesile artirmagdir. client-side scripting istifade
edilmesi, gosulma prosesi site-spesifik teslsblers uydun olaraqg deyisdirile
biler (Misal olaraq genislenmis routing ya da sobesks disklesrinin
xoritelenmesi) . Server-side scripting ile bu mumkindir ki, mixtslif
misterilers seg¢ilmis IP invanlar verilsin ya da authentifikasiya prosesinin
genislendirilmesi ils slave istifadeci adi ve sifrs yoxlanisini artirmaqg
olar. Pluginlser ¢ox istifads edilmir olur o halda ki, OpenVPN
authentifikasiyasini movcud olan authentifikasiya frameworklari ils
integrasiya edilir (Mssslsn: PAM,LDAP ya da Active Directory).
Bu basligda biz fikrimizi scriptlesmeys ydnlsndirsceyik. Her iki istigametds
hem client ve hemde server torsfde ve osas istifads edilsn pluginler.

157

www.opensource.az



OPEN
SOURCE
CLUB

Client tersfde up/down scriptin istifade edilmssi

Bu basligda biz client terofde adi up ve down scriptden istifade edib
gdrocsayik ki, OpenVPN necs bu scriptleri cadirir. Mesajlarin fayla
jurnallanmasi ve hemc¢inin deyisen mithiti ils, biz tez gdre bilerik ki,
OpenVPN hansi informasiyani UP ve Down scriptlerinde tegdim edir.

ise baslayaq

OpenVPN 2.3-1U ya da daha yuxari versiyasini 2 masina ylklsysk. Omin olag ki,
masinlar ssbeokes ils bir birini goriir. 2-ci baslidin ilk misalinda olan client
ve server sertifikatlarini istifads edin. Bu misalda server masinili FreeBSD9.2
x64 OpenVPN2.3-ds, client iss Windows7 masini OpenVPN2.3-ds olacaqg.

Bunu nece edsk...
1. Server qurasdirma faylini asagidaki setirlsrls yaradaq:
proto udp
port 1194
dev tun
server 192.168.200.0 255.255.255.0

ca /usr/local/etc/openvpn/ca.crt

cert /usr/local/etc/openvpn/openvpnserver.crt
key /usr/local/etc/openvpn/openvpnserver.key
dh /usr/local/etc/openvpn/dh2048.pem

tls-auth /usr/local/etc/openvpn/ta.key 0

persist-key
persist-tun
keepalive 10 60

topology subnet

user nobody
group nobody # nogroup olur beszi distributivlerds

daemon
log-append /var/log/openvpn.log

Faylili example6-l-server.conf adinda yadda saxlayin.

2. Serveri isgs salin:

root@siteA:/usr/local/etc/openvpn # openvpn --config example6-1-
server.conf

3. Client gqurasdirma faylini yaradaq:
client
proto udp
remote openvpnserver.example.com
port 1194

dev tun
nobind

ca "c:/program files/openvpn/config/ca.crt"
cert "c:/program files/openvpn/config/client2.crt"
key "c:/program files/openvpn/config/client2.key"
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tls-auth "c:/program files/openvpn/config/ta.key" 1
ns-cert-type server
script-security 2 system
up "C:\\updownfold\\updown.bat"
down "C:\\updownfold\\updown.bat"
Qeyd edin ki, ca, cert, key ve tls-auth direktivlsrinin istifade
edilmesinde UNIX slash istifads edils bilsr ancaq, up yada down
scriptlerinde deyil. Bu toarkibi example6-1l.ovpn adi ils yadda saxlayin.
Oncaden C:\updownfold ve c:\temp\ govluglarini yaradirig. Bat faylimizi
C:\updownfold govlugunda yerlesdiririk. Miitlsg nszsrs alin ki, OpenVPN
windows7-ds olan govluqg adlarinda boslug oldugda onu anlamir, ona gorsa
ds yaratdiginiz govlugda diggetli olun ki, boslug olmasin.
Windows client masinda lazimi tnvanda c:\updownfold\updown.bat adli
batch fayli yaradin:
@echo off
echo === BEGIN '$%script_ type%' script === >> c:\temp\openvpn.log
echo Script name: [%0] >> c:\temp\openvpn.log
echo Command line argument 1: [%1] >> c:\temp\openvpn.log
echo Command line argument 2: [%2] >> c:\temp\openvpn.log
echo Command line argument 3: [%$3] >> c:\temp\openvpn.log
echo Command line argument 4: [%4] >> c:\temp\openvpn.log
echo Command line argument 5: [%$5] >> c:\temp\openvpn.log
echo Command line argument 6: [%6] >> c:\temp\openvpn.log
echo Command line argument 7: [%$7] >> c:\temp\openvpn.log
echo Command line argument 8: [%8] >> c:\temp\openvpn.log
echo Command line argument 9: [%$9] >> c:\temp\openvpn.log
set >> c:\temp\openvpn.log
echo === END '$script type%' script === >> c:\temp\openvpn.log
Sonda OpenVPN client-i iss salagqg:
example3-1-client 3
example3-2-client? v
example6-1 3 Connect
Settings... Disconnect
Bt Show Status
N View Log
Edit Config
Change Password
OpenVPN servers gosulma udurla basa catdigdan sonra, jurnal fayli
c:\temp\openvpnlog asadidaki sotirlsrs uydun olan torkibi dasiyacaq:
=== BEGIN 'up' script ===
Script name: [C:\updownfold\updown.bat]
Command line argument 1: ["Local Area Connection 2"]
Command line argument 2: [1500]
Command line argument 3: [1541]
Command line argument 4: [192.168.200.2]
Command line argument 5: [255.255.255.0]
Command line argument 6: [init]
Command line argument 7: []
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Command line argument 8: []

Command line argument 9: []
COMSPEC=C:\Windows\system32\cmd.exe
PATHEXT=.COM; .EXE; .BAT; .CMD; .VBS; .JS; .WS; .MSC

PROMPT=$PSG

script type=up

dev type=tun

dev=Local Area Connection 2

link mtu=1541

tun mtu=1500

script context=init

ifconfig broadcast=192.168.200.255

ifconfig netmask=255.255.255.0

ifconfig local=192.168.200.2

common_name=openvpnserver

trusted port=1194

trusted ip=1.1.1.10

untrusted port=1194

untrusted ip=1.1.1.10

tls _serial 0=1

tls digest 0=7a:26:e8:cl:ff:bf:43:7d:6a:33:a8:5c:b9%:3c:21:1c:9e:60:2b:2f
tls id 0=C=AZ, O=Itvpn, CN=openvpnserver, emailAddress=openvpn-ca@domain.lan
X509 0 emailAddress=openvpn-ca@domain.lan

X509 0 CN=openvpnserver

X509 0 O=Itvpn

X509 0 C=AZ

tls serial 1=13728201484454112052

tls digest 1=23:a9:58:6b:92:75:£5:£9:4b:78:ca:bb:cf:05:79:30:2:11:28:48
tls id 1=C=AZ, O=Itvpn, CN=Itvpn CA, emailAddress=openvpn-ca@domain.lan
X509 1 emailAddress=openvpn-cal@domain.lan

X509 1 CN=Itvpn CA

X509 1 O=Itvpn

X509 1 C=AZ

SystemRoot=C:\Windows

config=example6-1.ovpn

verb=1

daemon=0

daemon log redirect=1l

daemon start time=1393590280

daemon pid=1288

proto 1=udp

local port 1=0

remote l=openvpnserver.example.com

remote port 1=1194
PATH=C:\Windows\System32;C: \WINDOWS; C: \WINDOWS\System32\Wbem
=== END 'up' script ===

Client serverden disconnect elsdikds, script eyni emr parametrlerils yenidsn
¢agirilir ancaq, ikinci script type down-dur.

Qeyd edin ki, ilk command line arqumenti TUN alstin adi olur. Bu Linux/UNIX
veo ya MAC sistemlsrinde avtomatik olarag tun0 yada tunl olacag ancaq, windows

masinlarinda bu TAP-Win32 adapterdir.

Bu necs isleyir...
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OpenVPN server ils gosulma udurla basa c¢atdigdan sonra OpenVPN client up

scriptini cagirir. 9ger up scripti c¢ixis code-u sifira bsrabesr olmayan kod

gaytarirsa, gosulma seansi kosilir.
Uygun olaraq gosulma dayandirildiqda da down scripti VPN gosulmasi tam
dayandirildigdan sonra yerins yetirilir.

Qeyd: up ve down direktivleri istifads edildikds, (\\) simvollarindan
istifade edin: OpenVPN backslash simvollarini daxilsn terclims edir ve
uydun olaraq iki defs yazilmasi telsb edilir.

Daha da strafli...

Bu basligda, biz up ve down scriptlerini istifads elsdikds coxlu irslilemis

isullari gdrsceyik hansi ki, hemginin test script ils VPN serverin hostname-

ni yoxlayacayiq.

Mithit deyisenleri

Bu misalda istifade edilen script sadece biitiin deyisen mihitlsrini kenar bir

fayla yazir. Bu mihit deyisenleri remote server hagginda istifads edils

bilecek informasiyani &ziinde teskil edir. Meselen sertifikatin common_name-i.

Bu scriptin ssenarisi ondan ibarestdir ki, yoxlayaq gdrak remote hostname

sertifikatin common_name-ins uygundur ya yox. Remote hostname-in IP {invani

trusted_ip kimi moévcuddur.

Qosulma kssilsrss ‘down’ scriptin ¢agirilmasi

Down scripti OpenVPN servers gedsn gosulma dayandigdan sonra yerins

yetirildi. Hemc¢inin mimkiindir ki, scripti gosulma kesilmezden &ncs yerins

yetire bilsk. Bunu elemek i¢iin clientin qurasdirma faylina asagidaki
direktivi slave edin:
down-pre
Irslilemis: remote hostname-in yoxlanilmasi
Up scriptin daha irslilemis istifadesi o olar ki, yoxlayaq gbrak remote IP
onun hostname-ins uygdun golir ya yox. Misal ig¢lin web browser ile tohliikesiz
web saytlari yoxlanisidir. UNIX/Linux masinlarda bir cox asan olaraq up
scripti ile edils bilsr:
#!/usr/local/bin/bash
# reverse DNS lookup
server name=host $untrusted ip | sed -n 's/.*name pointer
ANERAVARWAY Y, -20
if [ "$server name" !'= "$common name" ]
then
echo "Server certificate does not match hostname."
echo "Aborting"
exit 1

fi

Ancag bu Windows-da bu isi “PowerShell” yada “Cygwin”-siz gdrmek c¢ox

cotindir.
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indows login greeter]
Bu misal oncekinin davamidir. Bu gdsterscek ki, necs OpenVPN serverdsn,
client gosulmasi fazasinda push edilscsk. Bu mesaj hem hiiqugi tsrsfdsn vs hem
do xsberdarliq kimi istifade edils biler. Bunu dizgiin elsmsk liciin biz setenv-
safe direktivinden istifade edecsyik hansi ki, OpenVPN2.3 ve daha boyik
versiyalarinda var. Bu direktiv cox istifade edilen setenv-don forgli olarag
clientlers ds Otirils bilsr.
Getting ready
OpenVPN2.3 ya da boylk versiyasini 2 masinda yliklesyin. ©min olun ki, masinlar
sobsks ils bir-birlerini goriirlsr. 2-ci basligda client-server IP ssaboskslsri
dclin yaratdiginiz client ve server sertifikatlarini burda istifade edin. Bu
basligda server masini FreeBSD9.2 x64 OpenVPN2.3-ds, client iss Windows7-ds
OpenVPN2.3-ds islsyscek. Server qurasdirma faylini once istifads elsdiyimiz
example6-1l-server.conf faylini istifade edin.
Necs edsk...

1. exampleé6-l-server.conf faylini example6-2-server.conf faylina
niisxelsyin ve example6-2-server.conf faylinin icins asadidaki setiri
o2lave edin:
push "setenv-safe MSG 'This is a message from the OpenVPN server'"

2. Serveri iss salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config example6-2-
server.conf

3. Sonra client qurasdirma faylini yaradin:
client
proto udp
remote openvpnserver.example.com
port 1194
dev tun
nobind
ca "c:/program files/openvpn/config/ca.crt"
cert "c:/program files/openvpn/config/openvpnclient2.crt"
key "c:/program files/openvpn/config/openvpnclient2.key"
tls-auth "c:/program files/openvpn/config/ta.key" 1
script-security 2 system
up 'C:\\Windows\\System32\\wscript.exe c:\\openvpn\\example6-2.vbs'
Yuxaridaki sstirlsri example6-2.ovpn faylinda yadda saxlayin.

Qeyd: Unutmayin up scripti mitlsq ve mitlsg tek dirnag daxilinds
olmalidir. 9ks halda hegns islemsyscsak.

4. Onceaden c:\openvpn govludunu yaradin. Sonra example6-2.vbs adli Visual
Basic Scripti c:\openvpn unvaninda yaradin:
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Set oShell = CreateObject( "WScript.Shell" )
msg=oShell.ExpandEnvironmentStrings ("$OPENVPN_MSG%")
MsgBox msg, , "Welcome"
example6-2.vbs faylini c:\openvpn unvaninda saxlayin ya da digsr govlug
saxlaya bilsrsiniz ancaq, unutmayin ki, govludun adinda boslug heg¢ bir
halda olmali deyil. OpenVPN client-i iss salin. Qosulma fazasinda mesaj
ayrica basligda ekrana cap edilscsak.
" OpenVPN Connection (example6-2) =8 %
Curent State: Connecting
Sun Mar 02 16:47.02 2014 OpenVPN 2.3.2x86_64-w64-mingw32 [S5L (OpenS5L)] [LZO] [PKCS 1] Jeursphia]
@%%g%%ﬁ?@%&mmmmewmmmmmwm
Sun Mar R%lgg gg%m Hg;v:hnk remw\e [AF INETH 1.1.10:1184
Sun Mar 02 16:47.06 2014 [openvpnserver] Pes n Initisted with [AF_INET]1.1.1.10:1194
This is a message from the OpenVPN server l
[ Recomeet | [ Hee |
Qeyd: Bu tip gosulma ils bagdli daha strafli melumati
http://community.openvpn.net/openvpn/wiki/Openvpn23ManPage linkden slds
eds bilersiniz.
Bu necs islsyir...
Asagidaki server direktivi setenv-safe MSG.. baslidini gosulan clients oOtirir:
push "setenv-safe MSG 'This is a message from the OpenVPN server'"
Client ise oger direktiv asagidaki formadaki kimi olarsa yerine yetirsceak:
setenv-safe MSG 'This is a message from the OpenVPN server'
setenv-safe direktivi deyisen slave eladikds, sistem deyisenleri ils conflict
yaratmamaq tcln onlarin hamisinin &niine OPENVPN_ slave edir.
OpenVPN2.1l-ds asagidaki diretiv ona gdrs tsalsb edilir ki, biz Visual Basic
Scripti birbasa yerine yetirmek isteyirik(Ancag OpenVPN2.3 versiyasindan
baslayaraq yerins yetirilscsk exe faylinin tnvani tam olaraqg
gbsterildiyinden, indi system yazmada ehtiyac galmadi. Sadeces script-security
2 yazmaq yetsr.):
script-security 2 system
Visual Basic script yeni mihit deyiseni elan edir vs ekrana cap edilsn mesaji
bizs gbsterir.
Daha-da strafli...
Windows platformasinda scriptleri yazdigda beszi 6nsmli hissslsr vardir ki,
yadda saxlamaqg lazimdir.
Fayl adlarinda olan bosluq
OpenVPN-in script adlarinin istifadesinds ciddi problemleri var ve faylin
adinin Unvan olaraq isleme yerini seg¢dikds govlug adlarinda boslug olarsa, bu
sizs ciddi problemlsr yaradacaq. Misal olaraq asagidaki sstirdse hsm invana
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daxil olub sonra scripti yerins yetirmek tc¢iin tsk, tam Unvandan scripti
yerins yetirmek idc¢lin ise clit dirnagdan istifade etmelisiniz:

cd "c:\\program\ files\\openvpn\\scripts"

up 'C:\\Windows\\System32\\wscript.exe example6-2.vbs'

GUI istifads elsadikds diger yol iss asagidaki kimi ola bilsr. Clinki,
openvpnserver.exe susmaya gors bin govludundan iss disir ve siz bir Unvan
geriden bunu iss sala bilersiniz.

up 'C:\\Windows\\System32\\wscript.exe ..\\scripts\\example6-2.vbs'

Diger yolu ise asadgidaki kimi ola bilsr.
up 'C:\\Windows\\system32\\wscript.exe C:\\Program\
Files\\OpenVPN\\scripts\\example6-2.vbs'

setenv ya da setenv-safe

Adi halda asagidaki direktiv mthitin teyin edilmesi ii¢iin istifads edilir

hansi ki, OpenVPN-in cagira bildiyi istenilen script iig¢iin mévcud olur:
setenv env-var value

Ancaq, setenv direktivi server torsfden client-o 0Otiiriils bilmsz. setenv-safe
doyiseni ise hansi ki, OpenVPN2.l-dsn baslayaraq isleyir teyin edils bilsr.

Tohlikesizlik mentiqgleri

Bu misal VPN gosulmasinda miiellif hiiquglari ve ya xsbsrdaredici mesaj kimi
istifade edils bilsr. Ancag yens de sorait yaradilmisdir ki, istifadeci
bundan istifads etmesin hansi ki, qurasdirma faylini deyismsk yetsr. Sger
daha da boylk tehliikesizlik islsri planlasdirilirsa onda OpenVPN serverin
6ziids bu megssds uydgun programlasdirilmalidir.

client-connect/client-disconnect scriptlsrinin istifade edilmesi
Bu misal gdsterscek ki, client-connect scriptini server tersfds client
gosulmasi aninda yerine yetirecesyik. Eynilede client-disconnect scriptini
client 6z gosulmasini serverdsn ayiranda server torsfde yerins yetirsceyik.
client-connect ve client-disconnect scriptlerini asagidaki hallarda istifade
eds bilerik:

Slave authentifikasiya

Firewall portlarinin ac¢ilib baglanmasi
Spesifik IP dnvanlarain spesifik clientlers teyin edilmesinds

YV VYV V

Client tgln connection-spesific satirlerin yazilmasi

Bu misalda biz client-connect scriptini OpenVPN clients sec¢ilmis mesajin
otirtulmesi Ugln istifads edsceayik hansi ki, client-in gosulmasi gin
vaxtlarina ssaslanir.

ise baslayaq

OpenVPN2.3-U iki masinda ylikleysk. Omin olag ki, masinlar sobskede bir-
birlsrini gorirlsr. 2-ci basligda yaratdidimiz client ve server
sertifikatlarini burda istifads edsk. Bu basligda server masini FreeBSD9.2
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x64 OpenVPN2.3-ds, client iss Windows7 OpenVPN2.3-de olacag. Server
qurasdirma faylini eynile 1l-ci misalimizda yaratdigimiz example6-1-
server.conf-dan istifade edscoayik.

Neco edsk...

1.

example6-l-server.conf faylini example6-3-server.conf faylina
niisxslsyin ve example6-3-server.conf faylinin sonuna asagidaki
setirleri slave edin:

script-security 2

client-connect /usr/local/etc/openvpn/example6-3-connect.sh

Onceden (9.2: pkg_add -r bash , pkg install -y bash) omri ils bash-i
sistems yliklemsyi unutmayin.

Indi iss connect scriptini yaradag(yeni
/usr/local/etc/openvpn/example6-3-connect.sh-1) :
#!/usr/local/bin/bash
hour="/bin/date +"%$H""
if [ $hour -1t 6 ]
then
msgl="Hedden artiq yuxusuz qalirsiniz"
elif [ Shour -le 12 ]
then
msgl="Sabahiniz xeyir"
elif [ S$hour -1t 18 ]
then
msgl="Gunortaniz xeyir"
else
msgl="Axshaminiz xeyir"
fi

OPENVPN_ MSG1l="$msgl $Scommon_name"
OPENVPN_MSG2="/bin/date +"VPN serverdski hal-hazirki vaxt: $H:%M:%S""

# Indi slave qurasdirma sotirini parametr $1-s otiirsk
echo "push \"setenv-safe MSGl '$OPENVPN MSGl'\"" > $1
echo "push \"setenv-safe MSG2 '$OPENVPN MSG2'\"" >> $1

Smin olun ki, script yerine yetirilsndir:
root@siteA:/usr/local/etc/openvpn # chmod 755 example6-3-connect.sh

Serveri iss salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config example6-3-
server.conf

Client-in qurasdirma fayli iss Once yaratdiglarimiza ¢oOx oxsaylr Vva
asagidaki kimi olacaq:

client

proto udp

remote openvpnserver.example.com

port 1194

dev tun
nobind
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ca "c:/program files/openvpn/config/ca.crt"
cert "c:/program files/openvpn/config/openvpnclient2.crt"
key "c:/program files/openvpn/config/openvpnclient2.key"
tls-auth "c:/program files/openvpn/config/ta.key" 1
script-security 2
up 'C:\\Windows\\system32\\wscript.exe C:\\Program\
Files\\OpenVPN\\scripts\\example6-3.vbs'
Fayli example6-3.ovpn adi ils c:\Program Files\OpenVPN\Config tnvaninda
yadda saxlayin.
6. C:\Program Files\OpenVPN\scripts\ unvaninda example6-3.vbs adli scripti
yaradib ig¢ine asadidaki sotirleri slave edsak:
Set oShell = CreateObject( "WScript.Shell" )
msgl=oShell.ExpandEnvironmentStrings (" $OPENVPN_MSG1%")
msg2=oShell .ExpandEnvironmentStrings ("$OPENVPN MSG2%")
MsgBox msgl + vbcrlf + msg2, , "Welcome"
7. OpenVPN client-i iss salag:
example3-1-client 4
example3-2-client2 »
exampleb-1 3
exampleb-2 3
exampled-3 4 Connect
Settings... Disconnect
Exit Show Status
View Log
Edit Config
Change Password
Qosulma fazasinda asagidaki xoberdaredici sshifesi ekranda cap edilescsak:
R—
3 Cpent? ornecion icorpics I S
Cumrent State: Reconnecting
Sun Mar 02 15:44:01 2014 C:\Windows"system32'wscript exe C:\Program Files'OpenVVFP N'\scriptsexample »
Sun Mar 02 15:44:01 2014 env_block: add PATH=C:\Windows"System32.CA\WINDOWS.CAWINDOWS'
Sun Mar 02 15:45:17 2014 [openvpnserver] Inactivity timeout (—pingrestart), restarting
Sun Mar 02 19:45:17 2014 SIGUSR1[soft pingrestart] received, process restarting
Sun Mar 02 153:45:19 2014 WP\F{NING Mo server c:ertrflcate \renflcatlon method has been enabled. See htt
Sun Mar 02 15:45:15 2014 prfiguration to call use
[l Sun Mar 02 15:45:21 2014 Welcome I | Bnvpn/corfig/ta key' :
Sun Mar 02 19:45:21 2014
Sun Mar 02 15:45:21 201
Sun Mar 02 19:45:21 2014 1.1.10:1194
Sun Mar 02 19:45:23 2014 |  Axshaminiz xeyir openvpnclient2
Sun Mar 02 19:45:23 2014 | VPN serverdeki hal-hazirki vaxt: 19:45:22
Sun Mar 02 19:45:23 2014 lobal'{0120D673 | =
Sun Mar 02 19:45:23 201 =152.168.200.0/ |
Sun Mar 02 19:45:23 201 192.168 200 2/255.
Sun Mar 02 19:45:23 201 879-A4AD-8463D68
Sun Mar 02 15:45:23 2014 VP N'\scripts example
Sun Mar 02 19:45:23 2014 | S:CAWINDOWSL
< m ] b
[ Dscomest | [ Recomect |
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Bu necs isleyir...
Client gosuldugda OpenVPN server client-connect scriptini client gosulmasi
mithit deyisenlerils yerins yetirir. Script gosulma spesifikasiyali qurasdirma
faylina cixisda iki setiri yazir hansi ki, ilk olaraqg kecir ve yalniz client-
connect script-i ic¢iin parametr kimi istifade edilir. Sonra bu qurasdirma
fayli sgsr normal qurasdirma faylidirsa, OpenVPN server toarsfinden yerine
yetirilir. Istifadse edilen iki setir ise asagidakilardir:

push "setenv-safe MSGl '$OPENVPN MSG1l'"

push "setenv-safe MSG2 '$OPENVPN MSG2'"

Bu o demskdir ki, iki mihit deyiseni client-o otirilmisdir. Bu mihit
deyisenlsrini OpenVPN client gotirlr ve Windows VBS script vasitesile 0Ozinde
dialog box-da ekrana cap edir.

Daha da strafli...
Bu basligda biz daha c¢ox diggetimizi client-disconnect-s vsa OpenVPN
scriptlerinde olan ¢oxlu deyisen mihitlerins ydénlendirsceyik.

'client-disconnect' scriptleri
Client-disconnect scripti asagidaki gaydadaki kimi goésterile biler:
client-disconnect /usr/local/etc/openvpn/disconnect.sh

Client gosulmasi serverden kesilsnds bu script yerins yetirilir. Bilin ki,
client ilk olarag gosulmadan ayrilirsa ve client torofde explicit-exit-notify
toyin edilmeyibss, onda OpenVPN server clients desfelsrls gosulmada calisacadqg.
9ger client bir neg¢s cshd-den sonra cavab vermirss, onda client-disconnect
scripti yerins yetirilscek. Server qurasdirmasindan asili olaraq, client-in
real gosulmadan kessilmesi bir neg¢e degige ala biler.

Mihit desyisenleri
Client-connect ve client-disconnect scriptlerinde hadden artig mihit
deyisenleari mévcuddur. Bu daha ¢ox Oyradescsak ager biz client scriptini
asagidaki kimi yazsaqg:

#!/usr/local/bin/bash

env >> /tmp/log

Hem¢inin up ve down scriptinds oldudu kimi, mithit deyiseni script type-da
olur, sript tipini teyin edir ve server qurasdirma faylinda teyin edilir. Bu
server administrator opsiya verir ki, eyni script-de hem client-connect vs
hemds client-disconnect yaza bilsin.

Tam unvan
Qeyd edin ki, script dc¢ln tam tnvan istifade edilir. Asili olan Unvanlarda
toyin edils bilsr ancaqg, ssassn OpenVPN serverin Oziinds. Tam Unvanin istifads
edilmesi daha tshliikesizdir. OpenVPN serverin hemiss eyni dinvandan iss
dismesini nszsrs alaraqg bu pis praktikadir. Alternativ olaraqg asadidaki
sintaksis istifads edils bilsr:

cd /usr/local/etc/openvpn

client-connect example6-3-connect.sh
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'learn-address' scriptinin istifads edilmssi
Bu misalda biz clients gosulmada invaninda deyismesi halinda learn-address
scriptinin server torsfds istifade edilmesini gdsterosceyik. Learn-address
scriptleri secilmis clientler ic¢iin dinamik firewall rule-larinin yada
spesifik routing table-in yazilmasi Ucin istifade edils bilsr.

Bu misalda biz client t¢ln learn-address scriptini firewall-in acg¢ilmasi
ve masqueradingin istifads edilmesi liclin istifade edsceyik. Client gosulmadan
kesilen kimi firewall baglanir ve masquerade rule-u silinir.

ise hazirlasaq

OpenVPN2.3 vs ya daha boylk versiyasini 2 masinda ylklsyin. Smin olun ki,
masinlar ssbesks ils bir-birlerini gbdrirlsr. 2-ci basligda yaradilmis client
vo server sertifikatlari burda da istifade edilecesk. Bu misalda biz server
masinl FreeBSD9.2 x64 OpenVPN2.3 ve client masini Windows7 x64 OpenVPN2.3-den
istifads edsceayik. Client ii¢lin 2-ci basligda olan ‘ifconfig-pool’ block-da
istifade elediyimiz basic-udp-client.ovpn qurasdirma faylindan istifads
edsacayik.

Necs edsk...
1. Server qurasdirma faylini yaradagqg:

proto udp
port 1194
dev tun

server 192.168.200.0 255.255.255.0

ca /usr/local/etc/openvpn/ca.crt

cert /usr/local/etc/openvpn/openvpnserver.crt
key /usr/local/etc/openvpn/openvpnserver.key
dh /usr/local/etc/openvpn/dh2048.pem

tls-auth /usr/local/etc/openvpn/ta.key 0

persist-key
persist-tun
keepalive 10 60

topology subnet

daemon

log-append /var/log/openvpn.log

script-security 2

learn-address /usr/local/etc/openvpn/example6-4-learn-address.sh
push "redirect-gateway defl"

Yuxarida yazdigimiz sotirleri example6-4-server.conf faylina slave edib
yadda saxlayin. Nezsrs alin ki, yuxaridaki gqurasdirma sstirlsrinds user
nobody ve group nobody sstirlsri yoxdur.

2. Sonra iss Linux ig¢lin /etc/openvpn/example6-4-learn-address.sh scriptini
yaradin:
Linux Server Ucgin IPTABLES asadgidaki kimi olacaqg:
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#!/bin/bash
# $1 = action (add, update, delete)
# $2 = IP or MAC
# $3 = client common name
if [ "$1" = "add" ]
then
/sbin/iptables -I FORWARD -i tunO -s $2 -j ACCEPT
/sbin/iptables -I FORWARD -o tunO0 -d $2 -j ACCEPT
/sbin/iptables -t nat -I POSTROUTING -s $2 -o wlan0 -j
MASQUERADE
elif [ "$1" = "delete" ]
then
/sbin/iptables -D FORWARD -i tun0O -s $2 -j ACCEPT
/sbin/iptables -D FORWARD -o tun0 -d $2 -j ACCEPT
/sbin/iptables -t nat -D POSTROUTING -s $2 -o wlan0 -j
MASQUERADE
fi
FreeBSD masin {icin ise Onceden kernel asagidaki opsiyalarla
qurasdirmalisiniz.
# PF FireWall
device pf
device pflog
device pfsync
Sonra iss startupa lazimi sstirleri slave etmelisiniz (Yeni
/etc/rc.conf-a) .
# PF Service
pf_enable="YES"
pf_rules="/etc/pf.conf"
pflog_enable="YES"
pflog_logfile="/var/log/pflog"
Sonra ise /etc/pf.conf faylina asadidaki sotirleri slave etmok
lazimdir.
# clientler cadvelins 10.100.100.100 IP tnvani CLI-dan alave
edirik.
# pfctl -t clientler -T add 10.100.100.100
# pfctl -t clientlsr -T show - Burda ise clientlsr cadvsalinin
icine baxiriqg
# pfctl -t invpnusers -T delete 10.100.100.100
ext if="em0"
ext ip="1.1.1.10"
vpn_if="tun0"
table <clientler> { }
table <invpnusers> { }
table <outvpnusers> { }
rdr on $vpn_if from <clientler> to any -> $ext if
pass in on tun0 from <invpnusers> to any
pass out on tun0 from <outvpnusers> to any
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Ardinca da FreeBSD iiciin /usr/local/etc/openvpn/example6-4-learn-
address.sh scriptini yaradaqg:
#!/usr/local/bin/bash
# $1 = action (add, update, delete)
# $2 IP or MAC
# $3 client common name
# clientlsr csdvelins 10.100.100.100 IP dnvani slave CLI-dan
o2lave edirik.
# pfctl -t clientler -T add 10.100.100.100
# pfctl -t clientler -T show - Burda iss clientlsr cadvalinin
icins baxiriqg

if [ "$1" = "add" ]
then
/sbin/pfctl -t invpnusers -T add $2
/sbin/pfctl -t outvpnusers -T add $2
/sbin/pfctl -t clientler -T add $2
elif [ "$1" = "delete" ]
then
/sbin/pfctl -t invpnusers -T delete $2
/sbin/pfctl -t outvpnusers -T delete $2
/sbin/pfctl -t clientler -T delete $2
fi

example6-4-learn-address.sh scriptini yerine yetirilen edib OpenVPN
serveri iss salin.

root@siteA:/usr/local/etc/openvpn # chmod 755
/usr/local/etc/openvpn/example6-4-learn-address.sh
root@siteA:/usr/local/etc/openvpn # openvpn --config example6-4-
server.conf

Windows GUI-den ve basic-udp-client.conf-dan istifade edsrsk client-i
ise salag:

Connect basic-udp-client 3
Disconnect example3-1-client 4
Show Status example3-2-client2 4

- 4
Lol exampled-1

Edit Cenfig

Change Password

L

Client servers gosuldugdan sonra hem Linux ve hemds FreeBSD masinda

exampled-2 3
exampleb-3 +

Settings...
Exit

statuslara baxaqg:
Linux masinda:
[root@server]# iptables -L FORWARD -n -v
Chain FORWARD (policy ACCEPT 4612K packets, 1761M bytes)
pkts bytes target prot opt in out source
destination
0 0 ACCEPT all -- * tun0 0.0.0.0/0
192.168.200.2
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0 0 ACCEPT all -- tun0O * 192.168.200.2
0.0.0.0/0
[root@server]# iptables -t nat -L POSTROUTING -n -v
Chain POSTROUTING (policy ACCEPT 336K packets, 20M bytes)
pkts bytes target prot opt in out source
destination
0 0 MASQUERADE all -- * wlan0O 192.168.200.2
0.0.0.0/0
FreeBSD masinda:
TRANSLATION RULES:
rdr on tun0 inet from <clientler> to any -> 1.1.1.10
FILTER RULES:
pass in on tun0 from <invpnusers> to any flags S/SA keep state
pass out on tun0 from <outvpnusers> to any flags S/SA keep state
6. Client-in gosulmasini ayirin, bir ne¢s dogigs gdzlsyin ve sonra hem
Linux-Iptables ve hem FreeBSD-PF rulelarini yoxlayin ki, hsgigsten
silinibler (Misal iiciin FreeBSD-de /var/log/openvpn.log faylinda
asagidaki setirler olacaq):
1/1 addresses deleted.
1/1 addresses deleted.
1/1 addresses deleted.
Bu necs isleyir...
Client OpenVPN-o gosuldugda ve ya ayrildigda, OpenVPN server learn-address
scriptini mixtelif CLI arqumentleri ils yerins yetirir:
» $1: Is(add, update, delete)
» $2: IP yada MAC. Tun bazali ssbskslsar lciin bu cliet IP ilinvanidir. Tap
bazali ssbekeler liciin isse bu clientin MAC (virtual) {nvanidir.
» $3: client common name
Bu basligda learn-address scripti istifade edilir ki, gosulmadan sonra client
iiciin firewall-da access ve nat rule-larini slave edsk ve gosulma bitdikden
sonra hemin rule-lari silsk.
Daha da strafli...
Asagidaki seksiyada user nobody direktivinin istifadesi ve update isinin
learn-address scriptinds istifadesini aciglayacayiqg.
User 'nobody'
Oncs dediyimiz kimi server qurasdirmasinda asadidaki setirler yox idi:
user nobody
group nobody
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(bozi Linux distributivlerinds bu nogroup olur). Sgsr biz bu sstirleri slave
etmisiksa, onda OpenVPN server Oz prosesini nobody istifadec¢i adindan iss
salmada calisacaq. Ancaq bu istifadec¢inin FireWall-da port acib baglamaq iciin
yetkisi yoxdur (Hetta bu misalda rule-lar silindi).

'update' isinin goérilmesi

OpenVPN server hem¢inin client tersfds invan deyissnds onu yenileye bilir. Bu
osason TAP bazali ssbskslsrds olur hansi ki, external DHCP serverden istifade
edilir. Hemin halda learn-address scripti ya routing csdvelini ya da firewall
rule-larini gaydaya salir.

'tls-verify' scriptinin istifads edilmssi

OpenVPN-in miixtelif seviyysleri var hansi ki, gosulan client-in verilenleri
yoxlanilir. Hemc¢cinin slave bir seviyys mdévcuddur ki, tls-verify scripti ils
basga bir yoxlanis eds bilesiniz. Bu misalda biz gbdstsrsceyik ki, script
sayosinde secilmis sertifikat lg¢ln giriss yetki vers bilerik.

ise baslayaq

OpenVPN2.3 ya da daha ylkssk versiyasini iki masinda yiiklsysk. OSmin olun ki,
masinlar gsbsks ils bir-birlsrini goérlirler. 2-ci basligda yaratdigimiz client
vo server sertifikatlarini burdada istifades edsk. Bu misalda da hemiss oldugu
kimi server masini FreeBSD9.2 x64 OpenVPN2.3-de client masini iss Windows7
OpenVPN2.3-ds olacaqg. Client qurasdirma fayli basic-udp-client.ovpn olaraqg
saxlayin hansi ki, 2-ci basligda ‘ifconfig-pool’ block-da istifads elomisdik.

Neco edsk...
1. Server qurasdirma faylini yaradaq:
proto udp
port 1194
dev tun

server 192.168.200.0 255.255.255.0

ca /usr/local/etc/openvpn/ca.crt

cert /usr/local/etc/openvpn/openvpnserver.crt
key /usr/local/etc/openvpn/openvpnserver.key
dh /usr/local/etc/openvpn/dh2048.pem

tls-auth /usr/local/etc/openvpn/ta.key 0

persist-key
persist-tun
keepalive 10 60

topology subnet
user nobody
group nobody
daemon

log-append /var/log/openvpn.log

script-security 2
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tls-verify "/usr/local/etc/openvpn/verify-cn
/usr/local/etc/openvpn/valid-CNs"
Fayli example6-5-server.conf adinda yadda saxlayaq.
Sonra ise tls-verify lg¢un verify-cn scriptini /usr/local/etc/openvpn
invanina nisxslayak:
root@siteA:/usr/local/etc/openvpn # cp
/usr/local/share/examples/openvpn/sample-scripts/verify-cn
verify-cn scriptinin terkibi asagidaki kimi olacag(Qeyd edin ki, perl
6nceden sistemds yiiklonmis olmalidair):
#!/usr/bin/perl
die "usage: verify-cn cnfile certificate_depth subject" if (GARGV !=
3);
($cnfile, $depth, $x509) = QRARGV;
if ($depth == 0) {
if ($x509 =~ / CN=([*,]1+)/) {
S$cn = $1;
open(FH, '<', $cnfile) or exit 1; # can't open, nobody
authenticates!
while (defined($line = <FH>)) {
if ($line !~ /*[[:space:]]1*(#|$)/0) {
chop ($1ine) ;
if ($line eq $cn) {
exit O;
}
}
}
close (FH) ;
}
exit 1;
}
exit O;
Sonda, izin verilen sertifikatlarin siyahisini yaradain (Once
openvpnclient2.crt hagginda meslumat olds edirsiniz ve sonra da onu
lazimi fayla slave edirsiniz):
root@siteA:/usr/local/etc/openvpn # openssl x509 -subject -noout -in
openvpnclient2.crt
subject= /C=AZ/0=Itvpn/CN=openvpnclient2/emailAddress=openvpn-
ca@domain.lan
Goruinen onceki sstirde client-in CN-1 openvpnclient2-dir
Lazimi CN-i inamli faylimiza slave edsk. CN-loari ardicil her setirds
yazmaq lazimdir.
root@siteA:/usr/local/etc/openvpn # echo "openvpnclient2" >>
/usr/local/etc/openvpn/valid-CNs
OpenVPN server isse salin:
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root@siteA:/usr/local/etc/openvpn # openvpn --config example6-5-
server.conf

5. basic-udp-client.ovpn gqurasdirmasini istifade edersk client-i Windows

GUI ils iss salin:
basic-udp-client » Connect
example3-1-client 4 Disconnect
example3-2-client2 » Show Status
examplef-1 4 View Log
examples-2 ’ Edit Config
examplet-3 ' Change Password
Settings...
Exit

Client problemsiz gosulmalidir.

6. Indi OpenVPN serverds /usr/local/etc/openvpn/valid-CNs faylinda
openvpnclient2-nin garsisina ssrh gosub asagidaki sskilds edsk veo
client ile yeniden gosulmada c¢alisaqg:
openvpnclientl
#openvpnclient2
Bu defs serverds client lc¢lin jurnallar asagidaki kimi olacaq:

Mon Mar 3 22:27:05 2014 2.2.2.10:63329 TLS_ERROR: BIO read
tls_read plaintext error: error:140890B2:SSL
routines:SSL3_GET CLIENT CERTIFICATE:no certificate returned
Mon Mar 3 22:27:05 2014 2.2.2.10:63329 TLS Error: TLS object ->
incoming plaintext read error
Mon Mar 3 22:27:05 2014 2.2.2.10:63329 TLS Error: TLS handshake failed
Bu necs isleyir...
Client, OpenVPN servers gosulmada calisanda tls-verify scripti bu sertifikat
zoncirini bir necs defs yoxlanis edir. Bizim misalda biz openvpnclient2.crt
faylini yoxlanis edirdik hansi ki, sertifikatin CN-nini O&nceadsn
/usr/local/etc/openvpn/valid-CNs faylina slave etmisdik. &ger lazimi CN
faylda serhsiz tapilarsa, istifads¢i udurla geydiyyatdan kecscsk. Diger
hallarda blitiin istifadec¢ilsrs giris gadadan olacaqg. tls-verify scripti ils
biitovliikds bir CA server Uglin blutlin sertifikatlari baglamag olar. Els hallar
ola bilsr ki, bir client sertifikati bir nec¢s CA tersfinden imzalana bilsr.
Bu hallarda misyysn bir CA-ni siz biitdovlikds baglaya bilsrsiniz.
Misal olarag asagidaki script istifade edils biler:
#!/bin/bash
[ $# -1t 2 ] && exit 1
CA="echo $2 | sed -n 's/.*\/CN=\(.*\)\/.*/\1/p'"
[ "$CA" = "Itvpn CA" ] && exit 1
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'auth-user-pass-verify' scriptinin istifads edilmssi

Sertifikat ve private acarlara olave olaraq, OpenVPN hemcinin clientlsrin
yoxlanisi ic¢lin istifadeci ve sifreli olan mexanizmi de desteklsyir. Bu
misalda biz auth-user-pass-verify scriptinin nece menimssdilmesini
gosterscoyik. Bu script istifadec¢inin verilenler bazasinda ya da faylda
yoxlanisi ic¢clin istifade edils ve hem¢inin sifrenin diizgiin teyin edilmesi {icin
yoxlana biler.

ise baslayaq

OpenVPN2.3-U 2 masinda ylklsysk. Smin olun ki, masinlar sobsks ils bir-
birlsrini goriirlsr. 2-ci basligda olan client ve server sertifikatlarini
burdada istifade edscsyik. Bu misalimizda server ve client masinlarimiz
FreeBSD9.2 x64 OpenVPN2.3-ds islsyscek. Server qurasdirma olaraqg Client tersf
up/down scriptlerinde istifade etdiyimiz example6-l-server.conf faylindan
burdada istifads edscayik.

Topologiyamiz asagidaki kimi olacaqg:

ST

P -1.1.1.10/24
- Gate — 1.1.1.1

SiteA

P —-1.1.1.1/24

P - 2.2.2.1/24 /

FreeBSD-Gate

S P -2.2.2.10/24
N
) Gate —2.2.2.1

=

SiteB

Bunu necs edsk...

1. example6-l-server.conf faylini example6-6-server.conf faylina
niisxalsayin ve example6-6-server.conf faylina asagidaki seotirleri slave
edin:
script-security 2

auth-user-pass-verify /usr/local/etc/openvpn/example6-6-aupv.sh via-
file

2. auth-user-pass-verify scriptini yaradag(Ysni
/usr/local/etc/openvpn/example6-6-aupv.sh faylini yaradaq) :
#!/usr/local/bin/bash
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# the username+password is stored in a temporary file
# pointed to by $1
username="head -1 $1°
password="tail -1 $1°
if grep "$username:$password" $0.passwd > /dev/null 2>&l
then

exit O
else
if grep "$username" $0.passwd > /dev/null 2>&l
then

echo "auth-user-pass-verify: Wrong password entered for user
'$username'"
else

echo "auth-user-pass-verify: Unknown user 'S$username'"
fi

exit 1
fi
Cox tahliksli olan sifrs faylini yaradaqg:
root@siteA:/usr/local/etc/openvpn # echo "openvpn:openvpn" >
/usr/local/etc/openvpn/example6-6-aupv.sh.passwd
Omin olun ki, auth-user-pass-verify scripti yerines yetirilendir vs
sonra serveri iss salin:
root@siteA:/usr/local/etc/openvpn # chmod 755
/usr/local/etc/openvpn/example6-6-aupv.sh
root@siteA:/usr/local/etc/openvpn # openvpn --config example6-6-
server.conf
Sonra iss SiteB-ds clientin /usr/local/etc/openvpn/example6-6-
client.conf qurasdirma faylini yaradin:
client
proto udp
remote openvpnserver.example.com
port 1194
dev tun
nobind
ca /usr/local/etc/openvpn/ca.crt
cert /usr/local/etc/openvpn/openvpnclientl.crt
key /usr/local/etc/openvpn/openvpnclientl.key
tls-auth /usr/local/etc/openvpn/ta.key 1
ns-cert-type server
auth-user-pass
Client-i ise salin:
root@siteB:/usr/local/etc/openvpn # openvpn --config example6-6-
client.conf
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Mon Mar 3 23:32:13 2014 OpenVPN 2.3.2 amd6d-portbld-freebsd9.2 [SSL
(OpenSSL) ] [LZO] [eurephia] [MH] [IPv6] built on Jan 9 2014

7. Ilk olarag OpenVPN client istifadsci adi ve sifrs istsyscek (openvpn
istifadeg¢i ve sifrs ils gosulma ugurlu olmalidir):

Enter Auth Username:openvpn
Enter Auth Password:openvpn

8. Sonra iss sohv login ve sifrs ils gosulmada calisin:

Enter Auth Username:newuser
Enter Auth Password:newpass

Server jurnali asadidaki kimi olmalidir:

auth-user-pass-verify: Unknown user 'newuser'

Mon Mar 3 23:33:55 2014 2.2.2.10:55303 WARNING: Failed running command
(--auth-user-pass-verify) : external program exited with error status: 1
Mon Mar 3 23:33:55 2014 2.2.2.10:55303 TLS Auth Error: Auth
Username/Password verification failed for peer

Nozoro alin ki, bu metodla siz coxlu istifadec¢ini hem sertifikat ve
Ustiinden login ve sifre ile geydiyyata ala bilsrsiniz.

Bu necs isleyir...

OpenVPN client ilk gosulmada istifadec¢i adi ve sifreni daxil edir. Nezears
alin ki, sifrs her bir halda servers sifrslenmis kanalla otirilir ancaq,
sifrenin 6z4 hash yada crypt edilmis halda olmur. Server torofds iss auth-
user-pass-verify scripti ise istifadec¢i adi ve sifreni bir sstirds yoxlanisa
yollayir. Script ise sonra istifade¢i ve sifrs faylinda istifadeci adi wve
sifrenin dizginliyini yoxlayir. Sger dizdiirse, script 0 code ils udurla c¢ixis
edir. 9ks halda 1 code ils ¢ixis edib client gosulmasini kesir.

Daha da strafli...
Asagidaki seksiya ils biz bszi detallari gdreceyik ki, necs sifrs teyin edils
biler ve necs server torsfden auth-user-pass-verify scriptine otitrils bilsr.

Client tersfds istifads¢i adi ve sifreni teyin edsk.
OpenVPN-in opsiyasi vardir hansi ki, istifade¢i adi ve sifreni client teresfds
toyin etmsk olur. Bunun ig¢iin, OpenVPN spesifik flagla kompilyasiya
edilmelidir. Adi halda bu flag aktiv olmur ve lazimi opsiyani
auth-user-pass /usr/local/etc/openvpn/password-file kimi teyin elsdikds,
OpenVPN client asagidaki sstirlsri gdstersrsk gosulmur:

. Sorry, 'Auth' password cannot be read from a file

. Exiting

Nezosrs alin ki, sifrenin client tersfds saxlanilmasi tshlikssiz deyil (acig
sokilds) . Ona gdrs ds susmaya gdrs bu opsiyanin séniili olmasi daha yaxsi
dsuldur. Ancag OpenVPN-in man sshifesi bu imkanin olmasini bizs aciglayir.

Mihit desyisenlesri ils sifresnin kec¢idi
Bu misalda biz istifads etdik:
auth-user-pass-verify example6-6-aupv.sh via-file
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Biz OpenVPN serverin istifadeci adi ve sifre yoxlanisini adi fayl ils eleadik.
Bu adi fayl yalniz server prosesi tersfinden istifade edils bilir hemc¢inin,
bu tehliikssiz mexanizmdir ki, sifreni sifrelenmis kanalla auth-user-pass-
verify scripti ils otururik.
Homc¢inin mimkindir ki, istifade¢i adi ve sifreni auth-user-pass-verify
scripti ils mihit deyissnleri ils otlrs bilsk:
auth-user-pass-verify example6-6-aupv.sh via-env
Bunun Ustinliiyl ondan ibarstdir ki, heg¢ bir slave fayl yaratmada gorsk
galmir. Pis csheati odur ki, sifreni mihit deyissnleri ils ac¢ig formada
otiirmek daha tohlilkelidir: Qismen diger prosesin milhitins baxmaq, diger
istifadec¢i adina olan fayla baxmagdan asandir.
OpenVPN serverds yerine yetirilen scriptlerin ig¢inds vaciblik ve tstinlik
derscesine gdre ardicilligla yerins yetirilmenin onceden teyin edilmesi ¢ox
6nemlidir. Bu misalda biz CLI-dan scriptlerin her birinse aid olan ardicilliga
lazimi parametrlerls edscsayik.
ise baslayaqg
OpenVPN2.3-1 2 masinda ylkleysk. Omin olun ki, masinlar ssbsks ils bir-
birlsrini goriirlsr. 2-ci basligda olan client ve server sertifikatlarini
burda da istifads edscsyik. Bu misalimizda server ve client masinlarimiz
FreeBSD9.2 x64 OpenVPN2.3-ds islsyscek. Server qurasdirma olaraqg Client tersf
up/down scriptlerinde istifade etdiyimiz example6-l-server.conf faylindan
burdada istifads edscsyik. Client i¢lin gqurasdirma olaraqg, bundan onceski
misalimizda olanlardan istifads edscesyik.
Necs edscsyik...

1. example6-l-server.conf faylini example6-7-server.conf faylina
niisxelsyin ve example6-7-server.conf faylinin sonuna asagidaki
sotirleri slave edin:
script-security 2
cd /usr/local/etc/openvpn
up example6-7-script.sh
route-up example6-7-script.sh
down example6-7-script.sh
client-connect example6-7-script.sh
client-disconnect example6-7-script.sh
learn-address example6-7-script.sh
tls-verify example6-7-script.sh
auth-user-pass-verify example6-7-script.sh via-env

2. /usr/local/etc/openvpn/example6-7-script.sh scriptini yaradib icine
asagidaki sstirleri slave edin:

#!'/usr/local/bin/bash
exec >> /tmp/example6-7.log 2>&l
date +"%H:%M:%S: START $script type script ==="
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echo "argv $0 s@"
echo "user = ‘id -un'/'id -gn'"
date +"%H:%¥M:%S: END $script type script ==="

Smin olun ki, script yerine yetirilendir ve serveri iss salin:
root@siteA:/usr/local/etc/openvpn # chmod 755 example6-7-script.sh
root@siteA:/usr/local/etc/openvpn # openvpn --config example6-7-
server.conf

Sonra clienti iss salin:
root@siteB:/usr/local/etc/openvpn # openvpn --config example6-6-
client.conf

Daxil olmaqg {icin istifade¢i adi ve sifrs istenilen istifade edils
biler (Clinki onlar istifads edilmir ©).

Servers udurlu gosuldugdan sonra client-i sebesksaden ayirin ve bir necgs
degige gbzleyin o vaxtadek ki, server clientin gosulmasinin girilmasini
toyin edir. Sonra OpenVPN serveri dayandirin.

Jurnal fayli /tmp/example6-7.log tUnvaninda asadidaki gdsterildiyi kimi
yaranacaq:

root@siteA:/usr/local/etc/openvpn # cat /tmp/example6-7.log

09:08:57: START up script ===

argv = example6-7-script.sh tun0 1500 1541 192.168.200.1 255.255.255.0
init

user = root/wheel

09:08:57: END up script ===

09:08:57: START route-up script ===

argv = exampleb6-7-script.sh

user = root/wheel

09:08:57: END route-up script ===

10:44:57: START up script ===

argv = example6-7-script.sh tun0 1500 1541 192.168.200.1 255.255.255.0
init

user = root/wheel

10:44:57: END up script ===

10:44:57: START route-up script ===

argv = example6-7-script.sh

user = root/wheel

10:44:57: END route-up script ===

Bu necs isleyir...
OpenVPN-s slave edilmis cox megssadlerds istifads edils bilen ssenariler
moévcuddur. OpenVPN iss diisends ve sonra client ona gosulub ayrilanda bu
scriptler ardicil olaraq iss disiir. OpenVPN2.3 ic¢ln ardicil gaydalar
asagidakilardir:

» root istifadsci adindan iss dis:

» route-up hsmc¢inin root istifadsc¢i adindan iss diisiir; root yetkiler

dayandirilir ve OpenVPN nobody istifadec¢i adindan server qurasdirma
faylindan ise disiir.
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tls-verify. CA sertifikati istifads edilir ki, imzalanmis client
sertifikatini yoxlanisdan kecirsin.

tls-verify. Client sertifikatain 06zl otiuritlur

user-pass-verify.

client-connect.

YV V V V

learn-address iso add isi ils.

Bu nogteads client udurla VPN gosulmasini edir. Indi ise client disconnect
olanda:

» client-disconnect

» learn-address iss delete isi ils

Vo sonra server dayanir:
» down; geyd bu nobody! Istifads¢i adindan iss dusir

Daha da strafli...

Scripti yazanda unutmayin ki, onu mitleq yerine yetirilen elemsk lazimdir.
OpenVPN-in dizayni c¢ox monolitikdir: her sey(plugunlsri g¢ixmaqg sortile hansi
ki, bu basligda birazdan danisacayiq) bir axinin istiinde gedir. Bu o demskdir
ki, script yerins yetirilsnds OpenVPN server miiveqggeti olarag istenilsn
misteori d¢in c¢atilmaz olur: paketlsrin routingi dayandirilir, digsr clientler
gosula, girila bilmir ve hestta management interfeys cavab vermir. Ona gdrads
omin olmaqg lazimdir ki, biitiin server torsf scriptleri cox tez ise disir.

Dizayn catismamazligi gsbul edilib ancaqg, OpenVPN3-adsk bunun dizsldilsceyi
giman edilmir.

Script tshlikesizliyi v jurnallama

OpenVPN-in 2.3 versiyasinin ssas Ustinliyld odur ki, scriptler iss diisends
onun tahliikesizliyine ¢ox baxir. OpenVPN2.0 versiyasinda biitin scriptlesr
yerins yetirilends ‘system’ server olan biitiin mihit deyisenleri her bir
scriptle gotirilirdii. OpenVPN2.l-den etibaren bu deyisdi ve script-security
qurasdirma direktivi slave edilsrsk scriptlerin yerins yetirilmesinde execwv
istifads edildi. Bundan slave toahliikesizlik megseadlsrile scriptinizin
¢ixisinl jurnallamaniz daha yaxsi olar. Script jurnallamasinda ¢ixis hemg¢inin
vaxt mohlirlsrini de slave edir ki, bu size problemin hansi vaxtda lzre
¢ixmasina komek edir.

Bu misalda biz script-security direktivinin c¢oxlu opsiyalarina baxacayiqg ve
scriptin ¢ixisinin daha tez jurnallama metodunu Orgsnscayik.

ise hazirlasaqg

OpenVPN2.3-U 2 masinda ylklsysk. ©min olun ki, masinlar sobsks ils bir-
birlsrini gorirlsr. 2-ci basligda olan client ve server sertifikatlarini
burda da istifade edscsyik. Bu misalimizda server ve client masinlarimiz
FreeBSD9.2 x64 OpenVPN2.3-ds islsyscek. Server qurasdirma olaraqg Client tersf
up/down scriptlerinde istifade etdiyimiz example6-l-server.conf faylindan

180
WWwWw.opensource.az



burdada istifade edecesyik. Client iiclin gqurasdirmalari iss bundan onceki
misalimizda olanlardan istifade edescoyik.
Bunu necs etmsliyik...
1. OpenVPN server ilk misalimizda istifade elediyimiz gqurasdirma ils iss
salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config example6-1-
server.conf
2. Client gurasdirma faylini yaradin:
client
proto udp
remote openvpnserver.example.com
port 1194
dev tun
nobind
ca /usr/local/etc/openvpn/ca.crt
cert /usr/local/etc/openvpn/openvpnclientl.crt
key /usr/local/etc/openvpn/openvpnclientl.key
tls-auth /usr/local/etc/openvpn/ta.key 1
ns-cert-type server
up "/usr/local/etc/openvpn/example6-8-up.sh argl arg2"
Yuxaridaki sstirlsri /usr/local/etc/openvpn/example6-8-
client.confadinda yadda saxlayin. Gordiyliniiz kimi script-security
sotiri yoxdur.
3. Up scriptini yaradin.
#!/usr/local/bin/bash
exec >> /usr/local/etc/openvpn/example6-8.log 2>&1
date +"%H:%M:%S: START $script_ type script ==="
echo "argv = [$0] [$1] [$2] [$3] [$4]1"
/usr/local/bin/pstree $PPID
date +"%$H:%M:%S: END $script_type script ==="
Ancag unutmayin script-de pstree omri istifads edilmisdir ve bu susmaya
gbre FreeBSD-de olmur ve onu yiklemsk lazimdir.
cd /usr/ports/sysutils/pstree # Port unvanina daxil oluruqg
make install clean # Yikleyirik
Scripti /usr/local/etc/openvpn/example6-8-up.sh adinda yadda saxlayin
ve omin olun ki, script yerine yetirilendir. (chmod +x
/usr/local/etc/openvpn/example6-8-up.sh)
4., OpenVPN client iss salin:
root@siteB:/usr/local/etc/openvpn # openvpn --config example6-8-
client.conf
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Client gosulmada calisacaqgq ancaqg, scriptin OpenVPN tersfinden yerins
yetirilmesine izin verilmediyine gdre asadidaki sshv cap edilscak.

Tue Mar 4 22:56:24 2014 WARNING: External program may not be called
unless '--script-security 2' or higher is enabled. See --help text or
man page for detailed info.

Tue Mar 4 22:56:24 2014 WARNING: Failed running command (--up/--down) :
external program fork failed

Tue Mar 4 22:56:24 2014 Exiting due to fatal error

5. 9ger biz clientin example6-8-client.conf-na --script-security 2
parametri slave edib iss salsag o udurla gosulacaqg:

root@siteB:/usr/local/etc/openvpn # openvpn --config example6-8-
client.conf --script-security 2

Jurnal faylinda asadidaki setirlsri gdreceyik:
root@siteB:/usr/local/etc/openvpn # cat
/usr/local/etc/openvpn/example6-8.log
23:09:48: START up script ===
argv = [/usr/local/etc/openvpn/example6-8-up.sh] [argl] [arg2] [tun0]
[1500]
-+= 01281 root openvpn --config example6-8-client.conf --script-
security 2
\-+- 01285 root /usr/local/bin/bash /usr/local/etc/openvpn/example6-8-
up.sh argl arg?2 tunO 1500 1541 192.168.200.2 255.255.255.0 init

\-+- 01288 root /usr/local/bin/pstree 1281

\--- 01289 root ps -axwwo user,pid,ppid, pgid, command

23:09:48: END up script ===

Sgor biz Onceki scripti --script-security 2 system vo ya --script-
security 3 ile yerins yetirssk eyni nstice slde etmis olacayiqg.

Bu necs isleyir...
Qayda ils scriptleri client ya da serverds yerins yetirmsk ig¢lin script-
security2(ya da 3) direktivi teyin edilmelidir. Diger halda OpenVPN2.3 vs
daha yuxari versiyalar gosulmanin garsisini almis olacaqg. Asadidaki
parametrler script-security direktivi {c¢ilin teyin edils bilsr:
» 0: External program cagirila bilmez. Bu o demskdir ki, OpenVPN ugurla
baslaya bilmez, Microsoft Windows-u ¢ixmaq sortilse xlisusi ssrtleards.
» 1l: Yalniz daxili progqramlar (Hansi ki, /sbin/ifconfig, /sbin/ip Linux-
da, netsh.exe ve route.exe Windows-da) cadirila bilsr.
» 2: Daxili programlar ve scriptler cadirila biler.
» 3: Eyni 2-dski kimi, ancaq burda sifrsler mithit dsyissnlsrins
scriptlserls Otlrils bilsr.

script-security direktivi id¢in ikinci parametr:
» execve: Bu cadiris ils kenar program ¢adirilir. Susmaya gdradir.
» system: System cadirisindan istifads edersk kenar programlar cadirilir.

Bunlar arasinda ferqg boylik deyil ancaq, fayllarin dnvanlarinin adlarinda
bosluglar istifade edilirse ciddi fergleri var ve bizim kOmesyimize gatir.
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Daha da strafli...
Linux/BSD/MacOS ve Windows scriptlerinin yerine yetirilmesinds misyyen
fergler var. Windows-da system cadirisi CreateProsess-i susmaya gdros istifads
edir. Sgor script-security 2 system istifade edilirses, system cadirisindan
istifade edilir. Boylk forg dediyimiz kimi fayllarin idinvanlarinin adlarinda
bosluglar olanda hiss edilir. Misal ic¢ln asadidaki script yalniz --script-
security 2 istifade edilen halda ise diusescsk:

up "c:\\program\ files\\openvpn\\scripts\\example6-8-up.bat"

O halda ki, --script-security 2 system istifades edilscek onda asagidaki sshv
cap edilscsak:
c:\program' is not recognized as an internal or external command

'down-root' pluginin istifads edilmssi

OpenVPN plugin arxitekturunu destekleyir hansi ki, external pluginler
vasitesils OpenVPN-in funksionalligi artirila bilir. Pluginler spesifik
modullar ve ya kitabxanalardir hansi ki, OpenVPN plugin API ils isleyirler.
Bu pluginlsrden biri down-root-dur hansi ki, Linux-da mdvcuddur. Bu
istifadeciys izin verir ki, OpenVPN dayananda spesifik smrlsri root
istifadec¢isi adindan iss salmag olsun. Normal halda OpenVPN prosesi root
yetkilsri drop edir (sger —user direktivi istifads edilirss) tshlikessizlik
ssbsblsrins gbrs. Baxmayaraq ki, bu daha tshlikssizdir ancaqg, bszi hallarda
up scriptinin yerins yetirilmesinds bu bizim isimizi cox ¢stinlessdirs

bilsr (harda ki root adindan nsss iss salmada calissaq). Bundan otri down-root
plugini hazirlanmisdir. Bu misal g&sterscek ki, necs down-root plugini
istifade edils bilsr ki, up scripti ils yaradilan fayli silmsk olsun.

ise hazirlasaq

2-ci basligda yaratdiginiz server sertifikatlarini burda da istifades
edeceayik. Bu misalda server masini FreeBSD9.2 x64 OpenVPN2.3-de olacaqg.
Client masina ehtiyac yoxdur.

Necs edsk...

1. Oncedsn lazimi plugini lazimi Unvana nisxslsysk.
root@siteB:/usr/local/lib/openvpn/plugins # cp
/usr/local/lib/openvpn/plugins/openvpn-plugin-down-root.so
/usr/local/etc/openvpn/

2. Server qurasdirma faylini yaradaq:
proto udp
port 1194
dev tun

server 192.168.200.0 255.255.255.0

ca /usr/local/etc/openvpn/ca.crt
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cert /usr/local/etc/openvpn/openvpnserver.crt
key /usr/local/etc/openvpn/openvpnserver.key
dh /usr/local/etc/openvpn/dh2048.pem
tls-auth /usr/local/etc/openvpn/ta.key 0
persist-key
persist-tun
keepalive 10 60
topology subnet
user nobody
group nobody # nogroup on some distros
daemon
log-append /var/log/openvpn.log
script-security 2
cd /usr/local/etc/openvpn
up "example6-9.sh"
plugin ./openvpn-plugin-down-root.so " /usr/local/etc/openvpn/example6-
9.sh --down"
suppress-timestamps
verb 5
Yuxaridaki sstirlsri /usr/local/etc/openvpn/example6-9-server.conf
faylinda yadda saxlayin.
Sonra up scripti yaradin hansi ki, biz hsm¢inin down-root plugini ic¢ln
istifadse edscoayik:
#!/bin/sh
if [ "$script_type" = "up" ]
then

touch /tmp/example6-9.tempfile
fi
lf [ "$1" = "__down" ]

then

rm /tmp/example6-9.tempfile
fi
Scripti /usr/local/etc/openvpn/example6-9.sh faylinda yadda saxlayin vs
yerins yetiren edin.
root@siteA:/usr/local/etc/openvpn # chmod +x
/usr/local/etc/openvpn/example6-9.sh
OpenVPN server iss salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config example6-9-
server.conf
Server jurnal fayli indi gdsterscak:
PLUGIN CALL: POST ./openvpn-plugin-down-root.so/PLUGIN UP status=0
example6-9.sh tun0 1500 1541 192.168.200.1 255.255.255.0 init
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Bu onu gdsterir ki, plugin ise disdii. Sshv kodlarda sshvin cap
edilmemesi o demskdir ki, plugin udurla iss diisdi.

5. Sonra /tmp/example6-9.tempfile faylin serverds ugurla yaradilmasini
yoxlayin.

6. Sonra OpenVPN serveri dayandirin ves jurnal faylini yeniden yoxlayin:

PLUGIN CALL: POST ./openvpn-plugin-down-root.so/PLUGIN DOWN status=0
PLUGIN CLOSE: ./openvpn-plugin-down-root.so

7. Smin olun ki, /tmp/example6-9.tempfile fayli serverdsn silindi.

Bu necs isleyir...

down-root plugini OpenVPN server prosesi root istifade¢i adindan islsysnds
sistem startup-inda geydiyyatdan keg¢ir. Pluginler ayrilmis axinda islsyirler
yoni ki, OpenVPN server 0z prosesini root yetkisinden ayirsa da, pluginlsr
yena de root istifadec¢i adindan islsyirlsr. OpenVPN dayandirilanda plugin
cagirilir ve root istifades¢i adindan plugin tersfinden yaradilmis fayl
silinir.

Server jurnal fayllarinin maraqgli torsfi:
ifconfig: SIOCIFDESTROY: Operation not permitted
FreeBSD 'destroy tun interface' failed (non-critical): external program
exited with error status: 1
PLUGIN CALL: POST ./openvpn-plugin-down-root.so/PLUGIN DOWN status=0
PLUGIN CLOSE: ./openvpn-plugin-down-root.so

Bu o demskdir ki, OpenVPN prosesi hsgigsten de cli-dan /sbin/ifconfig tun0
0.0.0.0 smrini yerins yetirs bilmsdi ona gdrs ki, onun slindsn yetkiler
alinmisdir. Plugin artiqg onda root yetkilsri olmadidinda cadirildi ves onun
/tmp-don root yetkisi olan fayli silmek hiiququ yoxdur.

Qeyd edin ki, pluginin 6zu tcin ‘./’ ils iinvani teyin elsmsk ve yerins
yetirilen script ic¢iin tam invani tesyin elemsk c¢ox o6nemlidir. Sgeor bu invanlar
dizglin teyin edilmess ne plugin ve nade script yerins yetirilmeyscsak. ‘.’
hal-hazirki tinvan demskdir ve PATH miihit deyisenin hissesi deyil.

Hemcinin geyd edin ki, up scripti mihit dsyiseni olan script type tsyinati
ils ¢agirilir ancaq, bu pluginlesr {icin dodru deyil. Bunu asmag lcin iss slave
parametr toyin edildi ki, eyni script hem down-up kimi istifads edilsin.

Daha da strafli...
Pluginlsr Linux, Net/FreeBSD vo Windows-da destsklenir. Asadidaki script geri
cagirislari pluginleri istifads edsrsk ols kecgirils bilsr:
» Up
down
route-up
ipchange
tls-verify

YV VYV VY

auth-user-pass-verify
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» client-connect

» client-disconnect

» learn-address

Hem¢inin baxin

» Novbesti baslig hansi ki, PAM authentication pluginin istifadesini
aciglayir. Burda OpenVPN pluginin istifade edilmesi ils uzag
clientlsesrin necs geydiyyatdan kecilmesi gdsterilir.

PAM authentication pluginin istifade edilmesi

OpenVPN istifadec¢i adinin dizglnliyin yoxlanilmasi liclin ¢cox istifads edilsn
plugin var hansi ki, Linux/UNIX PAM authentication sistemini istifade edir.
Pluggable Authentication Modules iss PAM i¢ln aciglamadir ve istifadecilsrin
sistem resurslarindan istifadesini idars elsmsk {icin mshsur sistemdir. Bu
osksor LINUX/UNIX sistemlorinds islsyir. Cox rahat, genis imkanlidir ve
istifadecilerin authentifikasiyasi ve authorizasiyasi ic¢ciin genislendirils
bilendir. Bu misalda biz PAM plugini auth-user-pass-verify pluginins avez
olaraq istifade edeceyik ki, uzaqg istifade¢i verilenlerini sistem PAM
qurasdirmasinda yeniden yoxlayaqg.

ise baslayaq

2-ci basligda yaratdigimiz server ve client sertifikatlarini burda da
istifade edeceyik. Bu misalda server masini FreeBSD9.2 x64 OpenVPN2.3 vs
client ise Windows7 x64 OpenVPN2.3-ds olacaqg.

Bunu neces edsk...

1. Once Plugini lazimi iinvana niisxslsaysk:
root@siteA:/usr/local/etc/openvpn # cp
/usr/local/lib/openvpn/plugins/openvpn-plugin-auth-pam. so
/usr/local/etc/openvpn/

Server gqurasdirma faylini yaradaqg:
proto udp
port 1194
dev tun
server 192.168.200.0 255.255.255.0
ca /usr/local/etc/openvpn/ca.crt
cert /usr/local/etc/openvpn/openvpnserver.crt
key /usr/local/etc/openvpn/openvpnserver.key
dh /usr/local/etc/openvpn/dh2048.pem
tls-auth /usr/local/etc/openvpn/ta.key 0
persist-key
persist-tun
keepalive 10 60
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topology subnet
user nobody
group nobody # Bozi distributivlsrde nogroup olur
daemon
log-append /var/log/openvpn.log
verb 5
suppress-timestamps
plugin /usr/local/lib/openvpn/plugins/openvpn-plugin-auth-pam.so "login
login USERNAME password PASSWORD"
Oncski sstirlsri /usr/local/etc/openvpn/exampleé6-10-server.conf adinda
yadda saxlavyaqg.
OpenVPN serveri iss salaq:
root@siteA:/usr/local/etc/openvpn # openvpn --config example6-10-
server.conf
Server jurnal fayli indi gdsterscak:
AUTH-PAM: BACKGROUND: INIT service='login'
PLUGIN INIT: POST /usr/local/lib/openvpn/plugins/openvpn-plugin-auth-
pam.so '[/usr/local/lib/openvpn/plugins/openvpn-plugin-auth-pam.so]
[login] [login] [USERNAME] [password] [PASSWORD]'
intercepted=PLUGIN AUTH USER PASS VERIFY
Bu o demskdir ki, PAM pluginin arxa fona otirlilsrsk ugurla
inisializasiya edilmisdir.
Indi iss client qurasdirma faylini yaradaq:
client
proto udp
remote openvpnserver.example.com
port 1194
dev tun
nobind
ca "c:/program files/openvpn/config/ca.crt"
cert "c:/program files/openvpn/config/openvpnclientl.crt"
key "c:/program files/openvpn/config/openvpnclientl.key"
tls-auth "c:/program files/openvpn/config/ta.key" 1
auth-user-pass
Yuxaridakil setirleri example6-10.ovpn adinda yadda saxlayin.
OpenVPN client iss salin. Windows-un OpenVPN GUI-si slave psncsarads
istifadeci adi ve sifreni telsb edscsk:
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FETEEET e
Current State: Connecting
Wed Mar 05 23:259:28 2014 OpenVFPN 2.3 2 x86_64-wB4-mingw32 [S5L (DpenS5L)] [LAO] [PKCS11] [eurephia
F
CpenVPM - User Authentication
|
Usemame: camal
Password: -
[ ok | | cCanced |
4| [ | r
[ Disconnect ] [ Reconnect [ Hide ]
. == —
VPN serverimizde bu yoxlanis ic¢iin camal adli istifadeci 1 sifresi ile &nceden
yvaradilmisdir. Istifadec¢i adi ve sifrs daxil edildikden sonra gosulma udurla
sona catir. OpenVPN serverin jurnallari asagidaki sotirleri gdstorscsak:
AUTH-PAM: BACKGROUND: USER: camal
AUTH-PAM: BACKGROUND: my conv[0] query='Login:' style=2
AUTH-PAM: BACKGROUND: name match found, query/match-string ['Login:',
'login'] = 'USERNAME'
AUTH-PAM: BACKGROUND: my conv[0] query='Password:' style=1l
AUTH-PAM: BACKGROUND: name match found, query/match-string
['Password:', 'password'] = 'PASSWORD'
2.2.2.10:49947 PLUGIN CALL: POST
/usr/local/lib/openvpn/plugins/openvpn-plugin-auth-
pam.so/PLUGIN AUTH USER PASS VERIFY status=0
2.2.2.10:49947 TLS: Username/Password authentication succeeded for
username 'camal'
Bu onu gosterir ki, istifadec¢i PAM istifads edsrsk, ufurla geydiyyatdan
kegdi. Nezsrs alin ki, sistemds root id O(sifir) olanlardan basga bitiin login
olma hagli ve shell mithiti olanlarin giris hiququ olur.
Bu necs isleyir...
PAM authentication plugini auth-user-pass-verify gayidisini tutur. OpenVPN
client gosulanda ve istifade¢i adi ils sifreni otlirende plugin ises diisiir. O
PAM subsystem-s miiracist yollayir ve “login” modula baxir (Bu openvpn-plugin-
auth-pam.so fayli tciin ilk parametrdir). Auth-pam plugin tersfindsn digsr
parametrlsr ona gdrs istifade edilir ki, bilinsin hansi girisi PAM
subsisteminden g&zlemek lazimdir.
login USERNAME password PASSWORD
PAM “login” altsistemi istifade¢i adi Uclin koémekci sshifeds “login” sdzi ve
sifre iUciin kdmesk¢i sshifads “password” soézinl cap edecek. Auth-pam plugini bu
informasiyani istifade edir ki, bils harda istifadesci adi (USERNAME) vs
sifro (PASSWORD) -1 tayin etmslidir.
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Istifadec¢i PAM subsystemls ugurla geydiyyatdan kecdikden sonra gosulma
birlesir.
Daha da strafli...
Homm¢inin imkan var ki, istifadecileri 'auth-user-pass-verify' scripti
sayssile geydiyyatdan kegirsk hansi ki, PAM subsystem-e miracist yollayir.
Orda bunun lc¢iin PAM pluginin istifadesins iki ssas tstinlik var:
» O istenilen halda 'script-security' direktivinin istifadesini teleb
etmir
» Plugin metodu cox siiretli ve daha da cox shateslidir. Coxlu istifadeci
OpenVPN servers eyni anda qosulmada calisdigda, VPN serverin
dayanigligi auth-user-pass-verify scriptin istifadesinden asili olacaq
onda gbrs ki, her istifadec¢inin gosulmasinda uydun prosesin startina
ehtiyac var ve bu gosulmada OpenVPN-in ssas axinina teyin edilir.
Hem¢inin baxin
» Onceki misalda 'down-root' pluginin istifadssins hansi ki, OpenVPN
pluginlerin ssaslarini agiqglayir.
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BOLUM 7

OpenVPN qurasdirmalarinin problemlarinin
arasdirilmasi

Bu basligda biz asagidakilari aciglayacayiqg:

Chipher uygdunsuzludu

TUN-un TAP-a garsi uygunsuzlugu

Kompressiya uydgunsuzlugu

Acar uygunsuzlugu

MTU ve tun-mtu problemlsrinin arasdirilma gaydalari
Seboks gosulmasinin problemlsrinin arasdirilmasi

Client-config-dir problemlsrinin arasdirilmasi

YV VVVYVYVY

OpenVPN jurnal fayllarinin oxunulmasi gaydalari

Giris

Bu basligin ssas megsadi biitin OpenVPN problemlsrinin arasdirilmasi
gaydalarini oyrotmekdir. Bu baslig OpenVPN-in sshv qurasdirilmasinin
arasdirilmasina ayrilmisdir hansi ki, noévbsti baslig tamamils OpenVPN-in
routingls bagli problemlsrinin arasdirilmasina ayrilmisdir.

Ona gdrs de bu basligda istifads edilen reseptlsr ilk olaraq sshv olan islsrs
diggst yetirscsk. Sonra biz alstler tegdim edscsyik hansi ki, problemlsrin
necs tapilmasi ve qurasdirma sohvlerinin diizeldilmssins kémek edecsk. Bu
basligda olan qurasdirma direktivlerinin beszilsri &ncs heg¢ istifads
edilmemisdir.
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Cipher uygunsuzlugu

Bu basligda biz OpenVPN istifade eden cryptographic cipher-i deyisdiresceyik.
11k olarag biz cipher-i client tersfde deyisecesyik hansi ki, VPN gosulmasi
inisializasiyasinda sshv ¢ixaracag. Bu misalin osas moagsadi OpenVPN
dosteklayon cipher metodlarini gdstormek yox, ¢ixan sshv mesajlarini
gormekdir.

ise hazirlasaq

OpenVPN2.3-1U iki masinda yilikleyin. ©min olun ki, masinlar ssbosks ils bir-
birlerini gorirlsr. 2-ci basligda yaratdidiniz client ve server
sertifikatlarini yaradin. Bu misalda client ve server masinlari FreeBSDO9.2
x64 OpenVPN2.3-ds olacaqg. Server lc¢in 2-ci basligda istifads etdiyimiz
Server-side routing gqurasdirma faylini basic-udp-server.conf-u istifads edin.
Client qurasdirma ise basic-udp-client.conf olacaqg.

Necs edsk...
1. basic-udp-server.conf faylini istifade edsrsk server iss salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config basic-udp-server.conf

2. Clientde iiclin basic-udp-client.conf faylini example7-1l-client.conf
faylina niisxslsyin ve asagidaki sotiri example7-l-client.conf faylinin
sonuna olave edirik:
cipher CAST5-CBC

3. Client ise salin ve sonra jurnallara baxin asagidaki setir client
jurnallarinda gbstesrilecak:
root@siteB:/usr/local/etc/openvpn # openvpn --config example7-1-
client.conf
Thu Mar 6 13:37:31 2014 OpenVPN 2.3.2 amd64-portbld-freebsd9.2 [SSL
(OpenSSL) ] [LzO] [eurephia] [MH] [IPv6] built on Jan 9 2014
Thu Mar 6 13:37:32 2014 Control Channel Authentication: using
'/usr/local/etc/openvpn/ta.key' as a OpenVPN static key file
Thu Mar 6 13:37:32 2014 UDPv4 link local: [undef]
Thu Mar 6 13:37:32 2014 UDPv4 link remote: [AF INET]1.1.1.10:1194
Thu Mar 6 13:37:32 2014 WARNING: 'cipher' is used inconsistently,
local='cipher CAST5-CBC', remote='cipher BF-CBC'
Thu Mar 6 13:37:32 2014 [openvpnserver] Peer Connection Initiated with
[AF INET]1.1.1.10:1194
Thu Mar 6 13:37:34 2014 TUN/TAP device /dev/tun0O opened
Thu Mar 6 13:37:34 2014 do_ifconfig, tt->ipv6=0, tt-
>did ifconfig ipv6 setup=0
Thu Mar 6 13:37:34 2014 /sbin/ifconfig tunO 192.168.200.2
192.168.200.2 mtu 1500 netmask 255.255.255.0 up
add net 192.168.200.0: gateway 192.168.200.2
add net 10.198.0.0: gateway 192.168.200.1
Thu Mar 6 13:37:34 2014 Initialization Sequence Completed
Thu Mar 6 13:37:44 2014 Authenticate/Decrypt packet error: cipher
final failed

Vo uygun olarag server torofde:

root@siteA:/usr/local/etc/openvpn # tail -f /var/log/openvpn.log
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Thu Mar 6 13:40:34 2014 openvpnclientl/2.2.2.10:11653

Authenticate/Decrypt packet error: cipher final failed

Thu Mar 6 13:40:46 2014 2.2.2.10:21671 WARNING: 'cipher' is used

inconsistently, local='cipher BF-CBC', remote='cipher CAST5-CBC'

Thu Mar 6 13:40:46 2014 2.2.2.10:21671 [openvpnclientl] Peer

Connection Initiated with [AF INET]2.2.2.10:21671

Thu Mar 6 13:40:46 2014 MULTI sva: pool returned IPv4=192.168.200.2,

IPv6=(Not enabled)

Thu Mar 6 13:40:49 2014 openvpnclientl/2.2.2.10:21671

send push reply(): safe cap=940

Thu Mar 6 13:40:59 2014 openvpnclientl/2.2.2.10:21671

Authenticate/Decrypt packet error: cipher final failed

Qosulma ugurlu olmayacaq ve hemcinin celd olarag gosulmadan

kesilmeyocak.
Bu necs isleyir...
Server vo client gosulmasi middstinds tsahlikesiz gosulma ic¢iin milsyysn
parametrlsr Oz aralarinda razilasirlar. Bu fazanin osas parametrlsrinden biri
sifreolenme cipheridir hansi ki, blttin mesajlarin sifreolenmesi vs
desifraleonmesi {icin istifade edilir. Bgsr client ve server miixtelif cipherlsr
istifade edirse, onda onlar bir-biri arasinda danisma razilidina
golmeysacaklar.
Asagidaki direktivi server qurasdirmasina olave etmekls server ve client
yeniden slage qura bilscesklear:

cipher CAST5-CBC
Daha da strafli...
OpenVPN cox az ciphers destsklsyir, hemginin destsklsnsn bszi cipherlsrds
hsls sinag middetindedir. Desteklensn cipher-lsrin siyahisina baxmag icin
asagidaki smrden isrifade eds bilsrsiniz:

root@siteA:/usr/local/etc/openvpn # openvpn --show-ciphers

DES-CBC 64 bit default key (fixed)

RC2-CBC 128 bit default key (variable)

DES-EDE-CBC 128 bit default key (fixed)

DES-EDE3-CBC 192 bit default key (fixed)

DESX-CBC 192 bit default key (fixed)

BF-CBC 128 bit default key (variable)

RC2-40-CBC 40 bit default key (variable)

CAST5-CBC 128 bit default key (variable)

RC5-CBC 128 bit default key (variable)

RC2-64-CBC 64 bit default key (variable)

AES-128-CBC 128 bit default key (fixed)

AES-192-CBC 192 bit default key (fixed)

AES-256-CBC 256 bit default key (fixed)

CAMELLIA-128-CBC 128 bit default key (fixed)

CAMELLIA-192-CBC 192 bit default key (fixed)

CAMELLIA-256-CBC 256 bit default key (fixed)
Bu bltin cipherleri gdsterir hem variable-larda ve hemds fixed cipher
uzunlugunda. Cipher length deyiseni ils olan cipherlsr OpenVPN tersfinden cox
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yaxs1i desteklenir, galanlarida islsyscek ancag, misyyen anlar gdzlenilmesysn
naticelsr ola bilesr.
TUN veo TAP alstlsrinin uydunsuzludu
OpenVPN bazali VPN istifads edilmssinds sn ¢ox olan sshvlerdsn biri sec¢ilsn
adapterin tipinin teyin edilmesinds olur. Yeni ki, server TUN tipli adapter
dclin qurasdirilmis ve client ise sksine TAP tipli alstls qurasdirilmisdir.
Basligda ssas qurasdirma sshvi olanda bas versn yalnisliglari gorsceayik.
ise hazirlasaq
OpenVPN2.3 ya da daha yuxari versiyani 2 masinda yiklsyin. 9min olun ki,
masinlar ssbesks ils bir-birlerini gdérirlsesr. 2-ci basligda istifads edilsn
client ve server sertifikatlarini burdada istifads edscsyik. Bu basligda
server vo client masini ig¢lin FreeBSD9.2 x64 vs OpenVPN2.3 istifads edscsyik.
Server qurasdirmasi ig¢lin 2-ci basligda Server-side routing misalinda istifads
eladiyimiz basic-udp-server.conf faylindan istifade edecesyik. Client
qurasdirma fayli iseo basic-udp-client.conf olacaq.
Bu necs isleyir...
1. basic-udp-server.conf qurasdirma faylini istifads edsrsk server iss
salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config basic-udp-
server.conf
2. Sonra client qurasdirma faylini yaradaq:
client
proto udp
remote openvpnserver.example.com
port 1194
dev tap
nobind
ca /usr/local/etc/openvpn/ca.crt
cert /usr/local/etc/openvpn/openvpnclientl.crt
key /usr/local/etc/openvpn/openvpnclientl.key
tls-auth /usr/local/etc/openvpn/ta.key 1
ns-cert-type server
Yuxaridaki setirlsri example7-2-client.conf adinda client masinda yadda
saxlayin.
3. Clienti ise salin:
root@siteB:/usr/local/etc/openvpn # openvpn --config example7-2-
client.conf
Client jurnali asadgidakilari gdstsrscsak:
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Thu Mar 6 23:13:37 2014 WARNING: 'dev-type' is used inconsistently,

local='dev-type tap', remote='dev-type tun'

Thu Mar 6 23:13:37 2014 WARNING: 'link-mtu' is used inconsistently,

local='"link-mtu 1573', remote='link-mtu 1541"

Thu Mar 6 23:13:37 2014 WARNING: 'tun-mtu' is used inconsistently,

local="tun-mtu 1532', remote='tun-mtu 1500’

Thu Mar 6 23:13:37 2014 WARNING: 'cipher' is used inconsistently,

local="cipher BF-CBC', remote='cipher CAST5-CBC'

Thu Mar 6 23:13:37 2014 [openvpnserver] Peer Connection Initiated with

[AF INET]1.1.1.10:1194

Thu Mar 6 23:13:39 2014 TUN/TAP device /dev/tap0 opened

Thu Mar 6 23:16:44 2014 do_ifconfig, tt->ipv6=0, tt-

>did ifconfig ipv6 setup=0

Thu Mar 6 23:16:44 2014 /sbin/ifconfig tap0 192.168.200.2

192.168.200.2 mtu 1500 netmask 255.255.255.0 up

route: writing to routing socket: File exists

add net 192.168.200.0: gateway 192.168.200.2 fib 0: route already in

table

Thu Mar 6 23:16:44 2014 ERROR: FreeBSD route add command failed:

external program exited with error status: 1

add net 10.198.0.0: gateway 192.168.200.1

Thu Mar 6 23:16:44 2014 Initialization Sequence Completed

Bu hisseds siz servers ping etmeys c¢alisa bilsrsiniz ancaqg, cavab error

ils olacaqg:

root@siteB:~ # ping 192.168.200.1

ping: sendto: Host is down

ping: sendto: Host is down

ping: sendto: Host is down

ping: sendto: Host is down
Bu necs isleyir...
TUN stilli interfeys point-to-point gosulmasina ssaslanir hansi ki, yalniz
TCP/IP trafiki tunel edile biler. TAP stilli interfeys ise Ehternet
interfeysin ekvivalentidir hansi ki, &6zlins slave basliglari artirir. Bu
istifadeg¢iye imkan yaradir ki, digesr tip trafiki interfeys tzsrinden o&tirs
bilsin. Client ve server sohv qurasdirlanda teyin edilen paket hecmi mixtslif
olacaqg:

. WARNING: 'tun-mtu' is used inconsistently, local='tun-mtu 1532',
remote='tun-mtu 1500'
Bu onu gdsterir ki, TAP stilli interfeys iizsrindsn kegen hear paket TUN stilli
interfeyse baxanda 32 bayt daha genisdir. Client qurasdirmasinda dev tap
ovezina dev tun yazsaniz problem hsll edilscsak.
VPN tunel idzsrinden geden trafikin sixilmasi Ucin OpenVPN on-the-fly sixilma
algoritmini destekleyir. Zesif ssbsks xotti olan yerlerde davamliligi artira
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bilsr ancaq, bu slave baslig artirir. Sixilmamis datanin otilirilmesinds (Misal

dclin ZIP fayllari) davamiyyst hesqgigeten de kigilir.

9ger sixilma serverds aktivlesmise ve clientds deyilss, onda gosulma

girilacaqg.

ise hazirlasaq

OpenVPN2.3 ya da daha yuxari versiyani 2 masinda yiklsyin. 9min olun ki,

masinlar ssbesks ils bir-birlerini gdérirler. 2-ci basligda istifads edilsn

client ve server sertifikatlarini burda da istifads edscsyik. Bu basligda

server vo client masini ic¢lin FreeBSD9.2 x64 vs OpenVPN2.3 istifads edscsyik.

Server qurasdirmasi lc¢ln 2-ci basligda Server-side routing misalinda istifads

eladiyimiz basic-udp-server.conf faylindan istifade edeceyik. Client

qurasdirma fayli ise basic-udp-client.conf olacaq.

Necs edsk...

1. Server fayli basic-udp-server.conf-u example7-3-server.conf faylina
niisxelsyin ve example7-3-server.conf faylinin sonuna asagidaki setiri
o2lave edin:

comp-1lzo

2. Serveri ise salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config example7-3-
server.conf

3. Sonra ise clienti iss salin:
root@siteB:/usr/local/etc/openvpn # openvpn --config basic-udp-
client.conf
Qosulma inisializasiya olacag ancaqg, VPN gosulma izesrinden data
getdikde asagidaki mesaj cap edilscsk:

Thu Mar 6 23:44:28 2014 WARNING: 'link-mtu' is used inconsistently,
local="'link-mtu 1541', remote='link-mtu 1542'
Thu Mar 6 23:44:28 2014 WARNING: 'comp-lzo' is present in remote
config but missing in local config, remote='comp-lzo'
Bu necs isleyir...
Qosulma fazasi muddetinde client ve server arasinda transfer informasiyasinda
sixilma olmur. Parametrlsrden biri razilasilir ki, compressiyani VPN-in
faktiki xeyirli yiiklenmesi ig¢lin istifade edilsin.
9ger client ve server arasinda olan qurasdirmada sshv olarsa, hsr iki tersf
otiirtilen trafiki garisdiracaqg.
9ger sobsksds olan client ve serverlsrin hamisinda OpenVPN2.3 istifads
edilirss, asagidaki sstiri slave etmskls biitiin problemlsrinizi hsll etmis
olacagsiniz:
push "comp-lzo"
Daha da strafli...
OpenVPN2.0-da imkan yoxdur ki, compressiya direktivini clientlers teyin eds
bilsin. Bu o demskdir ki, OpenVPN2.0 server bu direktivi anlamir nsinki
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client. Yoni ki, siz on azi OpenVPN2.1l server ve OpenVPN2.0 client istifads
etseniz gosulma olmayacaqg.
Acar uygunsuzlugu
OpenVPN oOzinilin TLS kanalinin idars edilmesi li¢lin slave HMAC acgarlari tagdim
edir. Bu agarlar l-ci basligda Point-to-Point ssbskelarde oldudu kimi eyni
olaraq, static “secret” acarlar istifade edir. multi-client stilli ssbsksler
dclin bu slavs gorunma tls-auth direktivinin istifade edilmesi ils
aktivlesdirile bilsr. Sgor bu tls-auth key server ve client-ls alagads
uydunsuz olarsa, onda VPN gosulma udursuz olacaq ve inisializasiya olmayacad.
ise hazirlasaq
OpenVPN2.3 yada daha yuxari versiyani 2 masinda yiklsyin. 9min olun ki,
masinlar ssbesks ils bir-birlerini gbérirlsr. 2-ci basligda istifads edilsn
client veo server sertifikatlarini burda da istifade edeceyik. Bu basligda
server vo client masini ii¢clin FreeBSD9.2 x64 vo OpenVPN2.3 istifade edsceayik.
Server qurasdirmasi igiin 2-ci basligda Server-side routing misalinda istifads
eladiyimiz basic-udp-server.conf faylindan istifade edecesyik. Client
qurasdirma fayli iseo basic-udp-client.conf olacaq.
Bunu necs edsk...
1. basic-udp-server.conf faylini istifade edersk serveri iss salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config basic-udp-server.conf
2. Sonra client qurasdirmasini yaradin:
client
proto udp
remote openvpnserver.example.com
port 1194
dev tun
nobind
ca /usr/local/etc/openvpn/ca.crt
cert /usr/local/etc/openvpn/openvpnclientl.crt
key /usr/local/etc/openvpn/openvpnclientl.key
tls-auth /usr/local/etc/openvpn/ta.key
ns-cert-type server
Qeyd edin ki, tls-auth direktivinin ikinci parametri tsyin edilmeyib.
Yuxaridaki setirleri
example7-4-client.conf adinda /usr/local/etc/openvpn unvaninda yadda
saxlayin.
3. Clienti iss salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config example7-4-
client.conf
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Client jurnalinda sshv gorinmeyscsk ancaq, gosulma udurlu olmayacaqg.
Server Jjurnalda iss asadidakilar godrinscoak:

Fri Mar 7 00:26:05 2014 Authenticate/Decrypt packet error: packet HMAC
authentication failed

Fri Mar 7 00:26:05 2014 TLS Error: incoming packet authentication
failed from [AF_INET]2.2.2.10:16987

Bu onu gostesrir ki, openvpnclientl clienti tls-auth direktivinde sshv
parametr istifade edir vs gosulma kesilir.

Bu necs isleyir...

Qosulma inisializasiyasi olan anda ilk fazada client ve server her biri diger
torsafin HMAC acarlarini yoxlayir. 9gsr HMAC acar diizgin qurasdirilmayibsa,
inisializasiya kesilir ve gosulma dayandirilir. OpenVPN server milracist eden
soxsin hagigi client ya da pis niyystli birisinin serveri yiiklemek istediyini
toyin ede bilmediyine gdrs gosulma sadscs diuslr.

Bu basligda g¢atismayan sahv qurasdirma ondan ibarstdir ki, asagidaki setirin
sonunda 1 parametri yoxdur.
tls-auth /etc/openvpn/itvpn/ta.key

tls-auth direktivinin ikinci parametri acgar lg¢ln istigametdir. Normalda
asagidaki razilasma istifads edilir:

0: serverden cliente

1: clientden servers

Bu parametr OpenVPN-i cadirir ki, ta.key faylinin digsr hisssesinden &z HMAC
acarlari c¢agirsin. 9gsr client ve server garsi tersflsrdesn gslsn HMAC acar
hissslsrins razi deyilss onda gosulma kssilscsak. Eyni olaraq deys bilerik ki,
client ve server HMAC acarlari foargli ta.key faylindan istifads edirlsrss,
gosulma yens de olmayacaq.

Hemg¢inin baxin
l1-ci basligin misalinda, Multiple secret keys hansi ki, OpenVPN secret
keylerin formati ve istifadesini detalli agiglayir.

MTU vo tun-mtu problemlsrinin arasdirilmasi

OpenVPN-nin ssas boyik Ustiinliklsrinden biri de ssbeks parametrleorini hem TUN
veo hemde TAP adapterleri ve sifreslenmis linklsri &z isteklerimize gdrs deyiss
bilmesi olmasidir. Bu hemiss ¢ixan sshvdir ki, kicik davamiyyests ya da
dmumiyystls VPN tunel izsrinden he¢ bir datani otidrmek olmur. Bu misal client
ve server arasinda istifade edilsn MTU-nun fargli olmasi nsaticesinds ortaya
¢ixan sahvleri ve bu uydunsuzlugun necs bsozi hallarda VPN tunelin diismesins
gotirib c¢ixmasini aciglayacayiqg.

ise hazirlasaqg

OpenVPN2.3 ya da daha yuxari versiyani 2 masinda yiklsyin. 9min olun ki,
masinlar ssbesks ils bir-birlsrini gdérirlsr. 2-ci basligda istifads edilsn
client ve server sertifikatlarini burda da istifade edscsyik. Bu basligda
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server vo client masini ic¢iin FreeBSD9.2 x64 vo OpenVPN2.3 istifade edscoayik.
Server qurasdirmasi {icin 2-ci basligda Server-side routing misalinda istifads
eladiyimiz basic-udp-server.conf faylindan istifade edecesyik. Client
qurasdirma fayli iseo basic-udp-client.conf olacaq.
Bunu necs edsk...
1. Qurasdirma fayli basic-udp-server.conf istifads edsrsk server iss
salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config basic-udp-
server.conf
2. Sonra client iUcin basic-udp-client.conf faylini example7-5-client.conf
faylina niisxslesyin ve example7-5-client.conf faylinin ic¢cins asagidaki
sotiri slave edin:
tun-mtu 1400
3. Clienti isge salin vs sonra client jurnalina baxin:
root@siteB:/usr/local/etc/openvpn # openvpn --config example7-5-
client.conf
Sat Mar 8 13:12:23 2014 WARNING: normally if you use --mssfix and/or -
-fragment, you should also set —--tun-mtu 1500 (currently it is 1400)
Sat Mar 8 13:12:23 2014 UDPv4 link local: [undef]
Sat Mar 8 13:12:23 2014 UDPv4 link remote: [AF INET]1.1.1.10:1194
Sat Mar 8 13:12:23 2014 WARNING: 'link-mtu' is used inconsistently,
local="link-mtu 1441', remote='link-mtu 1541"
Sat Mar 8 13:12:23 2014 WARNING: 'tun-mtu' is used inconsistently,
local="tun-mtu 1400', remote='tun-mtu 1500"'
Sat Mar 8 13:12:23 2014 [openvpnserver] Peer Connection Initiated with
[AF INET]1.1.1.10:1194
Sat Mar 8 13:12:26 2014 TUN/TAP device /dev/tun0O opened
Sat Mar 8 13:12:26 2014 do ifconfig, tt->ipv6=0, tt-
>did ifconfig ipvé6 setup=0 B
Sat Mar 8 13:12:26 2014 /sbin/ifconfig tun0 192.168.200.2
192.168.200.2 mtu 1400 netmask 255.255.255.0 up
add net 192.168.200.0: gateway 192.168.200.2
add net 10.198.0.0: gateway 192.168.200.1
Sat Mar 8 13:12:26 2014 Initialization Sequence Completed
Gordiyliniiz kimi tunel galxdidi anda c¢oxlu warning-lsr ¢ixir amma tunel
yens de galxdi.
4. Hoemc¢inin miUmkiindir ki, axini sobesks ile Otire bilssiniz, ping smri ils
yoxlaya bilersiniz:
root@siteB:~ # ping -c 2 192.168.200.1
PING 192.168.200.1 (192.168.200.1): 56 data bytes
64 bytes from 192.168.200.1: icmp seqg=0 ttl=64 time=1.312 ms
64 bytes from 192.168.200.1: icmp:seqzl ttl=64 time=1.321 ms
5. Ancag boyiik paketlsr Otilirmsek istesysndse, misal c¢clin asagidaki kimi:
root@siteB:~ # ping -s 1450 192.168.200.1
Asagidaki mesajlar client log faylinda godsterilacsak:
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Sat Mar 8 13:16:26 2014 Authenticate/Decrypt packet error: packet HMAC
authentication failed
Sat Mar 8 13:16:27 2014 Authenticate/Decrypt packet error: packet HMAC
authentication failed

9gor client boylk hecmli fayli endirmsk istsss eyni nstics olacaqg.

Bu necs isleyir...

MTU yada Maximum Transfer Unit teyin edir ki, VPN tunelin Uzsrinden kegen bir
paket heg¢ bir bdlgll olmadan(yeni fragmentlsrs bolinmsden) maksimal hansi
hescmds ola bilesr. Sger server vo client bu MTU hscmini birge gobul etmirlerss
ve server clients boylk hscmli paket yollayarsa onda, HMAC sshvi c¢ixacaqg(sgsr
bu misalda oldugu kimi, tls-auth istifade edilirses) ya da paketin boylk olan
galan hissesi kenara atilacaqg.

Daha da strafli...

Windows platformasinda TAP-Win32 adapterler ic¢iin MTU hscmi dsyismek c¢ox
¢otindir. Tun-mtu direktivini teyin eds bilersiniz ancag, Windows iizsrinds
isleyeon OpenVPN uydun olan MTU hecmi deyise bilmeyecek (Cinki Windows vista-
yadek he¢ bir windows bunu destsklemirdi). Hemg¢inin Windows7-do deo bu imkan
yoxdur.

Hem¢inin baxin
» 9-cu basligda Performance Tuning baslidinda sizs gdstsrscsk ki, tun-mtu
direktivi ile nece optimizasiya isleri gdrs bilsrsiniz.

Sebsks gosulmasinin problemlsrinin arasdirilmasi

Bu misalda biz misyyen jurnal tiplerini gbstersceyik hansi ki, qurasdirma diz
oldugu halda bels sobskads problemlsr olur. Sksar hallarda bu tip problem
¢ixanda, client ve ya server torsafde firewall block edir.

Bu misalda biz ozlimiiz server qulaq asdidi portu baglayacayiq ve sonra
gosulmada calisacayiqg.

ise hazirlasaqg

OpenVPN2.3 ya da daha yuxari versiyani 2 masinda yiklsyin. 9min olun ki,
masinlar ssbesks ils bir-birlsrini gdérirlsr. 2-ci basligda istifads edilsn
client ve server sertifikatlarini burdada istifade edscsyik. Bu basligda
server vo client masini ig¢in FreeBSD9.2 x64 ve OpenVPN2.3 istifads edecayik.
Server qurasdirmasi Ucgln 2-ci basligda Server-side routing misalinda istifade
elediyimiz basic-udp-server.conf faylindan istifade edeceyik. Client
qurasdirma fayli ise basic-udp-client.conf olacaq.

Neco edsk...

1. basic-udp-server.conf faylini ise salaraq serveri iss salin:
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root@siteA:/usr/local/etc/openvpn # openvpn --config basic-udp-
server.conf
2. Server tersfde IPFW, PF yada Linux-IpTables istifads edesrsk OpenVPN
portunu baglayin:
FreeBSD idciun:
root@siteA:/usr/local/etc/openvpn # ipfw add 5000 deny udp from any to
any dst-port 1194
Linux tciln:
root@siteA:/usr/local/etc/openvpn # iptables -I INPUT -p udp --dport
1194 -3j DROP
3. Sonra ise basic-udp-client.conf faylini istifade edersk client
qurasdirma faylini iss salin:
root@siteB:/usr/local/etc/openvpn # openvpn --config basic-udp-
client.conf
Client calisacag ki, servers UDP protocol ils gosula bilsin. Misyyen
vaxtdan sonra timeout olacag ona gdrs ki, clientden hec¢ bir trafik
getmir ve client vpni restart edscsak:
Sat Mar 8 13:46:33 2014 TLS Error: TLS key negotiation failed to occur
within 60 seconds (check your network connectivity)
Sat Mar 8 13:46:33 2014 TLS Error: TLS handshake failed
Sat Mar 8 13:46:33 2014 SIGUSRI[soft,tls-error] received, prosess
restarting
Client-in gosulmasini kesin ve serveri dayandirain.
Bu necs isleyir...
9gor OpenVPN susmaya gdrs olan UDP protocol-un istifade etmesi iiciin
qurasdirilibsa, client serverin cavabi lg¢ln 60 saniys gdzleyocsak. 8ger cavab
yoxdursa, gosulma restart edilir. Biz birdsfelik UDP porta gslen trafiki
bagladigimiza gdrs gosulma vaxti yaranir ve client servers he¢ bir zaman
gosula bilmir.
Client-in gosulma ig¢lin gdzlsdiyi vaxti teyin elsmsk ic¢clin asagidaki direktivi
istifade eds bilsrsiniz:
hand-window N
Burda N gosulma ic¢lin gdzlsnilen vaxti saniyslsrls teyin edir. Susmaya gdrs
olan menasi 60 saniyedir.
S6zsliz ki, FireWall gaydasini silseniz gosulma isleayecak.
Daha da strafli...
UDP protocol ve TCP protocol istifade edilmesinin sesas fergi gosulmanin
ugurlu olmasindadir. Her bir TCP gosulmasi hem client ve hemds server toersfde
TCP o1 sixismasinl istifade edsrsk iss diusilir. 9Sger razilasma udursuz olursa,
onda gosulma olmur. Orda heg¢ bir tslsb yoxdur ki, trafikin serverden
gayiltmasini godzlaysak ona gors ki, o drop(kssilme) edilir:
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Sat Mar 8 14:03:11 2014 Attempting to establish TCP connection with

[AF INET]1.1.1.10:1194 [nonblock]

Sat Mar 8 14:03:21 2014 TCP: connect to [AF INET]1.1.1.10:1194 failed, will
try again in 5 seconds: Operation timed out

'client-config-dir' problemlsrinin arasdirilmasi

Bu misalda biz 'client-config-dir' direktivi ils bagdli ¢ixan problemlarin
arasdirilmasi gaydalarini &yrenscayik. Bu direktiv CCD fayllarin dnvanini
gostermak ic¢clin istifads edilir. CCD faylinda xlisusi direktiv istifads edils
biler ki, clientin sertifikatina ssaslanaraqg spesifik IP iinvan tsyin elomsk
imkani olsun. Tecrilbs gdsterir ki, burda qurasdirma sshvleri skssr hallarda
olur. Bu misalda biz osas sohvlerden birini edsceyik ve sonra necs bu
problemin hsll edilmesini size gbdstersceayik.

ise hazirlasaq

OpenVPN2.3 ya da daha yuxari versiyani 2 masinda yiiklsyin. Smin olun ki,
masinlar ssbsks ils bir-birlsrini goérlirler. 2-ci basligda istifads edilsn
client veo server sertifikatlarini burda da istifade edeceyik. Bu basligda
server vo client masini ig¢lin FreeBSD9.2 x64 vs OpenVPN2.3 istifads edscsyik.
Server qurasdirmasi li¢lin 2-ci basligda Server-side routing misalinda istifads
eladiyimiz basic-udp-server.conf faylindan istifade edeceyik. Client
qurasdirma fayli iseo basic-udp-client.conf olacaq.

Nece edsk...
1. basic-udp-server.conf faylini example7-7-server.conf faylina niisxelayin
veo example7-7-server.conf faylinin sonuna asadidaki setiri slave edin:
client-config-dir /usr/local/etc/openvpn/clients
ccd-exclusive

2. 8min olun ki, /usr/local/etc/openvpn/clients govluduna yalniz root
istifade¢isinin yetkisi var:
root@siteA:/usr/local/etc/openvpn # chown root
/usr/local/etc/openvpn/clients/
root@siteA:/usr/local/etc/openvpn # chmod 700
/usr/local/etc/openvpn/clients/

3. Serveri ise salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config example7-7-
server.conf

4. basic-udp-client.conf gqurasdirma faylini istifade edsrsk clienti iss
salin:
root@siteB:/usr/local/etc/openvpn # openvpn --config basic-udp-
client.conf
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Sonra client asadidaki sohvi cap edersk gosula bilmesyscsk:
Sat Mar 8 14:25:46 2014 [openvpnserver] Peer Connection Initiated with
[AF_INET]1.1.1.10:1194
Sat Mar 8 14:25:48 2014 AUTH: Received control message: AUTH FAILED
Server jurnal fayli gismen farglenir: ilk olarag o deyir ki, CCD
govlugunda olan openvpnclientl gurasdirmasini oxuya bilmir vs sonra iss
VPN-in galxdidi hagginda mslumat verir:
Sat Mar 8 14:25:45 2014 2.2.2.10:13269 TLS Auth Error: --client-
config-dir authentication failed for common name 'openvpnclientl'
file="'/usr/local/etc/openvpn/clients/openvpnclientl’
Sat Mar 8 14:25:45 2014 2.2.2.10:13269 [openvpnclientl] Peer
Connection Initiated with [AF INET]2.2.2.10:13269
Ancag yens ds VPN gosulmasi lazimi kimi olmadzi.
Bu necs isleyir...
Asagidaki direktivler OpenVPN tersfinden istifade edilir ki,
/usr/local/etc/openvpn/clients govluguna baxib client-in sertifikat CN-ns aid
olan qurasdirma fayli oxuya bilsin:
client-config-dir /usr/local/etc/openvpn/clients
ccd-exclusive
Tkinci direktivin istinliyld ondan ibarstdir ki, ccd-exclusive yalniz CDD
fayli olan misterilers girisse izin verscsk. Yeni CCD fayli olmayan istifadec¢i
gosula bilmeyscsak.
Client sertifikatin adi server jurnalinda gdsterilmemisdir:
Sat Mar 8 14:25:45 2014 2.2.2.10:13269 TLS Auth Error: --client-config-dir
authentication failed for common name 'openvpnclientl'
file='"'/usr/local/etc/openvpn/clients/openvpnclientl’
Ancaqg siz bunu asagidaki smrlads slde ede bilersiniz:
root@siteA:/usr/local/etc/openvpn # openssl x509 -subject -noout -in
openvpnclientl.crt
/CN= ils baslayan hisssys baxin ve bosluglari altdan xeott ile convert edin
OpenVPN server nobody istifadec¢i adindan iss diusiir ona gdrs ki, biz
/usr/local/etc/openvpn/clients govluguna cox az hiquglar teyin etmisdik ve bu
istifadec¢ci CCD govludgunda he¢ bir fayli oxumaq yetkisine malik deyil. Bgsr
client openvpnclientl CN-ils gosulsada bels OpenVPN CCD fayli oxuya
bilmsyscsk (hatta fayl orda olsa da bels). Ona gdrs ki, ccd-exclusive
direktivi var ve sonra hec¢ bir client gosula bilmsz.
Daha da strafli...
Bu basligda biz jurnallamanin daha derinlessmesins ve client-config-dir
direktivindse skssr hallarda edilen sshvleri agiglayacayiqg.
Daha da genis jurnallama
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Jurnallarin seviyyssinin artirilmasi adeten client-config-dir sshvini tapmaga
cox komek edir. Verb 5 ils ve diizglin yetki hiiquglari ils siz asadidaki jurnal
sotirlerini OpenVPN jurnal faylinda gdrs bilsrsiniz:

Sat Mar 8 15:09:46 2014 us=128255 openvpnclientl/2.2.2.10:25319
OPTIONS IMPORT: reading client specific options from:
/usr/local/etc/openvpn/clients/openvpnclientl

Sgor bu jurnal ssatirini serverin jurnal faylinda gors bilmirsinizss onda
sizin OpenVPN server clients aid olan CCD fayli oxuya bilmemisdir.

Digsr skssr olan client-config-dir sshvleri

Asagidaki oksar ¢ixan client-config-dir sshvleri aciglanmaisdir:
» client-config-dir {i¢clin tam uUnvan yazilmamisdir. Mosolon:

client-config-dir clients.

Bozi hallarda bu islesys biler ancaqg, unutmayin ki, sgsr siz server
qurasdirmanizda —-chroot ya da —-cd direktivlerini istifade edirsinizss,
bu islemeyscsek. Ona gdrs ki, chroot direktivinin istifadse edilmesinds
biitin tam ve yarimg¢iqg direktivler chroot dnvanina uydun olarag teayin
edilir.

» CCD fayli degiqg adlandirilmalidir ve genislenmssi olmali deyil. Bu
adeten Windows istifadec¢ilerin sshvi olur. Bu halda server jurnal
faylina baxib gdrs bilsrsiniz ki, server disiiniir ki, /CN=name client
sertifikatinin adidir. Hemc¢inin diggstli olun ki, OpenVPN /CN= name
olan yerlesrde beozi simvollari boslug kimi gdrs bilir. Tam simvollarin
siyahisi lg¢lin man sshifssine baxin vs String Types ve Remapping
bo6limiini diggetls oxuyun.

» CCD fayli ve onun iiciin olan tam Uinvan iss salinan OpenVPN prosessinin
istifads¢isi terefinden oxunulan olmalidir (adetsn nobody olur).

Hemg¢inin baxin
» 2-ci basligda olan client-config-dir misalina baxin hansi ki, client
config fayllarinin ssaslarini Oyradir.

OpenVPN jurnal fayllarinin oxunulmasi gaydalari

OpenVPN sshvinin tapilmasi adeten uzun middst ve dizgin jurnal fayllarinin
oxunulmasindan sonra olds edilir. Bu misalda OpenVPN-in hec¢ bir yeni imkani
gdsterilmeyecek ancaq jurnal fayllarini uzun ve detalli arasdiracayiq. Onceki
misalimiz olan Troubleshooting MTU ve tun-mtu sahvlerinin arasdirilmasindaki
qurasdirmalari istifads edsceayik.

ise baslayaq

Biz Troubleshooting MTU ve tun-mtu-da olan eyni gqurulusdan istifade edscayik.
Bu misalda da server ve client masini FreeBSD9.2 x64 OpenVPN2.3-de olacaqg.
Server qurasdirma fayli 2-ci basligda olan Server-side routing misalinda olan
basic-udp-server.conf fayli olacag. Client tglin ise Troubleshooting MTU va
tun-mtu example7-5-client.conf faylindan istifade edsceayik.
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Bunu neces edsk...

1. basic-udp-server.conf faylini istifade edersk serveri iss salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config basic-udp-
server.conf

2. Sonra clienti derin jurnallanma rejiminde iss salin ve timestamp-i
yigisdirmag sortils:
root@siteB:/usr/local/etc/openvpn # openvpn --config example7-5-
client.conf --verb 7 --suppress-timestamps
Qosulma ugurlu olacag ancaq, siz boyik hscmli paketleri yollaya
bilmeyacaksiniz:

3. Sshvin yaranmasi li¢lin asagidaki smrlsrden istifads edin:
root@siteB:~ # ping -cl 192.168.200.1
root@siteB:~ # ping -cl -s1450 192.168.200.1

4. Clienti kesin. Jurnal fayli gisa middet srzinde c¢ox bodyiiyscsak.

5. Jurnal fayli hansisa metn redaktoru ils ag¢in ve baxin. Jurnal faylinin
imumi strukturunu noévbesti basligda aciglayacayiqg.

Bu necs isleyir...

Jurnal faylin ilk hissssi onun qurasdirma faylinda teyin etdiyiniz

qurasdirmalari ve cli-dan gotiirdilylinliz parametrlsari teskil edir. Bu seksiya

asagidaki kimi baslayir:

Current Parameter Settings:
config = 'example7-5-client.conf’

Asagidaki setirls bitir:

OpenVPN 2.3.2 amdé64-portbld-freebsd9.2 [SSL (OpenSSL)] [LZO] [eurephia] [MH]

[IPv6] built on Jan 9 2014

Bu seksiya 250 sstirs yaxindir ve bu sstirlsrds OpenVPN-in qurasdirma

hagginda ns distndiyinli gdsterir. Bu setirlsri diggstls oxuyun ve amin olun

ki, sizde gebul edirsiniz.

NOovbeti maragli seksiya asagidakidir:

Outgoing Control Channel Authentication: Using 160 bit message hash 'SHAl'

for HMAC authentication

Outgoing Control Channel Authentication: HMAC KEY: 48cf6934 c7596aec ae92f34c

7c4f£f0c9 25a03f3a

Outgoing Control Channel Authentication: HMAC size=20 block size=20

Incoming Control Channel Authentication: Using 160 bit message hash 'SHAl'

for HMAC authentication

Incoming Control Channel Authentication: HMAC KEY: baac7c20 c95bb2f2 a85a953a

b7970b87 76045e8b

Incoming Control Channel Authentication: HMAC size=20 block _size=20

Jurnal faylinin bu hissssi tls-auth acarinin oxunulmasini gdsterir ve bu iki

individual HMAC acari catdirilmisdir. Acarlar hem¢inin jurnal faylinda cap
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edilmisdir. Hemc¢inin siz bu acarlari artigq server jurnal faylindan slds eds
bilersiniz. Servers daxil olan acar ve client-in c¢ixisinda olan acar tam
olarag eyni olmalidir eynils de oksins. Onceki misalimizda oldudu kimi
acarlarin uygunsuzlugunu burda da etsoydik jurnallarda gdrs bilsrdik.

Bu bdlmeden sonra tez warning goririk hansi ki, osas ssbabi bu basligimizin
misali olan Troubleshooting MTU ve tun-mtu Ucin teyin elsadiyimiz
uydunsuzlugdur.

WARNING: normally if you use --mssfix and/or --fragment, you should also set
--tun-mtu 1500 (currently it is 1400)

WARNING basligi ils geolsn jurnal setirlsrins hemiss xiisusi diggetls baxmag
lazimdir. Bozi hallarda ona mshal goyulmaya biler ancaqg, skssr hallarda VPN
gosulmasinin osas problemi bu setirds gbsterils bilsr.

Bu warning-den sonra asagidaki ardicillida oxsayaraq ¢oxlu mesaj ardicillig:
golir:

UDPv4 WRITE [42] to [AF INET]1.1.1.10:1194: P_CONTROL HARD RESET CLIENT V2
kid=0 pid=[ #1 ] [ ] pid=0 DATA len=0

UDPv4 READ [54] from [AF INET]1.1.1.10:1194: P_CONTROL HARD RESET SERVER V2
kid=0 pid=[ #1 ] [ 0 ] pid=0 DATA len=0

Bu mesajlar server ve client arasinda olan razilasmalardir hansi ki,
qurasdirma informasiyasi bdlglisii, sifrelenmis acarlar ve diger
informasiyalari teskil edir ki, VPN galxsin. Bundan sonra basga bir baslig
¢ixir ki, qgqurasdirmada uydunsuzlug var:

WARNING: 'link-mtu' is used inconsistently, local='link-mtu 1441’,
remote='link-mtu 1541’

WARNING: 'tun-mtu' is used inconsistently, local='tun-mtu 1400', remote='tun-
mtu 1500'

Biz TLS_prf mesajlarinin c¢ox hissesini buraxaraqg gsleceyik serverin push
qurasdirmalarinin emalina:

PUSH: Received control message: 'PUSH REPLY,route 10.198.0.0
255.255.0.0,route-gateway 192.168.200.1, topology subnet,ping 10,ping-restart
60,ifconfig 192.168.200.2 255.255.255.0'

Bu diggestls yoxlanilmasi vacib olan onemli sstirdir ona gdrs ki, mshz burda
serverin client-s push edildiyi g&sterilir. Diggetls yoxlayin gdrsk bu
hegigsten de siz yolladiginiz PUSH-durmu ya basgasi deyil ki?

Bundan sonra Local TUN adapter acilir ve inisializasiya edilir ve ilk paket
axina baslaya bilir.

11k ping smri ugurla isleyir, asadida gére bilerik:
TUN READ [84]

UDPv4 WRITE [125] to server-ip:1194: P _DATA V1 kid=0 DATA len=124
UDPv4 READ [125] from server-ip:1194: P_DATA V1 kid=0 DATA len=124
TLS: tls pre decrypt, key id=0, IP=server-ip:1194

TUN WRITE [84]
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Ping omri TUN interfeysi oxumada baslayir sonra da sifrslenmis kanalla uzag
servers yazmada baslayir. Paket hecminde olan forge diggetls baxin: paket
sifrelenmis kanalla 125 bayt o6tiiriir hansi ki, TUN interfeysin original paket
oxuma bacarigindan 41 bayt boyikdiir. Bu deqgiglikls onceki log setirlesrimizds
olan link-mtu vs tun-mtu arasinda olan fergleri gbsterir.
Sonra iss ping -s 1450 seksiyasi golir. 1450 baytlig ping oxuna bilmsz ona
gors ki, interfeysde toyin edilen MTU 1400-dur uygun olaraqg, 2 TUN hesab edir
ki, bitin verilsnleri sls kecirmek lazimdir.
TUN READ [1396]
UDPv4 WRITE [1437] to server-ip:1194: P _DATA V1 kid=0 DATA len=1436
TUN READ [102]
UDPv4 WRITE [141] to server-ip:1194: P _DATA V1 kid=0 DATA len=140
Nozores alin ki, verilenler soslinde server iki ayri paket kimi yollanilir. Bu
tamamils normal horsketdir ona gdrs ki, paket fragmentlers bdliinmesi tslsb
edilir. Paket hecmlerinin hesablanmasi MTU hecmi ils miigayise edilir ve boyiik
olan halda hisseye ayrilir ve ikinci paket tam IP paket olmur.
Server boylik ping smri gaytarir ve uydun olarag genis cavab gaytarilair.
Serverds 1500 MTU tosyin edildiyins gérs orda telsb edilmir ki, datani
fragmentlsrs bdlssiniz ona gdrs dso, bu client-s tok paket kimi gayidir:
UDPv4 READ [1441] from [AF_INET]1.1.1.10:1194: P DATA V1 kid=0 DATA len=1440
TLS: tls_pre_decrypt, key_ id=0, IP=[AF_INET]1.1.1.10:1194
Authenticate/Decrypt packet error: packet HMAC authentication failed
Client paketi maximal hecm ils ysni uzadi 1400 bayt ils gdzlsyir. Buna gdrs
ds onun imkani yoxdur ki, boyiik paketi decode elssin ve bu sobsbden deo ¢ixisa
yazir ki, paket HMAC authentication failed sshvi oldu.
Sonra biz client-i abort eledikde gdreceyik ki, interrupted system call
mesajl ¢ixdi (Bu hisssds Ctrl+C istifade edilmisdir ki, client-in gosulmasini
kosak) :

event wait : Interrupted system call (code=4)

TCP/UDP: Closing socket

/sbin/route delete -net 10.198.0.0 192.168.200.1 255.255.0.0

delete net 10.198.0.0: gateway 192.168.200.1

Closing TUN/TAP interface

/sbin/ifconfig tun0 destroy

PID packet_id free

SIGINT [hard,] received, prosess exiting
OSger client qurasdirmasina asagidaki sstir slave edilibsae:

user nobody
Onda biz hemg¢inin asadidaki jurnal hissssini gdre bilerik:

SIOCSIFADDR: Permission denied

SIOCSIFFLAGS: Permission denied
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Linux ip addr del failed: external program exited with error status:
255

Bu hal zorersizdir.

Daha da strafli...
UNIX bazali smeliyyat sistemlsrinds hem¢inin mimkindir ki, jurnali sistemin
syslog-na yollaya bilesiniz. Bu inzibatg¢iya ssrait yaradir ki, effektiv
seokilds boylik masinlarin jurnallarinin yigdimini bir jurnal interfeysinds
idars eds bilssiniz. Jurnal mesajlarini syslog-a otlrmek ic¢iin sadscs log-
append direktivini syslog direktivi ile deyismeniz yetsar:

syslog [name]

Burda name unikal deyil ve OpenVPN serverin adinin jurnallarda teyin edilmesi
iclin istifade edilir. Bu o halda c¢ox onemli olur ki, sizin bir host izerinds
bir neg¢s OpenVPN serveriniz isleyir ve onlarin hamisi 6z jurnallarini syslog
servers yollayir.
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BOLUM 8

OpenVPN: Routing troubleshooting

Bu basligda biz asagidaki movzulari acgiglayacayiqg:
» Catismayan gayidis kodu.
» iroute istifads edilsnds catismayan gayidis route-
lara.
» OpenVPN son ndgtelesrinden basga bitun clientleri
funksional etmsk
» Source routing

Y

Windows uUzsrinds routing ve yetkil

» client-to-client traffic routing problemlerinin
hallinin arasdirilmasi

» 'MULTI: bad source' xsbesrdarliglarinin basa
disilmesi

» Default gateway yonlondirmesinde c¢cixan sshv

Giris

Bu bolimiin miizakiresi ve &nceki bolimin mdvzusu OpenVPN-in problemlsrinin
arasdirilmasidir. Bu baslig tamamils OpenVPN ilizerinds ¢ixan routing
problemlerins hesr edilmisdir. OpenVPN istifadecilerinin OpenVPN rosmi
saytina yazdiglari sshvlsrin 50%-i skssr hallarda routing ils bagli olur vs
mahz bu basligda biz o problemlsrin ¢ox gismini aciglayacayiqg.

Ona gOrs de bu basligda istifade elediyimiz reseptlerds Once biz &zimiz sshv
qurasdirmalar edsceayik ve sonra problemin tapilmasi, sahv qurasdirmanin
tapilmasi, aradan galdirilmasi ig¢in lazimi aletleri gdstersceyik.

208
WWwWw.opensource.az



| OPEN

SOURCE
CLUB
Catismayan gayidis kodu
OpenVPN-i ilk defs udurla qurdugdan sonra oskssr hallarda olur ki, OpenVPN
seboks route-ingleri sshv olsun. Bu misalda biz ilk olaraq 2-ci basligda
Client-server IP soebskslsrinds oldugu kimi TUN stilli VPN qurasdiracayiq. Ilk
olaraq routing islemeyoscek o vaxtadsk ki, diizglin routing slave edilmesyoscsak.
Bu misalin ssas megsadi routing sshvlerinin necs tapilmasinin
gosterilmesidir:
ise hazirlasagq:
Biz asagidaki sebsks qurulusundan istifads edscsyik:
Internet
SiteALocallP — 10.198.0.1/16 SiteA PubliclP — 1.1.1.10/24
SiteA Gate — 1.1.1.1
e
o
=
ClientA P
ClienAlP - I1 0.198.0.10/16 Shol.— VP NGarver SiteA Gate — 1.1.1.1/24
ClientAGate — 10.198.0.1
SiteB Gate - 2.2.2.1/24
FreeBSD-Gate
SiteA PubliclP - 2.2.2.10/24
SiteA Gate —2.2.2.1
SiteBLocallP — 192.168.4.1/24 [N
o
S
SiteB - VPNClient
ClientB
ClienBIP - 192.168.4.10/16
ClientBGate — 192.168.4.1
OpenVPN2.3 ya da daha yuxari versiyani 2 masinda yiklsyin. 9min olun ki,
masinlar ssbsks ils bir-birlsrini gdérirlser. 2-ci basligda istifads edilsn
client ve server sertifikatlarini burda da istifade edscsyik. Bu basligda
server vo client masini ig¢in FreeBSD9.2 x64 ve OpenVPN2.3 istifads edecayik.
Server qurasdirmasi Ucgln 2-ci basligda Server-side routing misalinda istifade
elediyimiz basic-udp-server.conf faylindan istifade edeceyik. Client
qurasdirma fayli ise basic-udp-client.conf olacaq.
Bunu necs edsk...

1. basic-udp-server.conf faylini istifads edsrsk serveri isge salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config basic-udp-
server.conf

2. Sonra clienti ise salin:
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root@siteB:/usr/local/etc/openvpn # openvpn --config basic-udp-
client.conf
Sun Mar 9 14:32:20 2014 Initialization Sequence Completed
Bu nogteads mimkindir ki, remote VPN IP idnvani ve biitiin onda olan
interfeyslorin IP invanlarini ping eds bilsk:
root@siteB:~ # ping -c2 192.168.200.1
PING 192.168.200.1 (192.168.200.1): 56 data bytes
64 bytes from 192.168.200.1: icmp seq=0 ttl=64 time=1.159 ms
64 bytes from 192.168.200.1: icmp seqg=1 ttl=64 time=2.677 ms
root@siteB:~ # ping -c2 10.198.0.10
PING 10.198.0.10 (10.198.0.10): 56 data bytes
64 bytes from 10.198.0.10: icmp seg=0 ttl=127 time=1.716 ms
64 bytes from 10.198.0.10: icmp seg=1 ttl=127 time=3.214 ms
9gor bu ‘ping’-lsrdsn hansisa biri udursuz olarsa, onda gosulma udursuz
olub ve orda davam elemeys ehtiyac yoxdur.
Sger server torsfin gateway-ins routing slave edilmemisss, onda
10.198.0.0/16 sobokesinds olan biitiin hostlar gdérinmeyecek (asajidaki
kimi) :
root@siteB:~ # ping 10.198.0.1
PING 10.198.0.1 (10.198.0.1) 56(84) bytes of data.
A
C
--- 10.198.0.1 ping statistics ---1 packets transmitted, 0 received,
100% packet loss, time 764ms
9Sgor siz LAN gateway lzsrinds route yazsaniz ki, remote masinlari
sifrelenmis kanalla gbrs bilesiniz siz sadecs servers route
yvazmalisiniz:
root@vpngate:~ # route add -net 192.168.200.0/24 1.1.1.10
Burda 1.1.1.1 VPN Gateway-imizin 6z IP invanidir. 1.1.1.10 masini
FreeBSD masinimizdir hansi ki, idstiinds OpenVPN islesyir. Degig routing
yazmaq Ucin sadscs siz 0z ssbskenizi degiq bilmeli ve OS-nuzun routing
o2lave elemek liclin sintaksisi bilmeniz yetsr.
Artig VPN gateway lizerindsn 192.168.200.0/24 ssbeskssinds olan bitin
masinlari gdrs bilsrik. Mitleq nezsrs alin ki, virtual TUN adapter ise
disdiukden sonra, onun dzsrins route yazdigda islemir.
Hemcinin 10.198.0.0/16 ssbeokesini gdrmek liciin de geriye route
yazmaliyiq:
root@vpngate:~ # route add -net 10.198.0.0/16 1.1.1.10
root@vpngate:~ # ping -c2 10.198.0.10
PING 10.198.0.10 (10.198.0.10): 56 data bytes
64 bytes from 10.198.0.10: icmp seg=0 ttl=127 time=0.606 ms
64 bytes from 10.198.0.10: icmp seg=1 ttl=127 time=0.518 ms
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Bu necs isleyir...
Client, Server torsfde olan hansisa host-a gosulma cshdi elemsk istedikds
paketlsr source vo destination IP invanla goénderilir:

» Soure IP = 192.168.200.2: Bu VPN tunelin IP invanidir

» Destionation IP = Qosulmaqg istediyimiz host-un IP unvani

Remote host ise mliracist eden pakets {invanlarinin source ve destination
invanlarini deyissrsk cavab vermsk isteyir. Uzaq masin paketi geri yollaya
bilmir ona gdrs ki, 192.168.200.2 bizim VPN invanimizdir.

O sonra paketleri 6z gateway Uzoerins ydnlsndirmsys calisir. Gateway-ds cavab
vermsyonds o onlari default gateway lzosrinse ydnlendirmeys calisir. Paketlsr
router-in istiine catdigda iss, adeten router bitin paketlsri drop edscsk ona
gors ki, o gbstsrilen iUnvana cata bilmir.

FreeBSD gateway ilizerinds route yazmagla biz deyirik ki, 192.168.200.0/24
sobokasi VPN serverin ilizerins yodnlendirilmelidir - onda paketlsr dilzgiin
masina dgayidir. VPN server yeniden paketleri gateway masina gaytara bildiyine
gérs gosulma udurla basa catmis olmusdur.

Daha da strafli...
Bu hisseds biz diggetimizi c¢ixan miixtelif problemlsrs ydnlsndirsceayik.

Masquerading

Bu sualin tez ve ¢irkli yolu 2-ci basligda Server-Side routing-de
agiglanmisdir. Orda masquerading istifade edersk gdsterdik ki, giliya biitin
trafik OpenVPN serverden golir. Sgsr siz uzaq gateway Unvani idars eds
bilmirsinizss, bu ideal variantdir. Bezi program teminatlari NAT edildikds
6zUnl yaxsi hiss edirler. Hem¢inin tshlikesizlik baximindan NAT edilmenin
dstinliyli vardir.

LAN host-lara routing slave edilmssi

Gateway-in 0zlns route slave etmsyin svezins siz route-u remote masinlarin
6zlins slave eds bilsrsiniz ki, VPN clienti gdrs bilsesiniz. Bu sla se¢imdir o
halda ki, sizden teslsb edilir ki, VPN client lazimi hostlar tesrsfinden gdriils
bilsr.

Hem¢inin baxin
» 2-ci baslig Server-Side routing hansi ki, server tesrsf routing trafikin
osaslarini orgadir.

'iroute' istifads edilsnds g¢atismayan gayidis route-lari

Bu misal o6ncekinin davamidir. Smin oldugdan sonra ki, VPN clientin &z VPN

server toersfinde olan bilitiin ssbeskslsri gdrs bilir, indi vpn client tersfds

olan local masinlarinda VPN server toarsfde olan local sobesksleri gdrmesinin
yoxlanilmasinin vaxtidir.

Bu misalimizda biz once VPN-i 2-ci basligin Routing: hsr iki teresfin
subnetleri ic¢iin misalina uygun olaraqg edeceyik. Sger route-lar yazilmayibsa,
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onda client tersf lan-da olan masinlar server torsfde olan masinlari vo
oksins gdrs bilmeyecsk. Lazimi route-lari slave etmeokls problem holl
edilscsak.

ise hazirlasaq
Biz asadidaki sebsks gurulusundan istifade edecoayik:

IP-11.141
IP-222.

IP-1.1.1.10
Gateway -1.1.1.1

OpenVPN -Client OpenVPN - Server

IP-2.2210/24
GateW -2.2.2.1

\\
\ IP - 10.198.0.1
:\ - TozTee2002 LAN Second Gateway
X g R
IP-192168.41 NS IP - 192.166.44.1 R e for without rofiting
LANGate for Users LAN Second Gateway for LAN gatejway for Users
without routing
IP-10.198.0.1/24
P~ 1318041024 IP - 192.168.44.10/24 IP - 10.199.1.10/24 o
Gateway - 192.168.4.1 Gatewayy - 10.198.0.1
y Ll Gateway - 192.168.44.1 Gateway - 10.198.1.1

OpenVPN2.3-1 iki masinda ylkleyin. Smin olun ki, onlar bir birini ssbesks ils
gorirlsr. 2-ci basligda istifads edilsen client ve server sertifikatlarini
burdada istifads edin. Bu basligda client ve server masinlari FreeBSD9.2 x64
OpenVPN2.3-ds olacaqg. Server {¢clin 2-ci basligin Routing: her iki tersfin
subnetlsrinde misalinda istifads etdiyimiz example2-5-server.conf vs client
iglin ise 2-ci basligin Server-side routing misalinda istifads etdiyimiz
basic-udp-client.conf faylindan istifade edeceyik.

Server ic¢lin example2-5-server.conf qurasdirma faylinin terkibi:
proto udp
port 1194
dev tun
server 192.168.200.0 255.255.255.0

client-config-dir /usr/local/etc/openvpn/clients

ca /usr/local/etc/openvpn/ca.crt

cert /usr/local/etc/openvpn/openvpnserver.crt
key /usr/local/etc/openvpn/openvpnserver.key
dh /usr/local/etc/openvpn/dh2048.pem
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tls-auth /usr/local/etc/openvpn/ta.key 0
persist-key
persist-tun
keepalive 10 60
push "route 10.198.0.0 255.255.0.0"
topology subnet
user root
group wheel
daemon
log-append /var/log/openvpn.log
/usr/local/etc/openvpn/clients/openvpnclientl clienti icilin xususi
qurasdirma fayli terkibi:
iroute 192.168.4.0 255.255.255.0
iroute 192.168.44.0 255.255.255.0
Client masinimizin basic-udp-client.conf client qurasdirmasi:
client
proto udp
remote openvpnserver.example.com
port 1194
dev tun
nobind
ca /usr/local/etc/openvpn/ca.crt
cert /usr/local/etc/openvpn/openvpnclientl.crt
key /usr/local/etc/openvpn/openvpnclientl.key
tls-auth /usr/local/etc/openvpn/ta.key 1
ns-cert-type server
Necs edscoayik...

1. Serveri iss salaqg:
root@siteA:/usr/local/etc/openvpn # openvpn --config example2-5-
server.conf

2. Sonra client-i iss salin:
root@siteB:/usr/local/etc/openvpn # openvpn --config basic-udp-
client.conf

Initialization Sequence Completed

3. Bu ndégtsade mumkindlir ki, remote VPN IP vs VPN serverds olan biitin
interfeyslari ping eds bilsk vs sksins server toersfden clientin VPN ip-
si ve bitin interfeyslsrini ping ede bilsk:
root@siteB:~ # ping -c2 192.168.200.1
PING 192.168.200.1 (192.168.200.1): 56 data bytes
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64 bytes from 192.168.200.1: icmp seqg=0 ttl=64 time=0.878 ms
64 bytes from 192.168.200.1: icmp seg=1 ttl=64 time=1.680 ms
root@siteB:~ # ping -c2 10.198.0.10
PING 10.198.0.10 (10.198.0.10): 56 data bytes
64 bytes from 10.198.0.10: icmp seg=0 ttl=127 time=1.505 ms
64 bytes from 10.198.0.10: icmp seg=1 ttl=127 time=2.450 ms
root@siteA:~ # ping -c2 192.168.200.2
PING 192.168.200.2 (192.168.200.2): 56 data bytes
64 bytes from 192.168.200.2: icmp seq=0 ttl=64 time=0.807 ms
64 bytes from 192.168.200.2: icmp seqg=1 ttl=64 time=1.104 ms
root@siteA:~ # ping -c2 192.168.4.10
PING 192.168.4.10 (192.168.4.10): 56 data bytes
64 bytes from 192.168.4.10: icmp seg=0 ttl=127 time=1.603 ms
64 bytes from 192.168.4.10: icmp seg=1 ttl=127 time=2.409 ms
4. Server torsofde routing cadveli gdsterir ki, routing cedveli diizgiin
route edilmisdir:
root@siteA:~ # netstat -rn | grep tunO
192.168.0.0/16 192.168.200.6 UGS 0 0 tunO
192.168.4.0/24 192.168.200.1 UGS 0 4 tunO
192.168.44.0/24 192.168.200.1 UGS 0 0 tunO
192.168.200.0/24 192.168.200.1 UGS 0 11 tunO
192.168.200.1 link#11 UH 0 0 tunO
5. Siz server torsfds olan host-a client tersfden ping yollamada csahd
eladikde girilma olmayacaq c¢iinki routing-lsr VPN gosulmasi ssviyyesinds
o2lave edilmisdir. Yeni ki, biitiin routinglsrin dizglin islemesi {iclin biz
server qurasdirma faylinda &ncedsn client {ictin 192.168.4.0/24 vs
192.168.44.0/24 sosbekesi Uclin routing ve serverin 6z ssbskssinin
10.198.0.0/16-nin client-s route ils otiriilmesi &nceden nezors
alinmisdir.
Ancaqg bu routing-lesri siz olduunuz topologiyadan ve Unvanindan asili
olaraq 6zlnliz deo olave eds bilsrsiniz. Problemin helli {c¢cin siz tcpdump,
ping ve traceroute smrlsrinden istifade eds bilsrsiniz.
Bu necs islsyir...
Bu gisa routing probleminin arasdirilmasi ils mesdul olursunuzsa, vacibdir
ki, Once desrin ssbeskeden baslayasiniz(Bizim halda VPN) ve ondan sonra ksnar
trafik hagginda distnssiniz:
» Onco omin olun ki, VPN-in son ndgtelsri bir-birlsrini gériirler
» ©Omin olun ki, VPN client masini VPN server masininin LAN ip {invanini
gorir ve oksins eynils Server clientin LAN IP-sini gorur.
» Bmin olun ki, VPN client masini VPN server masininin LAN-inda olan
masini gorur
» ©Omin olun ki, serverin LAN terefinds olan host VPN client-i gdérur.
» ©Omin olun ki, client-in LAN tsrsfinds olan host VPN serveri gdrir
» Sonda smin olun ki, client teresfin LAN-inda olan host server torofin
LAN-1nda olan host-u goriir ve sksins.
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Hem¢inin baxin
» 2-ci basligin misalinda, Routing: her iki teresfin subnetlsrinds hansi
ki, her iki tersfde olan routing isini detalli aciqglayir

OpenVPN-in son nogtelsrinden basqga biutin clientlsri funksional
etmak

Bu misal yens de &ncekinin davamidir. Onceki misal acigladi ki, client tersf
LAN (Yada subnet)-dan, server torsf LAN-a gosuldugda routing problemlsrini
necs hoall elemsk lazimdir. Ancag onceki misalda qurasdirma sshvleri goyulmali
idi ki, sohv ortaya c¢ixsin(ancaq bu edilmedi). Bu misalda biz bosludu goyaraq
problem arasdirmada ¢alisacayiq.

ise hazirlasaq
Asagidaki gsbsks gqurulusundan istifade edeceyik:

IP-11.14

IP-1.1.1.10

OpenVPN -Client
Gateway -1.1.1.1

OpenVPN - Server

IP-2.2.2.10/24
GateW -2.2.2.1

VPNTP—=T92.168.200°2
IP - 192.168.4.1 //J IP - 192.168.44.1 IP-10.198.1.1

LANGate for Users LAN Second Gateway for LAN gatejway for Users
without routing

IP -10.198.0.1
LAN Second Gateway
for without rofiting

=1
-7

IP -10.198.0.1/24

IP - 192.168.4.1024 IP - 192.168.44.10/24 IP - 10.198.1.10/24 Gateway - 10.198.0.1

Gateway - 192.168.4.1 Gateway - 192.168.44.1 Gateway - 0.198.1.1
OpenVPN2.3-U iki masinda yliklseyin. Smin olun ki, onlar bir birini ssbsks ils
gorirlsr. 2-ci basligda istifads edilen client ve server sertifikatlarini
burda da istifade edin. Bu basligda client ve server masinlari FreeBSD9.2 x64
OpenVPN2.3-ds olacaq. Server iclin 2-ci basligin Routing: hsr iki tersfin
subnetlsrinde misalinda istifads etdiyimiz example2-5-server.conf vs client

i¢lin iss 2-ci basligin Server-side routing misalinda istifade etdiyimiz
basic-udp-client.conf faylindan istifads edsceayik.
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Necs edsceyik...
Serveri ise salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config example2-5-
server.conf
Sonra clienti iss salin:
root@siteB:/usr/local/etc/openvpn # openvpn --config basic-udp-
client.conf
Initialization Sequence Completed
Nezors alsaqg ki, hem client ve hem server toersfde routinglsr olmasa,
onda ns client nads server garsi toersfin hostlarini gdrmsyscsk. Deyosk
ki, routing-lsr yoxdur. Asagida gostsrilen routinglsri her iki tersfde
o2lave edin:
Once client tersfde edsk:
root@siteB:~ # ifconfig tunO
tunO: flags=8051<UP, POINTOPOINT, RUNNING,MULTICAST> metric 0 mtu 1500
options=80000<LINKSTATE>
inet 192.168.200.2 --> 192.168.200.2 netmask Oxffffff00
Opened by PID 1770
root@siteB:~ # route add -net 10.198.0.0/16 192.168.200.1
add net 10.198.0.0: gateway 192.168.200.1 fib O
Sonra server torsfds edsk:
root@siteA:/usr/local/etc/openvpn # ifconfig tunO
tun0: flags=8051<UP, POINTOPOINT, RUNNING, MULTICAST> metric 0 mtu 1500
options=80000<LINKSTATE>
inet 192.168.200.1 --> 192.168.200.1 netmask Oxffffff00
Opened by PID 1809
root@siteA:/usr/local/etc/openvpn # route add -net 192.168.4.0/24
192.168.200.2
add net 192.168.4.0: gateway 192.168.200.2 fib O
Hor iki tersfin LAN-inda olan masinlari yoxlayaqg:
root@siteB:~ # ping -c2 10.198.0.10
PING 10.198.0.10 (10.198.0.10): 56 data bytes
64 bytes from 10.198.0.10: icmp seg=0 ttl=127 time=1.659 ms
64 bytes from 10.198.0.10: icmp seqg=1 ttl=127 time=2.324 ms
root@siteA:/usr/local/etc/openvpn # ping -c2 192.168.4.10
PING 192.168.4.10 (192.168.4.10): 56 data bytes
64 bytes from 192.168.4.10: icmp seq=0 ttl=127 time=1.631 ms
64 bytes from 192.168.4.10: icmp seg=1 ttl=127 time=2.117 ms
C:\Users\clientb>ping -n 2 10.198.0.1
Pinging 10.198.0.1 with 32 bytes of data:
Reply from 10.198.0.1: bytes=32 time=1lms TTL=63
Reply from 10.198.0.1: bytes=32 time=2ms TTL=63
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C:\Users\ClientC>ping -n 2 192.168.4.10

Pinging 192.168.4.10 with 32 bytes of data:

Reply from 192.168.4.10: bytes=32 time=2ms TTL=126
Reply from 192.168.4.10: bytes=32 time=3ms TTL=126

Hamisi isleyir c¢linki, biz onun islesmesi lg¢in blUtin routingleri artig
olave etmisik.

5. Linux/UNIX masinlarda biz menbeys ssaslanaraqg istsnilen menssbs ping
ata bilerik:
root@siteA:/usr/local/etc/openvpn # ping -S 10.198.0.1 -c2 192.168.4.10
PING 192.168.4.10 (192.168.4.10) from 10.198.0.1: 56 data bytes
64 bytes from 192.168.4.10: icmp seg=0 ttl=127 time=1.623 ms
64 bytes from 192.168.4.10: icmp:seq=l ttl=127 time=2.241 ms

Gorduytmliz kimi her sey islsyir.

Bu necs isleyir...
Magsad o idi ki, VPN server ve onun tsrsfinds olan host, client tersfi vs
onun hostunu gdrs bilsin. Bu halda VPN server client-s miiracist yolladigda
paket birbasa VPN serverin interfeysi {izerinden kec¢mis olacag. Paket
asagidaki qurulusda olacagqg:

» Msnbs IP = 192.168.200.1 VPN Serverin &zl

» Msnssb IP = 192.168.4.10 SiteB LAN Host IP invani

Eynils paket VPN client-den servers toersf gayitdigda o menbs vse menssbin
invani deyismis sskilds gedscsk.

Daha da strafli...

Bu misalda sn yaxsi istifads dsulu NAT olardi. Biz bunu masquerading ilsads
eds bilerik. Ancag onceki misallarinda her sey FreeBSD-yo aid eladiyim ig¢in
asagida yalniz Linux masquerading misallarini gdrterscem.

[root@server]# iptables -t nat -I POSTROUTING -i tun0 -o ethO -s
192.168.200.0/24 -j MASQUERADE

[root@client]# iptables -t nat -I POSTROUTING -i tun0O -o ethO -s
192.168.200.0/24 -j MASQUERADE

Gateway-ler {izerinds slave routing-s ehtiyac galmir.
Bunu elsmek LINUX/UNIX-ds hedden artig asandir, Windows-a baxanda.

Hemg¢inin baxin
2-ci basligda olan Routing: hsr iki tersfin subnetlsrinds isini oxuyun hansi
ki, detalli sskilds routing isini aciglayir.

Source routing

Sebsks qurasdirmalari headden artiqg g¢ostinlesdiyinse gdrs, genislenmis imkanlara
gors de teleblsr bdoylyir hansi ki, misal olaraqg source routing imkanlara.
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Source routing o halda istifade edilir ki, server soboksys iki ssboks karti
ile gosulmusdur. Bu misalda 6nemli hisss odur ki, omin olasiniz ki,
gosulmalar interfeysin birinde ise diismliisdiir ve hemin interfeysdos deo
saxlanilib. ©ger gosulma iclin gslen VPN trafiki ilk interfeyse gelibss vo
gayitmaq Ucln 2-ci interfeysdsn gayidirsa, onda VPN gosulma digsrleri
arasinda kesilscek. Biz bunu bu misalda g&stersceayik.

Menbsys gdrs routing edilmesi hal-hazirki skssr emeliyyat sisteminin
bacarigidir. Bu misalda biz Linux ilzerinds iproute2 alstlsri ils menbsye gdre
routing gostersceyik. Hemg¢inin eyni isi FreeBSD vo diger OS-lar lzsrinds ds
gors bilsrik.

ise hazirlasaq
Asagidaki sebsks gqurulusundan istifads edscsyik

SiteCIP - 3.3.3.10/24

ClientGate — 192.168.6.1/24 SiteCGate — 3.3.3.1

e i

SiteC

ClientC

ClientCIP — 192.168.6.10/24

ClientC - 192.168.6.1 SiteCGate - .3.3.1

SiteAGate1 - 4.4.4.1

FreeBSDGate

SitgAGate2 - 5.5.5.1

SiteAlP1 - 4.4.4.10/24
SiteAGate1 - 4.4.4.1

SiteAIP2 - 5.5.5.10/24
SiteAGate2 — 5.5.5.1

SiteAMultiGate

OpenVPN2.3-1U iki masina ylkleyin. Omin olun ki, masinlar bir-birlerini sobsks
ils gorlirlsr (Ssbskeni asagida detalli sekilds aciglayacayiq). Server
masinimiz FreeBSD9.2 x64 OpenVPN2.3 ve client masinimiz iss Windows7 x64
OpenVPN2.3-ds olacaqg. Client masinin IP invani 192.168.6.10-dur ve onun {c¢lin
gateway IP Unvan 192.168.6.1-dir. Client masin {icin gateway server sitec-nin
PUBLIC IP idnvani iss 3.3.3.10-dur hansi ki, ilstiine gslen miiracistleri dinyaya
3.3.3.10 IP dnvan ils NAT edir. Client Gateway masinin ve OpenVPN server
masinin gatewayi FreeBSD-Gate masindir. SiteC {i¢lin gateway 3.3.3.1-dir.
OpenVPN server Ucln ise 2 oded Gateway var l-ci gateway IP 4.4.4.1 veo ikinci
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gateway IP 5.5.5.1-dir. OpenVPN serverin ilk IP tnvani 4.4.4.10 ve ikinci
gateway IP-si iss 5.5.5.10-dur. OpenVPN Server liclin qurasdirma fayli basic-
tcp-server.conf istifade edeceyik. Windows7 Client tc¢lin ise basic-tcp-
client.ovpn faylindan istifade edsceayik.
Magsadimiz OpenVPN serverin Uzerinde iki aded default gateway olarsa, o halda
onun Uzerine bir public-den gslsn paket gayidanda anlamayacaqg ki, hansi
sobosks karti ils geriys gayitmalidir. Bu halda bizim kdémeyimize PBR
catir (Firewall rule-larina osaslana Policy Based Routing).
Necs edsk...
1. Once Multigateway OpenVPN masinin kernelini lazimi opsiyalarla

kompilyasiya elemsk lazimdir:

# NUFFERS

maxusers 512

options NBUF=4096

device if bridge

# routing MPATH and for multiple services

options RADIX MPATH

options ROUTETABLES=15

# IPFW FireWall

options IPFIREWALL

options IPFIREWALL VERBOSE

options IPFIREWALL VERBOSE LIMIT=3

options IPFIREWALL NAT

options LIBALIAS

options DUMMYNET

options IPFIREWALL FORWARD

# PF FireWall

device pf

device pflog

device pfsync

OpenVPN Serverimizin startup qurasdirma fayli ysni /ete/rc.conf

asagidaki kimi olacag:

hostname="siteA-MultiGate"

ifconfig em0="inet 4.4.4.10 netmask 255.255.255.0"

ifconfig eml="inet 5.5.5.10 netmask 255.255.255.0"

sshd_enable="YES"

dumpdev="NO"

firewall enable="YES"

OpenVPN Serverimizin MultiDefault Route fayli yeoni /etc/rc.local

asagidaki kimi olacaq:

# default route-larimizi teyin edirik

setfib 0 route delete default

setfib 0 route add default 4.4.4.1

setfib 1 route delete default

setfib 1 route add default 5.5.5.1
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# route table-larimizi interfeyslerimize mesnimssdirik
ipfw -f flush
ipfw add allow ip from any to any via 1lo0
ipfw add setfib 0 ip from any to any via emO
ipfw add setfib 1 ip from any to any via eml
ipfw add allow ip from any to any
Sonra soboks servislerimizi yeniden yikleyirik.
/etc/rc.d/netif restart
/etc/rc.d/local restart
OpenVPN servers reboot edirik ve sonra route cedvelimizs hom setfib 0
ve homde setfib 1 iclin baxiriqg:
root@siteA-MultiGate:/usr/local/etc/openvpn # setfib 0 netstat -rn
Routing tables
Internet:
Destination Gateway Flags Refs Use Netif Expire
default 4.4.4.1 UGS 0 621 em0
4.4.4.0/24 link#2 U 0 0 em0
4.4.4.10 link#2 UHS 0 0 100
5.5.5.0/24 link#4 U 0 567 eml
5.5.5.10 link#4 UHS 0 0 100
127.0.0.1 link#9 UH 0 16 100
root@siteA-MultiGate:/usr/local/etc/openvpn # setfib 1 netstat -rn
Routing tables
Internet:
Destination Gateway Flags Refs Use Netif Expire
default 5.5.5.1 UGS 0 4 eml
4.4.4.0/24 link#2 U 0 0 em0
5.5.5.0/24 link#4 U 0 0 eml
127.0.0.1 link#9 UH 0 0 100
Qeyd: Nezsrs alin ki, bu qurulus 6z praktikamda OpenVPN-in UDP ils
gosulmasinda islemedi ve Connection reset by peer code=10054
sohvi verdi. Ona gdre deo hem client ve hemde server toerofds tcp
qurasdirmalarindan istifads edsceayik.
Serverimizi iss saliriqg:
root@siteA-MultiGate:/usr/local/etc/openvpn # openvpn --config basic-
tcp-server.conf
Client-i iss salmazdan oncs aciglama vermsk istsrdim ki, client hem
4.4.4.10 vs hom de 5.5.5.10 IP invanlarina gosulma elsss problemsiz
islemelidir c¢inki, bu iki IP Unvanin her biri eyni serverds olsa da o
server paketin hansi interfeysden geldiyini idars edib o interfeysls ds
geriys gaytaracaqg(Yeni PBR islesyscsk). Hal-hazirda client masinimizin
c:\windows\system32\drivers\etc\hosts faylinda asagidaki sotirlerimiz
movcuddur:
4.4.4.10 openvpnserver .example.com
#5.5.5.10 openvpnserver .example.com
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Once 4.4.4.10 IP iinvanini test edin, nstics slds edildikden sonra iss
4.4.4.10 IP sinin garsisina sorh teyin edib, 5.5.5.10 IP invanin
garsisindan serhi silin ve fayli yadda saxlayib, yeniden VPN
gosulmasini sinagdan kec¢irin.

Sonra VPN client-i iss salagqg:

basic-tcp-client Connect
Disconnect

Show Status

basic-udp-client
example2-9

example3-1-client T e

Edit Config

Change Password

example3-2-clientl

¥ ¥ ¥ ¥ v v

example3-2-client2

Settings...
Exit

Customize...

Qosulma udurlu oldugdan sonra iss Windows7-nin hosts faylinda
deyisiklik edirik ki, 5.5.5.10 IP-si tersfden gosulma edsk. Vs ardinca
VPN-1 yeniden ise salib test edirik.

Bu necs islsyir...

OpenVPN serverin adi halda 2 aoded default gateway-i oldugda vs ona hansisa
bir gateway torsfden paket goeldikds, FreeBSD 0OS deqgig gerar vers bilmir ki,
paketi hansi default gateway tersfden gaytarsin ve smslli garisigliqg bas
verir. Bunun iUc¢lin OS {izerinden IPFW ils PBR etdik ki, paket 4.4.4.1 tsrsfden
goldikde hemin gateway ils ve 5.5.5.1 tersfden gslerss hemin gateway ile
geriye gayitsin.

Daha da strafli...

Daha da genis routing idars etmek istessniz, LINUX lzsrinde LARTC (Linux
Advanced Routing and Traffic Control) istifade eds bilersiniz. ©n yaxsi Usulu
interfeyse golen paketlsri geyds alib eyni interfeys ileds geriys
gaytarmagdir.

indows izsrindes routing ve yetki

Bu misalimizda biz VPN client-in Windows masinda islsysnds, yetkilesri
olmamasi iUzinden praktikada godriilen sshvlserdir. Bu halda OpenVPN server
ugurla gosulacaqg ancaq, lazimi yetkilerin olmamasindan routing sistems slavs
edilmeyscek ve VPN dizgiin islemsyscak. Bu basligda biz bu problemin tapilmasi
ve aradan galdirilmasi isini gdrscesyik. Bu sshv qurasdirma adsten Windiows7/8
ve Windows Server 2008-ds olur.

ise hazirlasaq

Bu basligda biz OpenVPN2.3 versiyasini 2 masinda istifade edscsyik. 9min olun
ki, masinlar sebsks ils bir-birlerini gdrirlsr. 2-ci basligda yaradilan
client ve server sertifikatlarini burda da istifade edeceyik. Server masini 2
ayri soabsks karti ils ayri-ayri Internet toschizatg¢isina gosulmalidir. Bu
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misalda server masini FreeBSD9.2 x64 OpenVPN2.3-de olacag ve 2-ci basligda
Server-side routing-ds yaradilan basic-udp-server.conf faylindan istifads
edacak. Client masin ise Windows7 x64 OpenVPN2.3-ds olacag. Client qurasdirma
fayli ise 2-ci basligda ifconfig-pool boélimiinde istifade edilen basic-udp-
client.ovpn qurasdirma fayli olacaq. Sabsks gqurulusu asadidaki kimi olacagqg:

m SiteCIP — 3.3.3.10/24
ClientGate — 192.168.6.1/24 - SiteCGate — 3.3.3.1
%/
ClientC paas
ClientCIP — 192.168.6.10/24
ClientC — 192.168.6.1 SiteCGate — 3.3.3.1
SiteAGate1 — 4.4.4.1
FreeBSDsGate
SiteAGate2 — 5.5.5.1
SiteAlIP1 — 4.4.4.10/24
SiteAGate1 — 4.4.4.
Site AIPLAN — 10.198.0.1/16 SiteAlP2 — 5.5.5.10/24
SiteAGate2 — 5.5.5.1
SiteAMultiGate
ClientAlIP - 10.198.0.10/16
ClinetAGate — 10.198.0.1
Necs edsk...
1. Yetkisi olmayan istifadec¢i adindan sistems daxil olun(Ysni ki
Administrator olmayan istifadesc¢i adindan).

2. basic-udp-server.conf faylini istifads edsrsk serveri iss salin:
root@siteA-MultiGate:/usr/local/etc/openvpn # openvpn --config basic-udp-
server.conf

3. Sonda client-i iss salin:

basic-tep-client N

basic-udp-client > Connect

example2-9 > Discennect

example3-1-client » Show Status

examplé—l—cl?ent‘l_ » View Log

example3-2-client2 » Edit Config

Settings... Change Password

Exit

=
OpenVPN isgs diisecsk ve OpenVPN GUI-nin yasil isidi yanacag. Ancag client
masini asagidaki jurnali ¢ap edscsk. (S6zln dizi menim halimda hem serverds vs
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hem do client-de OpenVPN2.3 istifade edilirdi. Ancaq mende Windows7 client-de
route adi istifadec¢i adindan (Run as administrator oldugda) problemsiz slave
edildi.):

. C:\WINDOWS\system32\route.exe ADD 10.198.0.0 MASK 255.255.0.0

192.168.200.1

. ROUTE: route addition failed using CreatelIpForwardEntry: Network

access is denied. [status=65 if index=2]

. Route addition via IPAPI failed [adaptive]

Thu Aug 26 16:47:53 2010 us=187000 Route addition fallback to route.exe
9gor siz server torsofde olan LAN soboks karta catmaqg istessniz asadidaki
sahvi gbroeceksiniz:

[WinClient]C:\>ping 10.198.0.1

Pinging 10.198.0.1 with 32 bytes of data:

Request timed out.

Ping statistics for 10.198.0.1:

Packets: Sent = 1, Received = 0, Lost = 1 (100% loss),

Bu problemin halli istifadeciye lazimi gsbsks yetkilsrin verilmesidir. Bunun
iclin istifade¢ini ya Administrators yada Network Administrators grupuna olave
etmsk yetsr.
Bu necs isleyir...
OpenVPN client TAP-Win32 adapter-i iss salmada calisir hansi ki, susmaya gors
olan ylklenmeds izin verilmisdir. O halda ki server, client {iclin asagidaki
route sotirini Otdrmsk isteyir:
push "route 10.198.0.0 255.255.0.0"
Onda, OpenVPN client bu route-u 6z routing csdvslins slave eds bilmsyscak.
VPN client ugurla gosulacag vs ugurlu gosulma GUI-ds gdrinscak.
Qeyd: Nezsrs alin ki, hestta, push route siitunu olmasa da bels OpenVPN GUI-ds
yasil olacag ve gosulma ise diisscak.
Daha da strafli...
Hemc¢inin Run As Administrator imkanindan istifade eds bilesrsiniz ki, OpenVPN
servisini XP/Windiws7/Windows8,8.1-de Administrator adindan iss salasiniz. Bu
biitiin problemlsrin sn ssas hell {suludur.
Hem¢inin baxin
» 10-cu basliqg, Integrasiya, bu boélimde olan misallarda OpenVPN-in

Windows OS-a necs inteqrasiya edilmesi gdsterilir.
client-to-client trafic routing probleminin hsllsrinin
Bu misalimizda biz VPN qurulusunda client-den client-s trafikin otirilmesini
istesyen halda, VPN qurasdirmasinin ig¢inds ‘client-to-client’ direktivi
olmadigda ¢ixan problemlsrin arasdirilmasi gaydasini Oyrensaceyik. TUN tipli
soboks kartlarinda cliet-den client-o trafikin o6tidriilmesi bu direktivi
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istifade elemessnizde olacag(Sdzsiiz ki, oger server-in admin-i firewall-la bu
trafiklerin bir-bilsrini gdrmesine izin vermisdirss islsyscsk). Ancaq TAP
stilli ssboks kartlarinda bu mimkin deyil.

ise hazirlasaq
Biz asagidaki sebsks qurulusundan istifads edscsyik:

GatelP-2.2.2.1

Client1ServerlP-2.2.2.10/24
Client1ServerGate-2.2.2.1

GatelP-3.3.3.1

GatelP-1.1.1.1

ServerlP-1.1.1.10/24
FreeBSD-Gat * GatelP-1.1.1.1
Client1 tun0 - 192.168.200.2 A

VPNServerLAN
10.198.0.0/16

VPN

. _ VPNServer tun0 — 192.168.200.1/24
SiteB Client1

/OpenVPN-Server

Client2ServerlP-3.3.3.10/24 SiteA

Client2ServerlP-3.3.3.1

Client2LAN-192.168.6.1/24

SiteC for Client2

Client2 tun0 - 192.168.200.3

Clienmt2IP-192.168.6.33/24
Client2Gate-192.168.6.1

OpenVPN2.3-1 3 masinda ylikleyin. Omin olun ki, masinlar ssbskse ils bir-birini
gorirler. 2-ci basligda yaratdigimiz client ve server sertifikatlarini burda
da istifade edeceyik. Bu misalimizda server masinimiz FreeBSD9.2 x64
OpenVPN2.3-ds olacaq. Ilk client-imiz FreeBSD9.2 x64 OpenVPN2.3-ds ve ikinci
client-imiz iss Windows7 x64 OpenVPN2.3-ds olacaq. Server uc¢in 2-ci basliqgda
server-side routing-de istifade elediyimiz basic-udp-server.conf faylindan ve
eynile FreeBSD client i¢iin orda istifade edilen basic-udp-client.conf-dan
istifads edscsyik. Windows7 client ig¢in iss 2-ci basligda ‘ifconfig-pool’
misalinda yaratdigimiz basic-udp-client.ovpn faylindan istifade edsceayik.

Bunu necs edsk...
1. basic-udp-server.conf faylindan istifade edsrsk serveri iss salin:

root@siteA:/usr/local/etc/openvpn # openvpn --config basic-udp-
server.conf

2. FreeBSD masini iss salaqg:

224
WWwWw.opensource.az

OPEN
SOURCE
CLUB



SOURCE
CLUB
root@siteB:/usr/local/etc/openvpn # openvpn --config basic-udp-
client.conf
3. Sonra Windows7 client-i adi istifads¢i adindan iss salaqg:
basic-tcp-client >
basic-udp-client 3 Connect
example2-9 L3 Disconnect
example3-1-client > Show Status
example3-2- clfenﬂ_ 3 Vicw Log
example3-2-client2 L Edit Config
Settings... Change Password
Exit
Customize...

4. Sonra FreeBSD client masindan Windows7 client masina ping atmagda
calisin. ©min olun ki, hec¢ bir firewall trafiki block elemir. (Dizdir
monim halimda Windows7 masinda yens de adi istifads¢i adindan hsr sey
isleadi. Ancaqg yazarin adindan davam edsk)
root@siteB:~ # ping -c 2 192.168.200.3
PING 192.168.200.3 (192.168.200.3): 56 data bytes
PING 192.168.200.3 (192.168.200.3) 56(84) bytes of data.
---192.168.200.3 ping statistics ---2 packets transmitted, 0 received,
100% packet loss, time 10999ms
Ola biler ki, siz problemsiz digsr hostu gdrssiniz. Ancaqg bu halda
firewall portu block elemisdi.

5. Bunun Uc¢lin VPN server-in firewall-unda jurnal rejimini aktivlssdirmeniz
dizglindir:

Linux Uc¢in asagidaki kimi olacagqg.
[root@server]# iptables -I FORWARD -i tun+ -j LOG
FreeBSD-des iss /etc/rc.conf faylina firewall logging="YES" slavs
etmeniz yetor.
Sonra yenidsn ping edin. Siz sistemin /var/log/messages Jjurnal faylinda
neticeni gbroscesksiniz:
. openvpnserver kernel: IN=tun0O OUT=tunO0 SRC=192.168.200.2
DST=192.168.200.3 LEN=84 TOS=0x00 PREC=0x00 TTL=63 ID=0 DF PROTO=ICMP
TYPE=8 CODE=0 ID=40808 SEQ=1
. openvpnserver kernel: IN=tun0 OUT=tunO0 SRC=192.168.200.2
DST=192.168.200.3 LEN=84 TOS=0x00 PREC=0x00 TTL=63 ID=0 DF PROTO=ICMP
TYPE=8 CODE=0 ID=40808 SEQ=2
11k client 192.168.200.2 calisir ki, ikinci client olan 192.168.200.3 IP
iinvanina catsin. Bu problemin helli server gqurasdirma faylina client-to-
client direktivinin slave edilmesi ve OpenVPN daemon-un restart edilmesidir.
225

www.opensource.az



OPEN
SOURCE
CLUB

Yada ki, tunel trafikinin yonlendirilmesi ils hsll edils bilsr. Hal-hazirda
LINUX Uciin gdstersceyik ancaqg UNIX PF-de 6nceki basliglarimizda gdstermisdik:
[server]# iptables -I FORWARD -i tun+ -o tun+ -j ACCEPT
[server]# echo 1 > /proc/sys/net/ipv4/ip_forward

Bu necs isleyir...

i1k client, digerins catmaqg istesyends, paketler hemg¢inin serverin &ziine de
catir. OpenVPN server onlarin necs emal edilmssini bilmir vs kernel tersfden
emal edilmesinin sondirilmeyini bilmir. Kernel ise paketleri yonlendirir
hansi ki, routing-s ve firewall rule-larin ssasinda gsbul edilmisdir. Sger
gosbul edilmemisdirss, onda paket sadsce drop edilir ve ikinci client-s heg
vaxt c¢catmag olmur.

Asagidaki direktivin slave edilmesi ils, OpenVPN server kernel trafikin
yonlendirilmesi ve firewall gaydalarini asaraq paketi bir client-den digsrins
catdirir.

client-to-client

Diger tsulu ise daha da tehlikesiz olan UNIX/Linux kernel vasitesils routing
isinin goriilmesidir.

Daha da strafli...

TAP stilli sobekslerds Once gdstsrilen IPTABLES gaydasi islemeyscak. TAP
stilli ssbskslsrds olan biitiin clientlsr eyni broadcast domain-in izvi olur.
client-to-client trafiki yazilmayanda ve bir client digerins c¢atmag
isteyerss, ilk olarag o ‘arp who has’ mesaji ile diger client-in MAC iinvanini
tapir. OpenVPN server bu milracistlsri iptables gaydasinin olub olmadigindan
asi1li olmayarag mehal goymayacag ve onlari diger clientlers ydnlendirmesyscak.
Ardicil olarag client asan yolla client-to-client direktivi olmadan digsr
client-s cata bilmeyscsk, =gsr proxy-ARP istifade edilmirss.

Hemg¢inin baxin...
» 3-cl basligda olan, client-to-client trafikin aktiv edilmssi hansi ki,
client-to-client trafikinin TAP stilli ssbeskelsrde aciglanmasi
gbsterilir.

'"MULTI: bad source' xsbsardarliqlarinin basa diusilmssi

Bu misalda biz diggetimizi VPN qurasdirmasinin client-tsrsf LAN-1n server-
toraf LAN-1na gosulma hissesins ayiracayiq. Adi halda bu is OpenVPN server
qurasdirmasinda client-config-dir direktivins uydun olan CCD faylinin slavs
edilmesi ile edilir. Sgsr CCD fayl olmazsa ve ya oxunma yetkisi olmazsa, VPN
server yens de normal iss disscsk ancaqg, client LAN sebskssinde olan
istifadegiler Server LAN sobekssinde olan istifadeg¢ilers normal cata
bilmsyscak ve eynils de geriye. Bu misalda sgsr verbose rejimi derin
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goymusugsa, OpenVPN server jurnal fayli bizs MULTI: bad source sotirini
gosteoracak.
Bu misalda biz VPN-i 2-ci basligda olan Routing: Har iki tersfds olan
subnetlsrs gors qurasdiracayiqg ancaq, client tg¢in CCD fayli olmadan. Sonra
biz MULTI: bad source xsbsordarliglarini gdracayik ve bu problemin garsisinin
necs alinmasini gdstersceayik.
ise hazirlasagq...
Asagidaki sebsks qurulusundan istifads edscsayik:
IP-1.1.11
IP-222.
OpenVPN -Client IP-1.1.1.10 g
p Bk 414 OpenVPN - Server
IP-2.2.2.10/24
R GateW -2.2.2.1
~
N IP - 10.198.0.1
{ VPNTP—192.195.200.2 LAN Second Gateway
\ o |
IP-192.168.4.1 § IP - 192.168.44.1 P 1019841 for without ropiting
LANGate for Users LAN Second Gateway for LAN gatefway for Users
without routing
P-1D.198.0.1/24
IP - 192.168.4.10/24 IP - 192.168.44.10/24 IP - 10.198.1.10/24 G;tew _93001;;’0 4
Gateway - 192.168.4.1 Gateway - 192.168.44.1 Gateway - 10.198.1.1 ik
OpenVPN2.3 serveri iki masinda yikleyin. ©min olun ki, masinlar ssbsks ils
bir-birlsrini gbériirlser. 2-ci basligda yaratdigimiz client ve server
sertifikatlarini burda da istifade edeceyik. Bu misalimizda server ve client
masinli FreeBSD9.2 x64 OpenVPN2.3-de islsyescsk. Eynile 2-ci basligda
yaratdigimiz server ig¢lin basic-udp-server.conf qurasdirma faylindan ve client
i¢lin basic-udp-client.conf gqurasdirma faylindan istifads edecsyik.
Necs edsk...

1. 9min olag ki, CCD fayli oxunulan deyil (Ancag msn bu situasiyanin
yaradilmasi tcun /usr/local/etc/openvpn/clients govlugunda
openvpnclientl-s aid olan faylin adini deyisib openvpnclient2 goymagla
yaratdim) :
root@siteA:/usr/local/etc/openvpn # chmod 700
/usr/local/etc/openvpn/clients/
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2. example2-5-server.conf faylindan verbose saviyyesi 5 istifade edsrsk
serveri ise salin(qurasdirma faylinda istifadec¢i ve grup nobody
olmasindan smin olun) :

root@siteA:/usr/local/etc/openvpn # openvpn --config example2-5-
server.conf --verb 5

Fri Mar 21 01:30:31 2014 OpenVPN 2.3.2 amd64-portbld-freebsd9.2 [SSL
(OpenSSL)] [LZO] [eurephia] [MH] [IPv6] built on Jan 9 2014

Fri Mar 21 01:30:31 2014 Control Channel Authentication: using
'/usr/local/etc/openvpn/ta.key' as a OpenVPN static key file

Fri Mar 21 01:30:31 2014 UDPv4 link local: [undef]

Fri Mar 21 01:30:31 2014 UDPv4 link remote: [AF INET]1.1.1.10:1194
Fri Mar 21 01:30:31 2014 [openvpnserver] Peer Connection Initiated with
[AF INET]1.1.1.10:1194

Fri Mar 21 01:30:33 2014 TUN/TAP device /dev/tun0O opened

Fri Mar 21 01:30:33 2014 do_ifconfig, tt->ipv6=0, tt-

>did ifconfig ipv6 setup=0

Fri Mar 21 01:30:33 2014 /sbin/ifconfig tunO 192.168.200.2
192.168.200.2 mtu 1500 netmask 255.255.255.0 up

add net 192.168.200.0: gateway 192.168.200.2 fib O

add net 10.198.0.0: gateway 192.168.200.1 fib O

Fri Mar 21 01:30:34 2014 Initialization Sequence Completed

Ancaqg client-in LAN ssbokesinden hansisa bir istifade¢i server LAN torsfds
olan bir istifadeciye paket yolladigi halda OpenVPN server masinin jurnalinda
asagidaki sotir elemel goslscak:
Fri Mar 21 01:31:00 2014 us=680376 openvpnclientl/2.2.2.10:10775 MULTI:
bad source address from client [192.168.4.10], packet dropped

Bu misalin hslli sadscs /usr/local/etc/openvpn/clients govlugunun root
istifadeciys yetkisinin nobody-s deyismesidir (Menim halimda iss sadsacs
/usr/local/etc/openvpn/clients govlugunda openvpnclient2 faylinin adini
openvpnclientl edib, serveri yeniden iss salmagdir).

Bu necs isleyir...
Dizgun gaydada remote LAN-1n OpenVPN servers gosulmasi Ugun server masinda
iki direktivin yazilmasina ehtiyac var:

route remote-lan remote-mask

client-config-dir /usr/local/etc/openvpn/clients

Hoem¢inin client-in sertifikatinin adi, onun CCD faylinin adi ile eyni
olmalidir. CCD faylinda iss asadidaki sintaksisli setir olmalidir:
iroute remote-lan remote-mask

Bu sstirlser olmadan OpenVPN server bilmir ki, hansi VPN client hansi uzaqg
sebosksys gosulmusdur. 9Sgsr paket client-den gslsrss, OpenVPN bu hagda bilmir
ve sonra paket drop edilir. 'verb 5' loglanma seviyyesi ve daha bodylklsrinds
xobeardarlig MULTI: bad source kimi ¢ap edilir.
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Daha da strafli...
Yuxarida saydiglarimizdan basga, MULTI: bad source mesajinin diger osas bir
sobsbi deo var.

'"MULTI: bad source' mesajinin ¢ixmasinin digesr ssbsbleri.

Bozi hallar olur ki, OpenVPN serverin Jjurnal faylinda MULTI: bad source
mesajl cap edilir ancaq, bu halda yens do client-in LAN tesrsfinden serverin
LAN-1na he¢ bir trafik getmir. Bu adsten Windows masinlarda islsysn VPN
clientlards olur. VPN gosulmasinda ogoar file sharing varsa, Windows bsazi
hallarda VPN interfeysinde olmayan forqgli menbs IP invandan paketler
yollayir. Paketlosr OpenVPN server torsofinden teyin edils bilmir ve
xobordarliq cap edilir. Bu ssbsbin hslli yolu hslski mslum deyil.

Hem¢inin baxin
» 2-ci basligda, Routing: hesr iki tersf tc¢tn hansi ki, client-config-dir
osaslari hagginda danisir.
» 7-ci basligda, 'client-config-dir' ssbsblerinin arasdirilmasi hansi ki,
client-config-dir direktivinin qurasdirilma sshvlerinin derinins gedir.

Default gateway yoénlendirilmesinds g¢ixan soh

Bu misalda biz sksear hallarda c¢ixmayan bir sshvin garsisini alacayiqg hansi
ki, VPN qurasdirmasinda yarana bilsr. 8gsr siz OpenVPN client-ds dewault
gateway-1i yoénlendirmek isteseniz redirect-gateway direktivini istifads
edecoaksiniz hansi ki, bezi hallarda client-in internet gosulmalarini girir.
Bu adsten OpenVPN client-in islsdiyi masinda PPP bazali Internet olanda

olur (Misal ii¢clin PPPoE, PPPoA, GPRS/UMTS)

Bu bas versnds, OpenVPN bezi hallarda yodnlsndirmsdsn once default gateway-i
toyin eds bilmir. Ama default-gateway yodnlsndirilsnden sonra iss, bitin axin
OpenVPN tunel idzsrins yodnlesndirilir. Bu halda hem sifrslenmis hem des diger
axinlar OpenVPN-o diisdiylins gdrs, neticeds VPN disir.

Bu misal bize bu bas vermedsn once problemin tapilmasi ve heoll edilmesini
gdstoracsk. Misalimizda GPRS/UMTS gosulmasi yox, SSH ilizerinden PPP istifads
edecoayik.

ise hazirlasaq
Asagidaki ssbesks gqurulusundan istifads edsceyik.
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GatelP-2.2.2.1
ClientiServerlP-2.2.2.10/24
Client1ServerGate-2.2.2.1
GatelP-1.1.1.1
Client1LAN-192.168.4.1 FreeBSD-Gat Ser;:ﬂ:éw_-:f:_siu
VPNSearverLAN
10.198.0.0/116
VPNServer sl — 192.168.200.1/24
SiteB Client1
OpenVPN-Server
SiteA
Client1 tun0 - 192.158.
Client1IP-192.168.4.10/24
Client1Gate-192.168 4.1
OpenVPN2.3 ya da yuxari versiyasini 2 masinda yiklsyin. Smin olun ki,
masinlar bir-birlsrini ssbsks ils goérlirler. Hemc¢inin client Internets PPP
istifade edsrsk gosulmalidir ona gbrs ki, biz els PPP problemini ag¢iglayiriq.
Bu musal {¢lin biz SSH dzsrinden PPP gosulmasini istifads edirik ve default
gateway ppp0 alstin Ustins yodnlendirilmisdir.
2-ci basligda yaratdigimiz client ve server sertifikatlarini burda da
istifadse edscsyik. Bu misalda server vs client masini FreeBSD9.2 x64 vs
OpenVPN2.3-ds olacaqg. Server qurasdirmasi olaraqg 2-ci basligda Server-torsf
routing ic¢clin yaratdigimiz basic-udp-server.conf faylindan istifads edsceayik.
Necs edsk...
1. Serveri ise salin ve olave parametr artirin ki, default gateway-i
yonlendirs bilssiniz:
root@siteA:/usr/local/etc/openvpn # openvpn --config basic-udp-
server.conf --push "redirect-gateway"
2. Client-in qurasdirma faylini yaradaq:
client
proto udp
# Asagida ise SSH istifads edersak PPP iizerinden keg¢srsk catilan VPN
serverin IP-si gosterilir
remote 1.1.1.10
port 1194
dev tun
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nobind
ca /usr/local/etc/openvpn/ca.crt
cert /usr/local/etc/openvpn/openvpnclientl.crt
key /usr/local/etc/openvpn/openvpnclientl.key
tls-auth /usr/local/etc/openvpn/ta.key 1
user nobody
verb 5
Fayli example8-8-client.conf adi ils yadda saxlayin.
3. Client-1i iss salmazdan Once system routinglerini yoxlayin:
root@siteB:/usr/local/etc/openvpn # netstat -rn
172.30.0.10 172.30.0.1 255.255.255.255 UGH 0 0 0 ethO
192.168.222.1 0.0.0.0 255.255.255.255 UH 0 0 O pppO
0.0.0.0 192.168.222.1 0.0.0.0 UG 0 O 0 pppO
4., Sonra client-i iss salin:
root@siteB:/usr/local/etc/openvpn # openvpn --config example8-8-
client.conf
Qosulma olacag ancaq, bir nec¢s saniyeden sonra yeniden girilacaqg ve
jurnal faylinda asagidaki mesa]j yaranacaqg(Msn 6z halimda PPP gosulma
yaradib test etmedim c¢iinki, bunun lg¢in slave PPP server toalsb edilirdi
ancaq mentigi qurulusun diizglin olmasina tam smin olun. Hemg¢inin
gbsterilen jurnallar yazarin loglaridir):
OpenVPN ROUTE: omitted no-op route: 192.168.222.1/255.255.255.255 ->
192.168.222.1
5. System route-larini yeniden yoxlayin:
root@siteB:/usr/local/etc/openvpn # netstat -rn
172.30.0.19 172.30.0.1 255.255.255.255 UGH 0 0 0 ethO
192.168.222.1 0.0.0.0 255.255.255.255 UH 0 0 O pppO
192.16.186.192 0.0.0.0 255.255.255.192 U 0 0 0 ethO
192.168.200.0 0.0.0.0 255.255.248.0 U 0 0 O tunO
10.198.0.0 192.168.200.1 255.255.0.0 UG 0 0 O tunO
0.0.0.0 192.168.200.1 0.0.0.0 UG 0 O 0 tunO
Gorduytuntiz kimi original default gateway silinmis ve onun yerins VPN tunel
default gateway olmusdur. Client-de olan biitiin gosulmalar dayandi. No bas
verdi, hstta OpenVPN clien-in prosesi Ctrl+C omri ils dayandirildigda bels,
kéhns default gateway yerins gayitmadi.
TCP/UDP: Closing socket
/sbin/ip route del 10.198.0.0/16
RTNETLINK answers: Operation not permitted
ERROR: Linux route delete command failed: external program exited with
error status: 2
/sbin/ip route del 192.168.222.1/32
RTNETLINK answers: Operation not permitted
ERROR: Linux route delete command failed: external program exited with
error status: 2
/sbin/ip route del 0.0.0.0/0
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RTNETLINK answers: Operation not permitted

ERROR: Linux route delete command failed: external program exited with

error status: 2

/sbin/ip route add 0.0.0.0/0 via 192.168.222.1

RTNETLINK answers: Operation not permitted

ERROR: Linux route add command failed: external program exited with

error status: 2

Closing TUN/TAP interface
Oncski jurnallar client masininda olan default gateway-in itmesini gdstsrir.
Yegans hall yolu blitin ssbsks servislerinin restart-idair.
Bu problemin hellinin sl yolu iss 2-ci basligda istifade elsdiyimiz
Redirecting default gateway-dir (Asagidaki seotir):

push "redirect-gateway defl"
Bu necs isleyir...
OpenVPN client inisializasiya eledikde o hemiss ¢alisir ki, moévcud default
gateway Uzeorinden OpenVPN server-s birbasa route yaratsin. Bozi ssbsblesrdsn
bu alinmir. Skser hallarda problem sebske qurasdirmasinda olur. Bu skser
hallarda default gateway dial-up, PPPoE gosulmasi olanda olur hansi ki,
ADSL,VDSL istifads edilen yerlsrds ve ya GPRS/VDSL istifads edilsn yerlsrds
olur.
OpenVPN client-o bitln trafikin VPN tunel izsrinden otirilmesi &yradilends,
bu normal halda hem¢inin sifrslenmis axini birbasa link Uzsrinden OpenVPN
servers Otlirir. Siz disline bilsrsiniz ki, sifrelenmis VPN trafiki tuneldsn
kenarda gedir. Ancaqg birbasa routing olmayanda, bu ksnara gedscsk trafik-ds
hem¢inin tunelin ig¢ins &tirilir ve bunun nsticesinds LOOP yaranir hansi ki,
VPN-do c¢okir.
Bu situasiyani agirlasdiran client-in qurasdirmasinda olan asagidaki
direktivdir:

user nobody
Bu OpenVPN prosesins deyir ki, ise diisendsen sonra bitin yetkileri yigisdir.
Client-in gosulmasi kesilends vs tunel normal islemeyends, client anlamir ki,
necs original default gateway-i geri gaytarmaqg lazimdir:

root@siteB:/usr/local/etc/openvpn # netstat -rn

194.171.96.27 192.16.186.254 255.255.255.255 UGH 0 0 0 ethO

192.168.222.1 0.0.0.0 255.255.255.255 UH 0 0 0 pppO

192.16.186.192 0.0.0.0 255.255.255.192 U 0 0 O ethO
Yalniz slinizls default gateway-in olave edilmesi ils problem hall eds
bilsrsiniz.
On dizgiin idsulu iss qurasdirmanizda asagidaki direktivin istifadesidir:

push "redirect-gateway defl"
Oncski sstirin sayssinds sizin default gateway silinmsyscsk ve slave onun
istline geden default route yazilacaqg:
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0.0.0.0 192.168.200.1 128.0.0.0 UGH 0 0 O tunO
128.0.0.0 192.168.200.1 128.0.0.0 UGH 0 0 O tunO
Gordiyliniiz kimi iki sded marsrutun sayesinde her sey isloayir.
Daha da strafli...
Bu problem ssasan OpenVPN2.0-da olan problem idi ve OpenVPN2.1l ve daha ylkssk
versiyalarda bu problem artig hell edilmisdir. Ona gdrs ds biitin client-
lerinizi an azi OpenVPN2.1l ve daha ylkssek versiyalarda istifads etssniz
probleminizds az olacag
Hem¢inin baxin
» 2-ci basligda olan default gateway-in ydnlendirilmesi hansi ki,
trafikin VPN tunels yoénlendirilmesini daha acig sskildse gbsterir.
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BOLUM 9

Performance tuning

Bu basligda biz asagidaki arasdirilma basliglarini
aciglayacayiq:

» ping istifads edsrsk davamiyystin

optimallasdirilmasi

» iperf istifads edsrsk davamiyystin
optimallasdirilmasi
OpenSSL cipher-in sireati
Kompressiya sinaglari
Axinin bodgulmasi
UDP bazali gosulmalarin tokmillssdirilmesi
TCP bazali gosulmalarin tokmillssdirilmesi

YV V VYV VYV

tecpdump istifade edsrsk davamiyystin analiz
edilmesi

Giris
Bu basligda biz OpenVPN qurulmasinda davamiyyestinin daha diizglin islemssini
tomin etms islsrini gdrscsyik. Hem client ve hemds server torsfds gecikmenin
az olmasi ve daha slrstli islemesi ig¢in forgli parametrlsrden istifads
edscayik. Ancaq gecikmenin az olmasi Uc¢ln tslsb edilen parametrlsrin optimal
qurasdirilmasi ssbsks gqurulusundan asilidir. Bu baslig mshz bu parametrlsrin
yerins uydun olaraqg diizgin qurasdirlmasini bizs &yradescsk.

234
WWwWw.opensource.az



OPEN
SOURCE
CLUB

'ping' istifads edsrsk davamiyystin optimallasdirilmasi

Bu misalda biz asagi seviyyede olan ping smrinden istifads edsceyik ki,
OpenVPN qurasdirma eds bilmemiz lciin Maximum Transfer Unit-i teyin edsk. MTU
hecmin diizgln tapilmasi antenna ve ya ADSL gosulmalari istifads elsdikds
davamiyyst {icin ¢ox o6nsmli olur. Clinki els PPPoOE gosulmasinin geyri standart
MTU hecmi olur. Adi sobekslsrin MTU hescminds demsk olar ki, hec bir vaxt
problemi cixmir clinki, OpenVPN-in susmaya gdrs olan MTU hscmi els adi halda
olan MTU-ya ¢ox yaxin olur.

ise hazirlasaq

Omin olun ki, client ve server masinlar sobsks ilse bir-birlsrini goérirlsr. Bu
misalda client ve server masinlari FreeBSD9.2 x64 vs OpenVPN2.3-ds olacadg.
Ancaqg her bir halda Windows masinlar Uc¢indse instruksiya gbsterilir.

Necs edsk...
1. Once emin olag ki, client masindan server masini gdrs bilirik:
root@siteB:/usr/local/etc/openvpn # ping -c2 1.1.1.10
PING 1.1.1.10 (1.1.1.10): 56 data bytes
64 bytes from 1.1.1.10: icmp seq=0 ttl=63 time=1.591 ms
64 bytes from 1.1.1.10: icmp seg=1 ttl=63 time=2.150 ms

--- 1.1.1.10 ping statistics ---

2 packets transmitted, 2 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 1.591/1.870/2.150/0.280 ms

Bu servers ICMP paketlsr yollayacag ve iki cavab gayitmalidir. Sger
gayitmirsa onda Firewall ICMP trafiki block edir. Iss baslamazdan &nce
smin olun ki, ping vasitesile servers catmag olur.

2. Sonra ise client-den servers boylk paketls ping yollamada c¢alisin hansi
ki, Don’t Fragment(DF) biti teyin edilmisdir. Linux-da bunu -M
parametri ils etmsk yetir.

[root@siteb ~]# ping 1.1.1.10 -M do -c2 -s 1600

Adi halda ping ugursuz olub asagidaki mesaji cap etmelidir.
From 2.2.2.10 icmp seg=1 Frag needed and DF set (mtu = 1500)
From 2.2.2.10 icmp seg=1 Frag needed and DF set (mtu = 1500)

Eyni isi FreeBSD masinda elssak:
root@siteB:~ # ping -c2 -D -s 1600 1.1.1.1

Bu o demskdir ki, ssbeoke karti lzesrinden kecs bilecsk paketin maksimal
hecmi 1500 bayt ola bilsr. Bu halda Ethernet basliglari (header)-da
nozoars alinmalidir (adi halda 28 bayt olur). Yeni ki, normal 1500
baytdan 28 bayt cixarilmalidir ve degig paket hecmi hesablanmalidir. Bu
halda 1472 alinir.

FreeBSD ucun:

root@siteB:~ # ping -c2 -D -s 1472 1.1.1.1

PING 1.1.1.1 (1.1.1.1): 1472 data bytes

1480 bytes from 1.1.1.1: icmp seg=0 ttl=64 time=0.333 ms
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1480 bytes from 1.1.1.1: icmp_ seg=1 ttl=64 time=1.039 ms

Linux uciln:

[root@siteB ~]# ping 1.1.1.1 -M do -c2 -s 1472

PING 1.1.1.1 (1.1.1.1) 1472(1500) bytes of data.

1480 bytes from 1.1.1.1: icmp seg=1 ttl=255 time=0.900 ms
1480 bytes from 1.1.1.1: icmp seg=2 ttl=255 time=0.996 ms

3. Windows client-loar ig¢lin ise ping sintaksisi biraz ferglidir:
C:\Users\ClientC>ping -f 10.198.0.1 -1 1600

9slinds paketler fragmentasiya edilmeli idi ancaqg, biz —-f flagi ils
onun edilmemesini demisdik.

Pinging 10.198.0.1 with 1600 bytes of data:

Packet needs to be fragmented but DF set.

Packet needs to be fragmented but DF set.

Packet needs to be fragmented but DF set.

Packet needs to be fragmented but DF set.

Vo:

C:\Users\ClientC>ping -f 10.198.0.1 -1 1472
Pinging 10.198.0.1 with 1472 bytes of data:

Reply from 10.198.0.1: bytes=1472 time<lms TTL=64
Reply from 10.198.0.1: bytes=1472 time<lms TTL=64

Belslikls Ethernet sobeokslerinde ve ADSL2+ gsbokesini ¢ixmaqg sortile xeyirli
hecm 1472 bayt olur. Buna payload deyilir. Ysni ki, 1500 baytdan Ethernet
header-s aid olan hecm 28 bayt her defs g¢ixildidina gdrs xeyirli

yiklems (payload) 1472 bayt galir.

OpenVPN {iglin tun-mtu imkaninin dizgiin teyinati maximal xeyirli ylklsnme
hecmi (payload) ysni adi halda 1472 bayt ve onun istine 28 byte gelmsk ils
diizgin hesablansa diizgiindiir. Ancaq bu optimal mena deyil ve gslscsk
misallarimizda biz bunu ac¢iglayacayiqg.

Bu necs isleyir...

ping emri terefinden istifads edilsn ICMP protokolu Don’t fragment opsiyasini
istifade edir. Bu bitin tsyinati ils ICMP mensobins catanadsk paketi
hissslars bdélmemsk yetkisine malik olmur. Sgsr paket menssbins catmazdan once
Router terefinden hisselers bdlinmslidirss, o drop edilir ve ICMP sshvi cap
edilecak. Serverden client-s ve client-de servers geden paketin sn genis
hecminin tapilmasi i¢in on yaxsi Usuldur. Adetsn c¢ox kig¢ik olan soebskeslerds
¢cox onemli olur ki, paketlerin minimum hecmindse &tiirmeyins ehtiyac olur.

Belslikls ping smrinden istifade edersk paketin maksimal hecmini teyin edirik
ki, sonra bu hscmi OpenVPN-in davamiyystli islemssinds istifads edsk.

Daha da strafli...

Bozi hallar olur ki, firewall tsrsfinden ICMP trafik block edilir onda,

6nceki misalimiz tam yararsiz olur. 8gsr sizin OpenVPN servers yetkiniz

varsa, onda tunel {zsrinden de maksimal xeyirli hscmi tapa bilsrsiniz.
» OpenVPN serveri slave olaraqg asagidaki flaglarla iss salin:
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cipher none
auth none
Eyni gqurasdirmalari OpenVPN client id¢iin ds edin. ©min olun ki,
compressiya sondiirilidir ve fragment opsiyasi istifade edilmir. Bu acig
sokilde olan tuneli iss salacaq hansi ki, onun idzsrinden ICMP
paketlerin gdonderilmesi ile maksimal yararli hecmi Orgenmek olacaqg.
» Remote VPN Serverin IP-sins asagidaki sintaksisle ping edirik:
Linux uciln:
[client]$ ping 1.1.1.10 -M do -c2 -s 1472
FreeBSD ucun:
[client]$ ping -c2 -D -s 1472 1.1.1.1
ICMP paket cox boylk olsa, trafik yolda olan Router tsrsfinden drop
edilscsk. Ping ugurla gayitmayanadsk ICMP paketin hescmini kig¢ildersk
test edin. Neticeds uydun olan MTU-nu solds edscsksiniz.
Hem¢inin baxin

» UDP bazali gosulmalarin tskmillssdirilmesi hansi ki, UDP bazali
gosulmalarin tokmillesdirilmesi detallarini tam acgir.

» TCP bazali gosulmalarin tskmillssdirilmesi hansi ki, TCP bazali
gosulmalarin tekmillesdirilmesi detallarini tam ag¢ir ve hem¢inin server
adapterinin MTU-sunun teoyin edilmssinin beszi xirdaliglarini aciglayir.

'iperf' istifades edsrsk davamiyystin optimallasdirilmasi
Bu misal osasen OpenVPN-s aid deyil ve daha c¢ox ssbskenin davamlilidinin
yoxlanilmasi ig¢lin olan alst iperf haggindadir. iperf utiliti
http://sourceforge.net/projects/iperf/ linkinden endirils bilsr.
Linux/FreeBSD ve Windows versiyalari mdvcuddur.
Bu misalda biz iperf-i OpenVPN-den kenarda ve VPN tunelin icinde istifads
edeceayik hansi ki, fergi gdzlerimizls gdreoceayik.
ise hazirlasaqg
Asagidaki sebsks gqurulusundan istifade edscsayik:
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GatelP-2.2.2.1
Client1ServerlP-2.2.2.10/24
Client1ServerGate-2.2.2.1
GatelP-1.1.1.1
ServerlP-1.1.1.10/24
Client! tun0 - 192.168.200.2 FreeBSD-Gat ré::elPA 114
VPNServerLAN
VPN VPNServer tun0 - 192.168.200.1/24 le1na01e
SiteB Client1
OpenVPN-Server
SiteA
OpenVPN2.3-14 iki masinda ylkleyin. Smin olun ki, masinlar bir-birlerini
soboks ils gorirlsr. 2-ci basligda yaratdidimiz client ve server
sertifikatlarini burda da istifads edsceyik. Bu misalda client vs server
masinlari FreeBSD9.2 x64 ve OpenVPN2.3-ds islesyscsk. Server qurasdirma Ucin
2-cl basligda Server-torsf routing ii¢glin yaratdidimiz basic-udp-server.conf
istifade edscsyik. Eynils 2-ci basligda server-side routing misalinda
yaratdigimiz basic-udp-client.conf client qurasdirma faylini client-imizds
istifads edecsayik.
Bunu necs edsk...
1. Serveri iss salaq:
root@siteA:/usr/local/etc/openvpn # openvpn --config basic-udp-
server.conf
2. Sonra client-i iss salin:
root@siteB:/usr/local/etc/openvpn # openvpn --config basic-udp-
client.conf --daemon
Qosulma asagidaki sstirls udurlu oldudunu bildirmslidir.
Sat Mar 22 14:35:44 2014 Initialization Sequence Completed
3. Sonra ise OpenVPN serverds iperf-i iss salin:
root@siteA:/usr/local/etc/openvpn # iperf -s
Server listening on TCP port 5001
TCP window size: 128 KByte (default)
4. 11k olarag tunelin davamiyyestini yoxlayaq:
root@siteB:/usr/local/etc/openvpn # iperf -c 1.1.1.10
Client connecting to 192.168.200.1, TCP port 5001
TCP window size: 129 KByte (default)
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[ 3] local 192.168.200.3 port 15465 connected with 192.168.200.1 port
5001
[ ID] Interval Transfer Bandwidth
[ 3] 0.0-10.0 sec 82.4 MBytes 69.0 Mbits/sec
Gordiyumiiz kimi Ethernet ssbeskesinds 10 saniys middetinds 69 megabit
siret transfer eladik.
Belsalikls siz IPerf sayesinde hem client ve hemds server toersafde TCP ve UDP
protokollari ils sobesks davamiyyetini yoxlaya bilsrsiniz.
Gigabitlik sobskslsrds
Nezors alin ki, gigabitlik ssbekslesrde TCP gosulmasi iperf testinds 900
megabitedsk galxa bilir. Ancaqg OpenVPN soboksleori 320 megabit-den yuxari
galxa bilmir.
OpenSSL cipher-in siresti
OpenVPN biitin sifrslesnme isleri Ug¢iin OpenSSL-den istifads edir. Bu o demskdir
ki, OpenVPN client ve serverin siirsti ona gslesn ve geden datanin sifrslsnme
strstinden asilidir. Bu cient li¢iin he¢ vaxt problem yaratmayacaq ancaqg,
OpenVPN server iUstinds 100-lsrls client islesyen masinda hemiss problem
olacaqg.
Bu misalda biz OpenSSL cryptografik modulunun davamiyyst sirstinin
6lctilmesini ve bu 6lciilme nsticesindsn necs somsersli istifade edileceyini
gbsteracayik ki, coxlu client-lsr eyni servers gosula bilsinler.
ise hazirlasaq
Misal bir ne¢s masinda edilmisdir:
» FreeBSDY9.2 x64 Core2 Duo olan 2.5GHZ masin.
» Server masini FreeBSD9.2 x64 2.8GHZ.
» Windows7 x64 1.5GHZ.
Hor bir masinda OpenVPN2.3 vs OpenSSL kitabxanalari ils yltklenmisdir.
Necs edsk...
Hor bir masinda asagidaki emrleri yerins yetirin:
openssl speed -evp bf-cbc
openssl speed -evp aes-128-cbc
openssl speed -evp aes-256-cbc
11k smr OpenVPN-i BlowFish kiptografik cipher-i ils edscek. Sonraki iki test
ise 128 bit ve 256 bitlik cipher-lsrde edilscesk hansi ki, daha cox web
saytlarin tshliikesizliyi i¢iin istifade edilir.
Notice asagidaki cedvelds cap edilscsk. Cadvslds gbsterilen biitiin rsgemlsr,
hansisa bir datanin sifrelenmesi i¢in istifade edilen 1 saniys arzinds olan
baytlari gosterir. Data blokunun hscmi sitinlarda gbstesrilir.
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Blowfish cipher iiciin asagidaki neticeler cap edildi:

type 16 bytes 64 bytes 256 bytes 1024 bytes 8192 bytes
bf-cbc 118748.92k 127716.60k 130120.24k 130516.73k 130250.37k
bf-cbc 117757.83k 127127.99%k 128675.45k 130088.53k 130668.32k
bf-cbc 106326.68k 124201.73k 128904.80k 129580.09k 130115.00k

AES128 cipher ii¢clin nsticelsr asagidaki kimi ¢ap edildi:

type 16 bytes 64 bytes 256 bytes 1024 bytes 8192 bytes
aes-128-cbc 184173.55k 203123.68k 205958.45k 208837.10k 194852.87k
aes-128-cbc 184420.06k 202912.22k 206805.27k 209462.62k 210086.50k
aes-128-cbc 185529.24k 202549.50k 206816.32k 208201.15k 206364.90k

AES256 bit tc¢lin neticeler asagidaki kimi ¢ap edildi:

type 16 bytes 64 bytes 256 bytes 1024 bytes 8192 bytes
aes-256-cbc 147661.81k 156870.67k 159150.42k 161345.67k 161311.75k
aes-256-cbc 147212.53k 158340.29k 159318.40k 153164.28k 127918.32k
aes-256-cbc 145454.05k 157834.94k 161025.96k 161933.70k 158107.36k

Bu necs isleyir...

openssl speed smrinin ¢ixisi sifrolenme ve desifrslsnms davamiyystini
gosterir. Bu nsatics avadanliq ve sifrelenms acarindan ¢ox asilidir. OpenVPN-
in sksor paketlsri 1500 bayt olur vs 1024 baytliqg siitin ¢ox maraglidir.

Blowfish algoritmi prosessor sirstinden ¢ox asilidir. Blowfish daha dsqgig
desak prosessorun boyiik herz-de islemssinden daha cox asilidir. AES128 vo
AES256 bitlik sifrslenmede ogor server istifads edilirss, bu ssasa gdrs CPU
glici ¢ox core sayli ve sirstli olmalidir.

Daha da strafli...

OpenVPN davamiyystine gdérs 1 client-i {icin cipher se¢imini edsk. Bu
hesablamani aparmazdan oénce deyok ki, okser client-lsrds lap yluklenmis VPN
tunellsrds de bels bu faiz nisbsti client prosessorunda maksimum 8% olub.
Ancaqg hesablamalar gosterdi ki, daha kohne kompyuterlsrds sger blowfish-dsn
AES256 ciphers kegid etseniz emal neticesi 760 kilobitden 720 kilobitedsk
diise bilir.

Hemg¢inin baxin
» 7-ci basligda, cipher uyJunsuzludu hansi ki, client ve server
gosulmalarinda cipher sshvlsrinin detallarini dahada otrafli acgiglayir.

Kompressiya sinaqlari

OpenVPN-in LZO compressiya imkani vardir. Bitin windows versiyalarinda LZO
versiyalar susmaya gors olur. Bu misalda biz LZO compressiyasini istifads
edorak web sahifs ve ya txt datanin clientdsn servers otirilmesinds
davamiyyste tesirini ve adi sifrelsnmeyen data video ve ya sokilin
otirilmesinde olan davamiyyesti gdstsrsceayik.
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ise hazirlasaq
Asagidaki sebsks gurulusundan istifade edescoayik:

GatelP-2.2.2.1
Client1ServerlP-2.2.2.10/24
Client1ServerGate-2.2.2.1
GatelP-1.1.1.1
ServerlP-1.1.1.10/24
Client1 tun0 - 192.168.200.2 FreeBSD-Gat GatelP-1.1.1.1
— . VPNServerLAN
10.198.0.
VPN VPNServer tund - 192.168.200.1124] N\ cidmcandis

SiteB Client1

OpenVPN-Server
SiteA

OpenVPN2.3-1 iki masinda ylkleyin. Omin olun ki, masinlar bir-birlsrini
sebosks ils gorlirlsr. 2-ci basligda yaratdidimiz client ve server
sertifikatlarini burda da istifadse edsceyik. Bu misalda client vs server
masinlari FreeBSD9.2 x64 ve OpenVPN2.3-ds islesyscsk. Server qurasdirma Ucin
2-cl basligda Server-torsf routing iiglin yaratdidimiz basic-udp-server.conf
istifade edscsyik. Eynils 2-ci basliqgda server-side routing misalinda
yaratdigimiz basic-udp-client.conf client qurasdirma faylini client-imizds
istifads edscsyik. Ancaq client olaraq hem¢inin Windows7 x64-den istifads
edilecak ve qurasdirma fayli 2-ci basligda yaratdigimiz ifconfig-pool
misalindaki basic-udp-client.ovpn fayli olacaqg.

Bunu necs edsk...

1. basic-udp-server.conf faylini example9-4-server.conf adli fayla
niisxelsyin ve example9-4-server.conf faylinin sonuna asagidaki setiri
o2lave edin:
comp-1lzo

2. Serveri ise salin:

root@siteA:/usr/local/etc/openvpn # openvpn --config example9-4-
server.conf

3. Uydun olaraqg FreeBSD client masinda basic-udp-client.conf faylini
example9-4-client.conf faylina niisxsleyin veo example9-4-client.conf
faylinin sonuna asagidaki satiri slave edin:

comp-lzo

4. Client-i ise salin:

root@siteB:/usr/local/etc/openvpn # openvpn --config example9-4-
client.conf --daemon

5. Sonra serverds iperf-i ise salin:

241

www.opensource.az

OPEN
SOURCE
CLUB



10.

OPEN
SOURCE
CLUB

root@siteA:/usr/local/etc/openvpn # iperf -s

11k olarag tuneldsn kesnarda &tiiriilen datanin davamiyyetine baxaq:
root@siteB:/usr/local/etc/openvpn # iperf -c 192.168.200.1
Client connecting to 192.168.200.1, TCP port 5001

TCP window size: 128 KByte (default)

[ 3] local 192.168.200.2 port 19020 connected with 192.168.200.1 port 5001
[ ID] Interval Transfer Bandwidth
[ 3] 0.0-10.0 sec 85.2 MBytes 71.4 Mbits/sec

Bu netice Ethernet sobskesinds 10 saniysde 85.2 megabayt ve 71 megabit
oldu.

Sonra iss sixilmamis data yaradag ve onu yollayaqg:
root@siteB:/usr/local/etc/openvpn # dd if=/dev/urandom bs=1024k
count=60 of=random

root@siteB:/usr/local/etc/openvpn # iperf -c 192.168.200.1 -F random
Client connecting to 192.168.200.1, TCP port 5001

TCP window size: 128 KByte (default)

[ 4] local 192.168.200.2 port 65395 connected with 192.168.200.1 port 5001
[ ID] Interval Transfer Bandwidth
[ 4] 0.0- 9.1 sec 60.1 MBytes 55.5 Mbits/sec

Once 60MB hocminds random data fayl yaratdiqg sonra iss hesmin fayli
sobske ils iperf vasitesils digsr masina transfer elsdik. 9 saniysde 55
megabit

Vo sonda sixilmis data(Sifirlarla doldurulmus fayl):

root@siteB:/usr/local/etc/openvpn # dd if=/dev/zero bs=1024k count=60
of=zeroes
root@siteB:/usr/local/etc/openvpn # iperf -c 192.168.200.1 -F zeroes

Client connecting to 192.168.200.1, TCP port 5001
TCP window size: 128 KByte (default)

[ 4] local 192.168.200.2 port 35549 connected with 192.168.200.1 port 5001
[ ID] Interval Transfer Bandwidth
[ 4] 0.0- 7.2 sec 60.1 MBytes 69.9 Mbits/sec

Gorduytntiz kimi 7 saniyede 60 megabayt ve 70 megabit slirstinds.
Davamiyyet ferglidir.

Eyni fargi Windows7 masinda yoxlamaqg ic¢ciin ise basic-udp-client.ovpn
faylini example9-4.ovpn faylina niisxsleyin ve example9-4.ovpn faylinin
sonuna asagidaki seotiri slave edin:

comp-lzo

Sonra client-i iss salin.
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iperf sinaglarinin nsticesi gordiylimiz kimi forgli oldu. Ancag bizim test
elodiyimiz CPU-lar glicli olduduna gdrs naticeds olan foerg o gedsrde boyiik
olmadi.
Bu necs isleyir...
Kompressiya aktiv olanda tunel {izerinden kec¢en paketlsr Once sixilir ve sonra
sifrealenib digsr tersfs Otirilir. Kompressiya LZO kitabxanasi ils edilir
hansi ki, &nceden OpenVPN-s inteqrasiya edilmisdir.
Daha da strafli...
Kompressiyanin istifade edilmesinds bezi 6nemli hissslsr vardir ki, siz
nozors almalisiniz.
Kompressiya opsiyalarinin otiurilmesi
OpenVPN vasitesile miumkindiir ki, asagidaki direktivden istifads edsrsk
serverdan client-s kompressiya opsiyalarini otlire bilesiniz:

comp-lzo

push "comp-lzo"
push direktivi OpenVPN2.l-den baslayaraq oger onda asagidaki setir
movcuddursa, o halda client-de isleyocak:

comp-lzo {yes|no|adaptive}
OSgor client torsfds asagidaki direktiv movcud olmazsa gosulma udurlu
olmayacaqg.
Adaptive kompressiya
9ger asagidaki directive istifads edilirss, onda adaptive kompressiya susmaya
gbra isleyir:

comp-lzo
9ger siz OpenVPN lizerindsn kegsn biitlin datalarin hamisinin tamamils
sixilmasini isteyirsinizss, onda hem client ve hem ds serverds asagidaki
direktivi yazmaniz yetor:

comp-lzo yes
Otiirulsn datanin tipinden asili olarag davamiyyet forgli olacaq.
Axinin bogulmasi
Bu misalda biz OpenVPN client-in upload sirestini sixacayiqg. Bu server ve ya
client-in sabsks sirstini bodmag uUcgin istifade edilir. Ancag OpenVPN axinin
bodulmasinda clientlerin endirim stretini kicilds bilmir o yalniz upload
strstini boda bilir. Endirim siiretini 6z firewall-inizla eds bilsrsiniz.
ise hazirlasaqg
Asagidaki sebsks gqurulusundan istifade edsceayik:
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GatelP-2.2.2.1

Client1ServerlP-2.2.2.10/24
Client1ServerGate-2.2.2.1

GatelP-1.1.1.1

ServerlP-1.1.1.10/24

Client1LAN-192.168.4.1 GatelP-1.1.1.1

FreeBSD-Gat

VPNServerLAN
10.198.0.0116

SiteB Client1

OpenVPN-Server
SiteA

Client1 tun0 - 192.158..

Client1IP-192.168.4.10/24
Client1 Gate-192.168.4.1

OpenVPN2.3-1 iki masinda ylikleyin. Omin olun ki, masinlar bir-birlsrini
soboake ile goriirler. 2-ci basligda yaratdigimiz client ve server
sertifikatlarini burda da istifade edeceyik. Bu misalda server masini
FreeBSD9.2 x64 vs OpenVPN2.3-ds islsyscsk. Server gqurasdirma uUclin 2-ci
basligda Server-tsrsf routing ltc¢ln yaratdigimiz basic-udp-server.conf
istifadse edscsyik. Client olarag hsmginin Windows7 x64 OpenVPN2.3-dsn
istifade edilscsk ve qurasdirma fayli 2-ci basligda yaratdigimiz ifconfig-
pool misalindaki basic-udp-client.ovpn olacaq.

Neco edsceyik.

1. Server masinda basic-udp-server.conf faylini example9-5-server.conf
niisxelsyin ve example9-5-server.conf faylinin sonuna asagidaki setiri
olave edin:

push "shaper 100000"

Bu VPN client-lsr tc¢lin upload siiretini saniysds 100000 bayt
edir (100kbps) .

2. Serveri iss salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config example9-5-

server.conf

3. Client-i ise salin:
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basic-udp-client (3 Connect
exampled-1-client 3 Disconnect
example3-2-client2 [ 3 Show Status

— [ 4
=ample6-1 WView Log
=EmmlE=E * Edit Config

—. [ 4
EE s Change Password
exampleb-2 (3
Settings... | -« [£]

Exit

Customize...

4. Sonra iperf-i serverds iss salagqg:
root@siteA:/usr/local/etc/openvpn # iperf -s

5. Sonra iperf-i Windows masinda iss salib slrsts baxib gdrsk ki, 100KB/s-
deo yuxarl ¢lxmir:

_ .
BN Select Administrator: C:\Windows\system32\cmd exe ‘ 5 = | B S

[C:x2>cd iperf
IC:viperfiperf.exe —c 192.168.208.1 —fK

IClient connecting to 192.168.284.1, TCP port 58681
TCP window 64.8 KByte (default>

. port 49159 connected with 192.168.288.1 port 5881
T fer Bandwidth
12.5 sec 1824 KBytes B82.2 HBytes/sec

IL D1 Interval
31 8.8

sniperf >

Bu necs isleyir...
Client servers gosulan kimi, server ona opsiya otirlr ki, senin VPN tunel ils
cixis trafikin 100KB/s olacag. Vs bundan sonra client tunel ils data oturmsk
isteyends 0zU hemin ssbsks slirstini bodur sonra otlirir. Endirim sirstini bels
bodmag olmur, hemg¢inin unutmayin ki, asadidaki direktiv hec¢ bir vaxt OpenVPN
serverin Oziinds istifads edils bilmez.

shaper 100000

Endirim stiretini bodmag tg¢iin ise UNIX/Linux-un 6z imkanlarindan istifade eds
bilersiniz.

Daha da strafli...

Nezors alin ki, UNIX/LINUX bazali clientlsrde OpenVPN traffic shaping normal
islemir ve bug olaraqg hsls de geydiyyatdadir.

UDP bazali gosulmalarin tskmillessdirilmesi
Bu basligda biz UDP bazali VPN tunellsrin teskmillssdirilmesi hagginda
danisacayiq ancaq istifads etdiyimiz imkanlarda ehtiyatla istifads etmsk

lazimdir. Cinki her elsdiyiniz deyisiklik ssbekeds tamamils deyisiklik
edacak.

ise hazirlasaqg
Asagidaki sebsks gqurulusundan istifade edscoayik:
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GatelP-2.2.2.1
Client1ServerlP-2.2.2.10/24
Client1ServerGate-2.2.2.1
GatelP-1.1.1.1
S 1P-1.1.1.10/24
Client1 tun0 - 192.168.200.2 FreeBSD-Gat erg::elp_1 1141
y A5 VPNServerLAN
VPN VPNServer tun0 - 192.168.200.1/24 hialmisanchi
SiteB Client1
OpenVPN-Server
SiteA
OpenVPN2.3-1 iki masinda ylkleyin. Omin olun ki, masinlar bir-birlsrini
soboks ile gdriirlsr. 2-ci basligda yaratdigimiz client ve server
sertifikatlarini burda da istifads edscsyik. Bu misalda client ve server
masinlari FreeBSD9.2 x64 vo OpenVPN2.3-do isleyecek. Server gqurasdirma Uucgln
2-ci basligda Server-torsf routing ii¢clin yaratdigimiz basic-udp-server.conf
istifade edscsyik. Eynils 2-ci basligda server-side routing misalinda
yaratdigimiz basic-udp-client.conf client qurasdirma faylini client-imizds
istifadse edscayik.
Nece edsk...
1. basic-udp-server.conf faylini example9-6-server.conf faylina niisxseleyin
vo example9-6-server.conf faylinin sonuna asagidaki setiri slave edin:
fragment 1400
2. Serveri ise salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config example9-6-
server.conf
3. Uydun olarag basic-udp-client.conf faylini example9-6-client.conf
faylina nisxelsyin ve example9-6-client.conf faylinin icins asagidaka
sotiri slave edin:
fragment 1400
4., Client-i iss salin:
root@siteB:/usr/local/etc/openvpn # openvpn --config example9-6-
client.conf --daemon
5. Sonra serverds iperf-i ise salagqg:
root@siteA:/usr/local/etc/openvpn # iperf -s
6. Ilkx olarag tunelin kenarinda davamlilidi yoxlayaq:
root@siteB:/usr/local/etc/openvpn # iperf -c 1.1.1.10
Client connecting to 1.1.1.10, TCP port 5001
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TCP window size: 129 KByte (default)
[ 3] local 2.2.2.10 port 22022 connected with 1.1.1.10 port 5001
[ ID] Interval Transfer Bandwidth
[ 3] 0.0-10.0 sec 150 MBytes 125 Mbits/sec
7. Sonra tunelin ic¢inds olan davamliligi hesablayaqg:
root@siteB:/usr/local/etc/openvpn # iperf -c 192.168.200.1
Client connecting to 192.168.200.1, TCP port 5001
TCP window size: 128 KByte (default)
[ 3] local 192.168.200.2 port 34587 connected with 192.168.200.1 port
5001
[ ID] Interval Transfer Bandwidth
[ 3] 0.0-10.0 sec 61.0 MBytes 51.0 Mbits/sec
Gordiylumiiz kimi tuneldsn ksnarda ns gsder hscmds ve tunelin ig¢inds ns
goder hscmds fragmentasiya foargi oldu.
8. Forgli fragment menasi menimsadilib yoxlamaqg i¢in client-den servers
ping yollayin:
root@siteB:/usr/local/etc/openvpn # ping -cl0 192.168.200.1
10 packets transmitted, 10 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 1.064/2.438/4.176/0.723 ms
Notice asadidaki cadvealds gdsterilir:
Fragmentation size Ping result
Default (1500) 41 +/-1ms
1400 43 +/-1ms
400 47 +/-1ms
Gorduyltuntiz kimi, hal-hazirki gebsks gqurulusunda server qurasdirmasina
fragment opsiyasinin slave edilmesi davamiyyetin giiciine heg¢ bir tesir
gostermir. Ona gdrs do, bu opsiyani slave etdikds ssbsks qurulusunu nszors
almalisiniz.
Bu necs isleyir...
OpenVPN qurasdirma direktivi:
fragment 1400
Bu o demekdir ki, sifrslenmis kanalla gslen vs hecmi 1400 baytdan boylik olan
blitlin paketlsr fragmentlesdirilscesk. Sgsr ssbskenizds gecikmeslsr cox olursa,
bu elsds effekt vermsyscoak. Fragment hscmini kiciltmskls paketlsr daha da
kigik hecmlers bolinlir. Bu gedib-gayidan paketlerin boyludilme vaxtina gotirib
¢gixarir. 9gar ssabokeds gecikms boylkdirss, bu daha boylik gecikmslers gostirib
¢ilxaracaq. Ona gors do fragment ve mssfix opsiyalarini ehtiyatla istifads
elomek lazimdir.
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Daha da strafli...
fragment direktivi okser hallarda mssfix direktivi ils birlikde istifads
edilir:

mssfix [maximum-segment-size]

Bu direktiv tunel lzosrinden kec¢oen TCP sessiyalarina melumat otiriir ki, onlar
OpenVPN toersfinden enkapsulyasiya edildikden sonra otlrdikleri paketin
hocmini limitlemelidirler. Qobul edilsn UDP paket hescmi hansi ki, OpenVPN 0Oz
clientlerins Otirscsk ve o maximum segment hecmini asmali deyil. Bu hemg¢inin
OpenVPN toersfinden ¢ixis paketlorinin otiirilmesinde istifads edilir. Sger
maximum segment size toyin edilmeyibss, onda fragment direktivindski mena
istifads edilacak.

Ideal olarag hemises mssfix ve fragment direktivleri birgs istifads edilir
hansi ki, mssfix calisir ki, ilk addimda gotiirdiiyi paketin fragmentinde TCP-
ni saxlasin. Ilk névbade ogsr bdyiik paketlsr gelsrse, fragment direktivi
onlari fragmentasiya edscoak.

Hem¢inin baxin
» Novbsti misalimizda TCP bazali gosulmalarin tekmillesdirilmssins
baxacayig

TCP bazali gosulmalarin tokmillessdirilmesi

Bu misalimizda biz OpenVPN tunellsrde TCP bazali gosulmalarin
tokmillesdirilmesins baxacayiqg. TCP bazali gosulmalarinda VPN son noégteslesri
arasinda istifade edilesn protocol TCP olur. Bunun uUstiinliiklsri ve
catismamazliglari var. 9sas Ustinliyl ondan ibarestdir ki, skssr hallarda TCP
gosulmani qurasdirmaq UDP-dsn asandir. Ancag TCP gosulmalarinda sobsks
stUrstiniz kicikdirss, cox boylk gecikmslsrs gostirib ¢ixara bilsr. Buna TCP
Uzerindsn TCP sindromu deyilir. TCP protokol teminat verir ki, ager
gbnderilen paketin hansisa bir hissssi itss onu yeniden yollayacaq. Els ona
gdbrs ds, TCP lzsrinden TCP tunelin edilmesinin pis cshsti odur ki, her iki
seviyyade TCP protocol teminat verir. Bu sobeskeni bos yers yiklemsys
baslayir.

Sgor diizgin tekmillssdirilme edilibss, onda OpenVPN tuneli UDP-ds eds
bildiyimiz kimi, els TCP-de de davamli eds bilsrik. Bu misalda biz els TCP
bazali OpenVPN gosulmalarinin tekmillssdirilmesi iisullarini arasdiracayidg.

ise hazirlasaq
Biz asagidaki sebsks qurulusundan istifads edecsyik:

248
WWwWw.opensource.az



| OPEN

SOURCE
CLUB
GatelP-2.2.2.1
Client1ServerlP-2.2.2.10/24
Client1ServerGate-2.2.2.1
GatelP-1.1.1.1
Client1LAN-192.168.4.1 FreeBSD-Gat seréilrfiﬂ v
VPNServerLAN
10.198.0.0/16
vpusaggg;unﬁfﬁﬁz]aazam1m4
SiteB Client1 =
. — OpenVPN-Server
f/,—f gPN SiteA
Client1 tun0 - 192.158.200.2 —4:?/
Client1IP-192.168.4.10/24
Client1Gate-192.168.4.1
OpenVPN2.3-1 iki masinda ylkleyin. Omin olun ki, masinlar bir-birlsrini
soboks ile gdriirlsr. 2-ci basligda yaratdigimiz client ve server
sertifikatlarini burdada istifade edeceyik. Bu misalda server masini
FreeBSD9.2 x64 vo OpenVPN2.3-ds islsyscsk. Client iss Windows7 x64
OpenVPN2.3-ds islsyscak.
Neco edsk...
1. example9-7-server.conf adinda server qurasdirma fayli yaradib ic¢ins
asagidaki setirleri slave edsk:
proto tcp
port 1194
dev tun
server 192.168.200.0 255.255.255.0
ca /usr/local/etc/openvpn/ca.crt
cert /usr/local/etc/openvpn/openvpnserver.crt
key /usr/local/etc/openvpn/openvpnserver.key
dh /usr/local/etc/openvpn/dh2048.pem
tls-auth /usr/local/etc/openvpn/ta.key 0
persist-key
persist-tun
keepalive 10 60
topology subnet
user nobody
group nobody
249

www.opensource.az



I

daemon
log-append /var/log/openvpn.log

tcp-nodelay

Serveri iss salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config example9-7-
server.conf

Sonra ise client masinda C:\Program Files\OpenVPN\config iinvaninda
example9-7.ovpn adli qurasdirma faylini yaradib ic¢ins asagidaki
sotirleori slave edsk(c:\windows\system32\drivers\etc\hosts faylinda
1.1.1.10 openvpnserver.example.com saotiri movcuddur) :

client

proto tcp

remote openvpnserver.example.com

port 1194

dev tun
nobind

ca "c:/program files/openvpn/config/ca.crt"

cert "c:/program files/openvpn/config/openvpnclient2.crt"
key "c:/program files/openvpn/config/openvpnclient2.key"
tls-auth "c:/program files/openvpn/config/ta.key" 1

ns-cert-type server

Sonra client-i iss salin:

basic-udp-client

example3-1-client
Connect example2-2-client2
Disconnect

Show Status

exarmpled-1
exarmplet-10
Wiew Log examipleb-2
Edit Config exarmples -3

¥FyYyYry¥yryrryryrvvy

Change Password examiplel -7

Settings...

_ Exit

Sonra serverds iperf-i iss salin:
root@siteA:/usr/local/etc/openvpn # iperf -s

Tunelimizin davamiyyetini Olgak:

C:\iperf>iperf -c 192.168.200.1

Client connecting to 192.168.200.1, TCP port 5001
TCP window size: 64.0 KByte (default)

OPEN
SOURCE
CLUB

[ 3] local 192.168.200.2 port 49160 connected with 192.168.200.1 port

5001
[ ID] Interval Transfer Bandwidth
[ 3] 0.0-10.1 sec 34.6 MBytes 28.9 Mbits/sec
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Bu sobokemizds biz asagidaki csdvels uydJun olaraqg testlorimizi apardig:

Protocol Notice

UDP 42.7 Mbits/sec
TCP 9.88 Mbits/sec
TCP va tcp—nodelay ils 28.9 Mbits/sec

Gorduyuntz kimi, TCP ils --tcp-nodelay opsiyasi istifade edilen halda, UDP
ils istifads edilsn nsticeys ¢ox yaxin olur.

Bu necs isleyir...

OpenVPN TCP protocol istifads elsdikds, bitin paketlsr TCP gosulmasi
dzerinden gedir. Susmaya gdrs, TCP gosulmalari Nagle algoritmi istifads edir
hansi ki, biitin kig¢ik paketler gdnderilmezdesn Oncs bir yers yidilir. OpenVPN
dclin bu skssr hallarda c¢cox pis gecikmelsrs gotirib c¢ixarir ve buna gdrs do
Nagle algoritmini --tcp-nodelay direktivi ile sdndiiriiriik. Sonra da farqgi
sinaglarimizda gorirtk.

Daha da strafli...
TCP bazali gosulmalarda 2 vacib parametr desyisdirils bilsr:
» --tcp-nodelay directive
» TUN/TAP-Win32 adapter-in MTU hecmi hansi ki, --tun-mtu ya da --link-mtu
direktivleri ile teyin edilir.

UNIX/Linux masinlarinda TUN/TAP adapterlsrin MTU hscminin deyisdirilmesi c¢ox
asandir ancaq, Windows masinlarinda bu nisbsten g¢otindir. OpenVPN serverds
6ncaden planli sokilde MTU teyin edilmslidir ki, sonra client-lerde hemin MTU
hscmindsn istifads elssin.

Windows7 masinda MTU-nu netsh smri ils deyissak:
» Diizgiin interfeys ve onlarin MTU hscmlsrins baxaq:
C:\iperf>netsh interface ipv4 show subinterfaces

MTU MediaSenseState Bytes In Bytes Out Interface
4294967295 1 0 21757 Loopback Pseudo-Interface 1
1500 1 9630966 113043930 Local Area Connection
1500 5 0 0 Bluetooth Network Connection
1500 1 3044472 105914341 Local Area Connection 2

» Sonra sub-interfeys tciin MTU hecmi deyissk:
C:\iperf>netsh interface ipv4 set subinterface "1" mtu=1400
Ok.

Qeyd edin ki, Onceki emrlsr admin yetkisi ile ise diuss biler.

Sgor Windows TAP-Win32 adapter-in MTU hscmi OpenVPN-ds qurasdirilan MTU
heacminden boyik olsa, asagidaki sstirler OpenVPN2.3 jurnal faylinda cap
edileacak:
read from TUN/TAP [State=AT?c Err=[c:\src\21\tap-win32\tapdrvr.
c/2447] #0=4 Tx=[29510,0] Rx=[15309,0] IrpQ=[0,1,16] PktQ=[0,22,64]
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InjQ=[0,1,16]]: More data is available. (code=234)
tcpdump istifads edsrsk davamiyystin analiz edilmssi
Bu misalda biz OpenVPN qurulusumuzda davamiyystin yoxlanilmasi Utclin tcpdump
utilitinden istifads edecsyik. Hem¢inin mimkiindiir ki, Linux, Windows, MacOS
dclin olan OpenSource Wireshark utilitinden istifade edssiniz.
ise baslayaq
Biz asagidaki sebsks qurulusundan istifads edscsyik:
GatelP-2.2.2.1
Client1ServerlP-2.2.2.10/24
Client1ServerGate-2.2.2.1
GatelP-1.1.1.1
ServerlP-1.1.1.10/24
Client! tun0 - 192.168,200.2 FreeBSD-Gat GatelP-1.4.1.1
/ZLA, VPNServerLAN
10.198.0.0/16
VPN VPNServer tun0 - 192.168.200.1/24
SiteB Client1
OpenVPN-Server
SiteA
OpenVPN2.3-1 iki masinda ylkleyin. Smin olun ki, masinlar bir-birlsrini
soboake ile goriirler. 2-ci basligda yaratdigimiz client ve server
sertifikatlarini burda da istifads edscsyik. Bu misalda server ve client
masinlari FreeBSD9.2 x64 ve OpenVPN2.3-ds islsyecek. Server ic¢lin UDP bazali
gosulmalarin tekmillesdirilmesi misalinda olan example9-6-server.conf
faylindan istifads edilscsk. Eynils client ic¢iin eyni misalda olan example9-6-
client.conf faylini client Uc¢lin istifades edscayik.
Necs edsk...
1. Serveri ise salaqg:
root@siteA:/usr/local/etc/openvpn # openvpn --config example9-6-
server.conf
2. Sonra client-i iss salaq:
root@siteB:/usr/local/etc/openvpn # openvpn --config example9-6-
client.conf --daemon
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3. Server torsfde tcpdump ils tunel interfeysin 6zlns yox ancaq public
sobosks kartimizda daxil olan paketlsrs baxaqg:
root@siteA:/usr/local/etc/openvpn # tcpdump -nnl -i em0 udp port 1194
Oncski omrls tpcdump deyir ki, em0 sobsks kartinda UDP trafiks 1194-cii
port dcun qulag as. Bu port-da OpenVPN qulag asir.
4. OpenVPN client-den servers 2 forgli MTU hecm ils ping paketlsri
yollayin:
root@siteB:/usr/local/etc/openvpn # ping -c2 -s 1300 192.168.200.1
Serverds olan tcpdump-in 1300 bayt {iciin cavabi:
16:00:00.407687 IP 2.2.2.10.55056 > 1.1.1.10.1194: UDP, length 1373
16:00:00.408808 IP 1.1.1.10.1194 > 2.2.2.10.55056: UDP, length 1373
16:00:01.428980 IP 2.2.2.10.55056 > 1.1.1.10.1194: UDP, length 1373
16:00:01.430175 IP 1.1.1.10.1194 > 2.2.2.10.55056: UDP, length 1373
root@siteB:/usr/local/etc/openvpn # ping -c2 -s 1400 192.168.200.1
Server-ds olan tcpdumpin 1400 bayt tc¢lin cavabi:
16:00:38.734587 IP 2.2.2.10.55056 > 1.1.1.10.1194: UDP, length 757
16:00:38.734640 IP 2.2.2.10.55056 > 1.1.1.10.1194: UDP, length 757
16:00:38.735121 IpP 1.1.1.10.1194 > 2.2.2.10.55056: UDP, length 757
16:00:38.735206 IP 1.1.1.10.1194 > 2.2.2.10.55056: UDP, length 757
16:00:39.747225 IP 2.2.2.10.55056 > 1.1.1.10.1194: UDP, length 757
16:00:39.747308 IP 2.2.2.10.55056 > 1.1.1.10.1194: UDP, length 757
16:00:39.748315 1P 1.1.1.10.1194 > 2.2.2.10.55056: UDP, length 757
16:00:39.748517 1P 1.1.1.10.1194 > 2.2.2.10.55056: UDP, length 757
I1k ICMP paketlsr fragmentasiya edilmedsn yollandi ona gdérs ki, onlar 1400
bayt-dan kig¢ikdir. Ikinci ICMP paketleri ise sifrelenmis paketlsri 1400 bayt-
dan c¢ox oldugu i¢in onlari iki hisssys bolib otirdi.
Bu necs islsyir...
OpenVPN qurasdirma direktivi:
fragment 1400
Bunun ssbesbi odur ki, bitiin sifrslenmis paketlsr 1400 baytdan yuxari olduguna
gbra fragmentlers bdlinmelidir. Sifrslsnmis axina baxmag istedikde iss
OpenVPN servers ping edsrsk olds eds bilsrik.
Qeyd: Fragmentlssmeys ehtiyaci olan bitin paketlsr bsrabesr olaraq
fragmentlenir.
Sifrelenmis paketlesr 1400 baytdan ¢ox olur c¢linki, tshliikesiz tunel paketin
oniine slave basliglar artirir. Mehz buna gdrs VPN tunellsrds ssbekenin
sifrelenmaden &tirilmesi yikssk davamiyyestli olur.
Hem¢inin baxin
» 9-cu basligda UDP bazali gosulmalarin tskmillesdirilmssi hansi ki, bu
basligda fragment direktivi agiglanir.
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BOLUM 10
OS inteqgrasiyasi
Bu basligda biz asagidakilari aciglayacayiqg:

» Linux: NetworkMaganer-in istifade edilmesi

» Linux: pull-resolv-conf istifade edilmssi

» Mac 0OS: Tunnelblick istifads edilmesi

» Windows7: yetkilerin artirilmasi

» Windows: CryptoAPI yidiminin istifadssi

» Windows: DNS cache-in yenilenmssi

» Windows: OpenVPN-in servis kimi iss dismesi

» Windows: PUBLIC ya da Private ssbsks kartlarza

» Windows: routing metodlari
GIRIS
Bu basligda biz OpenVPN-i1 skser smeliyyat sistemlsrinds hsm client vs hemds
server kimi istifade edilmesinin dsullarini ag¢iglayacayiq. Misallar tam
sokilds OpenVPN-in qurasdirmasinin &ziine ssaslanir. Yoni ssbsks qurulusu ve
yiklenmesi deyil yalniz qurasdirmaya osaslanir.
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Linux: NetworkManager-in istifads edilmssi

9ger Linux bazali Desktop OS istifade edilirss, soboks qurasdirmasi oksor
Linux-larda NetworkManager torofinden edilir. Bu paketin sayesinds root
olmayan istifads¢i ssbeske gosulmalarini start/stop, wireless ssbeskalsrins
gosulma/ayrilma ve hsm¢inin OpenVPN-s gosulma/ayrilma islerini eds bilir. Bu
misalda biz OpenVPN gosulmasinin GNOME desktopla necs edilsceyini
gbsterscoayik.

ise hazirlasaq
2-ci basligda istifads elediyimiz client ve server sertifikatlarini bu
basligda da istifade edscesyik. Bu misalda server masini FreeBSD 9.2 x64
OpenVPN2.3-ds islsysceak. Client masini iss Cent0S6.5-ds olacag. Ancag
Cent0S6.5 masinda OpenVPN-1 GUI-den adi istifade¢i adindan qurasdirmaqg ucln
siz openvpn.x86_ 64 ve NetworkManager-openvpn.x86 64 paketlsrini sistems
yliklemelisiniz. Hemc¢inin geyd elsmsk istsyirem ki, CentOS-un susmaya gors
olan anbar siyahisinda bu paketlsr olmur ve siz EPEL reposlarindan bu paketi
yiklemslisiniz. Server qurasdirmasi olaraq iss 2-ci basligda server-tosraf
routingds yaratdigimiz basic-udp-server.conf faylindan istifade edscoayik.
CentOS client {iciin telsb edilsn client sertifikatini, acarini, CA
sertifikatini ve ta.key acarini bu masina onceden kdcliriin. Hemg¢inin CentOS
client masinin /etc/hosts faylina 6ncedsn 1.1.1.10
openvpnserver.example.com sotirine solave edin ki, ad ils gosula bilsin.
Asagidaki gsbsks gqurulusundan istifade edeceyik:

Gate for SiteB: 2.2.2.1

4

S Gate for SiteA: 1.1.1.1 N3 Server-SideLAN: 10.198.0.0/24
X o
X / SiteBIP: 2.2.2.10/24 u SiteAIP: 1.1.1.10/24 N
SiteBGate: 2.2.2.1 SiteAGate: 1.1.1
SiteBLANIP: 192.168.4.1 SifeB FreeBSD Router T SiteA
//""’y|
=
e SiteAServer

& tun0: 192.168.200.1

CentOSIP: 192.168.4.33
CentOSGate: 192.168.4.1

CentOSClient
tun0: 192.168.200.2

CentOS-client

Nece edsk...
1. Once EPEL anbari yiiklesyirik ve sistemds olan paketlsri yenileyirik:

wget http://dl.fedoraproject.org/pub/epel/6/x86 64/epel-release-6-
8 .noarch.rpm

rpm -Uvh epel-release-6-8.noarch.rpm

yum update -y
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Sonra OpenVPN-s aid olan paketlori ylikleyirik:
yum -y install “yum search openvpn | grep -v Matched | grep openvpn |
awk '{ print $1 }'°
Sonra CentOS client masinda adi istifade¢i adindan, OpenVPN gosulmasini
yaratmaq iclin ssbeks karti isarsesinin istinde sad diymeni sixirig ve
Edit connections diiymesins sixiriqg.
2} Mon Mar 24, 9:55 PM Camal Shahverdiyev
Enable Networking
[JEnable Notifications
Connection Information
About
Acilan Network Connections sshifssinds Add diymesine sixiriqg, OpenVPN
secirik ve Create dilymesins sixiriqg:
CE Network Connections x
/A Choose a Connection Type Name Last Used | | __Add / |
\9/ v Wired
DSL eth0 now
InfiniBand
Mobile Broadband [
Wired
Wireless
Bond =
VLAN Close
Import a saved VPN configuration...
VPN iclin agilan sshifedse iss lazimi verilenleri slave edin (Sskilds
gérunduyt kimi bitin sertifikatlarain invanlari degig teyin edirik):
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www.opensource.az



| OPEN

SOURCE
CLUB
o) Editing OpenVPN-Server x
Connection name: [OpenVPN-Ser\fer l
Connect automatically
[ Awailable to all users
VPN | IPv4 Settings
General
Gateway: [openvpnsewenexample.com l
Authentication
Type: | Certificates (TLS) 2 |
User Certificate: | |-| openvpnclientl.crt |
CA Certificate: | [5 ca.crt |
Private Key: | |~ openvpnclientl.key |
Private Key Password: [ ]
[] Show passwords
|.|E| Advanced...l
' Export... ' | Cancel | | Apply |
Gateway yazilan invanda OpenVPNserver-in adini yaziriqg(/etc/hosts
faylinda solave etmisik). Authentifikasiya Type-inda Certificates (TLS)
secirik c¢iinki sertifikatla gosulacayiq. User Certificate-do
openvpnclientl.crt, CA certificate-de Onceden yaratdidimiz ca.crt,
Private Key-ds ise openvpnclientl.key client acarimiz gdstsririk.
Client sertifikati i¢lin sifre daxil etmirik ona gdrs ki, openvpnclientl
iclin generasiya edends biz Onceden sifrs teyin etmemisdik. Sonra Apply
diymesini sixmada Advanced bolimliine kec¢in.
Advanced diymssini sixdigdan sonra iss TLS Authentication tab-ina
kecirik:
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= OpenVPN Advanced Options b

General | Security | TLS Authentication

Subject Match: [ ]

Connect only to servers whose
certificate matches the given subject.
Example: /CN=myvpn.company.com

Use additional TLS authentication

Key File: [ takey =

Key Direction: [ 1 2 ]

If key direction is used, it must be the opposite of that
used on the VPN peer. Forexample, if the peer uses
'1', this connection must use '0'. If you are unsure
what value to use, contact your system administrator.

| Cancel || oK |

Use additional TLS authentication-a isars teyin edirik ve ta.key
faylinin iinvanini gdsteririk. Key Direction-da iss 1 seg¢irik. Sonra OK
vo Apply dilymesins sixiriqg.

Vo serveri iss saliriqg:

root@siteA:/usr/local/etc/openvpn # openvpn --config basic-udp-
server.conf

Vo sonda ssbsks gosulmasinin Ustlinde sol diiymeni sixib VPN connections
boltimine kecib OpenVPN-Server-i secirik:
@ Mon Mar 24, 10:52 PM Camal Shahverdiyev

Wired Network
etho

Disconnect

Configure VPN...

OpenVPN gosulmasinin ugurlu olmasini serverin VPN IP-sine ping atmaqgla
yoxlaya bilersiniz ancaq, hesr bir halda gosulma ikonu asagidaki
sokildeki kimi olmalidir:

@ Tue Mar 25, 12:36 AM  Camal Shahverdiyev

Biz neo etdik...
Biz Network-Manager-OpenVPN GUI sayesinds grafik interfeys ils OpenVPN
client-i qurasdirdiqg.

Nezors alin ki, kodhns versiya Network-Manager-lor OpenVPN plugin-i
destesklemir.

Daha da strafli...
NetworkManager-openvpn plugin-i daha ¢ox qurasdirma imkanlarina malikdir.
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NetworkManager istifads edsrsk route-larin slave edilmssi

NetworkManager-openvpn plugin-i hemc¢inin VPN-s uydun olan route-larin alave

edilmesinde istifade edilir. VPN-in osas qurasdirma sshifesini acin ve IPv4

Settings bolimiine kecid edin. Sonra iss Routes diymesins sixin.

B Editing OpenVPN-Server x

Connection name: IODEHVPN-SENEF ]

Connect automatically
[] Available to all users

VPN | |Pv4 Settings
Method: | Automatic (VPN) =
| Export... |

| Cancel H Apply |

Asagidaki sakildeki kimi yeni sshife acilacaqg:

Editing IPv4 routes for OpenVPN-Server

Address Netmask Gateway Metric | Add

[] Ignore automatically obtained routes

[] Use this connection only for resources on its network

| Cancel || oK |

Server torsfinds gdndsrilsn routing-ler Ignore automatically obtained routes
istifads edilsrsk mshsl goyulmaya biler. 'redirect-gateway' direktivi ise Use

this connection only for resources on its network secilmesi ils radd edils
bilesr.

DNS qurasdirmalara

NetworkManager-openvpn plugin-i hemcinin /etc/resolv.conf faylindan yenilsns
bilir. OpenVPN server iss asagidaki direktivi istifads edsrsk DNS
qurasdirmasini client-s gondsrir:
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push "dhcp-option DNS a.b.c.d"

Scripting

Nozors alin ki, NetworkManager client tersfde script yazma vs plugindsn
istifadeys izin vermir ona gdrs ki, bu tohliikesizlik baximindan cox
risklidir.

Linux: "pull-resolv-conf" istifads edilmssi

Linux Uzerinde VPN qurasdirilmasinin pis caheatlerinden biri odur ki, OpenVPN
server 6z DNS qurasdirmalarini clients oturur. Onceki misalimizda gordiik ki,
NetworkManager-openvpn plugin-i hom¢inin sistemin tutdugu /etc/resolv.conf
faylinda olan DNS qurasdirmalarini da deyisdirdi. Sgesr CLI istifads edilirss,
bu avtomatik olmayacag. Susmaya gdrs OpenVPN iki scriptls gslir ki,
/etc/resolv.conf faylina DNS serverlsri slave edib sils bilsin. Bu misal

hem¢inin scriptlerin necs istifads edilmesini gdsterscsak.

ise hazirlasaq
Biz asagidaki ssbsks qurulusundan istifade edsceayik:

SiteBIP: 2.2.2.10/24
SiteBGate: 2.2.2.1
SiteBLANIP: 192.168.4.1 SifeB FreeBSD Router

Gate for SiteB: 2.2.2.1 @ Gate for SiteA: 1.1.1.1 m Server-SideLAN: 10.198.0.0/24

SiteAlP: 1.1.1.10/24
SiteAGate: 1.1.1,

|
/ SiteAServer

// tun0: 192.168.200.1
f"/

CentOSClient
tun0: 192.168.200.2

CentOSIP: 192.168.4.33
CentOSGate: 192.168.4.1

CentOS-client

2-ci basliqgda istifads elediyimiz client ve server sertifikatlarini bu
basligda da istifads edecsyik. Bu misalda server masini FreeBSD 9.2 x64
OpenVPN2.3-ds islsyscek. Client masini iss Cent0S64-ds olacaq.
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Ancag Cent0S6.5 masinda OpenVPN-i GUI-den adi istifadec¢i adindan gqurasdirmaqg
Gcln siz openvpn.x86 64 vo NetworkManager-openvpn.x86 64 paketlsrini sistems
yiklemelisiniz. Hemc¢inin geyd elemsk isteyirem ki, CentOS-un susmaya gors
olan anbar siyahisinda bu paketler olmur ve siz EPEL anbarlarindan bu paketi
yiklemslisiniz. Server qurasdirmasi olaraq ise 2-ci basligda server-tosraf
routingds yaratdigimiz basic-udp-server.conf faylindan istifads edscayik.
Hom¢inin client Ugin 2-ci basligda Server-toarsf routing ig¢in yaratdidimiz
basic-udp-client.conf faylindan istifade edeceyik. CentOS client i¢iin tslsb
edilen client sertifikatini, acaraini, CA sertifikatini ve ta.key acarini bu
masina oncadsn kdclrliin. Hsmginin CentOS client masinin /etc/hosts faylina
6nceden 1.1.1.10 openvpnserver.example.com sotirinse slave edin ki, ad ils
gosula bilsin.
Necs edsk...

1. basic-udp-server.conf faylini examplelO-2-server.conf faylina
niisxelsyin ve examplelO-2-server.conf faylinin sonuna asagidaki setiri
o2lave edin:

push "dhcp-option DNS 8.8.8.8"
Burda 8.8.8.8 GOOGLE DNS serverin IP idinvanidir.

2. Serveri iss salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config examplelO-2-
server.conf

3. Uydun olarag basic-udp-client.conf faylini CentOS client masina koglurin
vo bu fayli examplelO-2-client.conf faylina niisxelsyin. Sonra
examplelO-2-client.conf faylinin sonuna asadidaki satirleri slave edin:

script-security 2
up "/home/camal/Desktop/client.up"”
down "/home/camal/Desktop/client.down"

4. client.up ve client.down fayllarinin OpenVPN2.3-Un contrib govlugundan
qurasdirma faylinda teyin etdiyimiz ilinvana niisxelsayin ve onlari yerins
yetirilen edin. Cent0S6.5-ds bu govlug /usr/share/doc/openvpn-
2.3.2/contrib/pull-resolv-conf invaninda yerlosir.

[root@openvpn-centos pull-resolv-confl# cp /usr/share/doc/openvpn-
2.3.2/contrib/pull-resolv-conf/client.* /home/camal/Desktop/
[root@openvpn-centos pull-resolv-conf]# chmod 755
/home/camal/Desktop/client. *

5. Sonda iss client-i iss salin(Ancaq CLI-dan root istifads¢i adindan iss
salin clinki, adi istifade¢inin tun alsti yaratmag yetkisi hsls yoxdur) :
[root@openvpn-centos Desktopl# openvpn --config examplelO-2-client.conf

VPN gosulmasi udurlu oldugdan sonra iss, /etc/resolv.conf faylina baxsaniz
asagidaki setirleri gdrmelisiniz:
# resolv.conf autogenerated by /home/camal/Desktop/client.up (tunO)
nameserver 8.8.8.8
domain
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VPN gosulasi kesildikden sonra iss bu setirler avtomatik olaraq silinscsk.
Bu necs isleyir...
Bu scriptler OpenVPN ils mihit dsyisenlsri menisedir foreign option_*, DOMAIN
ve DNS qurasdirmalari. Bu gqurasdirmalar sonra /etc/resolv.conf faylinin 6niins
yazilir. Bu ona goradir ki, OpenVPN Server torsfinden &tiirilen DOMAIN vs DNS
qurasdirmalari sistemin ©ziinds olanlardan istin olsun.
VPN gosulmasi kesildikdsn sonra iss, eyni qurasdirmalar /etc/resolv.conf
faylindan silinir.
Daha da strafli...
Nezors alin ki, NetworkManager-plugin istifade edildikds, 6ncs gdstsarilen
scriptlers ehtiyac yoxdur ona gdrs ki, NetworkManager-plugin-i avtomatik
olaraqg /etc/resolv.conf faylini yenilsyir.
MacOS: Tunnelblick istifads edilmesi
Bu misal OpenVPN-in client olarag MacOS X masinlarda necs qurasdirilmasini
gostarir. MacOS X {i¢clin ¢oxlu OpenVPN GUI programlari mévcuddur. Bu misalda
biz onlardan birini gdsterscayik. Tunnelblick
(http://code.google.com/p/tunnelblick/)
ise hazirlasaq
Yens ds asagidaki ssbsks qurulusundan istifade edscsayik:
tun0 — 192.168.200.2
<
Po22210 SN
Gateway - 2.2.2.1/24 |
OpenVPN-MacOSClient \\27
hﬁs§>§§§§§\
S tun0 - 192.168.200.1
IP-2222 ™
-222. IP-1.1.1.1 =
\m SevrerLAN - 10.198.0.1/16
o~
IP -1.1.1.10 8
Gateway - 1.1.1.1/24 §
FreeBSD Router OpenVPN-Server
2-ci basligda yaratdigimiz client ve server sertifikatlarini burda da
istifads edscayik. Server masin FreeBSD9.2 x64 OpenVPN2.3-ds olacag. Client
masinli iss MacOS X “Leopard”, Tunnelblick3.3 ve OpenvVPn2.3-ds olacaqg. Server
torsfde qurasdirma olarag examplelO-2-server.conf yens de istifads edsceyik.
MacOS masina ca.crt, openvpnclientl.crt, openvpnclientl.key vo ta.key
fayllarini koéclrin. MacOS-un /etc/hosts faylina 1.1.1.10
openvpnserver.example.com sotirini slave etmsyi unutmayin.
Necs edsk...
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1. 9gor tunnelblick islemirse iss salin.
2. Tunnelblick pencerssi iss diisdikden sonra tunel ikonkasina sixin:

Ba00 OpenVPN Log Output - Tunnelblick - openvpn
! apenvpn (Disconnected)

2010-08-22 16:41 07 “Tunnelblick: OS X 10.5.5: Tunnelblick 3.0 (build 1437). OpenVPN 2.1.1

] Automatically connect on launch
™ set nameserver [ Monitor connection

(Clear log ) ( Edit configuration ) t) (Connect )

3. Edit configuration diiymesins sixin ki, Text Editor-u susmaya gdrs olan
qurasdirma fayli ils acasiniz. Client gqurasdirmasinin adini
openvpn.conf edin ve asadidaki setirlsri ic¢ins slave edin:

client

proto udp

remote openvpnserver.example.com
port 1194

dev tun
nobind

ca /etc/openvpn/ca.crt

cert /etc/openvpn/openvpnclientl.crt
key /etc/openvpn/openvpnclientl.key
tls-auth /etc/openvpn/ta.key 1

ns-cert-type server
Qurasdirma faylini yadda saxlayin ve metn redaktorundan c¢ixin.

4. Sgor Tunnelblick xsbsrdarliqg etss ki, fayl midafisdedir Unprotect and
modify diymesins sixin ki, faylda deyisiklik ede bilesiniz.

5. Sonra serveri ise salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config examplelO-2-
server.conf

6. Sonra client-de osas Tunnelblick sshifssinds Connect diymesins sixin.
OpenVPN gosulmasi ugurlu olmazdan o6ncs Tunnelblick yeni sshifs acacaq.
Ona goOrs ki, faylda deyisiklik edilib ve Tunnelblick MacAdmin sifresini
sorusacaq ki, lazimi yetkini slde eds bils:
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n Tunnelblick ds to repair ship/
- permissions of the configuration file to secure
h . it

Tunnelblick requires that you type your
password.

Name: Mac Admin

Password: | sesseses| |

» Details

5 (Gonee) (06

Mac Admin sifresi daxil edildikden sonra OpenVPN gosulmasi udurlu
olacaqg:

O®0O  OpenVPNlLog Output - Tunnelblick -openvpn |
,Lmn-ﬁmnmd-ﬂﬂ-}

ETTUIE L TU.08. 1T JULLESD, JI=E4g

2010-08-22 185817 SUCCESS: real-ime state notification setto ON

2010-08-22 16:58:17 SUCCESS: real-ime log notification set o ON

2010-09-22 16:58:17 OpenVPN 2.1.1 i386-apple-darwin10,2.0 [S5L] LZOZ2] [PKCS11] built on Feb 24
2010

2010-08-22 16:58:17 END

2010-09-22 16:58:17 SUCCESS: hold release succeaded

2010-09-22 16:58:17 NOTE: the current --script-security setting may allow this configuration fo call user-

defined scripts

2010-09-22 16:58:17 Confrol Channel Authentication: using Yetciopenvpnicookbookia key' as a
-
v

¥

OpenVPN static key file

2010-09-22 16:58:17 UDPw4d link local: [unded]

2010-08-22 165817 UDPw link remota: 194,171 86 271194

2010-08-22 16:58:18 [opermpnsensar] Paer Connaction Initiated with 184.171.86.27:1194

2010-09-22 16:58:21 TUN/TAP device ideviun) opened

2010-08-22 16:58:21 ishinficonfig fund delete

2010-08-22 168:58:21 NOTE: Tried 1o delete pre-axisting lunlap instance - No Problam il failure
2010-08-22 16:58:21 /shinficontig wund 192.168.200.2 192.168.200.2 netmask 255.255.255.0 miu 1500
up

2010-08-22 16:58:21 ApplicationsaTunnelblick app/Conlenis/Resources/clientup.osx.sh tunl 1500 1541
192.168.200.2 255.255.255.0 init

2010-09-22 16:58 24 ninalzaton Sequence Compleed

"] Automatically connect on launch
™ set nameserver ™ Manitor connection

t:CIur Iug} (F.dlt r_nnﬂguratbnnj (Disconnect) [ Connect )

Sger hansisa bir fazada sizds problem yaranirsa, Tunnelblick ve OpenVPN-o aid
olan biitiin mesajlar Console utilitinin All Messages sshifesinds tapila bilsr.
Console utilit adsten sistem diskinde Utilities govludunda tapilir:
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Q~ String Matching
¥ LOGC DATABASE QUERIES Time | Sender|PID| | Message -
All Messages 22/89/18 4:53:14 PN cuthexec[237]  esecuting fusr/sbin/choun =
Console Messages 22/89/18 4:58:14 Pr Tunnelblick[186] Changed ownership ond permizzions of configuration file /
Users/Nockanin/Librory/Appl leation Support/Tunnelblick!
¥ LOC FILES Configurations/openvpn.conf to B:8 and 644
system.log 22/09/19 41558117 PN openvpn[244] OpentPN 2.1.1 1386 opple-darwind®.2.0 [S50] [LD0Z)
» ~/Library/Logs [PKCS11] bwilt on Feb 24 2818
b /Library/Logs 22/09/18 4:58:17 PH openwpn[245] NOTE: the current --szcript-security zetting may allow thiz
» pvarflog configuration to call user-defined scripts
22/89/18 4:58:17 PR openvpn[245] Control Charmel Authentication: wsing '/etc/opesvpn/
cookbook/ta.key ' a3 o OperyPN static key file
22/83/18 4:58:17 PH openvpn[245] UDPw4 Link local: [undef]
22/89/18 4:58:17 PH openvpn[245] UDPwd Link remote: 194.171.96.27:1104
22/89/18 4:53:18 PR openvpn[245] [operwprzerver] Peer Connection Initigted with
194.171.96.27:1194
22/89/18 4:58:21 PN openvpn[245] TUNSTAP dewvice Sdev/tunB opened
22/09/18 4:58:21 PH openwpn[245] Jebindifcontig tund delete
22/03/18 4155121 PH openvpn[245] NOTE: Tried to delete pre—existing tun/top instance —- No
Froblem if faoilure
22/09/18 4:58:21 PH openvpn[245] Jebindifconfig tund 192.166.280.2 192.168.200.2 netmosk
265,255 .255.8 mtu 1588 up
22/09/18 4:58:21 PN openvpn[245] hpplicotionsTunne Iblick.app/Contants/Rezources/ n
client.up.os:.sh tund 1508 1541 152 .168.200.2
265.265.255.8 init .
22/89/18 4:58:24 PH openvpn[245] Inittolization Sequence Conpleted hd
T . L T
Bu nece isleyir...
Tunnelblick spesifik GUI program teminatidir ki, openvpn emrlerins CLI-dan
miiracist edir. Ve client iigiin CLI-dan teolsb edilen istenilen islsri GUI
vasitesile yerins yetirs bilir.
Digesr sb6zls MacOS X iizerinde islsysn OpenVPN versiyasi hecneyi ils
UNIX/LINUX-da olanlardan geri galmir. Hemg¢inin UNIX/Linux itzesrinds isleyen
istenilen scriptlsri asanligla MacOS iizerindedse islede bilsrsiniz.
Dahada strafli...
UNIX ve MacOS OpenVPN versiyalari arasinda iki ssas ferg var ve asadida
onlari ag¢iglayiriqg.
Name resolution
9ger Tunnelblick-ds nameserver qutucugunda sec¢cim etmisinizss, onda o UP
scriptini istifads edsrsk OpenVPN server tersfinden Otlirtilsn DNS serveri
istifads edscsk. Hemcinin /etec/resolv.conf faylinda DNS informasiyasini
yenilsyacak.
Scripting
Tunnelblick client tersfds scriptinge izin vermir ve yalniz &zinds olan up ve
down scriptlerinden istifads edir.
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indows7: yetkilsrin artirilmasi

Windows Vista-dan baslayaraqg Microsoft yeni imkan UAC (User Access Control)
yaratdi. UAC istifadeciler torsfinds systemi deyisdirs bilscsk programlarin
ise salinmasinin garsisini alir. Istenilen bir programin iss salinmasi ucin
miitleqg yetkilerin artirilmasi tolsb edilir hetta, istifadec¢i Administrator
olsa da bels. Bu halda dialog pencerssi c¢ixacaq ki, istifadeci yerins
yetirilmeden 6nce ona sixlamlidir. OpenVPN-in ise diismesi ic¢clin artirilmis
yetkiler ona gdrs lazim olur ki, OpenVPN VPN gosulmasini yaradanda sistems
route alave etmak isteyir.

Bu misal Windows7 masinda yetkilerin necs artirilmasini vs up, down
scriptlerinin necs istifads edilmesini gbsteracak.

ise hazirlasaq

2-cil basligda yaratdigimiz client ve server sertifikatlarini burda da
istifade edsceyik. Bu misalda server masini FreeBSD9.2 x64 OpenVPN2.3-ds
olacag. Client masini iss Windows7 x64 OpenVPN2.3-ds olacag. Server Ucgin 2-ci
basligda server torsf routing tc¢lin yaratdigimiz basic-udp-server.conf
qurasdirma faylindan istifade edeceyik. Client fiiclin iss 6-ci basligda up/down
scriptler ic¢iin istifads elsadiyimiz example6-1l.ovpn qurasdirma faylindan
istifade edeceyik. Asadidaki ssbsks qurulusundan istifade edscsayik:

GatelP-2.2.2.1
Client1ServeriP-2.2.2.10/24
Client1ServerGate-2.2.2.1
GatelP-1.1.1.1
ServerlP-1.1.1.10/24
Client1LAN-192.168.4.1 FreeBSD-Gate GatelP-1.1.1.1
VPNServerLAN
/ 1 10.198.0.0/16
_—
VPNServertun— 192.168.200.1/24
SiteB Client1 =
—
_ _—
/f{}{,! 1 == OpenVPN-Server
_— Con SiteA
= NP
Client1 tun0 — 192.158.200.2 =

Client11P-192.168.4.10/24
Client1Gate-192.168.4.1

Necs edsk...
1. Serveri ise salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config basic-udp-
server.conf

2. Sonra client masinda example6-1l.ovpn faylini examplelO-4.ovpn faylina
nisxslesyirik ve examplelO-4.ovpn faylinin ic¢cinde asagdidaki
doyisiklikleri edirik:

Bu sstirlsri:
script-security 2 system
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up "C:\\updownfold\\updown.bat"
down "C:\\updownfold\\updown.bat"

Doyisirik asagidakilara:
script-security 2 system
cd "c:\\program\files\\openvpn\\scripts"
up "%$windir%\\system32\\cmd.exe /c updown.bat"
down "%$windir%\\system32\\cmd.exe /c updown.bat"

Bu yerins yetirilen batch fayllar ic¢in telsb edilir hansi ki, OpenVPN
torefinden yerine yetirilacak.

OpenVPN-i Windows masina ylkleadikden sonra, Windows7 Desktop-da yaranan
OpenVPN GUI-nin Ustinde sag diymeni sixin.

Properties daxil oldugdan sonra, Compability-s sixin ve Run this
program as an administrator gqutucugunda seg¢im edin:

i
E OpenVVPN GUI Properties Cox]

Security | Details I Previous Versions |
General | Shortcut | Compatibility

If you have problems with this program and it worked comecthy on
an earier version of Windows, select the compatibility mode that
matches that earlier version.

Help me choose the settings
Compatibility mode

[ Run this program in compatibilty mode for:

Windows Vista

Settings
[ Run in 256 colors
[ Run in &40 x 480 screen resolution
[ Disable visual themes
[ Disable desktop composition
|| Disable digplay scaling on high DP| settings

Privilege Level
Fun this program as an administrator

[ Change settings for all users ]

oK | [ cancsl || sty |

Sonra OK diiymesins sixin.

Ola biler ki, ndvbeti defe programi iss saldigda asadida gdsterilen
sokilds sizdes gosterilscek ki, yetkilsrin artirilmasi izni alsin:
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User Account Control =]

If you started this program, continue.
5 openvpn-gui-1.0.3.exe
OpenVPN Solutions LLC

| Details Continue |[ Cancel

User Account Control helps stop unauthorized changes to your computer.

6. Continue diymesine sixin. Bu ardicilligimiz o demskdir ki, OpenVPN
sistemds tam maksimal yetki ile isledi.

7. Client masinda examplelO-4.ovpn qurasdirma fayli ile vpn-o gosulun vs
VPN statusuna baxin ki, gosulma udurlu oldu. (Yalniz udursuz natice olds
etsoniz: tek dirnaqg, ciit dirnaq, geriys slash, ve adinda boslug
olamayan Unvanlarla yoxlanis edin. Bu tip problemlsr OpenVPN-deo cox
c1lx1r)

Neco isleyir...

OpenVPN GUI iss diisende istifadec¢i tesdiglemslidir ki, o Administrator
yetkileri ile isleyescek. Bundan sonra iss OpenVPN GUI hem yerins yetirilesn
fayllari, hem adapterin yaradilmasini ve ya routing cadvelinin slavs
edilmesini problemsiz edscsk. Bir isi eds bilmeyscsk hansi ki, batch faylini
birbasa iss sala bilmeyscak.

indows: CryptoAPI yigiminin istifads edilmssi
OpenVPN-ds imkan var ki, gosulma i¢iin telsb edilsn public ve private acarlar:
CryptoAPI anbarinda saxlasin. Bu tshlikesizliyi xeyli artirir ona goére ki,
CryptoAPI anbari adi plaintext-de saxlanilan key ve crt fayllarindan xeyli
tohlikesizdir. Bu misalda biz OpenVPN-i els quracayiq ki, gosulma i¢iin telsb
edilsn melumatlari CryptoAPI-dsn alsin ki, servers normal gosula bilsin. Bu
testi Windows7 iizerinds edscayik.

ise hazirlasaq

2-ci basligda yaratdigimiz client ve server sertifikatlarini burda da
istifadse edscsyik. Bu misalda server masini FreeBSD9.2 x64 OpenVPN2.3-ds
olacag.Client masini ise Windows7 x64 OpenVPN2.3-de olacag. Server ig¢iin 2-ci
basligda server toarsf routing tc¢ln yaratdigimiz basic-udp-server.conf
qurasdirma faylindan istifads edscesyik:

Nece edsk...

1. Once biz client sertifikatini CryptoAPI anbarda saxlamaliyiqg. Qayda ilse
bunu elemsk ig¢ln biz 6ncs openvpnclient2.crt ve openvpnclient2.key
fayllaraini PKCS12 formatina convert elemsliyik. Windows masininizda
CLI-dan daxil olun ve hemin fayllar yerlssen UuUnvana daxil olun:
C:\Users\clientb>ed C:\Program Files\OpenVPN\config
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C:\Program Files\OpenVPN\config>..\bin\openssl pkcsl2 -export -in
openvpnclient2.crt -inkey openvpnclient2.key -out openvpnclient2.pl2
WARNING: can't open config file: /etc/ssl/openssl.cnf

Loading 'screen' into random state - done

Enter pass phrase for openvpnclient2.key:

Enter Export Password:

Verifying - Enter Export Password:

Sonra PKCS12 faylini Windows CryptoAPI anbarina import edak:
C:\Program Files\OpenVPN\config>start openvpnclient2.pl2

Sertifikatin importu lc¢lin kdmskc¢i ekrana gslsacak.

Birinci ve ikinci pencerslesrde Next dilymesins sixin. Sonra iss Export
password-da yazdiginiz sifreni daxil etmslisiniz:
P-C_ertiﬁcate Import Wiza u

Password

To maintain security, the private key was protected with a password. 1

Type the password for the private key.

Password:

[ Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[ Mark this key as exportable, This will allow you to back up or transport your
keys at a later time.

Indude all extended properties.

1 Learn more about protecting private keys

[ < Back ][ Mext = ] [ Cancel ]

Sgor siz Enable strong private key protection qutucugunu seg¢ssniz,
sertifikat fayli ve key fayli c¢ox glicli gorunacaqg ancaq, siz hsr dsfs
OpenVPN iss disdiikde sifresni daxil etmslisiniz.

Next diymesini sixin ve ndvbsti sashifede Automatically select the
certificate store based on the type of certificate susmaya gdrs olan
opsiyani sec¢in ve Next diymesini sonadek ardicil sixin. Sondaki
sehifeds Finish diymesini sixmagla artiqg sertifikatin import isini
bitirmis olacayiq:
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centia oo v .~
Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

c.—:_:;j’ You have specdified the following settings:

Automatically determined by t
Content PFEX

File Mame C:\Program Files\OpenVPMYyco

[ < Back ][ Finish ] [ Cancel ]

5. Windows7 masinda examplelO-5.ovpn adli client qurasdirma faylini
yaradin ve ic¢ine asadgidaki setirlsri slave edin:
client
proto udp
remote openvpnserver.example.com
port 1194

dev tun
nobind

ca "c:/program files/openvpn/config/ca.crt"
tls-auth "c:/program files/openvpn/config/ta.key" 1
cryptoapicert "SUBJ:OpenVPNClient2"

ns-cert-type server

6. Sonra serveri iss salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config basic-udp-
server.conf

7. Sonra client-i iss salin.

VPN gosulmasi rahat olmalidir ve gosulma ani client sifresi sizden
sorusulmali deyil. Sgsr CryptoAPI opsiyasi Enable strong private key
protection aktivdirss, onda uygun psncers ¢ixib sizden sifre istsyscsak.

Bu necs isleyir...

Windows-da olan OpenVPN program teminatinin imkani vardir ki, Windows
CryptoAPI-den sertifikat ve public acari aga bilsin. Sger gdsterilen
sertifikatin subject adi SUBJ: yada fingerprinti THUMB: acar sozls
gbstoarilibse bunu elemek mimkiin olacag. CryptoAPI anbardan sertifikat ve
private key fayli slds edildikden sonra iss VPN qurulma gosulur.
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Daha da strafli...
Windows CryptoAPI istifade edildikde bir necos Onemli ndégtslesr var:
CA sertifikat fayla
Miitleg yens deo CA sertifikat faylinin tam {invanini gdstermsk
lazimdir (asagidaki sstirdeki kimi) :
ca c:/program files/openvpn/config/ca.crt
Nozoriyyays osaslanaraqg CryptoAPI-den hemc¢inin CA sertifikatini-da almag olar
ancaqg, OpenVPN hslski bunu desteklemir.
Certificate fingerprint
Yerins istifade edilir:
cryptoapicert SUBJ:<subject name>
Hom¢inin asagidaki kimi teyin elemek mimkiindiir:
cryptoapicert THUMB:<fingerprint>
Thumprint yada fingerprint-i siz x509 sertifikatindan olde eds bilesrsiniz.
Bunu Windows sertifikat anbarindan OpenSSL omri ils slde edse bilersiniz:
C:\Program Files\OpenVPN\config>..\bin\openssl x509 -fingerprint -noout
-in openvpnclient2.crt
WARNING: can't open config file: /etc/ssl/openssl.cnf
SHA1
Fingerprint=7D:90:AE:AA:44:9A:10:8D:1F:90:E9:4B:57:9F:E7:33:CC:D3:BF:59
OpenVPN-in mail list suallarinda skser zaman DNS-1ls bagli sikaystlsnirlsr.
Client gosulmani etdikden sonra OpenVPN-den aldigi DNS hemise hemin anda da
islemir c¢ilinki, kohns DNS-lor hslsds client-in cache-inds durur. Bunu OpenVPN-
de ve birazda Windows DNS servisde kicik deyisiklikls hsll etmsk olar.
OpenVPN2.1.3-den baslayarag yeni direktiv yarandi register-dns. Bu direktivin
sayssinds OpenVPN hem Windows DNS cache-inds yenilsnme edir ve hsmds VPN IP
invanini Windows DNS ceadvelinds geydiyyata alir. Bu misalimizda biz VPN
gosulmasi yarandigdan sonra scriptin istifadesils Windows DNS cache-inds
yenilenms edscoayik. Bozi istifadeciler birdefslik DNS cache-lsnmeni
sondirliirlsr ancaq, bu davamiyystin glicini nisbeten alir.
ise hazirlasaq...
2-ci basligda yaratdigimiz client ve server sertifikatlarini burda da
istifads edsceayik. Bu misalda server masini FreeBSD9.2 x64 OpenVPN2.3-ds
olacag. Client masini iss Windows7 x64 OpenVPN2.3-de olacaq. Server icin
Linux: pull-resolv-conf istifadesi {iclin yaratdigimiz examplelO-2-server.conf
qurasdirma faylindan istifads edecsyik. Client li¢lin ise 2-ci basliqgda
‘ifconfig-pool’ blockunun istifadssi lg¢ln yaratdidimiz basic-udp-client.ovpn
faylindan istifads edscayik.
Nece edsk...
1. Serveri ise salaqg:
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root@siteA:/usr/local/etc/openvpn # openvpn --config examplelO-2-
server.conf

2. basic-udp-client.ovpn qurasdirma faylini examplelO-6.ovpn faylina
niisxslsayin ve examplelO-6.ovpn faylinin sonuna asagidaki sstiri slave
edak:

register-dns

3. OpenVPN client-i iss salin.
OpenVPN GUI status penceressi gdsterscek ki, Windows-in dnscache servisi
restart edildi (Asagidaki sokilde windowsXP-dir ancaqg Windows7-ds
servisloarin restart-i1i cixmadi) :

. OpenVPN Connection (example10-6) (- [B[X]

Current State: Connected

Thu Dec 16 030543 2010 OpertPN 2.1.4 iBB6-pe-mingw32 [S5L] [L202] [PE.CS511] built or
Thu Dec 16 030543 2010 MOTE: OpervPM 2.1 requires -scnpt-secunty 2° or higher to call 1
Thu Dec 16 0% 05:43 2010 Contral Channel Authentication: using ‘e /program files/openvpn,
Thu Dec 16 0%05:43 2010 UDPw4 link. lacal: [undef]

Thu Dec 16 0%05:43 2010 UDPw4 link. remote: 172.3000.1:11594

Thu Dec 16 03:05:43 2010 [opervphzerver]) Peer Connection |nitisted with 172.30.0.1:1194
Thu Dec 16 03:05:46 2010 TAPAWIN32 device [vprl] opened: W\ \Global{17825508-30CE
Thu Dec 16 03:05:46 2010 Set TAPWin32 TUN subnet mode networkJocal/netmask = 192
Thu Dec 16 03:05:46 2010 Notified TAPWin32 diiver ta set & DHCP IP/retmask of 192,168,
Thu Dec 16 03.05:46 2010 Succeszful ARF Flush on interface [131074] {17825508-30C8-4
Thu Dec 16 030551 2010 Initialization Sequence Completed

Thu Dec 16 0305:52 20010 C:AWINDOWS \eystem32vnet exe stop dnscache

Thu Dec 16 0305:53 20010 C:AWINDOWS \eystem32vnet exe stat dnscache

Thu Dec 16 030555 2010 C:\WINDOWShsystern324ipconfia. exe Aushdns

‘windows IP Configuration Successfully flushed the DNS Resobver Cache. Thu Dec 16 09:0¢
windows |P Configusabion Registration of the DNS rezource records for all adapters of this c

|

>
Dizconnect Reconnect Hide |

4. VPN gosulmasi ugurlu oldugdan sonra nslookup smri ilse VPN-den oalds
edilsn DNS-i yoxlayin.

Bu necs isleyir...
VPN gosulma udurlu oldugdan sonra, OpenVPN client programi DHCP paketlosrini
TAP-Win32 adapterins IP idinvan, default gateway ve diger sobeskeys aid olan
malumatlarla yollayir. DNS serverds onlarin ig¢inde olur. Mslumat clients
diizgiin ¢atir ancaq DNS cache servisi bu mslumatin hemin anda da ise diismesi
igln gesrar vermsk imkanina malik olmur. Slave elediyimiz register-dns
direktivi bu isi asagidaki smrlerls gdriir:

net stop dnscache

net start dnscache

ipconfig /flushdns

ipconfig /registerdns

DNS servisini sert olaraqg restart elediyimiz g¢ln DNS servisi yeni DNS
malumatlarini hemin anda da slds edir.

Daha da strafli...
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OpenVPN2.1.3-odok iss bu isi UP scripti ile gdrmek lazim idi. Client-in
qurasdirma faylina asadidaki sotirler slave edilirdi:

script-security 2 system

cd "c:\\program\ files\\openvpn\\config"

up "%windir%\\system32\\cmd.exe /c examplelO-6.bat"

Vo examplelO-6.bat bat faylinda asagidaki sstirlsr olacaqg:
@echo off
net stop dnscache
net start dnscache

indows: OpenVPN-in servis kimi ise dismssi
OpenVPN-in Windows versiyasina olan istiinliklsrinden biri des odur ki, onu
Windows servis kimi istifads elsmsk olur. Yeni ki, system galxdigda
istifadec¢i 0z masinina daxil olmadan VPN avtomatik olaraqg servisini iss salir

ve VPN gosulmasini da avtomatik olarag edir. OpenVPN 6z servisini susmaya
gors Windows-a ylkleyir ancag avtomatik iss salinmasi aktiv olmur.

Bu misalda biz OpenVPN GUI-ni istifade edersk 0z servisinin necs idars
edilmesini gbdstersceayik.

ise hazirlasaq

2-ci basligda yaratdigimiz client ve server sertifikatlarini burda da
istifade edesceayik. Bu misalda server masini FreeBSD9.2 x64 OpenVPN2.3-ds
olacag. Client masini iss Windows7 x64 OpenVPN2.3-ds olacaqg. Server ucin 2-ci
basliqgda server toarsf routing tc¢lin yaratdigimiz basic-udp-server.conf
qurasdirma faylindan istifads edscsyik. Client tg¢lin de hemcinin 2-ci basligda
yaratdigimiz basic-udp-client.ovpn qurasdirma faylindan istifade edsceayik.

Bunu nece edsk...
1. Serveri iss salaqg:
root@siteA:/usr/local/etc/openvpn # openvpn --config basic-udp-server.conf

2. OpenVPN GUI-ni ise salmazdan &énce Windows -> RUN -> regedit bdlmssins
kecin ve Windows Reestrinde HKEY LOCAL MACHINE\SOFTWARE\OpenVPN-GUI
hisssins kec¢in. Diggstls baxin vs bir yers geyd edin ki, config dir-ds
registry key C:\Program Files\OpenVPN\config-dir:
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@ Registry Editor

File Edit View Favorites Help

48 Computer
b | HKEY_CLASSES ROOT
b | HKEY_CURRENT_USER
s | HKEY_LOCAL MACHINE
>}y BCDO00000DO
[+~ |, HARDWARE
by SAM
| SECURITY
4| SOFTWARE
. ATl Technologies
. Classes
. Clients
. Intel
. Microsoft
. MozillaPlugins
|, ODBC
. OpenVPN
. OpenVPN-GUI
. Policies

-

v v v v v v v B

=

. RegisteredApplications
b1 Sonic

| TAP-Windows

[+ 1. ThinPrint

1 b Viware, Inc.

b1 Wowbd32Node

b L) SYSTEM

5| HKEV_USERS

b | HKEY_CURRENT_CONFIG

Name Type Data

ab] Default) REG 57 (value not sef)
ab)allow_edit REG_S5Z 1

3,"3 allow_password  REG_SZ 1

3,"3 allow_proxy REG_SZ 1
jﬂallow_service REG_SZ 1

f_ﬁ]conﬁg_dir REG_SZ C:\Program Files\OpenVPN\config

jﬂconﬁg_ext REG_SZ ovpn

jl']connectscript_t\‘.‘ REG_SZ 15

jﬂd\;connect_on_s.‘. REG_SZ 1

jﬂd\;connectscnpt.‘. REG_SZ 10

jﬂeditor REG_SZ C\Windows\notepad exe

jﬂexe_path REG_SZ C\Program Files\OpenVPN\bin\openvpn.exe
jﬂlog_append REG_SZ 0

jﬂlog_dir REG_SZ C\Program Files\OpenVPN\log

El']log_wewer REG_SZ C\Windows\notepad.exe 'E it Sting
jﬂpas;phrase_atte.‘. REG_SZ 3

jl']preconnectscr\p.‘. REG_5Z 10 Value name
) priority REG_SZ NORMAL_PRIORITY_CLASS Fonere
jl']service_on\y REG_SZ 0 E
B)show balloon  REG_5Z 1 VLR
jﬂshow_script_win‘.‘ REG_SZ 1
{[’sz\ent_connection REG_5Z 0

————

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\OpenVPN-GUI

3. allow_service-in

key-ni bir yers geyd edin ki, C:\Program Files\OpenVPN\log-dur.

4. Sonra HKEY LOCAL MACHINE\SOFTWARE\OpenVPN register {invanini yoxlanis
edin vs smin olun ki, config dir ve log_dir registry key-lsri once

OpenVPN GUI-ds

Q Registry Editor

oldugu kimidir:

File Edit View Favorites Help

registry key-ni 1 edin. Hemc¢inin log dir-in registry

478 Computer
1> 1. HKEY_CLASSES_ROQT
1>~ J4 HKEY_CURRENT_USER
4. HKEV_LOCAL_MACHINE
b1 BCDO00O000D
| HARDWARE
SAM
SECURITY
SOFTWARE
| ATITechnologies
| Classes
.. Clients
| Intel
)
)
)

v

b -

. Microsoft
. MezillaPlugins
. ODBC

v v v v v vvE

1. OpenVPN|
.. OpenVPN-GUI
[~ 1y Policies
| RegisteredApplications
1. Sonic
|} TAP-Windows
1>+ .. ThinPrint
[ L VMware, Inc.
I+ J. Wowb432Node
1> Jy SYSTEM
1>+ . HKEY_USERS
1>+ 1. HKEY_CURRENT_CONFIG

3

Name Type Data

38| (Default) REG_SZ C:\Pragram Files\OpenVPN

3,"] config_dir REG_SZ C\Pregram Files\OpenVPN\config

3,‘_'] config_ext REG_SZ ovpn

35| exe_path REG_SZ C:\Pragram Files\OpenVPN\bin\openvpn.exe
3,"] log_append REG_SZ 0

2b]og_dir REG_SZ CA\Program Files\OpenVPN\log

25 priority REG_SZ NORMAL_PRIORITV_CLASS

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\OpenVPN
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5. Sonra regisry editor-u baglayin.

6. basic-udp-client.ovpn qurasdirma faylini examplelO-7.ovpn qurasdirma
faylina nisxslsyin ve examplelO-7.ovpn qurasdirma faylinin icinds
asagidaki deyisiklikleri edin:

Asagidakilarai:

cert "c:/program files/openvpn/config/openvpnclient2.crt"

key "c:/program files/openvpn/config/openvpnclient2.key"

Doyisirik asagidaki satirlers:

cert "c:/program files/openvpn/config/openvpnclientl.crt"

key "c:/program files/openvpn/config/openvpnclientl.key"

Clinki, openvpnclient2-nin sertifikat sifresi mévcuddur ancaqg, bizs
lazimdir ki, servis avtomatik ise diisende sifro tolsb edilmesin. Ona
gbra do openvpnclientl-den istifads edscoayik.

7. Bitin .ovpn genislenmsli fayllari config govludundan basga yers kociirin
ki, OpenVPN servisi 1 sded qurasdirma fayli gdrsiin ve ona gosula
bilsin.

8. Sonra OpenVPN-i sevis kimi ise salin. Misyyen vaxtdan sonra hem client
ve hem de serverds jurnal fayllarina baxa bilsrsiniz ki, gosulma udurlu
olmusdur.

Connect

Disconnect

Show 5Status

View Log

Edit Config

Change Password

OpenVPN Service ]

Settings...

Exit

. um gy 14 PM
S EAO e
Bu necs isleyir...
Windows servisi istifade¢i sistems giris etmezden &ncse ise disiir. OpenVPN
servisi HKEY_ LOCAL MACHINE\SOFTWARE\OpenVPN\config dir registr iinvaninda olan
acarl axtaris edir.
Bu OpenVPN prosesini hemin govlugda olan hsr bir .ovpn genislenmeli fayl Ucin
ise salir. Her bir bu fayllar lcin ¢ixis asagidaki gdsterilsn registry key
govlugunda geyds alinir:
HKEY LOCAL MACHINE \SOFTWARE \OpenVPN\ log_dir
Burda jurnal faylin adi qurasdirma faylinin adi ils baslayir ve .log
genislenmesi ils bitir. Bu misalimiz Ulcin qurasdirma fayli C:\Program
Files\OpenVPN\config\examplelO-7.ovpn oldugu itcun jurnal fayli da C:\Program
Files\OpenVPN\log\examplel0-7.log olacaqg.
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Gérdiyumiz kimi, OpenVPN GUI Ucilin registry-s sadsce allow_service ucin 1
olave elomeskls OpenVPN GUI-ni servis kimi istifade eladik.

Daha da strafli...
OpenVPN servisi istifade eladikds bszi O6nsmli msgamlar var ki, biz nazers

almaliyiqg.

Avtomatik servis startup
OpenVPN-1 sistem startup-inda avtomatik iss salinmasi lc¢lin administrative
control panel olan Services-i acmag lazimdir. Control Panel| Administrative

Tools|

Services invaninda OpenVPN Service-nin
servisinin Startup type-ni Automatic edesiniz.

CrpenVPMN Service Properties (Local Computer)

dstiinds iki defs sixin ki,

e |

General | Log On I Recowveny I Dependenciesl

Service name: [openVP MService

Cligplay name: DpenWPM Service

Description:

Path to executable:
"C:“Program Files*OpenWVF N\bin“openvpnsery .exs""

Startup type: [.N_rtoma‘tic

Help me configure service startup options.

Service status: Started

ou can specify the start parameters that apphly when you start the service

from here.

Resume

| oK | [ canecel

] Apphy

OK diymesins sixin ve Services administrative control panel-i baglayin.

Windows-u reboot edin vs sonra yoxlayib ki,

OpenVPN Istifads¢i ada
OpenVPN prosesi iss disen kimi normal halda SYSTEM istifads¢i adindan

sistemds prosess yaranir.

VPN avtomatik gosulub ya yox.

Sokilde gdre bilsrik:
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S5 Windows Task Mana

File Options View Help
Applications | Processes | Services I Performance I Metworking I Users.
Image NaT'ne User Name Zis Memor... Description -
conhost.exe dientb oo 1,316 K Console window Host
Csrss.exe SYSTEM oa 1,330 K Client Server Runtime Process —
CSrss.exe SYSTEM oo 5,880 K Client Server Runtime Process
dilhost. exe SYSTEM oo 2,108 K COM Surrogate
dwm.exe dientb oo 5,276 K Desktop Window Manager
explorer.exe clientb oo 18,712 K Windows Explorer
lsass. exe SYSTEM oo 2,420 K Local Security Authority Process
Ism.exe SYSTEM oo 1,904 K Local Session Manager Service
msdtc.exe METWORK SERWICE 00 1,696 K Microsoft Distributed Transaction Coordinator Service
P openvpn.exe SYSTEM oo 1,012 K  OpenvPMN Dasmon E
openvpnserv.exe SYSTEM [ ]n] 453 K OpenvPN Service =
Searchindexer.exe SYSTEM oo 5,984 K Microsoft Windows Search Indexer
services. exe SYSTEM oo 2,848 K Services and Controller app
SMSS.exe SYSTEM [ ]n] 293 K Windows Session Manager
spoolsv.exe SYSTEM oo 2,790 K  Spooler SubSystem App
SpPPSWC.EXE METWORK SERVICE 0O 1,764 K  Microsoft Software Protection Platform Serwice
swchost.exe LOCAL SERVICE oo 4,188 K HostProcess for Windows Services
swchost.exe SYSTEM oa 1,920 K Host Process for Windows Services
swchost.exe MNETWORK SERVICE 00 2,212 K HostProcess for Windows Services | M
swchost.exe LOCAL SERVICE oo 5,780 K HostProcess for Windows Services
| swchost.exe SYSTEM oa 40,404 K Host Process for Windows Services I
swchost.exe SYSTEM oo 13,856 K HostProcess for windows Services
swchost.exe METWORK SERVICE 00 5,036 K HostProcess for Windows Services
swchost.exe LOCAL SERVICE oa 4,454 K Host Process for Windows Services
swchost.exe METWORK SERVICE 00 812K HostProcess for Windows Services
swchost.exe LOCAL SERVICE oo 795 K Host Process for Windows Services
swchost.exe LOCAL SERVICE oa 1,932 K HostProcess for Windows Services -
< | [ ] »
Show processes from all users
Processes: 41 CPU Usage: 2%% Physical Memorny: 31%

Bu halda qurasdirma fayllarinda bezi catismamazliglar yaranir. 9goar
cryptoapicert direktivi istifade edilirss onda sertifikat anbarinda olan
sertifikatlar SYSTEM hesabi adindan islemediyine gdres yetkilsrds problem
¢ixacaq. Bu halda sisteme import edilesn sertifikat User certificate tipi ils
yox LOCAL MACHINE kimi ylklenmelidir.

Hem¢inin baxin
» Once Oyrendiyimiz Windows: CryptoAPI anbarinin istifads edilmesi hansi
ki, Windows-da CryptoAPI anbarinin istifadesinin detallarini ag¢iglayair.

indows: PUBLIC ya da PRIVATE ssbsks kartlari

Window7 istifadesins baslayanda Microsfot sebsks kartlarinin klasslara
bélinmesinds yeni serait yaratdi. Sebsks kartlari PUBLIC vsya PRIVATE
aralidin tzvl ola bilerlsr. OpenVPN-in istifade edilmesinde bu klasin
secilmesindsn ehtiyatli olmag lazimdir. Susmaya gors OpenVPN-in TAP-Win32
adapteri PUBLIC ssbsksds yerlssdirilir ve problems ssbsb olur ki, Umumi fayl
resurslarindan istifade eds bilssiniz. Bu misalda biz gbdstsrscsyik ki, necs
sebosks tipini deyismekls VPN gosulma ilzsrindsen file sharing-s izin verilscsk.
Ancaq bu misalin OpenVPN-in 6zl ils demsk olar ki, hec bir slagesi yoxdur.

ise hazirlasaqg

2-ci basligda yaratdigimiz client ve server sertifikatlarini burda da
istifade edeceyik. Bu misalda server masini FreeBSD9.2 x64 OpenVPN2.3-ds
olacaqg. Client masini iss Windows7 x64 OpenVPN2.3-ds olacag. Server ucin 2-ci
basligda server toarsaf routing tc¢ln yaratdidimiz basic-udp-server.conf
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qurasdirma faylindan istifads edscesyik. Client tc¢lin de hemc¢inin 2-ci basligda
yaratdigimiz basic-udp-client.ovpn qurasdirma faylindan istifade edsceayik.
Necs edsk...

1. Serveri igs salaqg:
root@siteA:/usr/local/etc/openvpn # openvpn --config basic-udp-
server.conf

2. Windows7 masinda OpenVPN GUI programini maximal yetkilerls iss salin ve
clienti iss salin.

3. VPN gosulmasi udurlu oldugdan sonra Control Panel\All Control Panel
Items\Administrative Tools unvanindan Local Security Policy-ni sskilds
gorlindiylt kimi acgain:
= Local Security Palic C=t=2n X

File Action View Help

&= |E X =

B S?CU”W Settings MName Description
g —_2' Accaunt F‘?Imes 4 Account Policies Password and account leckout policies
g _% ]I'.;cac: PollcFl.es 1 with Ad g5 [ "4 Local Policies Auditing, user rights and security options polici...
’ % neows .|rewa ! ?.rzfnce B [ Windows Firewall with Advanced Security  Windows Firewall with Advanced Security

|| Network List Manager Policies . . . . ] -
= . . | Netwark List Manager Policies MNetwork name, icon and location group policies.
» || Public Key Policies - . ..
> || Software Restriction Policies % Public Key Polfules o
> || Application Control Policies J software Restriction Policies
s g IP Security Policies on Local Compute || Application Control Policies Application Control Policies
. [7] Advanced Audit Policy Configuration '@IP Security Policies on Local Computer Internet Protocol Security (IPsec) Administratic...
[] Advanced Audit Policy Configuration Advanced Audit Policy Configuration
< M »
L

4. Sonra Network List Manager Policies-o daxil olurug ve bizim TAP alstins
aid olan sobesks kartini sec¢irik. Yeni sskildse gbésterilen kimi,
Unidentified Networks-un istiinde iki defs mousun sol diymssini sixiriqg.

5. Acilan pencerads Location type olarag Private veo User permissions-da
User can change location secirik:
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eE=EETT B
File Action View Help
= | & | D = | ﬂ { Unidentified Networks Properties
i Security Settings
1= [ & Account Policies MNetwork Location
" _‘g Local Policies A network location identifies the type of network that a computer is a network issue or lack |
4 ;l Windows '_:i rewall with Adf"a_”ced 3 connected to and automatically sets the appropriate ﬁrewallp‘s;tﬁngs for e process of being ident]
|| Metwork List Manager Policies that location.
|| Public Key Policies
= || Software Restriction Policies .
:; [ Application Caontrol Policies L,?\‘Eton typﬁe d
&+ 3 IP Security Policies on Local Compuf Mot configure
= [T Advanced Audit Policy Configuratio ® Private
) Public
User permissions
) Mot configured
@) User can change location
) User cannot change location
[ Ok ] [ Cancel ] [ Apply ]
6. Sonda OK diiymesini sixiriqg ve blutin pencerslesri badglayiriqg.
Bu necs isleyir...
Windows7,8 masinlarinda sobsks tipinin fergli yetkileri mdvcuddur. Asagdi
soboake yetkilsrine malik olan sebesks tipi PUBLIC-dir hansi ki, programlarin
TCP/IP gosulmalarina izin verir ancaqg, PRIVATE sobskeslerinds olan resurslara
yetkiye izin vermir (Local DISK, printer ve.s). OpenVPN client ils eyni
sobokads olan resursu paylassaniz adi halda bu problems ¢evrilscsak. OpenVPN
saebosks kartinin tipini Private elemskls siz bu problem hsll etmis
olacagsiniz.
Hemg¢inin baxin
» Once hsll etdiyimiz misalda Windows7: yetkilsrin artirilmasi hansi ki,
OpenVPN GUI-nin artirilmis yetkilsrls iss salinmasinin detallarini
agciglayir.
indows: routing metodlarai
VPN server 6z clientins slave edilscsk route cadvelini yolladigda, iki isul
vardir ki, onlari client-in routing cedvelins olave edessiniz:
» IPAPI helper funksiyalarindan istifade elsmskls (susmaya gdrs)
» ROUTE.exe program1i istifade elsmskls
Oksor hallarda IPAPI metodlari sla isleyir ancaqg, beszi hallarda tslsbat onun
imkanlarini asir. Bu misalda onun islemesini gbéstersceyik ve client-in jurnal
faylinda hansi diizglin metodun sec¢ilmesini gdstersceyik
ise hazirlasaqg
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2-ci basligda yaratdigimiz client ve server sertifikatlarini burda da
istifade edoeceyik. Bu misalda server masini FreeBSD9.2 x64 OpenVPN2.3-ds
olacaqg. Client masini ise Windows7 x64 OpenVPN2.3-do olacag. Server Ucin 2-ci
basligda server toarsf routing tc¢lin yaratdigimiz basic-udp-server.conf
qurasdirma faylindan istifads edsceayik. Client tgtnde hemc¢inin 2-ci basligda
yaratdigimiz basic-udp-client.ovpn gqurasdirma faylindan istifads edscayik.
Necs edsk...
1. Serveri iss salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config basic-udp-server.conf

2. Client masinda basic-udp-client.ovpn qurasdirma faylini examplelO-
9.ovpn qurasdirma faylina niisxslsyin ve examplelO-9.ovpn faylinin
sonuna asagidaki setirlsri slave edin:

verb 5
route-method ipapi

3. OpenVPN client-i iss salin.

4. Vo VPN gosulmasi udurlu oldugdan sonra, VPN GUI-nin iistiinde Show status
diymesins sixib jurnallarin son sotirins baxin. Asadidaki sotir sizde
ds olmalidair:

Thu Mar 27 12:43:54 2014 C:\Windows\system32\route.exe ADD 10.198.0.0
MASK 255.255.0.0 192.168.200.1

Thu Mar 27 12:43:54 2014 ROUTE: CreatelpForwardEntry succeeded with
dwForwardMetricl=30 and dwForwardType=4

Thu Mar 27 12:43:54 2014 Route addition via IPAPI succeeded

Thu Mar 27 12:43:54 2014 Initialization Sequence Completed

Gordiyliniiz kimi route metod olaraq IPAPI istifads edilib ve Windows-un
route.exe omrine milracist edilmisdir.

5. Sonra iss client-in examplelO-9.ovpn faylinda deyisiklik edersk route
metod olarag exe sec¢in. Asagida kimi:

verb 5
route-method exe

6. OpenVPN clienti yeniden iss salin.

7. Qosulma bitdikden sonra jurnali yeniden yoxlayin. Artiqg gosulma tipi
olaraqg IPAPI cixmayacaq ve jurnallar asagidaki sskilde olacaqg:

Thu Mar 27 12:54:54 2014 C:\Windows\system32\route.exe ADD 10.198.0.0 MASK
255.255.0.0 192.168.200.1

Thu Mar 27 12:54:54 2014 env_block: add
PATH=C:\Windows\System32; C: \WINDOWS; C: \WINDOWS\System32\Wbem

Thu Mar 27 12:54:54 2014 Initialization Sequence Completed

Bu necs isleyir...

route-method direktivinin 3 opsiyasi vardir:

» adaptive: 11k olarag, IPAPI metoda miiracist edir. 8ger IPAPI-den sshv
cavab gayidarsa, route.exe-ys miracist edscsk.

280

www.opensource.az



OPEN
SOURCE
CLUB

» ipapi: Her bir halda routinglsrin cedvels slave edilmssi Uctn IPAPI
helper-den istifade edilir.
» exe: Hor bir halda external route.exe-den istifads edilir.

Oksar hallarda blutin istifadeg¢ilsr bildirirlsr ki, route-method tipi exe
olanda OpenVPN2.1l-de baslayaraqg problemsiz isleyir. Qeyd edin ki, eger
OpenVPN Windows-un route coadvelins route olave eds bilmirss, o gosulmani
kesmoyscak. Hal-hazirki OpenVPN GUI bunun sahv olmasini da bels gdstermir ve
her bir halda yasil rengds olacaqg.

Daha da strafli...
OpenVPN susmaya gdrs C:\WINDOWS\system32 {invaninda olan route.exe programina
miracist edir. B8gsr windows fargli govluga yiklenibse, win-sys direktivinden
istifade ede bilsrsiniz. win-sys direktivinin iki opsiyasi vardir:
» Deyok ki, Windows OS-un yiiklendiyi iinvan D:\Windows iinvanidir.
» Spesifik opsiya env sayssinde OpenVPN client mithit deyiseni istifads
edscak hansi ki, windir deyisgeni ils Window OS-un Unvanini teyin edir.
Bu mithit deyiseni adi halda istenilen Windows iizsrinds olur.
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BOLUM 11

Genislenmis qurasdirma

Bu basligda biz asagidakilari aciglayacayiqg:

» Qurasdirma fayllarinin qurasdirma fayllarina
include (slave) edilmesi
Multiple remote ve remote-random
ifconfig-pool-persist detallara
SOCKS proxy istifade edsrsk gosulma
HTTP proxy istifads edsrsk gosulma
authentifikasiyasi olan HTTP proxy 1ls gosulma
dyndns—-in istifads edilmesi

YV YV VY YVY

IP daha az olan qurluslar (1fconfig-noexec)

Giris

Bu basligda olan ilk ve novbeti misallar OpenVPN-in genislenmis
qurasdirmasini aciglayacaq. Bu baslig skser hallarda OpenVPN-ds goriinmsysn
qurasdirmalara ssaslanir. Bu basligda siz DYNDNS-in ve Proxy-nin istifade
edilmesi ils VPN-a gosulma qurasdirmalarini otrafli seskilds Oyresneceyik.
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Qurasdirma fayllarinin qurasdirma fayllarina include (slave) edilmssi

OpenVPN-in az taninmis imkanlarindan biride odur ki, bir qurasdirma faylinin
icine bir nec¢s slave qurasdirma fayllarini artirmaq olar. Bu daha c¢otin
OpenVPN serverin qurasdirilmasinda lazim olur hansi ki, eyni vaxtda bir necs
OpenVPN servisi isleyoscsk. Global gqurasdirma direktivleri bir faylda saxlana
bilsr ancaq, gosulma detallarini aciglayan qurasdirmalar hoeresi ayri-ayri
fayllarda saxlana biler. Bu misalda biz OpenVPN-i milxtslif

servislerds (instance) isleadecsyik. Eyni vaxtda UDP istifads edilmssi ig¢ln ve
TCP istifade edilmesi ig¢lin qurasdirilacaqg.

Ancaq nsazars alin ki, fargli OpenVPN instance-lar arasinda VPN IP aralidinin
sharing-ins izin verilmir.

ise hazirlasaq

2-ci basligda yaratdigimiz client ve server sertifikatlarini burda da
istifade edeceyik. Bu misalimizda da hemiss oldudu kimi, server masinimiz
FreeBSD9.2 x64 OpenVPN2.3-ds olacaqg.

Necs edsk...
1. examplell-l-common.conf adli Global qurasdirma faylini yaradaq ve ig¢ins
asagidaki sstirleri slave edsk:
dev tun

ca /usr/local/etc/openvpn/ca.crt

cert /usr/local/etc/openvpn/openvpnserver.crt
key /usr/local/etc/openvpn/openvpnserver.key
dh /usr/local/etc/openvpn/dh2048.pem

tls-auth /usr/local/etc/openvpn/ta.key 0

persist-key
persist-tun
keepalive 10 60

push "route 10.198.0.0 255.255.0.0"
topology subnet

user nobody
group nobody

daemon

Gordiyluniiz kimi, bu qurasdirma faylinda protocol tayin etms sstiri ve
ya server direktivi spesifikasiyasi yox idi.

2. UDP bazali gosulmalar i¢ln examplell-l-serverl.conf adli server
qurasdirma faylini yaradaqg:
config examplell-l-common.conf

proto udp
port 1194
server 192.168.100.0 255.255.255.0
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log-append /var/log/openvpn-udp.log

3. Hemc¢inin TCP bazali gosulmalar ltclin examplell-l-server2.conf adl:
server gqurasdirma faylini yaradaqg:
config examplell-1l-common.conf

proto tcp
port 443
server 192.168.200.0 255.255.255.0

log-append /var/log/openvpn-tcp.log

Gordiyumiiz kimi burda 443 (https) portu ona gdrs istifade edilmisdir ki,
bozi firewall-lar bu portu baglamir.

4. Hor iki serveri igs salaqg:
root@siteA:/usr/local/etc/openvpn # openvpn --config examplell-1-
serverl.conf
root@siteA:/usr/local/etc/openvpn # openvpn --config examplell-1-
server2.conf

/var/log/openvpn-tcp.log ve /var/log/openvpn-udp.log jurnal fayllarini
analiz edin ve omin olun ki, serverlsr heqgigeten de isleyirler.

Bu necs isleyir...

OpenVPN qurasdirma fayllari uygun olaraqg CLI-dan daxil edilsn opsiyalarla
eynidir. Yeni ki, siz CLI-dan —-config smri ils bir neg¢s ayri OpenVPN
prosesini iss saldiginiz kimi de, uydun olaraqg bir ne¢s OpenVPN qurasdirma
faylini birden islsads bilsrsiniz. Bu sizs ssrait yaradir ki, hsr kesss aid
olan Umumi qurasdirma direktivlerini ayrica faylda ve her spesifik VPN
istifadecisinse aid olan direktivleri ayri faylda saxlaya bilssiniz.
Gordiyliniiz kimi, server direktivi daha kic¢ik qurasdirma fayllarinda saxlana
bilsr ve sizin isinizi daha da rahatlasdirir. Bu sn c¢ox bdylk hscmli VPN
serverlor lclin istifads edilir.

OpenVPN-in oziniin midafis sistemi vardir ki, eyni qurasdirma faylini rekursiv
olarag oxumasin.

Multiple remote ve remote-rando

OpenVPN-in eyni zamanda avtomatik failover ve load-balancing-i destekleyir.
Yoni ki, ogsr bir OpenVPN servers gosulma kesilss, onda ndvbsti OpenVPN
server avtomatik olaraqg isleysceak. remote-random direktivi sayesinde iss
coxlu OpenVPN clienti, bir neg¢s OpenVPN server arasinda bodlisdirmsk {iclin
istifads edilir. Bu misalda biz 2 sdsd OpenVPN server qurasdiracaylqg vs sonra
remote-random direktivini istifade edecsyik ki, o iki serverden biri ils
hemiss islsys bilsin.

Qeyd edin ki, OpenVPN transparent kecidi destsklemir. Yeni bir server
iizerinds olan real islsk gosulmalari avtomatik rejimde digsrins migrasiya
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etmir. Transparent failoveri VPN gosulmasinda etmsk cox c¢otindir ona godrs ki,
tohliikesizlik sessiya acarlari bir serverden digerins miqrasiya edilmelidir.
Hal-hazirda bunu OpenVPN ils eleomek mimkin deyil.
ise hazirlasaq
Biz asadidaki sebsks gurulusundan istifade edecoayik:
GatelP-2.2.2.1
Client2ServerlP-2.2.2.10/24
Client2ServerGate-2.2,2.1
GatelP-1.1.1.1
GatelP-3.3.3.1
ServerlP-1,1.1.10/24
hreeBSD-Gat GatelP-1.1.1.1
VPNServerLAN
10.198.0.0116
SiteB OpenV )
OpenVPN-Server
_ SiteA
Client1ServerlP-3.3.3.10/24
s&
Co,
q%
¥
SiteC Client1
cat letc/hosts
1.1.1.10 openvpnserver] .example.com
22210 openvpnserver2.example.com

2-ci basligda yaratdigimiz client ve server sertifikatlarini burda da
istifade edeceyik. Bu misalimizda her iki server masini ve client masini Ucln
FreeBSD9.2 x64 OpenVPN2.3-ds olacaq. Her iki server masininda 2-ci basligda
yaratdigimiz basic-udp-server.conf qurasdirma faylindan istifade edsceayik.
Neco edsk...

1. Hor iki OpenVPN serverds NAT qurasdirmasini edsk. Her iki masinda
/etc/rc.conf faylina asadidaki sstirleri slave edsk ve sonra reboot
edsk ki, NAT iss diussin.
natd_enable="YES"
natd interface="em0"
firewall enable="YES"
firewall type="OPEN"

2. Her iki serveri iss salaq:
root@siteA:/usr/local/etc/openvpn # openvpn --config basic-udp-
server.conf
root@siteB:/usr/local/etc/openvpn # openvpn --config basic-udp-
server.conf
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Hor iki serverin jurnal fayllarini yoxlayin ki, vpn-in ugdurlu
olmasindan smin olun. Eyni qurasdirmani her iki serverds istifads eds
bilerik.
3. Sonra client masinda examplell-2-client.conf adli qurasdirma fayli
yaradib ic¢cins asadidaki sstirleri slave edsk:
client
proto udp
remote openvpnserverl.example.com 1194
remote openvpnserver2.example.com 1194
remote-random
dev tun
nobind
ca /usr/local/etc/openvpn/ca.crt
cert /usr/local/etc/openvpn/openvpnclientl.crt
key /usr/local/etc/openvpn/openvpnclientl.key
tls-auth /usr/local/etc/openvpn/ta.key 1
ns-cert-type server
Ancaqg client masinin /etc/hosts faylina asadidaki sstirleri slave
etmeyl unutmayin:
1.1.1.10 openvpnserverl.example.com
2.2.2.10 openvpnserver2.example.com
4., Sonra clienti ises salin:
root@siteC:/usr/local/etc/openvpn # openvpn --config examplell-2-
client.conf
OpenVPN client tesadiifi olarag secilen bir servers gosuldu. Qosulma
ugurlu oldugdan sonra is®s, jurnal faylinda ilk gosulmani beslli
etdiyiniz OpenVPN serverin prosesini dayandirin:
root@siteA:/usr/local/etc/openvpn # killall openvpn
Sonra gbzlsyin ilk timeout bitdikden sonra iss client ikinci servers
gosulacaq.
Bu necs isleyir...
OpenVPN client-i iss disdikden sonra, geyd edilmis remote-random iss dislUr ve
0z siyahisinda olan VPN serverlerdsn birini tesadifi seg¢ib gosulur. Sgsr bu
servers gosulma kssilerss o &6ziinds susmaya gdre teyin edilmis wvaxt
intervalindan sonra gosuldudu VPN serverden cavab almazsa, novbsti VPN
serverlerdsn birins gosulacaqg. Vaxt aralidini 2-ci basligda Server-torsf
routing-ds Orgendiyimiz keepalive opsiyasi ile teyin eds bilsrsiniz.
Daha da strafli...
OpenVPN-1 failover rejiminds qurasdirma edsrken bezi msgamlar var ki, onlari
burda aciglayiriqg.
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TCP vo UDP bazali qurulusun birge istifads edilmesi
Hom¢inin mimkiindiir ki, TCP ve UDP bazali qurulusun protocol tipini teyin
edesrak qurasdirasiniz:

remote openvpnserverl.example.com 1194 udp

remote openvpnserver2.example.com 1194 tcp

OpenVPN2.1l-dsn baslayaraq yeni imkan yarandi hansi ki, connection blocks
imkani yaradir. Novbsti basligda biz bunu detalli danisacayiq.

TCP bazali gosulmalarin uUstinliiklseri

TCP bazali gosulmanin bir Ustinliyld var ki, onu failover combinasiyasinda
istifade elemsk olur. Sgsr client gosulmus OpenVPN server-do problem
yaranarsa, adstsn TCP bazali gosulmalar hemin anda da ayrilir.

Bu ¢ox gisa timeout period yaradir hansi ki, bundan sonra OpenVPN client
yeniden gosulmada c¢alisir. UDP bazali gosulmalarda iss, client o geder do tez
anlaya bilmir ki, servers c¢atmag miimkiin deyil ve keepalive miiddetini
gbzlayir.

Avtomatik olaraqg ilk OpenVPN servers gayitma

OpenVPN-5 sksoar verilen suallardan biride o olur ki, OpenVPN client-in ilk
diisen OpenVPN servers avtomatik olaraq geriys gaytarmaq olarmi? Yeni OpenVPN
client ilk gosuldugu OpenVPN server dayandigdan sonra o avtomatik ikinci
OpenVPN servers kecgir. Hemc¢inin lazimdir ki, 1l-ci OpenVPN server normal islsk
voziyyete gotirildikden sonra da, OpenVPN client avtomatik olaraq ona gayidis
eds bilsin. Hal-hazirki vaxtda client-in yeniden 1l-ci servers gayidisi icin
2-ci serverin prosesini dayandirmaqg lazim olur. Biz bunu script ils eds
bilsrik ancaqg, o yens ds gosulma tipinden asilidir. Bu uzaq serverin UP
olmamasinin teyin edilmesi id¢in milsyysn vaxt alir. Client-lerin yeniden 1l-ci
servers gisa middetds gaytarilmasinin an yaxsi yolu 2-ci serverds management
interfeysin olmasidir ve 2-ci masinda olan client-lsrin hamisinin ssert olaraqg
ayrilmasi ile siz hamisini biitdv sskilds l-ciys gaytara bilersiniz.

Hem¢inin baxin
» Server-tsrsf routing-s hansi ki, OpenVPN gosulmasinin ssaslarini
aciglayair.
» 12-ci basliqg, connection block-larin istifads edilmesi hansi ki, tsk
client-de bir nec¢s OpenPVN serverin destsklsnmesini alternativ isulunu
gbsterir.

ifconfig-pool-persist detallara

OpenVPN gqurasdirmasinda on ¢ox garisigliga gotirib g¢ixaran opsiyalardan
biride ifconfig-pool-persist-dir. Bu direktivin sayesinds siz client-ler iglin
toyin edilmis IP Unvan siyahisini onceden tutursunuz ve client yenidsn
gosuldugda o once istifade etdiyi IP dnvani yenidsn de slds edsceak. Bu
istifadeg¢i idc¢ln static IP dnvan menimsstmek lc¢in 3 usuldan biridir. Digesr 2
isul iss asagidakilardir:

» client-connect scriptinde ifconfig-push istifads edilmssi

» client-configuration faylinda ifconfig-push istifads edilmesi
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Praktika gdsterir ki, OpenVPN qurulusu dizglin islemeyeonds ifconfig-pool-
persist faylin istifadesini sondiirmek daha dizglindir.

Bu misalda biz ifconfig-pool-persist-in istifadesini gdstersceyik ve orda
hansi telslsrin oldudunu ag¢iglayacayiq.

ise hazirlasaq
Asagidaki sebsks qurulusundan istifade edsceayik:

GatelP-2.2.2.1

Client1 ServerlP-2.2.2.10/24 GatelP-3.3.3 1 GatelP-1.1.1.1

Client1ServerGate-2.2.2.1

AreeBSD-Gate ServerlP-1.1.1.10/24

lient1 tund — 192.168.200.2 GatelP-1.1.1.1
P

PNServerLAN
10.198.0.0/16

VPNServer tun0 — 192.168.200.1/24

VPN
SiteB FreeBSD Client1

penVPN-Server
SiteA

Client2ServeriP-3.3.3.10/24
Client2ServeriP-3.3.3.1

fontZLAN- VARt
ClientZLAN-192.168.6.1/24 sitec ///

Client2IP-192.168.6.33/24 =
Client2Gate-192.168.6. I { Client2 tun0 — 192.168.200.3

2-ci basligda yaratdigimiz client ve server sertifikatlarini burda da
istifade edsceayik. Bu basligda server masini FreeBSD9.2 x64 OpenVPN2.3-ds
olacag ve qurasdirma fayli olarag 2-ci basligda yaratdigimiz basic-udp-
server.conf faylindan istifads edscsyik. Client masinin biri FreeBSD9.2 x64
OpenVPN2.3-ds ve qurasdirma fayli olaraq basic-udp-client.conf istifades
edilscsk. Client masinin digsri iss Windows7 x64 OpenVPN2.3-ds ve qurasdirma
fayli ise basic-udp-client.ovpn olacaqg.

Necs edsk...

1. Server icgin gqurasdirma fayli yaradaq. basic-udp-server.conf gqurasdirma
faylini examplell-3-server.conf faylina niisxelsysk ve examplell-3-
server.conf faylinin sonuna asagidaki sstiri slave edsk:

ifconfig-pool-persist /usr/local/etc/openvpn/ipp.txt

2. Sonra serveri ise salagqg:
root@siteA:/usr/local/etc/openvpn # openvpn --config examplell-3-
server.conf

Server ise diusen kimi, /usr/local/etc/openvpn/ipp.txt adli bos fayl

yaranacad.
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3. FreeBSD clienti iss salag(SiteB /etc/hosts faylinda 1.1.1.10
openvpnserver.example.com yazmadli unutmayin) :

root@siteB:/usr/local/etc/openvpn # openvpn --config basic-udp-
client.conf

Normalda, cliente server direktivi aralidinda teyin edilen IP-den ilk
miimkiin ola bilen IP 192.168.200.2 menimsoadilsacak.

4., Client ve serveri dayandirin ve serverds faylinin i¢ins baxin:
root@siteA:/usr/local/etc/openvpn # cat ipp.txt
openvpnclientl,192.168.200.2

5. Sonra OpenVPN serveri yeniden iss salin voe Windows7 clienti iss salin
ancaq, forqgli sertifikat ils (Misal iiciin: openvpnclient2) :

crcpcient [

basic-udp-client b Connect

exampleZ-9 b Disconnect
example3-1-client » Show Status

example3-2-clientl » bt

example3-2-client2 » Edit Config
Settings... Change Password

Exit

6. Artig misteriys 192.168.200.3 IP iinvani mesnimssdilscsk. Ancaqg,
ifconfig-pool-persist opsiyasi olmasaydi client-s ilk mdvcud olan IP
yoni 192.168.200.2 menimssdilscsakdi.

Bu necs islsyir...

OpenVPN server iss dliisends o, ilk Once ipp.txt faylini oxuyur ve calisir ki,
faylda tapdigdi sertifikatlara ssaslanaraq IP tnvani yeniden hemin client-s
menimsatsin. Belslikls har defs OpenVPN client yeniden gosuldugda o ipp.txt
faylinda onun sertifikatinin common name-ins aid olan IP invan taparsa,
yeniden hemin client-s eyni IP idnvani gaytaracad.

Qosulan ilk client ala bileceyi ilk IP invani serverden alir yeni
192.168.200.2. OpenVPN server dayandirildigdan sonra iss, client hagginda
olan informasiya ipp.txt faylina yazilir. Ikinci defe OpenVPN server 1iss
disdikds bu informasiya yeniden oxunur vs 192.168.200.2 IP invani oncoaki
openvpnclientl common name ils olan client ig¢ln rezerv edildi. Novbeti
openvpnclient2 common name ils gosulan client ise ndévbeti movcud olan
192.168.200.3 IP iinvani aldi. OpenVPN Server yeniden dayandirildigda ipp.txt
faylinda openvpnclient2 common name olan client hagginda da mslumatlar =lave
edildi. Bu o demekdir ki, artig OpenVPN serverimiz dayansa ve yeniden iss
dissede hemiss eyni olarag openvpnclienl {i¢iin 192.168.200.2 vs openvpnclient2
dglin iss 192.168.200.3 IP iinvani mesnimssadecsk. Ancaq c¢oxlu OpenVPN clientlsr
oldugu halda els hallar olur ki, hesr kess degig IP invanlar menimssdilmir.
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Oksor hallarda VPN IP {invani bitmeyends bu tip problemlser olmur. Tam teminat
iclin iss client-config-dir direktivinden istifads etssniz daha yaxsi olar.

Daha da strafli...
ifconfig-pool-persist direktivinin istifadesinds bezi megamlar vardir ki,
onlari mitleg nezers almaliyiqg.

Yenilsnms intervalinin teyin edilmesi

Biz vaxt intervali teyin elemadiyimiz i¢in ipp.txt fayli susmaya gdrs her

600 (10 dsqgq) saniyedsn bir o6zini yenilsyecsk. Bunu siz hem¢inin ipp.txt
faylinda gdrs bilersiniz ki, client tez milddetds c¢ixis eless ipp.txt faylinin
igcin yenilsnmeyscak. Bu ona gdrs ki, ilk yenilenmse milddeti sona c¢atmayib ya
da OpenVPN serverin prosesi 0zl he¢ dayanmayib.

Hom¢inin yenilenme miiddetinin intervalini O tesyin eds bilsrsiniz hansi ki,
ipp.txt faylinin hec¢ bir zaman yenilsnmemssini deyir. Bu ondan oteridir ki,
OpenVPN server iss disen kimi yalniz ipp.txt faylinda olan IP {nvanlarla
clientleri sert olarag geyds alsin ancaq, server ise diisdikden sonra bu fayl
he¢ bir zaman yenilenmeyocak.

Ehtiyat: duplicate-cn opsiyasindan gorunma

duplicate-cn opsiyasi ils eyni client sertifikatinin eyni anda bir nec¢s
yerden gosulmasina izin verir. OSgsr bu opsiya istifade edilirss, ifconfig-
pool-persist opsiyasi yararsiz olur ona gdrs ki, eyni sertifikat ils bir necgs
defs gosulma imkani olur. Bu halda hsr bir Common Name olan sertifikat fiic¢iin
forgli IP dnvan verilmesins gsrsak olur ve ipp.txt fayli yararsiz olur.

'topology net30' istifads edilsnds
Sgsr server opsiyasi olan topology net30 istifade edilirss(hansi ki, susmaya
gdrs OpenVPN2.0 uclindiir), ipp.txt faylinin formati biraz deyisir. net30
topologiyasi rejiminds hsr bir clients /30 ssbokssi msnimssdilir ve o da &z
novbssinds 4 IP Unvanin istifadse edilmesi anlamina gslir. Network address,
VPN serverin son ndgts Unvani, real VPN IP iinvani ve /30 ssbskssi lcln
broadcast iUnvan. Asagida ipp.txt faylini bunlarin ilk ikisi {g¢lin yazmisiqg:
openvpnclientl,192.168.200.4
openvpnclient2,192.168.200.8

SOCKS proxy istifade edsrak gosulma

Els hallar olur ki, client-i UDP trafik ils gosmag mimkin olmur c¢linki yolda
UDP trafiki kesen Firewall olur. Bu hallarda arada olan Proxy masinlar
sayasinds VPN-s gosulmada goarak olur. OpenVPN SOCKS ve HTTP proxy tiplsrins
gosulmani dsstskleyir. Bu gosulmalarin her ikisi TCP ils islsyir. Bu
misalimizda SOCKS proxy servers gosulmani ve ndvbetisini iss HTTP proxy
servers gosulmani ag¢iglayacayiq. Bu gosulmalarin her ikisids authentifikasiya
olmadan islesyir.

SOCKS proxy-ini c¢ox asan yolla istenilen SSH server olan serverin ilzsrinden
elemek olar. Messlen istenilsen LINUX/UNIX masinin Uzsrindsn elsmsk olar. Yeni
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hemcinin Windows Client masinin 6ziinden SSH client PUTTY ils gosulub SOCKS
proxy yarada bilerik. Yada ogsr client UNIX masin olarsa, onun {zsrinden
gosulub elemskds asan olacaqg.

ise hazirlasaq
Asagidaki sebsks gurulusundan istifade edescoayik:

FreeBSDClient
: 192.168.200.2 SOCKS Proxy

Gate for SiteB: 2.2.2.1 Gate for SiteA: 1.1.1.1

’
(4

Server-SideLAN: 10.198.0.0/24

SiteBIP: 2.2.2.10/24
SiteBGate: 2.2.2.1 VPN
SiteB FreeBSD Router

Ie. 4

iteAl 5113 .
SiteAGate SiteA

SiteAServer
tun0: 192.168.200.1

2-ci basligda yaratdigimiz client ve server sertifikatlarini burda da
istifadse edscsyik. Bu misalda server vs client masini FreeBSD9.2 x64
OpenVPN2.3-ds olacaq. Server iUcln 9-ci basligda TCP bazali gosulmalarin
tokmillesdirilmesi ii¢lin yaratdigimiz example9-7-server.conf qurasdirma
faylindan istifads edscsyik. Client li¢ciin de hem¢inin 2-ci basligda
yaratdigimiz basic-tcp-client.conf qurasdirma faylindan istifade edsceayik.
Client masinin /etc/hosts faylinda 1.1.1.10 openvpnserver.example.com
yazmagl unutmayin. Ancaqg yuxaridaki sskilds gdrdiuylinliz FreeBSD Router masinin
/etc/hosts faylina da miitlsq VPN serverin adini slave etmek lazimdir ciinki,
bizim halda FreeBSD server Socks proxy server olacag. Ysni client 0z
qurasdirmasinda remote direktivinde openvpnserver.example.com yazdidina gors
socks proxy server bu adi 6ziinde tanimasa yoénlendirms isini gdrmeyecsk.
FreeBSD Router masininin /etc/hosts faylina asadidaki sstiri slave edsk:

root@vpngate:~ # cat /etc/hosts

127.0.0.1 localhost

1.1.1.10 openvpnserver.example.com

Necs edsk...
1. Serveri iss salaqg:

root@siteA:/usr/local/etc/openvpn # openvpn --config example9-7-
server.conf

2. basic-tcp-client.conf qurasdirma faylini examplell-4-client.conf
qurasdirma faylina niisxelsyin ve examplell-4-client.conf faylin sonuna
asagidaki sotiri slavs edin:
socks-proxy 127.0.0.1 1080
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3. Client masinda SSH gosulmasi ils SOCKS proxy yaradaqg:
root@siteC:/usr/local/etc/openvpn # ssh -D 1080 3.3.3.1
4. Clientin diger terminal psncerssinde iss gosulmani edin:
root@siteC:/usr/local/etc/openvpn # openvpn --config examplell-4-
client.conf
Sat Mar 29 15:28:07 2014 OpenVPN 2.3.2 amd64-portbld-freebsd9.2 [SSL
(OpenSSL)] [LZO] [eurephia] [MH] [IPv6] built on Jan 12 2014
Sat Mar 29 15:28:07 2014 Control Channel Authentication: using
'/usr/local/etc/openvpn/ta.key' as a OpenVPN static key file
Sat Mar 29 15:28:07 2014 Attempting to establish TCP connection with
[AF _INET]127.0.0.1:1080 [nonblock]
Sat Mar 29 15:28:08 2014 TCP connection established with
[AF INET]127.0.0.1:1080
Sat Mar 29 15:28:08 2014 TCPv4 CLIENT link local: [undef]
Sat Mar 29 15:28:08 2014 TCPv4 CLIENT link remote:
[AF INET]127.0.0.1:1080
Sat Mar 29 15:28:08 2014 [openvpnserver] Peer Connection Initiated with
[AF INET]127.0.0.1:1080
Sat Mar 29 15:28:10 2014 TUN/TAP device /dev/tun0 opened
Sat Mar 29 15:28:10 2014 do_ifconfig, tt->ipv6=0, tt-
>did ifconfig ipvé6 setup=0
Sat Mar 29 15:28:10 2014 /sbin/ifconfig tunO 192.168.200.2
192.168.200.2 mtu 1500 netmask 255.255.255.0 up
add net 192.168.200.0: gateway 192.168.200.2
Sat Mar 29 15:28:10 2014 Initialization Sequence Completed
Gordiyumiiz kimi client ilk olarag 127.0.0.1 IP ve 1080-ci porta gosulur. Mehz
bundan sonra OpenVPN servers gosulma bas verir.
Bu necs isleyir...
SOCKS proxy server OpenVPN client ve OpenVPN server arasinda araligq gosulma
rolunu oynayir. 9kssr WEB browserlsrds SOCKS gosulmasini destekleyir. Client
onca SOCKS proxy servers gosulma edir ve sonra SOCKS proxy server izesrindsn
OpenVPN servers gosulma edir. 9gor bu gosulmaya SOCKS server izin verirss VPN
sessiya yaranacaqg.
Daha da strafli...
Proxy host-un VPN gosulmasinda istifads edilmssinden oncs bszi mesgamlar
vardir ki, biz diqggestse almaliyiqg.
Davamiyyst
Oksar hallarda proxy host-lara gosulmalarda ssbeks siiretinds gecikms olur.
Yoni sgsr bir necs proxy host iizerinden kec¢id edirsinizss, nezsrs alin ki,
sebskeniz xeyli kigils bilsr.
SSH uzsrindsn kegsn SOCKS proxy-lar Qeyd #1
OpenVPN gosulmasi Ugiin SOCKS proxy-nin qurulmasinda SSH ¢ox rahat alst ola
bilsr. OpenVPN server 06zl onsuzda sebekeni sifrslsyir. Ancag SOCKS proxy SSH
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izerinden olduduna gdrs de sobesks ilk defode SSH ils sifrslenir ve sonra
OpenVPN tersfinden sifrelenir. Bu tip gosulma davamiyysti asadi salir.
SSH iizerinden kegan SOCKS proxy-lar Qeyd #2
OpenVPN2.2-dsn baslayaraq SOCKS proxy gosulmasina hem¢inin authentificasiyada
o2lave edilib. SOCKS 6zl authentifikasiyada login ve sifreni acig soakilds
yollasa bels yens de tshliikesiz olacag c¢linki, SOCKS &6zU SSH tunel izsrinden
sifrelensrak kecgir.
Hem¢inin baxin

» Novbsti iki misalda HTTP proxy-nin istifads gaydalarai.
HTTP proxy istifads edsrsk gosulma
Bu misalimizda biz OpenVPN servers gosulmani HTTP proxy Uzsrinden edscayik.
Misalda istifads edsceyimiz HTTP proxy UNIX masinlarda skser istifads edilen
apache WEB serverin mod_proxy modulundan istifads edilecsk. Bu modulu CONNECT
miracistlerin gsbulu kimi de istifade ede bilerik. CONNECT metodlu gosulma
tipi tohliikesiz WEB server toalsb edir(ysni HTTPS) ve bu da OpenVPN serverdir.
Ogor CONNECT miiracistins izin verilmeyibse, onda OpenVPN gosulmasinda HTTP
proxy istifads edils bilmsyscak.
ise hazirlasaq
Asagidaki gsbsks gqurulusundan istifade edesceyik:

GatelP-2.2.2.1
Client1ServerlP-2.2.2.10/24
Client1ServerGate-2.2.2.1
GatelP-1.1.1.1
ServerlP-1.1.1.10/24
LAN and Proxy IP-192.168.6.1 ProxylP: 192.168.6.1 FreeBSD-Gate GatelP-1.1.1.1
ProxyPort: 8888 VPNServerLAN
10.198.0.0/16
—
VPNServer —192.168.200.1/24 | o
SiteB — Proxy Server ’///fy
e ’//*/‘[/Z/_/;; a OpenVPN-Server
_— SiteA
= yPN

Windows tun0 - 192.1168.200.2 /%//’

WindowsIP-192.168.6.33/24

WindowsGate-192.168.6.1
2-ci basligda yaratdigimiz client ve server sertifikatlarini burda da
istifads edsceayik. Bu misalda server masini FreeBSD9.2 x64 OpenVPN2.3-ds
olacag. Server Ucln 9-cu basligda TCP bazali gosulmalarin tekmillesdirilmesi
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iclin yaratdigimiz example9-7-server.conf qurasdirma faylindan istifade
edscoayik. Client masini iss Windows7 x64 OpenVPN2.3-ds olacaqg. Client {c¢iinds
9-cu basligda TCP bazali gosulmalarin tokmillesdirilmesi iiglin yaratdigimiz
example9-7.ovpn qurasdirma faylindan istifade edsceyik.

Proxy masinin /etc/hosts faylinda 1.1.1.10 openvpnserver .example.com
yazmadil unutmayin. Client masinin C:\Windows\System32\Drivers\etc\hosts
faylinda 1.1.1.10 openvpnserver.example.com yazmadi unutmayin.

Necs edsk...
1. Serveri iss salaqg:

root@siteA:/usr/local/etc/openvpn # openvpn --config example9-7-
server.conf

2. Client-in gateway-i olan FreeBSD masinda apache22-ds HTTP forward proxy
galdiraqg:

root@siteC:~ # cd /usr/ports/www/apache22
root@siteC:/usr/ports/www/apache22 # make config
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root@siteC:/usr/ports/www/apache22 # make -DBATCH install #
Yiklaysk
/usr/local/etc/apache22/httpd.conf faylina asadidaki sstirlsri
o2lave edirik:
Listen 192.168.6.1:8888
<VirtualHost *:8888>
ProxyRequests On
<Proxy *>
Order deny,allow
Deny from all
Allow from all
</Proxy>
ProxyVia Off
<IfModule mod_headers.c>
Header set P3P "policyref=\"/w3c/p3p.xml\",
CP=\"NOI DSP COR NID CUR ADM DEV OUR BUS\""
</IfModule>
AllowCONNECT 443 1129 1194 7934 8080 993 # Nezers
alin ki,
1194 slave
edilmisdir
</VirtualHost>
Startup-a olave edirik:
root@siteC:/usr/ports/www/apache22 # echo 'apache22 enable="YES"'
>> /etc/rc.conf
root@siteC:/usr/ports/www/apache22 # /usr/local/etc/rc.d/apache22
start # Iss saliriqg
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Client tc¢ln example9-7.ovpn qurasdirma faylini examplell-5.ovpn
qurasdirma faylina niisxelsyin ve examplell-5.ovpn faylinin sonuna

asagidaki sstirleri slave edin:

http-proxy 192.168.6.1 8888
verb 4

192.168.6.1 IP invani client masininin Gateway-dir ve biz apache22
proxy serveri orda galdirmisiqg. HTTP proxy server 8888 portunda

isleyir.

Client-1i ises salag:

basic-tcp-client 3

basic-udp-client 4

examplel0-4 4
examplel(-5 3
examplel(-6 3
examplel0-7 3
examplel0-2 4
examplell-5 »
example2-9 3
example3-1-client 3
example3-2-clientl 4
example3-2-client2 »
exampleb-1 3
exampleb-10 3

exampleb-2 4
exampleb-3 3
exampled-7 3

Settings...
Exit

Qosulma jurnalinda gdérmelisiniz ki,
proxy hostuna gosulur ve sonra HTTP

Connect

Disconnect

Show Status

View Log
Edit Config

Change Password

OpenVPN client ilk olarag HTTP

‘CONNECT’

OpenVPN servers gosulmaq {icin gdnderir:

www.opensource.az
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Curent State: Connected

Sat Mar 29 21:02:32 2014 Expected Remote Options hash (VER=VA4). 'c413e52"
Sat Mar 29 21:02:32 2014 Attempting to establish TCP connection with [AF_INET]152.168.6.1:4888
| [5at Mar 25 21:0232 2014 MANAGEMENT: 5STATE: 13861 12552, TCP_CONNECT.,,
Sat Mar 29 21:02:32 2014 TCP connection established wih [AF_INET]152.162.6.1:8888
Sat Mar 29 21:02:32 2014 Send to HTTF proxy: CONNECT 1.1.1.10:1 TREHTTP,
Sat Mar 29 21:02:32 2014 HTTP proxy retumed: 'HTTP/1.0 200 Connection Established"
Sat Mar 29 21:02:34 2014 TCPvd_CLIENT link local: [undef]
Sat Mar 29 21:02:34 2014 TCPv4_CLIENT link remote: [AF_INET]192.168.6.1:8888
Sat Mar 29 21:02:34 2014 MANAGEMENT: >STATE: 1396112554 WAIT,,,
Sat Mar 29 21:02:34 2014 MANAGEMENT: >STATE 1336112554 AUTH, .
Sat Mar 29 21:02:34 2014 TLS: Irtial packet from [AF_INET]132.168.6.1:0888, sid=34405291 d4dec64d
Sat Mar 29 21:02:4 2014 VERIFY OK: depth=1, C=NL, O=Cookbook, CN=Cookbook CA, emalAddress=openvpn-ca@atl az
Sat Mar 29 21:02:34 2014 VERIFY OK: nsCentType=SERVER
Sat Mar 29 21:02:34 2014 VERIFY OK: depth=0, C=NL, O=Cookbook, CN=opervpnserver, emailAddress=openvpn-ca@atl az
Sat Mar 29 21:02:34 2014 Data Channel Encrypt: Cipher ‘BF-CBC intialized with 128 bt key
Sat Mar 29 21:02:34 2014 Data Channel Encrypt: Using 160 bit message hash 'SHA1'for HMAC authertication
Sat Mar 29 21:02:34 2014 Data Channel Decrypt: Cipher BFCBC intialized with 128 bitkey
Sat Mar 29 21:02:34 2014 Data Channel Decrypt: Using 160 bit message hash 'SHAT for HMAC authentication
Sat Mar 29 21:02:34 2014 Control Channel: TLSw1, cipher TLSw1/55Lv3 DHE-RSA-AES256-5HA, 2048 bt RSA
Sat Mar 29 21:02:34 2014 [openvpnserver] Peer Connection Intiated with [AF_INET]192.168.6.1:8368
Sat Mar 29 21:02:36 2014 MANAGEMENT: »>STATE: 1396112556, GET_CONFIG, ,
Sat Mar 29 21:02:37 2014 SENT CONTROL [openvpnserver]: PUSH_REQUEST (datus=1)
Sat Mar 29 21:02:37 2014 PUSH: Received control message: PUSH_REPLY route-gateway 152.168.200.1 topology subnet ping 10 pingrestart 60 socket-flags TCP_NODELAY feonfiq 192.168.200.2 255.255.255 0"
Sat Mar 29 21:02:37 2014 OPTIONS IMPORT: timers and/or timeovts modfied
Sat Mar 29 21:02:37 2014 OPTIONS IMPORT: -socket-flags option modfied
Sat Mar 29 21:02:37 2014 OPTIONS IMPORT: ~fonfig/up options modfied
Sat Mar 29 21:02:37 2014 OPTIONS IMPORT: route-elated options modfied
Sat Mar 29 21:02:37 2014 do_ffcorfig, t-pvb=D, t-+did_fcorfig_invé_setup=0
Sat Mar 29 21:02:37 2014 MANAGEMENT: >STATE: 1396112557 ASSIGN_IP, 192.168.200.2
Sat Mar 29 21:02:37 2014 open_tun, t-3ipv6=0
Sat Mar 29 21:02:37 2014 TAP-WIN32 devics [Local Area Connection 2] opened: \\.\Global\{B835057D-F45343B3-A987-0T7ATARERADC  tap
Sat Mar 29 21:02:37 2014 TAP-Windows Driver Version 3.9
Sat Mar 29 21:02:37 2014 TAP-Windows MTU=1500
Sat Mar 29 21:02:37 2014 Set TAP-Windows TUN subnet mode networklocal/netmask: = 152.168.200.0/132.168.200.2/255.255.255.0 [SUCCEEDED)
Sat Mar 29 21:02:37 2014 Notfied TAP-Windows diiver to set a DHCP IP/netmask of 192.168.200.2/255,255.255.0 on irteface {B8350570-F453-48B3-A987-077TATAGERSDC] [DHCP-serv: 192.168.200.254,leasetime: 31536000]
Sat Mar 29 21:02:37 2014 Successful ARP Flush on interface [16] {B835D570-F453-48B3-A387-07TATAGERSDC)
Sat Mar 29 21:02:42 2014 TEST ROUTES: 0/0 succeeded len=[ ret=1 a=0 u/d=up
Sat Mar 29 210242 2014 Intialization Sequence Completed
Sat Mar 29 21:02:42 2014 MANAGEMENT: >STATE: 1396112562 CONNECTED SUCCESS,192.168.200.2192.168.6.1

l Disconnect ]l Reconnect ]

n

Sokilde gdrdilyliniiz kimi HTTP proxy server 200 cavab kodu gaytarmisdir
veo menasi OK demskdir. Yeni VPN udurla gosuldu.

Bu necs islsyir...

HTTP proxy host-u OpenVPN client ve serveri arasinda araliq bir yol rolu
oynayir. HTTP proxy serverlari bilitiin web browserlsr tersfinden qurasdirila
biler ve oksar korporativ sirketlerde yetkilerin qurasdirilmasi lgln istifade
edilir. Client 0z menssbins catmaqg lcin &6ncse HTTP proxy servers gosulur vs
onun lizerinden HTTP ‘CONNECT’ metodu istifads edsrsk &6z menssbins catir. 9g
HTTP proxy serverinin CONNECT miiracistins izin verirss, HTTP code 200
gayidacaq ve OpenVPN gosulmasi ugurlu olacaqg.

Daha da strafli...
HTTP proxy istifade ederken bezi megamlar vardir ki, onlardan &zumizl
gorumaliyiqg:

http-proxy options
HTTP proxy host-a gosulmada OpenVPN qurasdirilmasinda bezi opsiyalar var
hansi ki, asadida onlari agiglayiriqg:

>

>

http-proxy-timeout [n]: HTTP proxy host-una gosuldugda timeout-un [n]
saniyelerls teyin edilmesi. Susmaya gdrs olan menasi 5 saniyedir.
http-proxy-option AGENT [string]: HTTP proxy hostuna gosuldugda HTTP
agenti [string] teyin els. Boszli proxy-ler yalniz taninmis browserloars
gosulmada izin verir.

http-proxy-option VERSION 1.1: HTTP protocol versiyasini 1.1 tsyin
edin. Susmaya gérs HTTP/1.0 olur. OpenVPN2.l-deo HTTP/1.1 proxy-o
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gosulanda uydgun olmur ona gors ki, bezi browserlsr gosulmani gsbul
etmir. OpenVPN2.2-den sonra bu problem tamamilse hsll edilmisdir.

Firewall-dan keg¢id

Nozars alin ki, OpenVPN he¢ vaxt 6z trafikini firewall-dan gizlstmir vs bunun
he¢ bir menasida bels yoxdur c¢inki, hal-hazirki firewall-larin hamisi paketin
derinliyine geder analiz edib onun tipini heg¢ bir ¢etinlik c¢cokmeden teyin eds
bilirlser. Vs teyinat oldugdan sonra iss OpenVPN-i baglamaq hec¢ds problem
yaratmayacaq.

Davamlilaiqg
SOCKS proxy-de oldudu kimi eynilede HTTP proxy-de hoemc¢inin davamlidin asadi
diismesine ssbeb ola bilesr.

Hem¢inin baxin
» Bundan &ncski misal SOCKS proxy ve ndvbeti olan HTTP proxy
authentifikasiya ils.

Authentifikasiya olan HTTP proxy ils gosulma

Oncoki misalimizda OpenVPN servers adi HTTP proxy ilizerindsn gosuldudumuz
kimi, indide eyni HTTP proxy server izerinden gosulacayiq. Sadscs bu HTTP
proxy-de bizden giris lg¢ln istifadec¢i adi ve sifre telsb edilscsak(Ysni
authentifikasivya) .

Bu misalimizda da HTTP proxy olarag UNIX/Linux bazali olan, mod proxy modulu
ile apache22 httpd serverdsn istifade edecsyik. Authentifikasiya metodu
olaraq Basic istifades edscayik.

ise hazirlasaq

2-ci basligda yaratdigimiz client ve server sertifikatlarini burdada istifade
edecayik. Bu misalda server masini FreeBSD9.2 x64 OpenVPN2.3-ds olacaq.
Server {icin 9-cu basligda TCP bazali gosulmalarin toskmillssdirilmesi {icln
yaratdigimiz example9-7-server.conf qurasdirma faylindan istifads edecsyik.
Client masini iss Windows7 x64 OpenVPN2.3-ds olacag. Client ig¢linds 9-cu
basligda TCP bazali gosulmalarin tekmillesdirilmesi ic¢in yaratdigimiz
example9-7.ovpn qurasdirma faylindan istifads edscsyik.

Proxy masinin /etc/hosts faylinda 1.1.1.10 openvpnserver .example.com
yazmadil unutmayin. Client masinin C:\Windows\System32\Drivers\etc\hosts
faylinda 1.1.1.10 openvpnserver.example.com yazmadi unutmayin.

Necos edsk...
1. Serveri iss salin:

root@siteA:/usr/local/etc/openvpn # openvpn --config example9-7-
server.conf
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Basic authentifikasiya metodunun destsklsyen HTTP proxy server gurun.
Oncski misalimizda oldudu kimi, apache22-ni mod_proxy ve digsr
modullarla birgs kompilyasiya edib sisteme yikleyin ve sonra asagidaki
qurasdirmalari /usr/local/etc/apache22/httpd.conf faylina slavs edin:
<VirtualHost *:8888>
ProxyRequests On
ProxyVia On
KeepAlive On
<Proxy *>
Order deny,allow
Deny from all
Allow from all
Require user openvpn # Mitleg telsb edilsn
istifadec¢ci openvpn-dir
AuthType Basic
AuthName "Password Required"
AuthUserFile /usr/local/etc/apache22/vpnpass-file
</Proxy>
<IfModule mod headers.c>
Header set P3P "policyref=\"/w3c/p3p.xml\", CP=\"NOI DSP
COR NID CUR ADM DEV OUR BUS\""
</IfModule>
AllowCONNECT 443 1129 1194 7934 8080 993
</VirtualHost>
openvpn adli yeni istifadecini yaradag ve login/parol bazasi olaraqg
/usr/local/etc/apache22/vpnpass-file faylindan istifads edsk.
root@siteC:/usr/ports/www/apache22 # htpasswd -c
/usr/local/etc/apache22/vpnpass-file openvpn
New password: $ifreni_yazaq
Re-type new password: $ifreni_tekrar_ yazaq
OpenVPN GUI-ni qurasdiraq ki, HTTP proxy-ni destsklssin: OpenVPN GUI-
nin idstiinde sad diymeni sixin ve Settings-s daxil olun. Qurasdirmani
asagidaki sskilde oldudu kimi edin:
’ OpenWPMN - Settings_‘} ‘ ﬁ
Prosgy |GE.-1-|E:1E|I I About |
1 Use OpenWPM Corfigfile Settings
) Use System Proog Settings
@ Manual Corfiguration I
@ HTTP Prosxy () SOCKS Prosgy
Address: 192.168.6.1 Port: 2388
[ oK | | cancel |
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4. Artig OpenVPN GUI ils example9-7.ovpn qurasdirmasi ils OpenVPN servers

gosulmaga calisin:

9gor her seyi diizglin qurasdirmisigsa,
kimi, size login/password sohifesi ¢ixacaq:

Istifadsci adi ve sifreni
OpenVPN servers gosulmada izin verscsak.

basic-tcp-client
basic-udp-client
exampleld-4
exampleld-5
exampleld-6
exampleld-7
examplel(-9
examplell-5
example2-9
example3-1-client
example3-2-clientl
example3-2-client2
exampled-1
exampleb-10
exampleb-2
exampled-3

¥ ¥ ¥ Y Y ¥ Y ¥ Y VY ¥YIY YT YT Y YT

exampled-7

Settings...
Exit

Connect
Disconnect

Show Status

View Log
Edit Config

Change Password

CpenVPN - Proxy Authentication

asagidaki sokilde gdsterildiyi

Usemame: |

Password:

0K

sokildski kimi ugurlu olacagqg:

www.opensource.az

diizglin daxil etseniz HTTP proxy server sizs
Sonda da gosulma asagidaki
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Curent State: Connected

Sat Mar 29 23:15:34 2014 Send to HTTF prowy: CONNECT openvpnserver example.com: 1134 HTTPA I o
Sat Mar 29 23:15:34 2014 Attempting Basic Proxy-futhorization

Sat Mar 29 23:15:34 2014 HTTP proxy retumed: ‘HTTP/1.0 200 Connection Established"

Sat Mar 29 23:15:36 2014 TCPvd_CLIENT link local: [undef]

Sat Mar 29 23:15:36 2014 TCPv4_CLIENT link remate: [AF_INET]192.168.6.1:8888

Sat Mar 29 23:15:36 2014 MANAGEMENT: >STATE: 1386120536 WAIT,,,

Sat Mar 29 23:15:36 2014 MANAGEMENT: >STATE: 1396120536 AUTH..,

Sat Mar 29 23:15:36 2014 TLS: Initial packet from [AF_INET]152.168 6.1:6888, sid=B655875 ddfcease

Sat Mar 29 23:15:36 2014 VERIFY OK: depth=1, C=NL, O=Cookbook, CN=Coolhook CA, emailAddress=openvpn-ca @atl az

Sat Mar 23 23:15:36 2014 VERIFY OK: nsCertType=SERVER

Sat Mar 29 23:15:36 2014 VERIFY OK: depth=0, C=NL, O=Cookbook, CN=openvpnserver, emailAddress=openvpn-ca @atl az

Sat Mar 29 23:15:37 2014 Data Channel Encrypt: Cipher BF-CBC initialized with 128 bit key

Szt Mar 29 23:15:37 2014 Data Channel Encrypt: Using 160 bit message hash 'SHAT for HMAC authentication

Sat Mar 29 23:15:37 2014 Data Channel Decrypt: Cipher BF-CBC intiglized with 128 bit key

Sat Mar 29 23:15:37 2014 Data Channel Decrypt: Using 160 bit message hash "SHAT'for HWAC authertication

Sat Mar 29 23:15:37 2014 Control Channel: TLSv1, cipher TLSv1/55Lv3 DHE-RSA-AES256-SHA, 2048 bit RSA

Sat Mar 29 23:15:37 2014 Jopenvpnserver] Peer Connection Initiated with [AF_INET]192.168.6.1:3888

Sat Mar 29 23:15:38 2014 MANAGEMENT: =STATE 1336120538 GET_CONFIG, ,

Sat Mar 29 23:15:38 2014 SENT CONTROL [openvpnserver]: PLUSH_REQUEST fstatus=1)

Sat Mar 29 23:15:39 2014 PUSH: Received control message: PUSH_REPLY route-gateway 132.168.200.1 fopology subnet ping 10,pingestart 60 socket{lags TCP_NODELAY fconfig 192,168 200.2 255.255.255.0°

Sat Mar 29 23:15:39 2014 OPTIONS IMPORT: timers and/or timeouts modfied

Sat Mar 29 23:15:39 2014 OPTIONS IMPORT: ~socket{lags option modffied

Sat Mar 29 23:15:39 2014 OPTIONS IMPORT: -fconfig/up options modfied

Sat Mar 29 23:15:39 2014 OPTIONS IMPORT: route felated options modiied

Sat Mar 29 23:15:39 2014 do_ifcarfig, t-»pvb=], t->did_fcorfig_ipvé_setup=0

Sat Mar 29 23:15:39 2014 MANAGEMENT: »STATE: 1396120539 ASSIGN_IP,,192.168.200.2,

Sat Mar 29 23:15:39 2014 open_tun, #t-5ipv6=l

Sat Mar 29 23:15:39 2014 TAP-WIN32 device [Local Area Connection 2] openad: \\.\Global\{B3350570-F453-4383-A987-077ATARERSDC  ap

Szt Mar 29 23:15:39 2014 TAP-Windows Driver Version 9.9

Sat Mar 29 23:15:39 2014 TAP-Windows MTU=1500

Sat Mar 29 23:15:39 2014 Sgt TAP-Windows TUN subnet mode network/local/netmask = 132.168.200.0/192.168.200.2/255.255.255.0 [SUCCEEDED]

Sat Mar 29 23:15:39 2014 Netfied TAP-Windows driverto set @ DHCP IP/netmask of 192.168 200 2/255.255.255.0 on inteface {B8350570-F453-48B3-A987-077ATABESSDC) [DHCP-srv: 192.168.200.254, lease ime: 31536000] E
Sat Mar 29 23:15:39 2014 Successful ARP Flush on interface [16] {B8350570-F453-48B3-A987-077ATAGERSDCY
Sat Mar 29 23:15:44 2014 TEST ROUTES: 0/0 succeeded len=0 ret=1 a=0 u/d=up

Sat Mar 29 23:15:44 2014 Initialization Sequence Completed

Sat Mar 29 23:15:44 2014 MANAGEMENT: =STATE:1386120544 CONNECTED SUCCESS, 192.168.200.2,132.168.6.1

’ Disconnect ] i Reconnect l

Client qurasdirmasinda verb 4 rejimds gosulsaniz yuxarida jurnalda
gorduytimiiz kimi, OpenVPN client HTTP Proxy servers Basic Proxy-
Authentication rejiminds gosulmada c¢alisir. Sgosr authentifikasivya
ugurlu olarsa, HTTP proxy server yetki verir ki, OpenVPN servers
gosulma davam etsin.

Bu necs isleyir...

Bu misalimiz eynile oncede oldudu kimi, HTTP Proxy Uzesrinden Basic
Authentication ils gosulmada calisir. OpenVPN GUI-ds HTTP proxy settings-deo
istifadeci adi ve sifrs qurasdirilir. Nezsrs alin ki, bu misalimizda
qurasdirma faylinda hec¢ bir deyisikliys ehtiyac yoxdur cilinki, bu isi
qurasdirmanin sveazins OpenVPN GUI edscsk. UJurlu geydiyyatdan sonra, client
HTTP ‘CONNECT’ miracistini Servers yollayir. Bu hisss artiqg adi TCP bazali
gosulma ils eynidir.

Daha da strafli...
OpenVPN clienti gosulma tsulu olarag HTTP Proxy istifade etdikds, coxlu
authentifikasiya metodundan istifads eds bilir.

NTLM Proxy authorization
OpenVPN hemg¢inin HTTP proxy Uzsrindsen NTLM authentifikasiya metodunu da
desteakleyir (NTLM - NT Lan Manager). Bu authentifikasiya metodu Microsoft
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Windows istifadeci bazasi ile islemsk lciin istifadse edilir. Ancag OpenVPN
NTLM ile misyyen limitle isleyir. Diizgiin NTLMSSP mesajlarini yollaya bilmir
ve mahdud proxy serverlsrls isleye bilir. Bu proxy-nin islemesi {iclin
asagidaki sstirlerden birini istifade edilsn NTLM versiyasindan asili olaraq,
qurasdirma fayliniza olave etmeniz yetsar:

http-proxy proxyhost proxyport stdin ntlm

http-proxy proxyhost proxyport stdin ntlm2

stdin olan yer iss OpenVPN-o basa salir ki, istifadec¢i adi ve sifreni cli-a
cap els. Bu tip authorization metodu Windows OpenVPN GUI ils yaxsi islemir.

OpenVPN2.2-den baslayaraq yeni imkanlar

OpenVPN2.2-don baslayaraq HTTP digest authentifikasiya metodu destsklenmoys
basladi hansi ki, ag¢igq sokilde geden plain-text metoddan daha tshlikesizdir.
Hom¢inin http-proxy authentifikasiya ii¢iin auto-nct adli yeni opsiya yaratdi
ki, zoif olan authentifikasiya metodunu 6zt baglaya bilsin.

Hem¢inin baxin
» Bu basligda olan 6nceki misala harda ki, HTTP proxy hec¢ bir
authentifikasiyasiz gosulurdu.

DynDNS-in istifads edilmesi

Bozi hallar olur ki, OpenVPN dinamik IP idinvani istifads elemsk
mocburiyystinds galir. Bu o demskdir ki, OpenVPN client hesr defs foargli IP
iinvana gosulmali olur c¢linki, her defe serverin IP invani deyisir. Bu o halda
ola biler ki, OpenVPN server Internets ADSL ils gosulur. Bu basligda biz sizs
OpenVPN {icin Dynamic DNS adinin nece qurasdirilmasini ve client-in necs
Dynamic DNS adindan istifade edilmesi i¢lin qurasdirilmasini gdstersceayik.
Dinamik DNS provider kimi, dyndns.org istifade ede bilersiniz.

ise hazirlasaq

2-ci basligda yaratdigimiz client ve server sertifikatlarini burda da
istifade edsceyik. Bu misalda server masini FreeBSD9.2 x64 OpenVPN2.3-ds
olacag.Client masini iss Windows7 x64 OpenVPN2.3-ds olacag. Server ic¢lin 2-ci
basligda server toarsf routing tc¢lin yaratdigimiz basic-udp-server.conf
qurasdirma faylindan istifads edscsyik. Client tc¢tnde hemcinin 2-ci basligda
yaratdigimiz basic-udp-client.ovpn qurasdirma faylindan istifade edsceayik.

Necs edsk...

1. dyndns.org linvaninda geydiyyatdan kec¢cin ki, dinamik dns istifads eds
bilssiniz.

2. Hansisa bir hostname ils hal-hazirki VPN serverinizin IP-sini
geydiyyata salin. Misal ic¢iin openvpn.dyndns.org

3. DNS adi openvpn.dyndns.org yoxlayin ki, hegigeten de sizin teyin
etdiyiniz IP #nvan gayidirmai:
host openvpn.dyndns.org
openvpn.dyndns.org has address 1.1.1.10
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ddclient alstini istifads edin ki, dyndns.org-a IP invani tez-tez vs
asan yenileys bilsin. Bunun {c¢iin ddclient.conf faylindan istifads
edscasyik. Once FreeBSD masina paketi yiiklsysk:
root@siteC:/usr/ports/www/apache22 # cd ‘whereis ddclient | awk '{
print $2 }'°

root@siteC:/usr/ports/dns/ddclient # make config # Lazimi

modullari secirik
ddclient—3.8.2 1
199999g9999999999999999999999999999999999999999999999999999999999999d

X E 5L protocol support
m

L

[ (o (is (s U o U o o o e i V' i i i i e o i oo o (i (i i i i s i ' U i M e i e i o o oV o U (s U s U o

root@siteC:/usr/ports/dns/ddclient # make install
root@siteC:/usr/ports/dns/ddclient # cp
/usr/local/etc/ddclient.conf.sample /usr/local/etc/ddclient.conf

/usr/local/etc/ddclient.conf faylini asadidaki sskilds qurasdiragqg:
daemon=0

syslog=yes

mail-failure=root

pid=/var/run/ddclient/ddclient.pid

ssl=yes

use=web, web=checkip.dyndns.org/, web-skip='IP Address'
login=dyndns-username

password=dyndns-password

server=members.dyndns.org, \

protocol=dyndns2 \

openvpn.dyndns.org

Startupa slave edsk ve iss salaqg:

root@siteC:/usr/ports/dns/ddclient # echo 'ddclient_enable="YES"' >>
/etc/rc.conf

root@siteC:/usr/ports/dns/ddclient # /usr/local/etc/rc.d/ddclient start

Serveri iss salaqg:
root@siteA:/usr/local/etc/openvpn # openvpn --config basic-udp-
server.conf

Sonra iss client i¢in basic-udp-client.ovpn qurasdirma faylini
examplell-7.ovpn adli fayla niisxelsyin ve examplell-7.ovpn faylinda
asagidaki deyisikliklsri edin:

Asagidaki setiri:

remote openvpnserver.example.com

Bu setirlsrs deyisin:
remote openvpn.dyndns.org

resolv-retry 300

Client-i iss salin:
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basic-tcp-client
basic-udp-client
examplel0-4
examplel0-5
examplel0-&
exampleld-7
examplel0-2
examplell-5
examplell-7 Connect
example2-9 Disconnect
example3-1-client Show Status

example3-2-clientl View Log

example3-2-client2 Edit Config

examplet-1
exampleG-10
exampleb-2

Change Password

¥ ¥ ¥ ¥ ¥ Y Y Y¥YY YT Y¥YYYTYTY¥YY¥YYYT

examplet-3
exampled-7
Settings...
Exit

OpenVPN client openvpn.dyndns.org adini hal-hazirki IP {invana resolve
edacsk ve OpenVPN serveri tapacaqg.

7. openvpn.dyndns.org iiciin yeni IP Unvani ya WEB intefeys ils ya da
ddclient alsti ils edin:
root@siteC:/usr/ports/dns/ddclient # ddclient --verbose

8. Sonra openvpn.dyndns.org adinin yeni IP dnvanla resolv olmasini
yoxlayin.

9. OpenVPN serveri eyni qurasdirma ils yeniden iss salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config basic-udp-
server.conf

10. Sonra original OpenVPN serveri dayandirin. Misyyen vaxtdan sonra
OpenVPN client dayanacag ve yeniden yeni adi resolve edscsk. Yeni
openvpn.dyndns.org adi ysni yeni IP ils taninacaqg. Ardinca ils yeniden
gosulmag olacaqg.

Bu necs isleyir...

dyndns servisi istifadec¢iye izin verir ki, pulsuz olaraqg dns adini geydiyyata
ala bilsin. Bu dns adi seg¢diyimiz IP-ys resolve edilscek ancaqg, DNS iicin
TTL(Time-To-Live) flag ¢ox gisadir. Bu o demskdir ki, tesyin edilen DNS adina
yazilmis IP invan dunyada yalniz ¢ox dgisa middet ic¢iin yayimlanacag. Bu ona
gbre yaxsidir ki, sogsor IP dnvan desyissrss, DNS adinin resolve edilmeside tez
bas verir.

ddclient alstinin istifadesi ils, DNS adinin teyin edilmis host ig¢in yeni IP
invana menimsadilir. ddclient-i --verbose rejimds iss salin ki, dyndns web
servis haqginda sshvleri /var/log/messages uUnvaninda gdrs bilssiniz.
OpenVPN client teresfde biz slave direktiv yazdiqg:

resolv-retry 300

Bu ondan otridir ki, OpenVPN client calisir ki, remote direktivinde tapdigdi
DNS adini 300 saniyslik resolve elssin. 9gosr bu direktiv slave edilmezss,
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onda dns adinin yeniden yoxlanilma cohdi he¢ bir zaman olmayacag. Bu o
demskdir ki, bu halda dyndns hostname-i hec¢ resolve edilmeys bilsr ve bu
halda client dayanacaqg.

Daha da strafli...

dyndns istifadessils OpenVPN serverin dynamic IP dnvanla islemesinin
imkanlarini genisladirik. Ancaqg bu isin tamda avtomatlasdirilmasi menasi
demsk deyil. Linux masinlarda bu he¢ NetworkManager ils inteqgrasiya
edilmeyib.

Failover

Yadda saxlayin ki, hstta dnydns servisin 0z olsa da bels, OpenVPN client
yens de restart edilmslidir ki, servers yeniden gosulma eds bilsin. Hem¢inin
yadda saxlayin ki, OpenVPN hslski transparent failoveri destsklesmir. Yeni ki,
movcud olan gosulmalari bir serverden digerine migrasiya eds bilmir. Biz buna
movcud basligin Multiple remotes & remote-random misallarinda baxmisdiqg.

NetworkManager ve 'ddclient'

Linux Utc¢ln olan NetworkManagerin yeni versiyalarinda ddclient i¢iin dispatcher
plugini var. Bu plugin ssbsks karti yeni IP dnvan alan kimi iss disir. Bu
plugin dyndns geydiyyatinin yenilenmesi {icin qurasdirila bilsr. Bu o demskdir
ki, siz DHCP-den aldiginiz IP lnvani lazim olan Hostname-o menimsadilib
resolv edilme isini avtomatik eds bilsrsiniz.

Unutmayin, bu plugin o zaman hsgigsten islsk veziyyetds olur ki, sgsr sizin
sobaka kartiniz NetworkManager ils yalniz PUBLIC IP dnvan alir.

Hem¢inin baxin
» Bu baslidin svvelinds olan Multiple remotes & remote-random misalina

IP daha az olan quruluslar (ifconfig-noexec)

Bu misalin msgsadi, OpenVPN-in son ndgtslerins IP Unvani vermsdsn tunelin
galdirilmasidir. Route edilmis ssbskslsrds bu teminat verir ki, tunelin son
nogteleri 6z Uzesrlerinden bir-birlsrins ¢ata bilmsysceklsr hansi ki,
tohlikesizliyi miieyyen dersceds artirir ve hemginin de route cadvelini
nisbeaten kigilde bilir. OpenVPN qurasdirma faylinda IP invan teyin
edilmelidir ancaq, heg¢ bir vaxt tunel interfeysins menimssadilmeli deyil.

ise hazirlasaq
Asagidaki ssbesks gqurulusundan istifads edsceyik:
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Gate for SiteB: 2.2.2.1 .
Gate for Site: 1.1.11 NS Server-SideLAN: 10.198.0.0124
SiteBIP; 2.2.2.10/24
| cteni1i] FreeBSD Router b
—
-
SiteBLan: 192.168.4.1/24 W Sinet
_——
_ ___;ﬁ-;:ﬂ' \fPN tap0: 192.168.99.1
’ SitaBClient VPN
SiteB tap:
2-ci basligda yaratdigimiz client ve server sertifikatlarini burda da
istifade edscsyik. Bu misalda server vs client masini FreeBSD9.2 x64
OpenVPN2.3-ds olacaqg. Server {i¢clin 3-cli basligda olan non-bridge lcln
yaratdigimiz example3-l-server.conf gurasdirma faylindan istifads edecsyik.
Necs edsk...

1. Server icilin example3-l-server.conf faylini examplell-8-server.conf
faylina niisxelsyin ve examplell-8-server.conf faylinin ic¢cins asagidaka
sotiri slave edin.
route 192.168.4.0 255.255.255.0 192.168.99.1

2. Serveri iss salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config examplell-8-
server.conf

3. Client tc¢iin client masinda examplell-8-client.conf adli qurasdirma
faylini yaradin ve ic¢ins asagidaki setirleri slave edin:
client
proto udp
remote openvpnserver.example.com
port 1194
dev tap
nobind
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ca /usr/local/etc/openvpn/ca.crt

cert /usr/local/etc/openvpn/openvpnclientl.crt
key /usr/local/etc/openvpn/openvpnclientl.key
tls-auth /usr/local/etc/openvpn/ta.key 1

ns-cert-type server

script-security 2
ifconfig-noexec
up /usr/local/etc/openvpn/examplell-8-up.sh

route-noexec
route-up /usr/local/etc/openvpn/examplell-8-route-up.sh

Sonra /usr/local/etc/openvpn/examplell-8-up.sh faylini yaradaq:
#!/usr/local/bin/bash

/sbin/ifconfig $1 0.0.0.0/0 up
# TAP alstlsri igin tslsb edilir
sysctl net.link.ether.inet.proxyall=1

Uygun olaraq /usr/local/etc/openvpn/examplell-8-route-up.sh scriptini
yaradaq:
#!'/usr/local/bin/bash
# VPN son négtssins ag¢iq routun slave edilmssi
/sbin/ip route add $route_vpn_gateway/32 -interface $dev
n=1;
while [ $n -le 100 ]
do
network="env | sed -n
"/~route network ${n}=/s/“route_network ${n}=//p""
netmask="env | sed -n
"/~route netmask ${n}=/s/“route_netmask ${n}=//p""
if [ -z "$network" -o -z "$netmask" ]
then
break
fi
/sbin/ip route add $network/$netmask -interface $dev
let n=n+l1
done

Scriptleri yerins yetirsn edin ve client-i iss salin:
root@siteB:/usr/local/etc/openvpn # chmod 755
/usr/local/etc/openvpn/examplell-8*.sh
root@siteB:/usr/local/etc/openvpn # openvpn --config examplell-8-
client.conf

Client ugurla OpenVPN servers gosuldugdan sonra ise tap0 alstini,
routing cedvelini ve servers ping getmesini yoxlayin:
root@siteB:~ # ifconfig tapO
tap0: flags=8843<UP,BROADCAST,RUNNING, SIMPLEX, MULTICAST> metric 0 mtu 1500
options=80000<LINKSTATE>
ether 00:bd:3c:df:00:00
inet 0.0.0.0 netmask 0xff000000 broadcast 0.255.255.255
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media: Ethernet autoselect
status: active
Opened by PID 1715

root@siteB:~ # netstat -rn | grep tap

0.0.0.0/8 link#11 U 0 0 tap0 =>
10.198.0.0/31 00:bd:3c:df:00:00 US 0 0 tap0
192.168.99.1/32 00:bd:3c:df:00:00 US 0 0 tap0

root@siteB:~ # ping -c 2 192.168.99.1

PING 192.168.99.1 (192.168.99.1): 56 data bytes

64 bytes from 192.168.99.1: icmp seq=0 ttl=63 time=0.537 ms
64 bytes from 192.168.99.1: icmp seg=1 ttl=63 time=0.844 ms

Bu necs isleyir...

OpenVPN server client {icin IP #nvan aralidini slavs edir ancaq, bu o demsk
deyil ki, client hemise bu IP idinvani Oziine menimsstmelidir. examplell-8-up.sh
scripti mehz bu isi goriir.

Bozi kOhns UNIX/Linux distributivlerin kernellsri ssbesks kartinda IP unvan
olmadan routing olave elemek imkanina malik olmurlar. Ona gdroade biz tapO
aleotine 0.0.0.0 IP dinvani menimsstdik. Server tersfindsn otiirtilen
routinglerin slave edilmesi ii¢lin ise, examplell-8-route-up.sh adli spesifik
route-up scripti istifade edilir ki, biitin routinglsri UP edsin.

Daha da strafli...
IP olmayan qurasdirmalari etdikds xahis edirik asagidakilari neszsrs alasiniz:

Point-to-Point ve TUN stilli ssbsksler

Bu misal hemg¢inin point-to-point stilli milhitlsrds de istifade edils biler
hansi ki, iki ssbeskeys gosulmagdan o6tri static acarlardan istifads edilir.
Hemc¢inin uygun olaraq, TUN stilli sobskelerds de istifade edils bilsr.

Routing ve firewallama
11k baxisdan bu misal biraz gesribs gsls bilsr. Ancaqg iistiinliiyii ondan
ibarstdir ki, OpenVPN cliente diger clientlsr c¢ata bilmeysceklsr. Bu o halda
gorakli olur ki, OpenVPN servers coxlu client gosulur ancaq, bszi clientler
0z arxalarinda olan ssbeskeslsr idc¢lin gateway rolunu oynayir. Remote office-o
gateway teyin edilmemssile gateway masina he¢ bir risk galmir. Heatta VPN
torefin arxasinda da hiicum edilss ds bels. Hemc¢inin firewall-la els gayda
yazmaq olar ki, OpenVPN client-ds VPN menbsli IP iinvan gsolarss onu DROP
elsosin. Mshz bu ssbsbdsn OpenVPN serverin client toersfs birbasa marsrutu
hemiss olur:

route 192.168.4.0 255.255.255.0 192.168.99.1
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BOLUM 12

OpenVPN 2.2-nin yeni imkanlari

Bu basligda biz asagidakilari aciglayacayiqg:
Sotir arasi sertifikatlar

Qosulma blocklari

HTTPS server ils portun yayimlanmasi

YV V VY

Routing bacariglari: redirect-private, allow-pull-
fqgdn

PUBLIC IP uUnvanlarin menimsadilmesi

OCSP desteklenmesi

» OpenVPN2.2-ds yenilik: x509 user name parametri

Y VY

Giris

Bu basligda biz OpenVPN2.2-ds olan yeni imkanlara diqgetimizi ayiracayiq.
Basligimizin misallarinda biz yeni imkanlar olan inline sertifkatlar, gosulma
blocklari ve port-sharing istifadesi ils mesdul olacayiqg.

Basligimizin sonunda ise lap yeni imkan olan OCSP ils OpenVPN-i integrasiya
edsaceayik.
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Sotir arasi sertifikatlar
OpenVPN qurasdirilma isini asanlasdirmaq ic¢iin yeni imkanla, public ve private
acarlari bir faylda istifade elemsk olur. Bu is client qurasdirma faylinda
ca,cert,key daxilinde olan terkibin tls-auth fayliyla inteqrasiyasi etmokls
olur. Bu misalimizda biz bu tip fayli yaradib standart OpenVPN servers
gosulacayiqg.
ise hazirlasaq
Asagidaki sebsks gurulusundan istifade edscoayik:
Gate for $kaB: 2221 @ Gate for SiteA: 1.1.1.1 S Server-SideLAN: 10.198.0.0124
Q
=
SiteBIP: 2.2.2.10/24 u SiteAIP: W
SiteBGate: 2.2.2.1 SiteAGate d4=1 i
FreeBSD Router _— SiteA
=
—
SiteBLan: 192.168.4.1/24 r{_M*H SiteAServer
___:____,a--f-—-- \fPN tun0: 192.168.200.1
: SiteBClient
SjteR  tun0: 192.168.200.2
2-ci basligda yaratdigimiz client ve server sertifikatlarini burda da
istifade edeceyik. Bu misalda server veo client masini FreeBSD9.2 x64
OpenVPN2.3-ds olacaqg. Server ic¢ciin 2-ci basligda olan server-tersf routing
i¢lin yaratdigimiz basic-udp-server.conf qurasdirma faylindan istifade
edecoayik.
Neco edsk...
1. 11k olarag serveri iss salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config basic-udp-
server.conf
2. examplel2-l-client.conf adli client qurasdirma faylini yaradin ve ig¢ins
asagidaki setirleri slave edin:
client
proto udp
remote openvpnserver.example.com
port 1194
dev tun
nobind
ca [inline]
cert [inline]
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key [inline]
tls-auth [inline] 1

</ca>

# openvpnclientl.crt sertifikatinin base64 formatinda olan ig¢ini bura
@lave edin

<key>

edin
</key>

<tls-auth>

————— BEGIN OpenVPN Static key V1-----
# ta.key-in ig¢ini burda slave edin.
————— END OpenVPN Static key V1-----
</tls-auth>

ca.crt, openvpnclientl.crt, openvpnclientl.key vo ta.key fayllarinin
torkibini qurasdirma faylina slave edin.

3. Sonra clienti iss salin:
root@siteB:/usr/local/etc/openvpn # openvpn --config examplel2-1-
client.conf

Bu necs isleyir...

OpenVPN-do ca, cert, key ve tls-auth qurasdirma direktivlerini acdigda ve
onlarin menasini [inline] hissesinds tapdigdan sonra qurasdirmanin davaminda
XML block hissesi miitleg olmalidir. XML block-nun terkibi sonradan oxunur ve
menimsadilir. 8gsr gqurasdirmada butin teleb edilen XML blocklar olarsa,
gosulma ugurlu olacaqg.

Ancag onu da deysk ki, 6ncs gdsterilen blocklarin hamisini birden gdstsrmeys
ehtiyac yoxdur. Hemc¢inin mimkindiir ki, yalniz CA sertifikatinin [inline]
blokunu gdsterssiniz.
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Qosulma bloklari

Onceki misalimizda gdsterdiyimiz inline certificates kimi hemcinin, gosulma
blocklarini da gdstermek olar. Bu gosulma blocklari remote serverlosr icin
forgli teyinatlara ayrilirlar ve onlar VPN gosulmasi olanadsk gayda ils
calisirlar. Connection blockun istifade edilmesinin {stinliiyli ondan ibarstdir
ki, her bir remote server iiclin xiisusi spesifik parametrler toyin edils

bilsr (Misal ic¢lin protocol UDP ve ya TCP, ve ya uzaq port harda ki, proxy
server istifade edilmelidir ve.s).

Bu misalda biz iki server qurasdiracayig. Bir server TCP-de qulag asir va
digeri ise UDP-dso qulaqg asir. Sonra biz OpenVPN clienti els quracayiq ki, ilk
olaraq UDP servers gosulmada calissin. 9gsr gosulma udurlu olmazsa, onda TCP
ils gosulmadga calisacaqg.

ise hazirlasaq
Asagidaki ssbsks gqurulusundan istifade edsceayik:

GatelP-2.2.2.1

(2R

FreeBSD-Gat

VPN2ServeriP-2.2.2.10/24
VPN2ServerGate-2.2.2.1 GatalP-1.1.1.1
GatelP-3.3.3.1
ServerlP-1.1.1.10/24

GatelP-1.1.1.1

VPN1ServerLAN
10.198.0.0/16

VPN2Server tun0 - 192.168.200.1/24 < . .
. VPN tunl = 192.168.200.
OpenVPN2-Server-SiteB MENBRA

/"
s o8 OpenVPN1-Server

///q///' SiteA

F \‘q\\
/
SiteC Client
cat /etc/hosts
1.1.1.10 openvpnserveri.example.com
22210 openvpnserver?.example.com

2-ci basligda yaratdigimiz client ve server sertifikatlarini burdada istifads
edecayik. Bu misalda 2 oded server ve client masini FreeBSD9.2 x64
OpenVPN2.3-ds olacaq. Ilk server iiciin 2-ci basligda olan server-tsrsf routing
dc¢in yaratdigimiz basic-udp-server.conf qurasdirma faylindan istifade
edecayik. Ikinci server iUc¢ln iss 9-cu basligda olan TCP bazali gosulmalarin
tekmillesdirilmesi ii¢lin yaratdigimiz example9-7-server.conf qurasdirma
faylindan istifads edscayik.

Necs edsk...
1. Her iki serveri iss salaqg:
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root@siteA:/usr/local/etc/openvpn # openvpn --config basic-udp-
server.conf

root@siteB:/usr/local/etc/openvpn # openvpn --config example9-7-
server.conf

Hor iki serverin jurnallarini yoxlayin ve amin olun ki, udurla
galxdilar.

Client masin iictin /etc/hosts faylinda asaidaki sstirlsr olmalidir:
1.1.1.10 openvpnserverl.example.com
2.2.2.10 openvpnserver2.example.com

Client ic¢iin /usr/local/etc/openvpn/examplel2-2-client.conf qurasdirma
faylini yaradin ve ic¢ins asagidaki seotirleri slave edin:

client
dev tun

<connection>

remote openvpnserverl.example.com
proto udp

port 1194

</connection>

<connection>

remote openvpnserver2.example.com
proto tcp

port 1194

</connection>

ca /usr/local/etc/openvpn/ca.crt

cert /usr/local/etc/openvpn/openvpnclientl.crt
key /usr/local/etc/openvpn/openvpnclientl.key
tls-auth /usr/local/etc/openvpn/ta.key 1

ns-cert-type server

Clienti iss salin:
root@siteC:/usr/local/etc/openvpn # openvpn --config examplel2-2-
client.conf

Qosulma udurla basa c¢atdigdan sonra, ilk serverin prosesini dayandirin
ki, client digser masina gosulsun.
root@siteA:/usr/local/etc/openvpn # killall openvpn

Misyyeon vaxt gdzlsyin ki, client yeniden gosulma cshdi elssin. Susmaya
gdrs olan vaxt periodundan sonra, client ikinci servers TCP protokolu
ils yenidsn gosulacaqg

Bu necs isleyir...

OpenVPN client iss disdikdse o calisir ki, ilk <connection> blockunda olan
servers gosulsun. 9gsr gosulmada sshv olarsa o timeout-dan sonra ikinci
<connection> blockunda olan servers gosulacaq. Ve bu ardicillig 4 adad
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serveradek gedir. Bger OpenVPN server dayanarsa ve ya gdérinmezss, client
avtomatik olaraqg 6zlinii restart edecsk ve ilk gdriinen servers gosulmada
yeniden cohd edscsk.

OpenVPN client ilk once global direktivleri oxuyur hansi ki, <connection>
blockundan kesnarda yazilir. Her bir block ic¢iin iss block-spesifikasiyali
qurasdirmalar, global gurasdirmalardan daha prioritetli olur. Mshz buna gbdrs
de <connection> direktivini hsr servers uydun olan spesifikasiya ils teayin
elemak cox asan olur.

Daha da etrafli...

Connection blocklari els inline certificates kimidir. Bu imkanin
catismamazligi ondan ibarstdir ki, qurasdirma faylinin CLI-dan istifadesi
xeyli ¢etinlesir. Connection block-larin istifade edilmesinds bszi ndgteslsr
vardir ki, biz yadimizda saxlamaliyiq.

Connection blocklarin daxilinds istifades edils bilinscsk direktivler

Connection block daxilinde yalniz asadidaki direktivler istifade edils bilsr:
» bind

connect-retry, connect-retry-max, connect-timeout

float

http-proxy, http-proxy-option, http-proxy-retry, http-proxytimeout

local lport

nobind

port

proto

remote, rport

VVVVYVYVYVYVYY

socks-proxy, socks-proxy-retry

Biitiin diger direktivler global kimi teyin edils bilsr ve connection block
daxilinde istifade edils bilmsz.

TCP vo UDP bazali qurasdirmanin birges istifads edilmssinds catismamazliq

TCP vo UDP bazali gosulmanin birgs qurasdirilmasi ¢ox asandir ancaqg, global
parametrler biitlin serverlsr ic¢lin eyni olmalidir. Mshz buna gdrsds siz
fragment direktivini ve diger tuning direktivlerini global parametrlsrds
istifads ede bilmirsiniz. Bu tip qurasdirmalar <connection> blockun daxilinde
istifads edils bilmir ancaqg, gslecek versiyalarda tekmillssdirils bilsr.

Hem¢inin baxin
» 1l-ci basligda olan Multiple remotes & remote-random misali hansi ki,
connection block olmadan eyni neticeni olds edir.

HTTPS server ils portun yayimlanmasi

OpenVPN qurasdirmasi bize ssrait yaradir ki, kigik ofis qurasdirmasinda
OpenVPN-in HTTPS 443-ci portda qulag asa bilsin. Ancag problem onda yaranir
ki, bu port HTTPS idc¢in mesgul oldudu lc¢in OpenVPN bu portu istifads edes
bilmir. OpenVPN2.l-deon imkan yarandi ki, TCP portu cilitlesdirib yayimlaya
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bilsin. Yeni biitin paketlsr OpenVPN servers goalir. OpenVPN 06z iz goydudu
paketler ayrilir ve OpenVPN-o otiriiliir, galan paketlsr iss diger masin vo
porta yonlendirilir.

Bu misalimizda OpenVPN server-i els quracayiqg ki, 443-cli portda olan WEB

server vo OpenVPN server birgs islesyscsk.

ise hazirlasaq
Asagidaki sebsks qurulusundan istifads eds bilsceyik:

Gate for SiteB: 2.2.2.1 o
@ Gate for SiteA: 1.1.1.1 m Server-SideLAN: 10.198.0.0/24

/ SiteBIP: 2.2.2.10/24
SiteBGate: 2.2.2.1
iteB

ey’

SiteAIP: 1.1.1.10/24

SiteBLANIP: 192.168.4.1 SiteAGate: 1.1.1,

FreeBSD Router SiteA

SiteAServer
tun0: 192.168.200.1

WindowsIP: 192.168.4.33

WindowsGate: 192.168.4.1 WindowsClient

tun0: 192.168.200.2

Windows-client

2-ci basligda yaratdigimiz client ve server sertifikatlarini burda da
istifade edscsyik. Bu misalda server masini FreeBSD9.2 x64 OpenVPN2.3-ds
olacag. Client masini ise Windows7 x64 OpenVPN2.3-ds olacaqg. Server
qurasdirmasi olaraq 9-cu basligda yaratdigimiz TCP bazali gosulmalarin
tokmillesdirilmesi iiglin yaratdigimiz example9-7-server.conf faylindan
istifads edecsyik. Hemc¢inin eyni basligda yaratdigimiz example9-7.ovpn
qurasdirma faylini client Ucgln istifade edsceayik.

Bizim misalda OpenVPN serverin &ziinde apache22 server 8443-cu port listen
edir. Apache22 server HTTPS ils qurasdirilib.

Acpache22 serveri https ile yiklsyib qurasdiragqg.
cd /usr/ports/www/apache22 # Port unvanina daxil olagq
make -DBATCH install # Susmaya gdrs olan modullarla
yikleayak.

/etc/rc.conf faylina asadidaki sstirleri slave edirik:
apache22 enable="YES"
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apache22ssl enable="YES"
/usr/local/etc/rc.d/apache22 start # Apache22-ni iss saliriqg
Sertifikatlar d¢in lazimi invanlari yaradaq ve lazimi yetkilsri versak:
mkdir /usr/local/etc/apache22/ssl.key
mkdir /usr/local/etc/apache22/ssl.crt
chmod 0700 /usr/local/etc/apache22/ssl.key
chmod 0700 /usr/local/etc/apache22/ssl.crt
WEB HTTPS Server lcgin tslsb edilsn agar ve sertifikati yaradagq.
cd /root
openssl genrsa -des3 -out server.key 1024 # Sifreni daxil
edirik
openssl req -new -key server.key -out server.csr # CSR
yaradiriqg
# Yaratdigimiz sertifikati &zimiz imzalayiriqg.
openssl x509 -req -days 365 -in /root/server.csr -signkey
/root/server.key -out /root/server.crt
Sertifikatlari lazimi dnvanlarina niisxeleyirik:
cp /root/server.key /usr/local/etc/apache22/ssl.key/
cp /root/server.crt /usr/local/etc/apache22/ssl.crt/
Sonra onlara dizgin yetkilsri veririk:
chmod 0400 /usr/local/etc/apache22/ssl.key/server.key
chmod 0400 /usr/local/etc/apache22/ssl.crt/server.crt
ee /usr/local/etc/apache22/extra/httpd-ssl.conf # Faylda
asagidaki deyisiklikleri edirik.
Listen 8443
ServerName openvpnserver.example.com:8443
SSLCertificateFile "/usr/local/etc/apache22/ssl.crt/server.crt"
SSLCertificateKeyFile
"/usr/local/etc/apache22/ssl.key/server.key"
/usr/local/etc/rc.d/apache22 restart # WEB daemonu restart
edirik
Nece edsk...

1. Server {igiin example9-7-server.conf qurasdirma faylini examplel2-3-
server.conf faylina niisxelsyin ve examplel2-3-server.conf faylinin
igcinds asagidaki setirlsrde deyisiklik edin:

Asagidaki setiri:
port 1194
Asagidakilara deyisin:
port 443
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port-share localhost 8443
2. Serveri ise salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config examplel2-3-
server.conf
3. Client ic¢lin qurasdirma fayli example9-7.ovpn-i examplel2-3.ovpn adli
fayla niisxeleyin ve examplel2-3.ovpn faylinin icinde port-u 443 edin:
4. Sonra client-i iss salin:
basic-udp-client 2
examplel(-4 L4
examplel(-5 3
examplel(-6 2
examplel0-7 2
examplel(-9 L4
examplel2-3 2 Connect
example3-1-client 3 Disconnect
example3-2-client2 2 Show Status
exampled-1 b e
exampleb-10 ' Edit Config
examplet-2 ' Change Password
exampleb-3 »
exampled-7 b
OpenVPN Service b
Settings... % 9
Exit
5. Yoxlayin gdrak client OpenVPN servers gosula bilirmi. Client
gosuldugdan sonra browser-i acin ve yoxlayin gdrsk asagidaki links
daxil ola bilirsinizmi (S6zstiz ki, c:\windows\system32\drivers\etc\hosts
faylina uygun sotir olmalidir):
https://openvpnserver.example.com
OpenVPN serverin jurnali asagidaki setirlesri gdstormslidir:
Tue Apr 1 15:04:59 2014 2.2.2.10:49168 TCP connection established with
[AF_INET]2.2.2.10:49169
Tue Apr 1 15:04:59 2014 2.2.2.10:49168 Non-OpenVPN client protocol
detected
Tue Apr 1 15:04:59 2014 2.2.2.10:49169 Non-OpenVPN client protocol
detected
Bu necs isleyir...
port-shared istifads edildikds, OpenVPN onun 443-cii portuna geolsn axini
analiz elemeys baslayacaq. 8gsr axin OpenVPN sessiyasinin hissesidirss ya da
bu OpenVPN handshake inisializasiyalidirsa onda, OpenVPN server bu axini
6zUna gbtlirscek. Bger bu axin OpenVPN tsrsafinden teyin edilmirses, onda bu
axin port-share direktivinde gdsterilmis IP ve portun izsrins
yonlendirilscsak.
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Belslikls, OpenVPN server prosesi hemisse 443-cli portda qulagq asir. WEB server
ise forqgli port ve Host-da qulag asmalidir. Bu misalda eyni portu forgli
servislor lclin istifade eds bilsrsiniz.

Daha da strafli...
OpenVPN yonlsndirdiyi WEB server toahliikesiz WEB(HTTPS) server olmalidir. Bu
sizin OpenVPN serverds olan SSL trafiks oxsamasindan asilidir. Sgsr trafik
apache lizerinds isleysn 80-ci porta yonlendirilss onda, asagidaki sshv cap
edilacak:

[error] [client 127.0.0.1] Invalid method in request \x16\x03\x01

Routing bacariqglari: redirect-private, allow-pull-fqgdn
OpenVPN2.3-de beozi routing imkanlari ag¢iglanilir. redirect-gateway iiciin yeni
opsiyalar ve yeni routing direktivlsri mdévcuddur:

» redirect-private: Bu opsiya redirect-gateway-o cox oxsayir. Xusussn ds
yeni parametrler istifade edilends. Ancag bu yens de default gateway
demak deyil.

» allow-pull-fqdn: Clients imkan yaradir ki, DNS adlarini OpenVPN-dsn
gétiirstiin. Once yalniz IP Unvanlar yalniz gdtirils veya otiiriile bilsrdi.
Bu opsiya client-in qurasdirma faylina ‘push’ (6tiiriils) veya slave edils
bilmez.

» route-null: Routing opsiyalarindan basga, client tersfinden servers
6tirtilen blitln opsiyalar. Bu adeten OpenVPN-i troubleshoot edends lazim
olur.

» max-routes n: Routing-in maximum rsgemindsn asili olarag bu ya serverds
toyin edils bilsr ya da remote server torsfinden oOtiiritls bilsr.

Bu misalda, biz diggetimizi redirect-private direktivins ve onun
parametrlerins ayiracayiq. Misal olaraqg, allow-pull-fqdn parametri.

ise baslayaq...
Asagidaki ssbsks gqurulusundan istifads edscsayik:
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X Cate for5ites:.2.2.2:1 Gate for SiteA: 1.1.1.1 m Server-SideLAN: 10.198.0.0/24
o
%/ SiteBIP: 2.2.2.10/24 w SRR AT
TN e e FreeBSD Router SioAGat: 1.1 SiteA
SiteAServer
tun0: 192.168.200.1
WindowsIP: 192.168.4.33
WindowsGate: 192.168.4.1 WindowsClient
tun0: 192.168.200.2
Windows-client
2-cil basligda yaratdigimiz client ve server sertifikatlarini burda da
istifade edscsyik. Bu misalda server masini FreeBSD9.2 x64 OpenVPN2.3-ds
olacaqg. Client masini ise Windows7 x64 OpenVPN2.3-ds olacag. Server
qurasdirmasi olaraqg 2-ci basligda server-torsf routing li¢clin yaratdigimiz
basic-udp-server.conf faylindan istifade edeceyik. Hemg¢inin eyni basligda
yaratdigimiz basic-udp-client.ovpn qurasdirma faylini client tc¢iin istifade
edsaceayik.
Necs edsk...

1. basic-udp-server.conf qurasdirma faylini examplel2-4-server.conf
qurasdirma faylina niisxelsyin ve examplel2-4-server.conf faylinin
sonuna asadidaki setirlsri slave edin:
push "redirect-private bypass-dhcp bypass-dns"
push "route server.example.com"

2. Serveri iss salin:
root@siteA:/usr/local/etc/openvpn # openvpn --config examplel2-4-
server.conf

3. Client tc¢iin ise basic-udp-client.ovpn gqurasdirma faylini examplel2-
4 .ovpn qurasdirma faylina nisxsleyin ve examplel2-4.ovpn faylin sonuna
asagidaki sstiri slave edin:

allow-pull-fgdn

4. Sonra clienti iss salin:
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basic-udp-client
examplel0-4
examplel0-5
examplel0-6
examplel0-7
examplel0-9
examplel2-3
examplel2-4

example3-1-client

Connect
Disconnect
example3-2-client2 Show Status
exampled-1

examplef-10

View Log
Edit Cenfig

Etampihe Change Password

exampled-3

* v ¥ ¥ ¥ wv ¥ w v ¥ W ¥ w w v

exampled-7
OpenVPN Service 3

Settings...
Exit

5. Qosulma bitdikden sonra routing cesdvelins baxin:

o OSgsr DHCP ya da DNS server client oldugu ssbsksden farqgli
subnet-de yerlesirss, onda yeni route slave edilscsk. Bu DHCP
miracistlerin VPN tunel idzsrindsn yox heals de local DHCP
servers getmesini smin edir.

o server.example.com hostuna routing hem¢inin slave edilescak.

Bu necs isleyir...

bypass-dhcp ve bypass-dns opsiyalari, redirect-gateway ve redirect-private
direktivleri icilindiir ona gdrs ki, OpenVPN client DNCP ve DNS serverlear basga
sobskeds olsalar, onlarin goriilmesi ii¢glin slave route-lar yazacag.Genis
sobokalorde DNS server oskssr hallarda client gosulu olan local ssbskads
tapilmir. 9Sgor client gosuldugdan sonra, DNS serveri gérmek {icin route
yazilirsa, bu dayanigligin ciddi azalmasina gotirib c¢ixara biler. Tam demsk
olar ki, DNS Server tamamils dayanacad.

allow-pull-fqdn direktivi izin verir ki, route tsyin eladikds, DNS adini IP
invanin yerins istifads elsmsk olsun. 9gsr hosta se¢ilmis marsrut dinamik IP
invanla islsyirss onda, bu bizim kdémeyimizs cox catacaq.

Daha da strafli...

Onceki direktivlerin aciglamasinin hissesinden sonra, orda coxlu routing
direktivleri movcuddur ki, client-s slave edilen routingin necs olmasi va
idars edilmesini gdsterir.

route-nopull direktivi
route-nopull direktivi client-i ¢agirir ki, marsrut-dan basga bitin
informasiyani serverden alsin. Bu serverds olan problemin tapilmasi icln ¢ox

yaxsi ola biler. Bu o demsk deyil ki, OpenVPN client tersfinden he¢ bir route

olave edilmir. Yalniz ‘route’ istifade edilsn &otirilmis routinglsr istifade
edilmeyacak.
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'max-routes' direktivi
OpenVPN2.1l-doen baslayaraq smels goaldi. Clientin coxlu routinglerls
yigilmasinin garsisini almaq i¢iin max-routes direktivine telsb yaranir.
Opesiya max-routes n ils toyin edilir. n client gqurasdirma faylinda teyin
edils bilscek maximal route sayini tesyin edir. Susmaya gdrs olan menasi 100-
dur.
OpenVPN2.1l-den baslayaraq topology subnet imkani ils ssrait yarandi ki,
clientlsars gosulmaqg U¢in public IP invanlardan istifades edils bilinsin. Bu
misalda biz bels qgiirilusun necs olmasini gdstsrsceyik. Biz 2-ci basliqgda
istifade etdiyimiz 'proxy-arp' texnikasi ils, ogor clientlsr remote ssbskenin
bir hissesidirss, onlari mévcud edecsyik. proxy-arp istifadesinin Ustinliuyl
ondan ibarestdir ki, ayrilmis public ssbsks hissssini hem client ve hemds
serverds istifade eds bilsk.
ise hazirlasaq
Bu misalda server masini FreeBSD9.2 x64 OpenVPN2.3-ds olacaqg. Client masini
ise Windows7 x64 OpenVPN2.3-ds olacaqg. Client qurasdirmasi olarag 2-ci
basligda 'ifconfig-block'-da yaratdigimiz basic-udp-client.ovpn istifads
edin.
Bu misali test elsmsk ic¢lin public IP #nvan blocku olarag 16 sdsad IP istifads
elemisik. Ancaq PUBLIC IP {invan svezins local araligdan istifads
edecoyik(10.0.0.0/255.255.255.240) .
» 10.0.0.18: Bu serverin VPN {invani kimi istifads edilscsk
» 10.0.0.19: Goturuls bilmsz
» 10.0.0.20-10.0.0.25: VPN clientlsr tclindir
» 10.0.0.26: Goturils bilmez
» 10.0.0.27: OpenVPN serverin dziinin LAN {nvanidir
» 10.0.0.28-10.0.0.29: Gotirils bilmsz
» 10.0.0.30: Remote LAN-da olan router
Neco edsk...
1. examplel2-5-server.conf adli server qurasdirmasini yaradaq ve ic¢ine
asagidaki setirleri slave edsk:
mode server
tls-server
proto udp
port 1194
dev tun
ifconfig 10.0.0.18 255.255.255.240
ifconfig-pool 10.0.0.20 10.0.0.25
push "route 10.0.0.27 255.255.255.255 net_gateway"
push "route-gateway 10.0.0.30"
push "redirect-gateway defl"
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ca /usr/local/etc/openvpn/ca.crt

cert /usr/local/etc/openvpn/openvpnserver.crt
key /usr/local/etc/openvpn/openvpnserver.key
dh /usr/local/etc/openvpn/dh2048.pem

tls-auth /usr/local/etc/openvpn/ta.key 0

persist-key
persist-tun
keepalive 10 60

topology subnet
push "topology subnet"

script-security 2
client-connect /usr/local/etc/openvpn/proxyarp-connect.sh
client-disconnect /usr/local/etc/openvpn/proxyarp-disconnect.sh

user root
group wheel

daemon
log-append /var/log/openvpn.log

2. Sonra /usr/local/etc/openvpn/proxyarp-connect.sh scriptini yaradin ve
icins asagidaki setirlsri slave edin:
#!/usr/local/bin/bash
/usr/sbin/arp -s $ifconfig_pool remote ip auto pub
/sbin/route add ${ifconfig pool remote_ip}/32 -interface tun0

3. Uygun olaraqg /usr/local/etc/openvpn/proxyarp-disconnect.sh scriptini
yaradin ic¢ine asagidaki setirlsri slave edin:
#!/usr/local/bin/bash
/usr/sbin/arp -d $ifconfig pool remote ip
/sbin/route del ${ifconfig pool remote ip}/32 -interface tun0

4. ©min olun ki, hsr iki script yerine yetirilendir vs sonra serveri ise
salin:

root@siteA:/ # ed /usr/local/etc/openvpn
root@siteA:/usr/local/etc/openvpn # chmod 755 proxyarp-connect.sh
proxyarp-disconnect. sh

root@siteA:/usr/local/etc/openvpn # openvpn --config examplel2-5-
server.conf

5. Sonra client-i iss salin. Client-s menimsadilsn IP tUnvan 10.0.0.20
olmalidir.

6. Sonda http://www.whatismyip.com linkins daxil olun ve 6z IP unvanizi

yoxlanis edin.

Bu necs isleyir...

Server qurasdirma faylinda olan direktivlerin bezilsrini aciglayaq:
ifconfig 10.0.0.18 255.255.255.240
ifconfig-pool 10.0.0.20 10.0.0.25
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Client-lor istifade edesceyi PUBLIC IP invanlarin araliginin tsyinati. Ona
gdérs ki, /28 block-unda bu araligda olan bitiin IP ivanlar istifades edils
bilmez:

server 10.0.0.18 255.255.255.240

Novbati sotir hemg¢inin VPN serverin adi sebesks izsrinden gdriinmesinin
ominliyi dc¢ln istifads edilir (VPN tunelin {zsrindsn yox):
push "route 10.0.0.27 255.255.255.255 net_gateway"

Qayda ils blutin trafikin VPN tunel idzsrinden &otirilmesi dc¢lin bizim
ehtiyacimiz vardir ki, aciqg sskilds yeoni susmaya gdrs olan marsrutu vs
redirect-gateway-i gdstarak:

push "route-gateway 10.0.0.30"

push "redirect-gateway defl"

Normal halda bu gqurulusda asagidaki sotir hemise telsb olunur ki, clientlsrs
otlirsak:
topology subnet

Ancaq, biz server direktivi istifades etmediyimizs gdrs, bu avtomatik bas
vermir. Ona gors ds aciqg sakilds topology direktivinin istifadesils biz smin
olurug ki, clientler dodru qurasdirmalari slds edibler.

client-connect ve client-disconnect scriptleri 2-ci basligda istifads edilsn
client-server IP soabokslsrinds istifade edilen Proxy-ARP misalinda istifads
edilenlers oxsayir.

Daha da strafli...

topology subnet imkani OpenVPN2.l-ds yaradilmisdir. Bu imkan olmadan her bir
client /30 ssbskessinds olardi hansi ki, her bir client 4 IP iinvan istifads
edescakdi. Bu her bir client id¢iin IP iinvanin istifadesinds c¢ox baha giymets
gotirib c¢ixarir.

Hem¢inin baxin

» 2-ci basligda Proxy-ARP misali hansi ki, UNIX sobekslsrinds proxy-arp-
in istifadesinin detallarini agiglayirdi.

OCSP dsstsklsnmessi

Kigik fakt odur ki, client sertifikatinin serial regemi scriptlerin mihit
deyisenlsrinde movcud olur vs OpenVPN-in Online Certificate Status
Protocol (OCSP)-u ils islemesins sorait yaradir. Bu misal OpenVPN serverds
OCSP-nin necs qurulub istifade edilmesini gdstsrsacak.

ise hazirlasaq
Asagidaki ssbesks gqurulusundan istifads edsceyik:
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GatelP-2.2.2.1

Client1ServerlP-2.2.2.10/24
Client1ServerGate-2.2.2.1

GatelP-1.1.1.1

ServerlP-1.1.1.10/24

FreeBSD-Gat GatelP-1.1.1.1

Client1LAN-192.168.4.1

VPNServerLAN
10.198.0.1/16

SiteB Client1

OpenVPN-Server
SiteA

Client1 tun0 - 192.168.200.2

OCSP IP:10.198.1.100/24
OCSPGate: 10.18.1.1

4

N
OCSP Responder listen on: http://10.198.1.100:4444/ | o

(4

Client11P-192.168.4.10/24
Client1Gate-192.168.4.1 OCSP Responder

2-ci basligda yaratdigimiz client ve server sertifikatlarini burda da
istifade edeceyik. Bu misalda CA islsysn serverde CA sertifikati ve CA key-i
6zlnde saxlayir ve adi ocsp.example.com olacag. Bu misalda server masini
FreeBSD9.2 x64 OpenVPN2.3-ds olacaq. Client masini iss Windows7 x64
OpenVPN2.3-ds olacaqg. Server qurasdirmasi olaraqg 2-ci basligda server-torsf
routing idc¢clin yaratdigimiz basic-udp-server.conf faylindan istifads edsceayik.
Hom¢inin eyni basligda yaratdidimiz basic-udp-client.ovpn gqurasdirmasi
faylini client id¢in istifads edesceayik.

Neco edsk...

1. Once 2-ci basligda client-server IP ssbsksleri iiclin yaratdiglarimiz
PKI-lari istifads edsrsk OCSP serveri iss salag. OCSP serverin IP
iinvani 10.198.1.100-diir ve Gateway-1 OpenVPN serverdir. OpenVPN
serverdsn OCSP servers lazimi fayllari niisxeleoysk. ocsp.example.com
masininda asagidaki smrlsri iss salin (OCSP responder serverin ylklenib
qurasdirilmasi hagginda daha strafli OpenSSL-OCSP-Responder.docx
senadinden oxuya bilersiniz):
root@siteA:~ # ed /usr/local/etc/openvpn/
root@siteA:/usr/local/etc/openvpn # scp itvpn/keys/index.txt
10.198.1.100:/root/certs/
root@siteA:/usr/local/etc/openvpn # scp itvpn/keys/ca.crt
itvpn/keys/ca.key 10.198.1.100:/root/certs/

Sonra OCSP servers gedib OCSP-ni ises salagqg:

root@ocsp:~/certs # ed /root/certs/

root@ocsp:~/certs # openssl ocsp -index index.txt -port 4444 -CA ca.crt
-rsigner ca.crt -rkey ca.key -resp_text

Enter pass phrase for ca.key:
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Waiting for OCSP client connections...

Sonra OpenVPN serverds basic-udp-server.conf qurasdirma faylini
examplel2-6-server.conf qurasdirma faylina niisxeleyin ve examplel2-6-
server.conf faylinin sonuna asagidaki setirleri slave edin:
script-security 2

tls-verify /usr/local/etc/openvpn/examplel2-6-ocsp.sh

OpenVPN Server server masinin /etc/hosts masinina asadidaki sotiri
6nceden slave edirik:
10.198.1.100 ocsp.example.com

tls-verify scriptini /usr/local/etc/openvpn/examplel2-6-ocsp.sh yeni
yaradag. Oncsden demsk isterdim ki, FreeBSD-ds OpenVPN portlardan
yuklandikden sonra portun kompilyasiya etdiyi datalari silmeyin ciinki,
orda OCSP hagginda script yiklesnir ki, indi bizs lazim olacag. Ve hal-
hazirda hemin dnvandan o scripti OpenVPN gqurasdirma govluduna
niisxslsaysacayik:

root@siteA:/usr/local/etc/openvpn # cp
/usr/ports/security/openvpn/work/openvpn-
2.3.2/contrib/OCSP_check/OCSP_check.sh examplel2-6-ocsp.sh

Faylin terkibi asagidaki kimi olacaqg:
root@siteA: /usr/local/etc/openvpn # cat examplel2-6-ocsp.sh
#!/bin/sh

# OCSP Serverin qulaqg asdidi ad ve port
ocsp_url="http://ocsp.example.com:4444/"

# CA Sertifikatin dnvani
issuer="/usr/local/etc/openvpn/ca.crt"
nonce="-nonce"

# CA Sertifikatin iinvani
verify="/usr/local/etc/openvpn/ca.crt"
check_depth=0

cur_depth=$1

common_name=$2

err=0

if [ -z "$issuer" ] || [ ' -e "$issuer" ]; then
echo "Error: issuer certificate undefined or not found!" >&2
err=1

fi

if [ -z "$verify" ] || [ ! -e "$verify" ]; then
echo "Error: verification certificate undefined or not found!" >&2
err=1

fi

if [ -z "Socsp_url"” ]; then
echo "Error: OCSP server URL not defined!" >&2

325
WWwWw.opensource.az



OPEN

SOURCE
CLUB
err=1
fi
if [ $err -eq 1 ]; then
echo "Did you forget to customize the variables in the script?" >&2
exit 1
fi
if [ $check_depth -eq -1 ] || [ $cur_depth -eq $check_depth ]; then
eval serial="\$tls_serial ${cur_depth}"
if [ -n "$serial" ]; then
status=$ (openssl ocsp -issuer "$issuer" \
"Snonce" \
-CAfile "S$verify" \
-url "$ocsp_url" \
-serial "Ox${serial}" 2>/dev/null)
if [ $? -eq 0 ]; then
# check that it's good
if echo "$status" | grep -Fq "Ox${serial}: good"; then
exit O
fi
fi
fi
exit 1
fi
Bu script OCSP_verify.sh scriptine ssaslanir ve bu UNIX masinin
openvpn-2.3.2-sinin contrib govlugundan examplel2-6-ocsp.sh adinda
scripte nisxslenmisdir.
Smin olun ki, script yerine yetirilendir ve sonra serveri ise salin:
root@siteA:/usr/local/etc/openvpn # chmod 755 examplel2-6-ocsp.sh
root@siteA:/usr/local/etc/openvpn # openvpn --config examplel2-6-
server.conf
basic-udp-client.ovpn qurasdirma faylindan istifade edsrsk Windows
client-i iss salin:
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basic-udp-client 3 Cennect
examplel0-4 3 Disconnect
examplel0-5 3 Show Status
examplel0-6 4 Wenlles
e E ' Edit Config
Bappells ' Change Password
examplel2-3 4
examplel2-4 3
example3-1-client 3
example3-2-client2 3
exampled-1 2
example-10 2
example6-2 2
example-3 2
exampled-7 2
OpenVPN Service 3
Settings...
Exit
Serverds /var/log/openvpn.log jurnal faylinda yoxlanis edin vs
yoxlayin, asagidaki sotir omels golmslidir:
Fri Apr 4 09:58:57 2014 us=778780 2.2.2.10:51269 VERIFY OK: depth=1,
C=AZ, O=Itvpn, CN=Itvpn CA, emailAddress=openvpn-cal@domain.lan
Fri Apr 4 09:58:57 2014 us=813449 2.2.2.10:51269 VERIFY SCRIPT OK:
depth=0, C=AZ, O=Itvpn, CN=openvpnclient2, emailAddress=openvpn-
ca@domain.lan
Fri Apr 4 09:58:57 2014 us=813519 2.2.2.10:51269 VERIFY OK: depth=0,
C=AZ, O=Itvpn, CN=openvpnclient2, emailAddress=openvpn-ca@ddomain.lan
OCSP serverds console-da asagidaki setirlsr cap edilmslidir:
OCSP Response Data:
OCSP Response Status: successful (0x0)
Response Type: Basic OCSP Response
Version: 1 (0x0)
Responder Id: C = AZ, O = Itvpn, CN = Itvpn CA, emailAddress =
openvpn-cal@domain.lan
Produced At: Apr 4 03:23:11 2014 GMT
Responses:
Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: C75292942ADFED35D708E1138F6BDC2DEDFA7069
Issuer Key Hash: B41F428AB4C39AB53ACBC8D391DOFDB65FDCEGA4
Serial Number: 03
Cert Status: good
This Update: Apr 4 03:23:11 2014 GMT
Response Extensions:
OCSP Nonce:
0410D244AF4C5F212714922602FC6058A867
Signature Algorithm: shalWithRSAEncryption
6b:d3:38:13:1d:a5:0d:60:8e:67:7d:0d:34:84:32:bc:£7:93:
c3:66:77:c6:54:09:al:a3:%a:aa:ff:69:6d:7d:b4:94:94:a7:
10:24:10:d9:29:15:¢cf:02:29:60:01:4f:01:58:ef:db:ad:79:
81:36:9c:47:db:9d:44:6a:a2a:10:32:5b:79:66:1a:f7:01:ca:
fe:f2:£f5:59:fa:0e:32:9e:37:8b:bl:a6:a3:bb:7a:ba:06:bc:
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f2:
To:
£5:
el:
c2:
43:
bl:
68:
Oe:
b9:
99:
:d8:
1d:
:d2
dc:
cd:
30:
9c:
88:
9a:
06:
:bl:
Oc:
4d:

28

30:

ed

5c:
bc:
a6:
45:
2cC:
51:
bO:

ee

8d:
lc:

70:
51:
fc:
5b:
:cl
raa:
£5:
£9:

01
63

38:
11:
ds:
1d:

69

Certificate:

Data:

93:

83
cO
72

37

28:
:ca:
15:
63:
a9

eo

dz2:
99:
raz2:
21:

c5

le:
le:
:bf:
67:
70:
of:

01

4c:
23:
bc:

Version:
Serial Number:
be:84:5e:83:d5:e0:ab:34
Signature Algorithm:

Issuer: C=AZ, O=Itvpn, CN=Itvpn CA/emailAddress=openvpn-
ca@domain.lan
Validity
Not Before: Jan 16 04:05:40 2014 GMT
Not After Jan 14 04:05:40 2024 GMT
Subject: C=AZ, O=Itvpn, CN=Itvpn CA/emailAddress=openvpn-
ca@domain.lan
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (4096 bit)

Modulus (4096 bit):
00:¢c8:12:15:81:3f:80:cc:46:50:13:3d:
10:0d:79:10:2f£:95:42:68:9%9a:8b:a5:4e:
8f:90:37:09:db:f4:59:dc:cb:el1:60:5d:
1b:52:93:af:eb:9%e:42:d6:c8:a7:f6:2f:
43:8a:£fd:99:9%a:ed:3a:0b:ee:70:0e:30:
32:74:5a:e3:b7:£7:e2:1£:58:£5:3d:3c:
cc:09:9¢:29:60:10:09:£7:ca:20:49:0d:
99:0c:6£:35:£7:¢c8:fb:9%e:ad:99:f0:ed:
e7:1b:81:36:0c:54:45:37:da:4d:4a:eb:
fc:54:77:06:79:70:02:45:1£:69:ba:0c:
68:ce:bl1:13:6£:30:29:¢c0:14:d5:ad:10:
16:1b:e8:53:ac:1b:df:5a:95:da:20:1¢f:

:b8

:ab

:cl:
5b:
Ta:

99
:c6

HEY

53

c2

3

lc:

1d:
f4:
8b:
le:
e3:

51:

81

47

£2
59

(0x

4f:
:c2:
:a8:
:db:
50:
02:
1f:
:b8:
:28
lc:

ed:
be:
96:
:e8:
08:
:d9
Of:
To:
:b6:
c7:

26:

01

58

79

2)

02:
34:
:cf:
64:
36:
17:
54:

Tc:

40:
:ab6:
:df:
84:

86

38

a4
el
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9b:
ff:
e9:

16:
:b7:
27:
fc:
:ce:
:c8:
40:
Ta:

5f:
:2c:
cd:
6C:
teb:
83:
ag:
1b:
To:
39:
:eb:

bO:
53:
60:
8e:
ds8:
fb:
6b:
: 24
O0b:
:al
70:
55:
63:

ecC

99

66
85

ad

:de:
88:
of:
£9:
:ae

shalWithRSAEncryption

db:

ba:
ref:

3d:
4d:
ec:
:c0:

: 74

00

30

de:
:bf:
eb:
25:
:ca:
fa:
37:
ee:
3e:
fa:
£9:
37:
:a8:
rcd:
f5:

To:
90:
rec:
85:
63:
:2b:

76:0a:

e8

71

76

35

43

:d2

68

3e:

bb:
84:
ac:
Oc:

:27:
44
:d4d:
32:
64:
ct:
fc:
54:

30

80

le:
34:
:b5:
2d:
:2c:
77
reb:
2b:
Oe:

b3

ec:
cc:
red:
97:
Oc:
ad:
15:
:a9
be:
04:

ed

27:
rad:
02:
5c:

14:
62:
70:
:21
53:
:d0

84

60
42

58:
174
98:
40:
Oc:
70:
31:
5d:

18
14

25

de:
5f:

65:

65
33

:c9
:b0:
:2a:
:d3:
:27:
30:
tde:
3d:

60

bb:
9e:
4a:
97:
:cf:
:b2:
08:

61

95:
:24:
:e8:
:b2:
37:
ac:
:c2

£9

S5e:
18:

ds

53

58:

45

dc:
re2
37:
14:
11:
S5a:

76

0d:
ef:
:d7:
89:
3d:

To:
17:
79:
8a:

57
£0

11

45:
: 24
bd:
:a0:
b4:

77

ds:
36:
Oc:
45:
:bd:
:4b:
ab:
:2f:
45:
raa:
b9:
fa:
£3:
:a8:
16:
:dd:
aa:

19
b5

0f:
30:
be:
32:
57:
:d4
5d:
:d7:
00:
9a:
la:

72

08:
47 :
:d7:

la:
9b:
81:
8a:

04
90

3b:
5c:

46

Ta:
:d9:
:df:
3a:

60
eo

Te:
6a:
:Cc6:

74

lc:
ec:
2c:
01:
8b:
do:
52:

53

cl:
a7:
2a:
b9:

2c:
8e:
8e:
20:
teb:
:78:
39:
36:
:28:
99:
fl:
2d:
fc:
:20:
:23:
75:
be:
73:
re2:
f4:
Oa:
dc:
b8:

cd:
62:
5f:
f0:
86:
5b:
97:
123

99

al

01:
63:
32:
0l:
5b:
89:
80:
:5d:
:53:
5d:
60:

8a:
04:
:3d:
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42:04:35:e7:04:0b5:62:a3:ea:
:d7
e2:
:df:
03:
13:

260:0f:23:08:£f4:86:71:3a:91
04:d7:d2:al1l:06:99:¢c2:10:01
39:90:9f:24:2c:6a:49:8b:41

d9:81:a8:52:8e:£9:98:0b8:33:
e2:fd:35:56:50:ea:ca:ab:db:
84:fe:7f:6e:e7:91:cc:41:02:
te:
2a:
ed:
:30:
1f:dd:df:29:03:7¢c:30:e1:01:
:de:
5b:
82:
02:
fc:
28:
31:
e5:
13:
8b:

20:0d:9a:3£:d9:1£:04:d7:48

ea:58:8d:bc:ac:3f:2e:5a:5b:
ed:57:bb:6a:21:11:9%0:el:4e:

46:0f:0e:32:27:0d:50:53:94

fa:81:7d:5a:bb:36:31:7¢c:59

d5:71:8f£:88:6d:09:ae:62:4a:
dc:17:dl:ec:0c:le:el:be:fc:
10:d5:29:5a:66:6f:2b:ad:8a:
b3:70:44:62:53:d9:3a:4c:d2:
Oc:21:ae:0e:a5:32:b9%:dc:2c:
68:20:1b:77:97:44:a5:e2:69:
59:a8:62:fl:cd:7e:0c:la:ec:
fb:fe:be:eb5:74:84:25:09:49:
9f:21:db:ed4:34:9%e:e2:fe:14:

88:35:31
Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Key Identifier:

B4:1F:42:8A:B4:C3:9A:B5:3A:CB:C8:D3:91:D0:FD:B6:5F:DC:E6:A4

keyid:B4:1F:42:8A:B4:C3:9A:B5:3A:CB:C8:D3:91:D0:FD:B6:5F:DC:E6:A4

X509v3 Authority Key Identifier:

ca@domain.lan

89

58

94

:42
:cO:
26:
te2:
3e:
85:
96:

81

9e:
9c:
:db:
be:
5c:

54
£9

e’
96:

53
74

Tc:
al:
9a:
3a:
76:
6C:
Tc:

:d7
44
e
Ob:
9e:
68:
65:
:e9:
8c:
ff:
:d2:
9d:

83

ds

ag:
:bc:
rec
1d:
3d:
re2:
:eb
ba:
1f:
a9
£3:
2cC:

e5

31:
b2:
db:
la:

:bl:

99

c3

99
cc

00

:7a:

£5

Ob:
eb:
le:
23:

83
81

de:

87

90:
:b3:
Tf:
:ba:
33:
2cC:
:3b:
92:
5f:
:d2:
e’

do

cl:
85:

61

:4d:
cl:
:e8:
ef:
6d:
8f:
fe:
:55:
:db:
Ta:
:a9:
29:
06:
:bb:
97:
6C:
:b0:
c4d:
02:
27:
05:
:75:

DirName:/C=AZ/0O=Itvpn/CN=Itvpn CA/emailAddress=openvpn-

serial:BE:84:5E:83:D5:E0:AB:34

X509v3 Basic Constraints:

Signature

41

3d:
ea:

72

de:
cc:
78:

c8

Te:

05

c2:
:b2:
9f:
:bd:
8c:

c8

ac:

71

da:

:dd:
7d:
1d:
:b6:
le:
95:
Tc:
:b2
cf:
:eb:

41

CA:TRUE
Algorithm: shalWithRSAEncryption

2c:60:9d:32:d5:1d:46:63:£fa:00:00:
c6:48:f1:27:cc:3f:44:fa:e0:af:d6:
48:7a:ee:82:72:fd:e7:3a:2d:17:ba:

12:ec:fd:0b:eb:02:0a:30:cl:c1:00

e2:3f:08:ff:bf:3c:2b:b3:0c:7c:da:
14:79:79:7f:a1:51:33:f0:e6:ff:ff:
69:16:3a:52:51:78:5a:6e:b7:8e:ca:
re7:2c:a2:5e:8d:a3:a5:72:2b:4b:50:
le:1d:51:e7:7c:d8:ca:c0:02:59:5e:
0l:68:ae:be:04:bb:22:26:55:6£:75:
:db:£6:55:0b:48:cd:40:27:d7:1d:0d:
96:5d:e0:1e:b4:1f:1£f:0b:05:bf:2f:
d6:db:e4:07:6e:d3:22:da:9d:d3:7b:
:b7

4f:9€:27:32:43:d2:d4:d3:1a:5e:94

34:33:fd:15:8b:2f:1a:40:80:1e:64:
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43:cb:7f:f1:68:f7:¢c8:04:8a:7¢c:10:69:2d:47:£fd:30:f7:2b:
97:f7:46:82:ad4:4d:cc:0c:5e:32:¢c8:01:18:ad:ab:78:be:2c:
70:9d:2b:7b:ac:ac:26:64:1a:d3:2f:9¢:d3:42:b7:ae:2a:78:
27:20:04:¢c2:35:38:a7:7a:f1:3c:08:9¢c:16:06:9d:09:35:d1:
00:a5:57:3f£:18:cb:4c:db:a3:d7:70:47:5c:87:02:9%9a:£6:33:
bd:b4:71:af:a2:2£:51:26:6a2:8d:81:9¢c:99:34:£2:52:8d:cl:
85:22:42:4b:68:48:d1:6f:04:93:ba:£7:25:a6:3b:38:f0:af:
28:a2:63:8f:57:1f£:76:£c:3e:55:88:1£:85:0b:£8:43:20:b2:
3c:d5:fa:66:a5:37:cc:54:e2:45:d3:97:7e:ab:67:e5:aa:e7:
£1:2d:97:65:92:dc:94:03:b7:ab:62:53:01:£4:06:11:6e:58:
6e:ff:€9:30:34:3c:ec:51:40:fb:76:£6:9c:62:48:25:a0:46:
bd:48:a7:74:08:96:10:ff:a5:4c:38:b8:72:4c:c6:1d:de:e0:
c3:¢c8:d0:29:62:a23:9¢c:59:16:00:23:40:0a:b0:c9:1a:1la:11:
£7:89:73:11:37:12:cl:76
————— BEGIN CERTIFICATE-----]601Cl17EATSa/
I7j0hnE6kdfARJI16WQTX0gG2mcIQYeImg+£fl6DmOnyQsakmLOd+B4gsL79mBgFKO
+Z14MwOePp7rbelLONVZQ6sqr2x0chWgej4T+f27nkecxBAljblmU7 /1isNmj/ZHWTX
SH5ulemDVepYjbysPy5allypcqglyB2+RXu20hEZvhTulUvP90eka/DjInDVBT1DD5
7NKHQR/d3ykDfDDhAZTNHZ2QKfqBfVG7NjF8WA6WPcOZBtVxj4htCa5iS1tT4n/Z
u9wX0ewMHuUG+/IJ05brBlxDVKVpmbyutigd8ujOFbLNwRGIT2TpMOvyhHyxhsAwh
rg61lMrncLCia5ak7xGggG3eXRKX1aTE6MEOSAIMOYVHNfgwa70V2sixfJ/v+vuv0
hCW5SRNs25nSBZ8h2+Q0nul+FIt8GszndYglMQIDAQABO4AG8MIGSMBOGALIUADgOW
BBSOHOKKtMOatTrLyNOROP22X9zmpDCBiQYDVROJBIGBMH+AFLQOfQogq0w5glOsvI
05HQ/bZ£f30akoVykWiBYMOswCQYDVQOGEWJOTDERMASGALIUEChMIQ29va2Jvb2sx
FDASBgNVBAMTCONvb2tib29r IENBMSAwWHgYJKoZIhvcNAQkBFhFvcGVudnBuLWNh jwryjgqY49XH3b8P1WIH4AUL+EMgsjzV+malN8xU4kXT136r
Z+Wg5/Et12WS3JSzt 6t 1UwHOBhFUWG7/ 6 TAOPOXRQPt29pxiSCWgRr1Ip3S41hD/
PUw4uHIMxh3e4MPIOK1lio5xZFrAjQAqwyRoaEfeJcxE3EsSF2
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Bu necs isleyir...

Client sertifikatinin seriya némresi hal-hazirda mihit deyiseni tls_serial 0-
da moévcuddur ve bize kdémek edir ki, OCSP destesklensin. Yoxlanis miracistini
OCSP servers gdonderdikdes, biz emin olmaq isteyirik ki, hegigeten gosulmag
istoyen istifadec¢i bizim CA tersfinden imzalanib ve kecsrlidirmi (ysni revoked
deyil ki?) Biz bunu hemc¢inin Certification Revocation List(CRL) ils deo eds

bilsrik ancaqg, OCSP-nin gobzslliyi ondan ibarstdir ki, he¢ bir client-s CRL
list otiridlmir.

Hem¢inin baxin

» 4-cii basligda CRL-lsrin istifadssi hansi ki, Certificate Revocation
List (CRL) -1 aciglayir. Sksar standart metodlarda heals de sertifikatin
yoxlanisi ic¢lin CRL istifade edilir.

'x509 user name' parametri

x509 user name parametrinin go6zelliyi ondan ibarstdir ki, bu bizs izin verir
ki, x509 sertifikatlarin istifadesinde bizs /CN= elementinin istifads
edilmemesine sorait yaradir. Bu skssr hallarda kenar Uclncl tersfin
sertifikatinin istifadesi ve ya hansisa diger avtorizasiya sistemlsrinds olan
integrasiya vaxti telsb edilir.

ise hazirlasaq
Asagidaki sebsks qurulusundan istifade edscayik:

GatelP-2.2.21
Client1ServerlP-2.2.2.10/24
Client1ServerGate-2.2.2.1
GatelP-1.1.1.1
ServerlP-1.1,1,10/24
LAN and Proxy IP-192.168.6.1 FreeBSD-Gate GatelP-1.1.1.1
ProxylP: 192.168.6.1 A1,
ProxyPort: 8888 VPNServerLAN
10.198.0.0/186
-
VPNServer =192.168.200.1/24
. -
SiteB — Proxy Server /////
e
e OpenVPN-Server
g Py SiteA
= v
Windows tun0 = 192.168.200.2 eg:-/

3

WindowsIP-192.168.6.33/24
WindowsGate-192.168.6.1

2-ci basligda yaratdigimiz client ve server sertifikatlarini burda da
istifadse edeceyik. Bu misalda server masini FreeBSD9.2 x64 OpenVPN2.3-ds
olacag. Client masini ise Windows7 x64 OpenVPN2.3-ds olacaqg. Server
qurasdirmasi olaraq 2-ci basligda server-tosrsf routing lcin yaratdigimiz
basic-udp-server.conf faylindan istifade edecsyik. Hemcinin eyni basligda

331
WWwWw.opensource.az



OPEN
SOURCE
CLUB

yaratdigimiz basic-udp-client.ovpn gqurasdirma faylini client {c¢ln istifads
edocoayik.

Necs edsk...
11k olarag OpenSSL-in asan emrleri yeni sertifikat generasiya edsk. Bu ona
goradir ki, OpenVPN-in istifads elsdiyi easy-rsa scriptleri bize asan imkan
yaratmir ki, /CN= hissssi olmadan script yaradaqg.

1. Spesific subject adi ile yeni sertifikat miiracistini generasiya edak:

root@siteA:/usr/local/etc/openvpn # openssl req -new -nodes -keyout
openvpnclient6.key -out openvpnclient6.csr -newkey rsa:2048 -subj
"/C=AZ/O=ATL/UID=atl"

2. Bos olan OpenSSL genislenms fayli yaradib emin olag ki, sertifikatain
noticesi X.509 v3-diur:
root@siteA:/usr/local/etc/openvpn # touch openssl-ext.conf

3. Vo sonda CA key istifads edsrsk sertifikat miiracistini imzalayaqg:
root@siteA:/usr/local/etc/openvpn # openssl x509 -req -CA ca.crt -CAkey
ca.key -in openvpnclienté6.csr -set_serial OxAA -shal -days 1000 -
extfile openssl-ext.conf -out openvpnclient6.crt

4. Server iciin basic-udp-server.conf qurasdirma faylini examplel2-7-
server.conf qurasdirma faylina nisxelsyirik ve examplel2-7-server.conf
qurasdirma faylinin sonuna asagidaki setirleri slave edirik:

script-security 2
client-connect /usr/local/etc/openvpn/examplel2-7-client-
connect.sh

verify-x509-name "UID"

5. Sonra client-connect ii¢in /usr/local/etc/openvpn/examplel2-7-client-
connect.sh scriptini yaradib ic¢ins asagidaki sstirlsri slavse edsk:

#!'/usr/local/bin/bash
echo "common_ name = [$common_pame]"

6. ©min olun ki, script yerins yetirilendir ve serveri iss salin:
root@siteA:/usr/local/etc/openvpn # chmod 755 examplel2-7-client-
connect.sh
root@siteA:/usr/local/etc/openvpn # openvpn --config examplel2-7-
server.conf

7. openvpnclient6.crt veo openvpnclient6.key fayllarini tehliikesiz kanalla
Windows7 masina niisxslsyin (WinSCP yada pscp) .

8. Client {icilin basic-udp-client.ovpn qurasdirma faylini examplel2-7.ovpn
qurasdirma faylina niisxelsysk ve examplel2-7.ovpn faylinin ig¢inds
sertifikatlar ve acarin iUnvani asadidakilarla svez edsk:

cert /usr/local/etc/openvpn/openvpnclient6.crt
key /usr/local/etc/openvpn/openvpnclient6.key

9. Sonra client-i iss salin:
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basic-udp-client 3
examplel0-4 3
examplel0-5 [3
examplel0-6 3
examplel0-7 3
examplel0-9 3
examplel2-3 3
examplel 2-4 3
examplel2-7 3 Connect
example3-1-client 3 Disconnect
example3-2-client2 3 Show Status
exampleG-1 3 Yianles
il 4 Edit Config
=EmplEE " Change Password
examples-3 >
exampled-7 3
OpenVPMN Service 3
Settings...
Exit
10. Sonra OpenVPN server masinda /var/log/openvpn.log faylini
yoxlayin asagidaki sotir olmalidir:
common name = [itvpn]

Bu necs isleyir...

Yeni verify-x509-name direktivi ils OpenVPN client gosulan client-in

istifadsc¢i adini susmaya gdérs olan /CN= situnu yox diger sttundan slde eds

bilsr. Bu misalda /UID= istifade edildi. Client sertifikat ils gosuldugda
onun, /UID= adli subject seksiyasi olur hansi ki, OpenVPN server client adini
bu sltundan acir. Client-in adi mihit deyiseni kimi common name elan edilib
necs ki, server-torsf scriptlerdse ve pluginlsrds client-connect, client-
disconnect, learn-address ve hoemc¢inin ifconfig-pool-persist faylinda istifades
edildiyi kimi.

Qeyd: Ancag X509 seritifikat-in istenilen /<field>=<name> seksiyasi istifads
edils bilmez. <field> BOYUK hsrflsrls yazilmalidir ve o OpenSSL
torsfinden taninilmalidir, digsr halda sertifikatin generasiyasi mimkin
olmayacaq.

Daha da strafli...

OpenVPN2.3-de olan bug-da 6ziiniin aparmasi

Qeyd edim ki, o6nce yazdigim misali OpenVPN2.3-ds etdiyim lg¢in hemin halda BUG

var idi ve nsaticeni OpenVPN2.2-de normal aldim. Ancag hsr hal ig¢in ager siz

asagidaki sohvi gorersinizss ya sertifikati dizglin secgcmemisiz ya da OpenVPN
versiyasinda BUG var:

Fri Apr 4 22:17:56 2014 us=105846 2.2.2.10:55319 VERIFY ERROR: could not

extract CN from X509 subject string ('C=AZ, O=Itvpn, UID=itvpn') -- note that

the username length is limited to 64 characters
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odsbiyyat siyahisa
1. OpenVPN Building and Integrating Virtual Private Networks - Markus
Feilner
2. OpenVPN 2 Cookbook - Jan Just Keijser
3. Build and integrate Virtual Private Networks using OpenVPN - Markus
Feilner
4. https://openvpn.net/index.php/open-source/documentation.html
5. https://www.google.ru/
6. https://www.howtoforge.com/
7. https://www.freebsd.org/
8. http://tldp.org/
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Kitab haqqinda

Istenilen 6zsl ya da dévlst muisssisesinde bas ofis ve ona
tabe olan bir nega filiallar mévcud olarsa, VPN qurmada
ehtiyac yaranacag. Bu kitabla siz giindemdas olan VPN
teleblerinin garsilgini agig gaynagli program teminati ile
alde etmis olacagsiniz. Kitab OpenVPN agig gaynagli
program taminatinin bacariglarini detallarla incalayir.

Mauallif haqqinda

Agig gaynagli program teminatlarinin qurulmasi ve
sistemlara tatbigi Uzre genis tecribeays malikdir. Baslica
megsadi, genc IT mihendisleri ile tacribi biliklerini
bolismak, ana dilimizde bu sahs lGzre adebiyyatlarin
hazirlanmasina 6z tévhasini vermaekdir. Maraqg dairssi
yalniz open source(agig gaynaglh) program teminatlarinin
tedgig edilmasidir.



