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Foreword

The current financial crisis poses many challenges to all countries. The need for
enhanced transparency and financial integrity in national financial systems is more
important than ever. It is therefore critically important to have in place strong anti-
money laundering/combating the financing of terrorism (AML/CFT) oversight
mechanisms, not only to protect the integrity of the financial system, but also to
ensure that public funds mobilized to address the financial crisis will not be mis-
used or misappropriated.

Money laundering is a serious crime that affects the economy as a whole,
impeding the social, economic, political, and cultural development of societies
worldwide. Over the last decades, globalization has been accompanied by the
growth of cross-border and national underground economies fueled by illegal busi-
nesses. Such criminal activities as drug trafficking, human trafficking, migrant
smuggling, traffic in body organs and firearms, as well as prostitution and racket-
eering, have generated immense profits that boost demand for money laundering.
Fighting money laundering involves combating the recycling of illegally gained pro-
ceeds and providing additional tools to detect and go after the underlying crime.

Terrorism and its financing are also affecting both the national and the interna-
tional economies.! As do money launderers, terrorists raise their funds through
various profitable activities that mainly stem from criminal acts, such as kidnap-
ping, extortion, large-scale smuggling, narcotics trafficking, robbery, and theft. Ter-
rorists need to use the financial infrastructure to mobilize and channel their funds.

One central objective of supervisors and regulators is to bolster confidence in
the financial system, and to use all available tools to ensure that financial institu-
tions are not owned by criminals or being misused for criminal purposes.

As countries around the world adopt AML/CFT legislation, effective supervision
is pivotal to the success and impact of a country’s AML/CFT system. In this respect,
devising methods of supervising compliance by the banking sector is central to any
AML/CFT regime. Every bank has the obligation to know its customers and to report

! Financial Action Task Force on Money Laundering, 2002. See also R. Barry Johnston, and Oana M.
Nedelescu, “The Impact of Terrorism on Financial Markets”, Journal of Financial Crime, vol. 13, 2006.



Foreword

suspicious transactions. Although these obligations sound straightforward, they
have proved challenging to implement. What can banks do to gather specific
information about their customers? How should it be recorded? When does the
bank have to file a Suspicious Transaction Report? It is here that a supervisor can
play a crucial role in helping supervised institutions: First, in understanding the
full extent of the obligations of Customer Due Diligence and Suspicious Transac-
tion Reports and, second, in ensuring that those obligations are not just words on
paper but are applied in practice, backed by sanctioning mechanisms against non-
compliance.

In this regard, field work in both developed and developing countries has shown
an overall low compliance in the area of supervision of banks and other financial
institutions. Indeed, supervisory compliance is generally lower than the average
level of compliance with all Financial Action Task Force recommendations. By pro-
viding examples of good practices, this book aims to help countries better conform
to international standards.

This book is specifically designed for bank supervisors, some of whom may be
looking for ways to devise a program of AML/CFT supervision. Others may have
encountered difficulties in elements of their systems of supervision and are looking
for alternatives. Supervisors may also come to recognize even more efficient ways to
carry out AML/CFT supervision. The objective of this book is therefore to provide
a “how to” reference for practitioners of financial regulation and supervision.

The authors have attempted to conceive a practical guide, with the purpose of
resolving strategic and operational supervisory issues. They cover the entire spec-
trum of supervision, ranging from supervision objectives to the design and carry-
ing out of onsite and offsite inspection programs, and from cooperation with other
domestic and international AML/CFT authorities to sanctions and enforcement.

The international community recognizes that under-regulated or unsupervised
entities have the potential to undermine confidence in financial markets and ham-
per economic recovery. Better transparency, enhanced oversight, and stronger cross-
border cooperation among regulators and supervisors in all areas of risks, including
money laundering and terrorist financing, are necessary to ensure that financial
institutions always remain sound, sustainable, and vigilant. This task is even greater
during difficult times.

It is our hope that this book will serve this ultimate goal.

Michael U. Klein

Vice President

Finance and Private Sector Development
World Bank-IFC

Chief Economist, IFC
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Introduction

Background

Money laundering has a major impact on a country’s economy because it affects
economic growth. Both money laundering and terrorist financing can weaken
individual banks, and they are also a threat to a country’s overall financial sector
reputation.! Combating money laundering and terrorist financing is, therefore, a
key element in promoting a strong and sound financial sector.

The adverse consequences for institutions are generally described as

* Reputational: Clients that provide a stable deposit base and make reliable bor-
rowers lose confidence in an institution connected with money laundering
and take their business elsewhere.

+ Transactional: Impaired internal processes or relations with other banks impede
the institution, or raise its operating and funding costs.

+ Legal: There is a risk of lawsuits, adverse judgments, unenforceable contracts,
fines, and penalties, which may include license withdrawal and management
dismissal (and possibly a lifetime ban from participation in the banking
industry).

A key imperative for governments around the globe is to ensure that the banking
system cannot be used for the purposes of money laundering/terrorist financing, and
it is impossible to achieve this goal without the active involvement of bank supervi-
sors. Difficulties with implementation, supervision, and enforcement of AML/CFT
policies, procedures and rules have become an increasing concern for both developed
and developing countries. Indeed, as the 2002 to 2008 Financial Sector Assessment
Programs (FSAPs) reports and Financial Action Task Force? Style Regional Bodies
(FSRBs?®) mutual assessments show, AML/CFT supervision, in the vast majority of
cases, is one of the weakest sectors of national regimes (see figure 1).

At the same time, developing countries have been increasingly asking the
World Bank, the IMF, the Inter-American Development Bank (IDB), the Asian
Development Bank (ADB), and other international/regional bodies, for technical
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assistance in establishing an effective and comprehensive supervisory apparatus
compliant with AML/CFT international standards. This has become a major chal-
lenge, both at national and regional levels.

The World Bank reviewed about 56 assessment reports prepared by the FATE,
FSRBs, and International Financial Institutions to take stock of the implementa-
tion of AML/CFT international standards in both developed and developing
countries. From the analysis of these reports, several lessons can be drawn. As
shown in figure 1, supervisory compliance is generally lower than the average
level of compliance with all FATF Recommendations. With the exception of Rec-
ommendation 29, the level of compliance with all Recommendations relevant to
supervision matters is low (FATF Recommendations are listed in annex 9)

Objectives

This guide aims to support implementation of international standards as estab-
lished by the FATF, the Basel Committee on Banking Supervision (BCBS), and
other bodies, by, among other things

+ Providing examples of AML/CFT supervisory regimes in both developed and
developing countries

+ Describing best practices that have been implemented

+ Giving practical advice on how a particular jurisdiction might incorporate
AML/CFT into its supervisory regime (one system is not right for all countries)
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This guide also presents key elements for an effective AML/CFT on-site and oft-
site supervisory system and proposes appropriate tools and methodologies.

It is important to note that the examples given represent practices the authors
believe can provide useful guidance to bank supervisors. They should not be
regarded as definitive models, nor should it be inferred that the countries from
which they are drawn are fully compliant with all applicable AML/CFT standards.

Scope

The scope of the guide is banks and does not address the securities, insurance, and
microfinance sectors. The guide, therefore, encompasses the following topics:

« AML/CFT international standards that specifically apply to bank supervisors

+ Objectives of a supervisory regime

+ Types of risks faced by banks with regard to ML/TF (money laundering/terrorist
financing) that justify implementation and enforcement of preventive measures

+ Patterns of high-risk transactions and sectors that require enhanced due dili-
gence and monitoring

« Different jurisdictional approaches to supervision (for example, the U.S.,
Europe, Asia)

+ Licensing process, and suitable and proper tests

+ On-site examination procedures and processes (preparation of the mission,
scope, breakdown of tasks, and so forth.)

+ Examples of methodologies and tools used by supervisors to conduct
AML/CFT on-site examinations

+ Off-site supervision procedures and processes (breakdown of activities,
information to be collected, and so on.)

+ Examples of methodologies and tools used by supervisors to conduct
AML/CFT off-site supervision

+ Feedback from, and useful communication with, supervised banks

+ Examples of sanctions to be applied to banks with compliance deficiencies

+ Sanctioning process (basic steps to be followed by the supervisor before
sanctioning a bank, role of the legal department, publication of sanctions)

+ Interaction between supervisors and other preventive and law enforcement
agencies (FIU, prosecutor, foreign supervisory bodies)

Methodology

The core research of this guide is based on fieldwork conducted in a selection of
countries where there has been significant AML/CFT supervision. The authors
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have made use of their own expertise and knowledge and have conducted addi-
tional research. Representation from both developing and developed countries
has provided insight into varying worldwide practices and supervisory models.

The team comprised six experts from the World Bank: Pierre-Laurent
Chatain, lead financial sector specialist and task team leader; Cédric Mousset and
Emile van der Does de Willebois, senior financial sector specialists; and John
McDowell and Paul Allan Schott, consultants. Kamil Borowik, financial analyst,
was also a participant.

The team designed a list of key questions to be asked during interviews and
meetings with foreign authorities so as to follow a uniform method for collecting
information and data during their fieldwork. Members of the team visited the
USA, four European jurisdictions (Belgium, Italy, the Netherlands, and Spain), and
four Asian jurisdictions (Malaysia; South Korea; Singapore; and Hong Kong,
China) as well as the offshore centers of Jersey and Labuan.

The word “bank” in this guide specifically refers to the Basel definition. The
use of this definition does not prohibit a country from applying the principles of
this guide to other financial institutions or to other entities covered by AML/CFT
requirements. The term “AML/CFT supervisors,” unless otherwise described,
refers to persons supervising the compliance of banks with the requirements of
AML/CFT; they might not necessarily be the primary bank supervisors. Other ter-
minology is used in a manner that is consistent with the definitions contained
in the Glossary to the FATF Methodology for Assessing Compliance with the
FATF 40 Recommendations and the FATF 9 Special Recommendations (updated
February 2008).

Notes

1. See Brent L. Bartlett, International Development group: Dewey Ballantine, LLP, The
Negative Effects of Money Laundering on Economic Developmen, (Asian Development
Bank, 2002)

2. The FATF is an intergovernmental body whose purpose is the development and promo-
tion of national and international policies to combat money laundering and terrorist
financing. The FATF is therefore a “policy-making body” created in 1989 that works to
generate the necessary political will to bring about legislative and regulatory reforms in
these areas. The FATF has published 40 + 9 Recommendations in order to meet this
objective.

3. The FATF-style regional bodies have similar form and functions to those of the FATF,
though on a regional basis. FSRBs, however, do not set international standards, unlike the
FATFE. Some FATF members are also members of these bodies. For FSRBs, see: Asian
Pacific Group on Money Laundering (APG, http://apgml.org), Financial Action Task
Force on Money Laundering in South America (GAFISUD, http://www.gafisud.org),
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Caribbean Financial Action Task Force (CFATE, http://www. cfatf.org/), Eurasian Group
(EAG, http://www.eurasiangroup.org/), Eastern and Southern Africa Anti-Money Laun-
dering Group (ESAAMLG, http://www.esaamlg.org/), Intergovernmental Action Group
against Money-Laundering in Africa (GIABA, http:// www.giabasn.org/), Middle East
and North Africa Financial Action Task Force (MENAFATE, http://www.giabasn.org/)
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Chapter 1: Designing an Effective AML/CFT Supervisory Framework

1 Overview

A country’s! regime to counter money laundering and the financing of terrorism
has three primary objectives. The first is to deter money launderers and terrorist fin-
anciers from using a country’s financial system for illicit purposes. The second is to
detect money laundering (ML) and terrorist financing (TF) when and where they
occur, and the third is to prosecute and punish those involved in such schemes.

There are varied reasons that an anti-money laundering (AML) and counter
terrorist financing (CFT) regime is important in any country. The relevant stake-
holders from a country’s public sector are likely to have slightly different priori-
ties because the stakeholders include policy makers from the legislative and
governmental authorities, the judiciary, law enforcement agencies, the financial
intelligence unit (FIU),? and from financial regulatory and supervisory authori-
ties. But, among other things, the reasons will encompass the need to advance the
domestic agenda, will enhance safe-and-sound banking practices, and will avoid
or minimize negative international implications. Political will is the most impor-
tant prerequisite for achieving these three objectives. A national government
demonstrates its clear political commitment to establish a robust AML/CFT
regime by passing appropriate laws and regulations, by granting suitable powers,
by dedicating necessary resources to relevant ministries and agencies, and by
prosecuting cases and obtaining convictions.

Clearly, an effective AML/CFT regime requires significant collaboration and
cooperation from the country’s stakeholders in the public sector. Also crucial to the
success of the regime, however, are relevant stakeholders from the private sector,
namely the financial institutions and designated nonfinancial businesses and pro-
fessions (DNFBPs)? subject to compliance obligations. These should also be
included in the collaborative process.

The primary responsibilities of any AML/CFT supervisor are:

+ Monitor AML/CFT compliance in the banking industry

+ Enforce AML/CFT regulations set out by policy makers

+ Ensure a level playing field to promote fair competition in the financial sector
+ Work with the industry to build an effective AML/CFT regime

AML/CFT supervision should, first, promote the overall safety and soundness of
the banking system, and should help protect it from criminal acts by money laun-
derers and terrorist financiers. While it is not usually the AML/CFT supervisor’s
primary role to identify and investigate individual ML/TF cases, transaction testing
may be part of the supervisory process. As well, bank examiners often have to take
investigative steps either to show that a transaction is suspicious or that an employee
is involved in money laundering. Supervisors should also have the authority to con-
duct inspections (including on-site inspections) of financial institutions to ensure
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compliance. The inspections should include a review of customers’ files and of bank
policies, procedures, and books and records, and should also extend to sample testing.

There are essentially three organizational approaches to AML/CFT supervision:
supervision by a bank supervisor, supervision by the FIU or other entity, and super-
vision shared between the FIU and the bank supervisor. In addition, there are at
least eight principles policy makers need to address in order for supervisors to be
able to implement an effective system. Supervisors should have adequate resources,
sufficient independence, access to information, and the power both to make rules
and to impose sanctions; they also should, of course, be held accountable. They
should adopt either a standardized or a risk-based approach, and they should make
use of both on-site and off-site supervision. Chapter 1 is broken into five main sec-
tions aimed at discussing the key considerations involved in designing and imple-
menting an effective supervisory framework for AML/CFT. Section 1.2 discusses
why AML and CFT should concern supervisors and, more generally, policy makers.
Section 1.3 discusses the need for a country to demonstrate political will. Section
1.4 emphasizes the importance of a collaborative and coordinated process that
should be undertaken when establishing an AML/CFT regime. Section 1.5 describes
the three basic organizational models for supervision. Finally, section 1.6 discusses
the different principles that should be taken into account to establish an effective
AML/CEFT supervisory system.
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2 The Importance of AML/CFT to Policy Makers
and Supervisors

This section discusses the major banking issues connected with ML and TF. While
the importance of different considerations is likely to vary from country to country,
policy makers and supervisors should take each of them seriously in establishing an
AML/CFT supervisory framework.

2.1 International Implications

Most compliance matters for banks are domestic in nature, and, as a result, it may
seem that adverse consequences for compliance failures go no further than the bor-
ders of the jurisdiction. This is not, however, the case. When a country develops a
reputation for AML/CFT measures that do not meet international standards, or for
lax enforcement of its regime, the result will be, at the least, an increase in the cost
of doing business. Foreign institutions are highly likely to subject transactions with
such countries to added scrutiny, and may even decide to terminate their relation-
ships with business partners from those countries. Thus, the failure to have in place
an effective AML/CFT regime that meets international standards could have adverse
cost implications both for domestic institutions and for international trade.

2.2 Advancing the Domestic Agenda

AML and CFT both help advance a country’s domestic agenda. Because ML and TF
are separate crimes from the underlying criminal activity (known as the predicate
offense), authorities have a separate and additional avenue for investigation and
prosecution. In these cases, when the proceeds generated by the predicate offense
are laundered, the subsequent investigation leads to the charge of ML. For example,
if corruption, drug trafficking, trafficking in human beings or counterfeit medi-
cines, or illegal logging are predicate offenses in a jurisdiction, the AML regime can,
where relevant, be used in the fight against them and, indeed, against any other seri-
ous crime. Similarly, in a country where terrorist acts are a concern, these acts have
been financed, and CFT can be brought into play as an additional means of combat-
ing such offences.

2.3 Criminal Implications

In addition to the establishment of various AML/CFT compliance obligations for
banks, such as customer identification, suspicious transaction reporting, and
record-keeping requirements, international standards require that the acts of ML
and TF be made crimes under the laws of each jurisdiction.* Thus, in any individ-
ual bank, its directors, management officials, and employees can all be subject to
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criminal prosecution and receive criminal penalties for engaging in ML or TF
activities. As a result, a bank must be concerned with more than just its compli-
ance obligations. It must also make sure that neither its directors nor its employ-
ees become engaged in criminal acts, whether accidentally or deliberately. This
criminal dimension adds to the complexity and difficulty of dealing with
AML/CFT issues.

2.4 Enhancing Safe and Sound Banking Practices

Certain aspects of AML obligations help reduce the incidence of criminal activity in
banks. The Basel Committee on Banking Supervision (Basel Committee)® has
issued a set of principles on bank supervision, Core Principles for Effective Banking
Supervision (BCP), and an ancillary document, the Core Principles Methodology.®
The Core Principles require a bank to have appropriate policies and processes in
place. These include strict “know-your-customer” rules that promote high ethical
and professional standards in the financial sector and that prevent the bank from
being used, intentionally or unintentionally, for criminal activities.” In this regard,
international AML/CFT standards for customer identification and due diligence®
work to ensure that banks know and monitor their customers’ records, thus decreas-
ing the likelihood of criminal activities such as fraud.

In addition, FATF (Financial Action Task Force) Recommendation 10 (which
requires banks to maintain detailed records for at least five years) helps to guaran-
tee that a bank has reliable records in the event of litigation between a customer
and a bank.

Finally, FATF Recommendation 15 requires a bank to have adequate screening
procedures in place to exclude criminals and untrustworthy persons from gaining
or regaining employment in banks. These procedures minimize the likelihood that
employees will use the bank to further criminal activities such as fraud.

2.5 Qualitative Nature of the Risk

Unlike most prudential risks, such as liquidity, credit, or market risks, ML/TF
risks are perceived from a qualitative rather than a quantitative standpoint. As a
consequence, supervision of AML/CFT can be complex and difficult. For exam-
ple, most banks can tolerate a certain amount of credit loss for certain types of
loans, provided the overall performance for such loans remains profitable. With
AML/CFT, however, there is no acceptable level of risk (except for isolated inci-
dents) even though it is recognized that the most robust compliance program
cannot prevent all ML/TFE. Thus, AML/CFT supervisors must devise and apply
effective mechanisms both to evaluate the quality of a bank’s policies and to
prevent and detect ML/TF, and also to enforce improvements in areas of identi-
fied weaknesses.
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2.6 Banks Are Gatekeepers of the Financial System

In most countries, and in particular developing ones, banking is the most
important part of the financial system. It is key to facilitating domestic and
international payments, it serves as the intermediary for depositors and bor-
rowers, and it provides other financially related products and services. In this
regard, a country’s AML/CFT regime needs to start with its banks. Because of
their crucial role in the financial system, any banks not having effective
AML/CFT programs are the ones most likely to be exposed to ML/TF risks, and
hence can most easily be exploited by domestic and international criminals. In
order to protect the integrity of its financial system, therefore, a country must
have an effective AML/CFT regime that satisfies international standards.

On the other hand, some countries, particularly developing ones, must impose
this regime without simultaneously making banking access too difficult or costly for
their poorer citizens. These citizens may not, for example, be able to provide the
required identification documents, or meet the higher costs that result from the
AML/CFT. The FATF recommendations do provide sufficient flexibility to accom-
modate different sets of national domestic conditions and can also allow access-
expanding innovations like branchless banking. It is also noteworthy that, if these
citizens do find themselves discouraged from using the formal banking system, they
will find alternative systems that, by definition, are subject to no controls.’
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3 Demonstrated Political Will Is the Key to Success

In order to have a successful AML/CFT regime, any national government must have
the political will to undertake all the necessary steps to establish and implement it,
and having done so, the government must then demonstrate a clear commitment to
the process it has put in place. This means that the government must pass and
enforce appropriate laws and regulations, must dedicate the necessary resources to
the task, must grant suitable powers to relevant agencies, and must prosecute cases
and obtain convictions. Without such political commitment from the highest gov-
ernmental levels, there is little chance for success for any AML/CFT regime. Indeed,
without it, there is little incentive for officials to develop an effective AML/CFT
supervisory system. That is because other stakeholders are unlikely to commit
themselves either to contribute or participate effectively in the process.
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4 Importance of Collaboration and Cooperation

Money laundering and terrorist financing are complex crimes and, for this reason,
multiple national agencies must be involved in the various aspects of preventing,
detecting, and prosecuting them. The specific agencies involved may vary from

country to country, but the collaboration of the following areas is needed for an
effective, overall AML/CFT regime:

* Legislature

+ Executive Branch or Ministries

* Judiciary

+ Law Enforcement, including police, customs, and so forth

* FIU

+ Supervisors of banks, including the central bank, of other financial institutions,
and of DNFBPs

Where there are different national agencies involved, there are likely to be differ-
ent objectives and priorities. It is important, nevertheless, to establish a unified set
of objectives and priorities for the overall regime, and to have collaboration and
coordination among the various public sector constituencies.

Even so, while collaboration among the relevant public sector constituencies is
necessary, it is not sufficient to assure effectiveness for a country’s regime. There
must also be collaboration with those private sector stakeholders (such as banks,
other financial institutions, and DNFBPs), that are required to comply with the
country’s AML/CFT obligations. This group has specialized perspectives on the
regime’s objectives, as well as on the practicability of the timeframes for achieving
them. In addition, the regime will be more effective overall, and the level of compli-
ance will be higher, if the concerns of the private sector are addressed.

4.1 National Strategy

In order to establish an AML/CFT regime that meets international standards, or to
strengthen an existing regime, a national strategy should have clear objectives. Most
countries find this is best achieved through coordination groups comprising both
public sector ministry/agency heads and representatives of the relevant private sec-
tor. The coordination group’s role is to establish specific objectives and assign
responsibility for achieving them, to set timeframes within which each specific
objective is to be attained, and to monitor progress.

4.2 Interagency Coordination

Within the same government, different agencies often have different objectives and
priorities, and this creates the potential for conflicts of interest. For example, a bank’s
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financial well-being could be seriously damaged if there were unnecessary adverse
publicity from law enforcement about possible violations. Therefore, the competent
authorities should strive to enhance the effectiveness of the overall regime by avoid-
ing unwarranted repercussions.

Where compliance duties and responsibilities overlap, they cause confusion for
those involved because there is potential for conflicts in the way responsibilities are
interpreted. To avoid such confusion, ministries/agencies should work together to
assign clear lines of responsibility under the country’s AML/CFT regime. The avoid-
ance of duplication and wasted resources is an added benefit.

Where two or more ministries/agencies have potential conflicts, procedures should
be in place to resolve them if they arise. There is no single best procedural method of
addressing them. Often, the agencies involved can resolve their differences by referring
them to higher levels of their organizations. Other times, the coordination group itself
might be asked to serve as the intermediary. In any event, it is preferable to have a
resolution mechanism in place in advance to deal with any real conflict.

4.3 Implementation

Once the national strategy has been established, and areas of responsibility clarified
and potential conflicts minimized, a country should establish an action plan for
implementation. Many countries form implementation working groups, usually
comprising lower level officials from both the public and private sector constituen-
cies. Their role is to guide and coordinate the specific actions needed. Of course, in
many cases, individual ministries/agencies are solely responsible for implementing
rules and regulations, and they can independently finalize them and make them
effective. Nonetheless, wherever there is collaboration and coordination, and wher-
ever differing perspectives are taken into account, the AML/CFT regime will be
more effective. This is particularly true regarding the private sector, which has the
responsibility of actually carrying out the various compliance obligations.

4.4 Mutual Trust

A successful AML/CFT regime is one in which the private and public sectors have
developed mutual trust. While the two have different views and priorities, they share
common goals and, therefore, recognize that it is necessary to cooperate if they are to
achieve an AML/CFT regime that benefits both. If the public sector is trusted by the
private sector, then the private sector is encouraged to participate fully and actively in
the regime. This is particularly important for suspicious transaction reporting, given
the sensitive nature of the information that members of the private sector are required
to submit to the public sector. This information must necessarily be accurate, effec-
tive, and of a high quality. When a regime is operating without the active and full par-
ticipation of the private sector, or is characterized by mistrust between the public and
private sectors, it will never be effective as it could be.



Chapter 1: Designing an Effective AML/CFT Supervisory Framework

5 Organizational Approaches for Effective
AML/CFT Supervision

Each jurisdiction devises and establishes its own organizational framework for
AML/CFT supervision. Neither the BCPs nor the FATF international standards
provide any guidance on which type of model or supervisory arrangements a
country should use or which type is more effective than any other. Decisions to
adopt a particular model or supervisory arrangement flow from individual
national criteria, and these might be features of the domestic banking system,
and/or the powers and resources of existing agencies, and/or priorities in the fight
against ML and TE.

In general terms, however, based upon a review of many AML/CFT supervisory
frameworks, three models exist, as shown in box 1.1:

+ Supervision by the bank supervisory body
+ Supervision by the FIU
+ Shared supervision

m Examples of Supervisory “Business Models”

The bank supervisory body supervises banks for AML/CFT in the cases,
for example, of the Commission Bancaire Financiere et des Assurances in
Belgium, the Commission bancaire in France, De Nederlandsche Bank (DNB)
in the Netherlands, and the Jersey Financial Services Commission in Jersey,
in the Channel Islands. In Spain, this responsibility is handled by the Finan-
cial Intelligence Unit (FIU), the Comision de Prevencion de Blanqueo de Cap-
itales e Infracciones Monetarias (SEPBLAC). In the US, multiple supervisors
share supervision. These are the Federal Reserve Board, the Office of the
Comptroller of the Currency (OCC), the Federal Deposit Insurance Corpora-
tion (FDIC), and the Office of Thrift Supervision (OTS). In Canada, the Finan-
cial Intelligence Unit, the Financial Transaction and Reports Analysis Centre
of Canada (FINTRAC), has responsibility for AML/CFT supervision, but it
relies also on the work of the Office of the Superintendent of Financial Insti-
tutions (OSFI), which is responsible for supervision of Canada’s federally reg-
ulated financial sector, including banks and insurance companies.?

a. In ltaly, the Ufficio Italiano dei Cambi formerly handled AML/CFT supervision; however, this

agency was abolished on January 1, 2008, and its functions were assumed by a new, inde-
pendent FIU operating under the umbrella of the Banca d'ltalia.
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5.1 Supervision by the Bank Supervisor

Supervision of AML/CFT compliance in banks by the bank supervisor is probably
the most common organizational model, and it produces a number of benefits.
First, supervisory bodies are usually both highly skilled and knowledgeable about
assessing risks in banks, as well as about the policies and procedures to manage
those risks. Second, ML/FT risks are monitored like other types of compliance risks
for which bank supervisors are responsible. Third, supervisors are knowledgeable
about how banks operate and about the products and services they offer. Fourth,
supervisors understand the differences between the ways small local banks and large
international banks operate. This international dimension to the supervisor’s
responsibilities is particularly useful in cross-border supervision.

Finally, most bank supervisors have at least some experience in enterprise-wide,
consolidated supervision. Many banking institutions are part of large financial
organizations, and these include securities firms, insurance companies, and other
types of financial entities. Such organizations often adopt an enterprise-wide
approach to AML/CFT compliance, just as they do to risks in consolidated credit,
market, or general operations. This approach requires a consolidated understand-
ing of the entire organization’s risk exposure for ML/TF across all activities, busi-
ness lines, and legal entities. Such a centralized function often includes the ability
for the organization to comprehend the enterprise-wide, indeed worldwide, expo-
sure of a given customer, particularly one considered to be high risk. It is a complex
undertaking, but bank supervisors are well equipped to understand the capabilities
and limitations of such a system.

This model does have some disadvantages. Bank supervisors, because of pru-
dential concerns, may not give AML/CFT the same priority as governments do,
or may not have sufficient resources to do so. In consequence, compliance issues
may get neither the quantity nor quality of attention that is necessary. As well,
supervising compliance with the AML/CFT regime is not a traditional prudential
supervisory responsibility. It is a new concept to some extent, not only for bank
staff, but also for the supervisory body, which must learn new skills. This situation
may initially be reflected in staff difficulties.

5.2 Supervision by the FIU or Other Entity

As an alternative to the bank supervisory model, AML/CFT compliance super-
vision may be conducted by the FIU or another governmental agency. Under
this model, it is the FIU (or alternative), not the bank supervisory body, which
must be authorized, first, to have access to all relevant bank information and,
second, to conduct examinations. Such authority is needed to enable the FIU or
governmental supervisor to determine a bank’s compliance with its AML/CFT
obligations.
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This model has a number of benefits. First, because collection of information
and analysis are the core of its duties, the FIU has expertise in certain AML/CFT
matters. Second, AML and CFT are its only responsibilities. Third, the FIU has
direct access to suspicious transactions reports (STRs) and related information.
According to FATF Recommendation 26, the FIU should have timely access,

directly or indirectly, to the financial, administrative, and law-enforcement infor-
mation required for it to undertake its functions properly, and these include the
analysis of STRs.

This model also presents several drawbacks. If the FIU is the supervisor, it may
well be inexperienced both in financial inspections and in bank supervisory mat-
ters. As well, the FIU is not likely to be sufficiently well equipped to undertake
AML/CFT supervision on an enterprise-wide basis. On the other hand, if a body
other than the FIU is the supervisor, that body may well not have access to STR
information. Examinations are likely to become more limited in scope and expert-
ise, and multiple regulators and different approaches to compliance supervision
may generate some confusion for banks.

5.3 Supervision Shared between the FIU and the Bank Supervisor

The third model is to have AML/CFT supervision responsibilities shared between
the FIU and the bank supervisor (see box 1.2). This model has one important poten-
tial benefit. Because it may well facilitate the sharing of personnel, information,
expertise, and other resources between the two entities, the overall quality of
AML/CFT supervision should eventually be enhanced.

m Example of Shared Supervision

In Canada, the FIU (FINTRAC) retains accountability for ensuring compli-
ance, but the OSFI (the federal banking/insurance regulator) carries out
day-to-day AML/CFT assessments. OSFI and FINTRAC are authorized to
share information with each other on entities regulated by OSFI that are
subject to the Canadian AML requirement. To operate this authority, OSFI
and FINTRAC have entered into a memorandum of understanding laying
out precisely which information each will share with the other. OSFI and
FINTRAC meet regularly to discuss the results of OSFl's work and FIN-
TRAC's analysis of STR and other filings made by OSFl-supervised enti-
ties. The arrangement ensures that duplication of effort is avoided and
also provides a forum for discussing emerging AML supervisory issues to
ensure that both agencies form a broad and shared view of acceptable
risk management practices.
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This model could, however, produce some difficulties because it requires clear
delineations of responsibilities and coordination of supervisory activities, as well as
a mechanism for resolving conflicts. Unless the lines of responsibility are clearly
delineated, duplicate supervision can result in overlaps that waste resources for both
banks and supervisors. Conversely, but for the same reason, there may be gaps in
supervision, where each agency wrongly believes the other agency is responsible for
a particular area. It is also possible that the two agencies will interpret a bank’s
AML/CFT obligations differently.
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6 Principles for an Effective AML/CFT Supervisory
Framework

In addition to adopting a supervision model, policy makers, in establishing and
subsequently implementing an effective supervisory framework, need to be guided

by a number of principles. The following list is not exhaustive, but reflects the best
practices observed in many countries.
Supervisors should be

+ Granted sufficient independence to be effective,

» Held accountable,

+ Granted powers to access information,

+ Authorized to make rules,

+ Authorized to impose appropriate sanctions, and
+ Provided with adequate resources.

The framework should

+ Adopt either a standardized or risk-based approach and
+ Use both on-site and off-site supervision.

6.1 Independence™

While the organizational structure surrounding AML/CFT supervision may vary
from country to country, the AML/CFT supervising authority, whether it is the
bank supervisor, the FIU, or some other government agency, must have independ-
ence. Unless provisions are already in place to guarantee this, such independence for
the AML/CFT supervisor should be made clear in the mandate of responsibilities,
possibly with a specific grant of authority.

Independence, in general, means that the day-to-day activities of the supervisor
are not subject to external direction or control by, for example, the government or
by the banking industry. This means that these outside agencies cannot influence
particular matters, such as examination decisions or enforcement actions for partic-
ular banks. On the other hand, it does not mean that the supervisor’s overall direc-
tion and policy cannot be influenced by either the legislature or by government
policy makers. In other words, the supervisor is not free to act irresponsibly. Nor
does independence mean that the supervising authority should not be held
accountable for its actions.

Independence should apply to all the different supervisory activities. These
include issuing budgets and regulations, exercising enforcement authority, conduct-
ing examinations, and setting specific supervisory policies and procedures. Supervi-
sory staff themselves are not independent, but report to the heads of the AML/CFT
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supervisory body. In France, for example, the general secretariat of the Banking
Commission is an independent administrative authority, and the board of the Com-
mission comprises two independent magistrates from the highest national jurisdic-
tions (Court of Cassation and State Council). In the US, the heads of all five bank
regulatory agencies and their respective board members serve for specific terms of
five or seven years, rather than at the discretion of the President.

6.2 Accountability

Policy makers are faced with the challenge to balance the supervising authority’s
independence with its accountability to the public good, to the government, and to
the banks the supervisor regulates. While the AML/CFT supervisor’s independence
is of paramount importance, therefore, it is vital that the agency be well governed
and accountable for fulfilling its responsibility effectively and efficiently.!! A review
by the legislature, an external audit by competent authorities, and disclosure and
external oversight providing, for example, a regular public report of activities, are all
effective methods of assuring accountability. Accountability also plays a significant
role building trust between the public and that part of the private sector that has
compliance obligations. The private sector (as well as the general public) is more
likely to have confidence in governmental institutions that are accountable both for
their actions and the manner in which they carry out their responsibilities. High
integrity in staff and good practices in governance both contribute to the account-
ability of the AML/CFT supervisor.'?

In France, for example, the Governor of the Banque de France (the Central Bank),
who is also the head of the independent supervisory body for AML/CEFT, the Com-
mission bancaire, reports the Central Bank’s activities to the public annually
through the Parliament. The Central Bank is also subject to independent institu-
tions, the Cour des Comptes and the Inspection Générale des Finances, which are
responsible for the oversight of public systems. In addition, the Commission ban-
caire is required to disclose an overview of its operations to the public. The
overview takes the form of an annual report, which includes, for example, the
number of on-site visits, of sanctions imposed on noncompliant financial institu-
tions, and of follow-up letters sent about bank inspections. Bank inspections pri-
marily serve two purposes: first, assessing the agency’s internal organization and,
second, evaluating its efficient use of public funding.

In the United States, all bank regulatory agencies are required to file publicly
available annual reports. These provide a detailed description of the agencies’ initia-
tives; financial management results; enforcement actions; and their outreach to
industry, community, and consumer organizations.

In Canada, both OSFI and FINTRAC are legally required to present Parliament
annually with reports on their activities as specified in their legislated mandates,
and also on their plans and priorities for the coming fiscal year.
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6.3 Access to Information

International standards to combat ML/TF provide that the supervisory body should
have adequate powers to monitor and ensure compliance by banks, including the
authority to compel the banks’ production of any information relevant to monitor-
ing such compliance.!® To fulfill its mandate, therefore, a supervisory body must
have unfettered access to complete bank information. The supervisor must not be
hampered by any kind of bank secrecy laws that could restrict access to relevant
information provided in a timely manner.!* Similarly, access to customer informa-
tion should be granted, without limitation, about lines of business, geography, cus-
tomer category, or type of operation.

As part of the monitoring process, the supervisor must determine if the bank’s
process for filing STRs adequately meets its reporting obligations. Supervisors,
therefore, require on-site access to STR files.!

The supervisor may also need to ask the FIU for access to certain kinds of infor-
mation such as reports on trends, typologies, and alerts. These are helpful both to
bank regulators and to commercial banks and do not compromise the confidential-
ity set out in a country’s money laundering laws.

6.4 Authority to Make Rules

The AML/CFT supervisor, as the body that evaluates bank compliance, is in the
best position to determine bank compliance requirements and, therefore, to issue
rules, regulations, and other forms of guidance. The supervisor, however, may
require specific authority to do this, and the jurisdiction should, therefore, take
appropriate measures, including legislative action, to provide it.

Rules and regulations should be issued in a clear, precise, manner, so the meaning
of such rules can be easily understood by those that have to comply with them. Insuf-
ficient clarity may jeopardize effective implementation and prevent a level playing
field. This in turn will lead to confusion and to an uneven application of the rule,
hampering the supervisory body from attaining its ultimate compliance objective.
Both the public and private sector benefit when supervisors and banks collaborate to
produce clear rules and regulations.

6.5 Sanctioning Powers

International standards require a country to establish effective, proportionate, and
dissuasive sanctions, criminal, civil and/or administrative, to deal with relevant
financial institutions, and with DNFBPs that fail to abide by their compliance
obligations.!® The same standards specifically provide that the AML/CFT super-
visor be lawfully vested with adequate power both to monitor and to ensure
compliance, as well as to impose administrative sanctions on noncompliant
institutions.!”
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For banks, administrative sanctions include remedial action as well as money
penalties and other disciplinary measures, and they apply to directors, officers, and
employees. These sanctions could include the imposition of a lifetime ban on
employment at any bank. Such administrative action can usually be applied with
more promptness and efficiency than can civil proceedings, even though civil suits
may be used to appeal it. The aim is to cure the deficiencies, rather than penalize the
bank, and it is the supervisor who is in the best position to recognize the need for
corrective action.

The sanctions imposed should be proportionate to the severity of the compli-
ance deficiency, and they should have a deterrent effect on the banking industry as
well as on the subject bank. These penalties, moreover, may differ from and be in
addition to those that may be imposed by criminal courts.

Finally, the sanctioning mechanism must comply with the legal system of the
jurisdiction, and must provide for all of the rights of any person or entity accused of
violating civil or criminal AML/CFT laws or regulations.

6.6 Adequate Resources

International standards require a country to provide AML/CFT supervisors with
the financial, human, and technical resources they need. These resources should
correspond with the size, level of risk, and quality of AML/CFT controls in the
banking sector.

Unfortunately, scarcity of resources is a widespread problem in almost all juris-
dictions. The scarcity can be multifaceted, limiting both the numbers of technically
skilled persons and the funds to train them. It can limit resources that would sup-
ply, for example, computers and programming. Even in developed, well-resourced
economies, because of the complexity and sophistication of the banking systems,
the resources are often deemed inadequate to meet the need for highly experienced
staff and analytical tools. It is vital that AML/CFT regimes be effective, and for this,
sufficient funding must be provided. As shown in box 1.3, the use of external audi-
tors can be an option.

Finally, human and technical resources must include adequate resources for the
appropriate training of supervisory staff. Employees at all levels need continual
training on the application of new laws and preventive measures, as well as on new
interpretations of existing matters. In addition, training programs need to keep
abreast of ever-changing ML/FT techniques and tactics.

6.7 Standardized and Risk-Based Approaches

AML/CFT supervision is similar to other types of supervision with respect to
approaches to examinations, including prudential and other compliance issues. In gen-
eral, there are two approaches: the standardized approach and the risk-based approach.
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m The Use of External Auditors

In some countries, the AML/CFT supervisor commissions external audi-
tors to conduct on-site work. This may be a reasonable option in jurisdic-
tions where the supervisor does not have the in-house resources to do
such work, although it may be difficult to find auditors with specific expert-
ise in AML/CFT evaluations.

Although the experts’ products may provide the supervisor with valu-
able information, they do not, by any means, discharge the supervisor
from the responsibility of assessing the bank’'s compliance with its
AML/CFT obligations. In any case, it is useful if external auditors, when
permitted by the law, report any compliance deficiencies or evidence of
inadequate ML/TF risk management to the supervisor, even if the auditor
is not part of the examination process. In Belgium, external auditors have
to assess internal control frameworks and must report any shortcoming to
the Banking, Finance, and Insurance Commission (CBFA). In Spain, since
2005, external auditors are required to review the structure and effective-
ness of the AML frameworks of banks and report their conclusions to the
Spanish FIU (SEPBLAC).

The standardized approach has two basic versions. The first is a “one size fits all”
concept and is predicated upon the idea that all banks within the jurisdiction, regard-
less of their size, geographic location, or nature of business, should be inspected
under the same procedures in the same given time period (usually one to three years).
The second version is similar, but uses a separate, but identical, procedure for banks
having a certain size, geographic location, type of business, or other category. Both of
these versions are simple and uniform (and can be combined as shown in box 1.4).

The risk-based approach is predicated upon a prioritization of time and resources
in the examination process and is based upon an assessed risk of ML and/or TF in a
given bank. The assessment can be based upon a number of factors, such as geogra-
phy, bank products and services, types of customers, or banks with prior AML/CFT
deficiencies. The key advantage of this approach is that resources, which may be lim-
ited, are used more efficiently because they concentrate on those banks perceived by
the supervisor as being riskier than others. The assessment of risk also helps the super-
visor to develop the scope of examinations, staffing and expertise, as well as to deter-
mine whether a comprehensive or focused inspection should be conducted.'®

6.8 On-Site and Off-Site Supervision

Under international standards, a country is required to empower the AML/CFT
supervisor to monitor and ensure that banks and other financial institutions comply



Preventing Money Laundering and Terrorist Financing

[ QY Example from Canada

The Office of the Superintendent of Financial Institutions (OSFI) has
implemented an approach that essentially combines features of the stan-
dardized and the risk-based approach. Based on its analysis of the ML risk
profile of each bank or life insurance company, OSFI assigns one of three
risk rankings to the financial institutions it supervises. The risk levels are
based on a combination of factors: size; number of branches; existence of
foreign operations; and products offered that are generally considered
more susceptible to laundering (such as wire transfer services and single
premium policies). Based on the analysis against these criteria, each
entity or group is ranked as High- Medium- or Low-risk. High-risk entities
are put in a planned assessment cycle of every three years, with ongoing
monitoring and updating. Medium- and Low-risk entities are subject to
four and five-year cycles, again subject to review if the results of monitoring
indicate a change is merited.

with their obligations under the country’s regime.!” Most countries carry out their
monitoring responsibilities through the examination process. In addition, the Basel
Committee emphasizes that an effective banking supervisory system should include
both on-site and off-site supervision as well as regular contacts with bank manage-
ment.?’ Similarly, an effective AML/CFT supervisory system applies both on- and
off-site supervision.?! The percentage of time dedicated to either on- or off-site
supervision depends on a number of factors, including the quantity and quality of
information available from external sources, the data provided by the banks, prior
examination reports, and the sophistication of existing analytical models.

In many countries, accurate analytical models are still in development and are
not widely available. In addition, where it is still a developing concept, off-site
AML/CFT supervision is largely ancillary to on-site supervision.
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Notes

. The terms “country” and “jurisdiction” are used interchangeably in this handbook,

and such terms also mean a territory or other political subdivision of a country or
jurisdiction.

According to the Egmont Group, which is the international body for FIUs, an FIU is
“a central, national agency responsible for receiving (and, as permitted, requesting),
analyzing and disseminating to the competent authorities, disclosures of financial
information: (i) concerning suspected proceeds of crime and potential financing of ter-
rorism, or (ii) required by national legislation or regulation, in order to counter money

laundering and terrorism financing.” See www.egmontgroup.org.

. FATF defines DNFBPs to be casinos; real estate agents; dealers in precious metals or

stones; lawyers, notaries, other independent legal professionals and accountants (under
certain circumstances); and trust company service providers (with respect to certain
services). See Glossary of FATF Forty Recommendations on Money Laundering for
more specific details. www.fatf-gafi.org.

FATF recommendation 1.

5. The Basel Committee on Banking Supervision is a committee of banking supervisory

¥ » N

10.

. The FATF international standards do not specifically address governance and account-

12.

13.
14.

15.

16.

authorities that was established by the central bank Governors of the G10 countries in
1975. It is made up of senior representatives of banking supervisory authorities and
central banks from Belgium, Canada, France, Germany, Italy, Japan, Luxembourg, the
Netherlands, Spain, Sweden, Switzerland, the United Kingdom, and the United States.
It usually meets at the Bank for International Settlements in Basel, where its permanent
secretariat is located.

www.bis.org/list/bcbs/tid_25/index.htm.

BCP principle 18.

FATF recommendations 5 and 6.

These aspects are fully discussed in annex 1.

See Basel Committee Core Principles, Methodology, principle 1(2).

ability but do embrace the BCPs. Principle 1 of the BCP states that the bank supervisor
should have sound governance and be accountable for the discharge of its duties. See
www.bis.org/publications.

FATF recommendation 30 requires a country to have processes in place to ensure that
the staffs of all competent authorities involved with AML/CFT are of high integrity.
FATF recommendation 29.

FATF recommendation 4: “Countries should ensure that financial institution secrecy
laws do not inhibit implementation of the FATF Recommendations.”

It is recognized that in some countries, privacy legislation may prohibit the supervisor
from having access to individual STR files.

FATF recommendation 17.
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17.
18.

19.
20.
21.

See chapter 6 for further details.

For further details, see FATF guidance on the Risk-Based Approach to combating
Money Laundering and Terrorist Financing, High Level Principles and Procedures,
June 2007, available at http://www.fatf-gafi.org/dataoecd/43/46/38960576.pdf.

FATF recommendation 29.

BCP principle 20.

Discussed in chapters 4 and 5, respectively.
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1 Overview

In their efforts to combat money laundering and terrorism financing, banks can
approach the management of risk either from the perspective of the individual bank
or from the perspective of the bank supervisor. Ideally, these two perspectives
should be, but in fact may not be, essentially the same. Both the bank and the bank
supervisor, however, are able to benefit from the other’s point of view.

A number of specific risks to banks are inherent in money laundering and ter-
rorist financing. These risks are not mutually exclusive and, indeed, are often inter-
related. The risks concern

+ Compliance and legal issues,

* Reputation,

+ Operational or transaction issues,
+ Strategic issues, and

+ Liquidity.

From the perspective of the individual bank, a risk assessment is a crucial part of
the risk management process. The first step in the assessment is to understand the
main types of criminal activity likely to generate proceeds that could then be the
subject of money laundering at that bank. These types of activity are likely to differ
in different local circumstances, but banks should look for direction to their fellow
bankers and to neighboring countries with similar products and services, cus-
tomers, and locations.

Examples of criminal activity include drug trafficking, arms smuggling, and
corruption. Part of the risk management process is to identify vulnerable areas, such
as specific

+ Products,

» Services,

+ Customers (both natural and legal persons), and
+ Geographic locations.

The second step is to analyze the data applicable to specific risk categories and to
reach some conclusions about the bank’s vulnerabilities. There are a number of fac-
tors to be considered in this aspect of the analysis, which should include statistical
assessments. Among these factors are the purpose of the customer’s account, the
nature of the customer’s business, and the types of transactions involved. Banks that
understand these risks are in a better position to establish appropriate controls and
procedures to mitigate them.
From the perspective of the bank supervisor, the first move is to review the indi-
vidual bank’s risk assessment process to determine if the assessment performed by .
25
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the bank reasonably identifies money laundering and terrorist financing risks. In
doing so, the supervisor will need to evaluate all relevant factors, including those
that should have been considered by the bank, such as total asset size, customer
base, products and services offered, and branch locations. The supervisor should
apply a personal awareness of the risks associated with these factors and with the
particular bank and use the expertise of other competent authorities knowledge-
able about money laundering and terrorist financing, such as the financial intelli-
gence unit (FIU) and law enforcement agencies. An understanding of the most
current typologies and trends is helpful.

The supervisor must then decide whether the individual bank’s risk assessment

is adequate, so as to determine whether modifications to it are needed. If the bank
has not performed its own risk assessment, the supervisor will need to develop a
preliminary risk profile based on the analysis of the above-mentioned factors.

The supervisor should establish the scope of examinations based upon the risk
profile determined either by the bank or as established by the supervisor. The on-site
examination should, in part, be used to determine the accuracy of the individual
bank’s risk profile and the adequacy of its mitigating controls.

This chapter is broken into four main sections. Section 2.2 introduces the anti-
money laundering and combating the financing of terrorism (AML/CFT) risk man-
agement process. Section 2.3 discusses the specific risks associated with money
laundering, terrorist financing, and related compliance issues. Section 2.4 reviews
the risk assessment process from the individual bank’s perspective. Finally, section
2.5 presents the expected outcomes of the ML/FT risk assessment.



Chapter 2: Risk Management in Combating Money Laundering and Terrorist Financing

2 Introduction to Money Laundering/Terrorist Financing
Risk Management

Banks should have effective programs in place to combat money laundering and the
financing of terrorism (AML/CFT). Such programs address the risks posed by
money launderers and terrorists attempting to gain access to, and make use of, the
financial system, and they enhance the ability of banks to identify, monitor, and
assist in deterring such activities. These programs help banks to maintain the sound
reputation they need to compete successfully both domestically and internationally.

A successful program of this kind will include a mechanism to identify those

potential areas of vulnerability that should be effectively addressed by the bank.
Identifying and taking appropriate actions to mitigate these vulnerabilities is a
critical element of a bank’s overall program, and helps to control the risks associated
with money laundering and financing of terrorism (ML/FT). Bank supervisors will
then review the bank’s processes and evaluate the level of risk the bank faces and the
bank’s effectiveness in addressing it. When assessing a bank’s risk evaluation
processes for AML/CFT, bank supervisors will assess the ability of management and
the directors to measure, monitor, and control the risks assumed by the bank.
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3 Overview of the Risks Associated with Money
Laundering, Terrorist Financing, and Related
Compliance Issues

Money laundering and terrorist financing can pose numerous risks to the bank.
There are five major areas of risk to consider:

+ Compliance and legal risk

+ Operational or transaction risk
+ Reputational risk

+ Credit risk

+ Liquidity risk

Far from being mutually exclusive, these risks are often inter-related, and
each can have a direct influence upon any of the others. Effectively managing
them is important to the stability both of the banking environment and of an
individual bank.

3.1 Compliance and Legal Risk

Compliance and Legal risk,! which is associated with poor practices such as
ineffective internal control policies and procedures or with ineffective ethical
standards, can adversely affect both capital and earnings. A bank faces increased
compliance and legal risk when it violates or ignores laws, rules, and regulations
designed to prevent either money laundering or terrorist financing. The bank’s
risk can also increase if its laws and/or rules governing bank products, activities,
or clients are either ambiguous or untested. When countries are serious about
combating money laundering and terrorist financing, such violations or non-
conformance may result in bank fines, civil financial penalties, payments of
damages, or litigation of various kinds.

Compliance/legal risk often blends with and increases operational risks and
risks associated with transaction processing.

3.2 Operational or Transaction Risk

Operational or transaction risk? arises when fraud and errors are not successfully
controlled, and, in consequence, an adverse effect occurs, first, on a bank’s ability
to deliver either products or services and, second, on the bank’s ability to main-
tain a competitive position within the banking system. This risk can arise in any
product or service that can be used to launder money or finance terrorism. Such
products and services can include deposit-taking, lending, correspondent banking
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activities, trust department activities, electronic banking processes, or private
banking activities, and many others. Bank management can effectively control
operational or transaction risk through a system of sound internal controls and
information systems and by implementing policies that enhance employee
integrity and effective operating processes.

3.3 Reputational Risk

A country can grow and prosper only within a sound economic environment, and
the reputation of a country’s banks, both domestically and internationally, is vital to

maintaining such an environment. A bank that does not have sound anti-money
laundering and anti-terrorist financing programs in place may become tainted by
such activities and will thus increase its reputation risk (see box 2.1). A bank’s abil-
ity to service existing relationships or to establish new ones is easily damaged by
adverse publicity and opinions.

To protect its national and international reputation, a bank must exercise cau-
tion when transacting business both with customers and with the communities in
which they operate. As a bank’s vulnerability to adverse public reaction increases, its
ability to offer competitive products and services may also be adversely affected,
causing an overall decline in the condition of the bank.

m Reputational Damage: The Case of Riggs Bank

Riggs National Bank, in Washington, DC, was fined more than $40 million
because of serious deficiencies in its AML program, including in its private
banking practice. Riggs opened multiple private banking accounts for for-
mer Chilean dictator Augusto Pinochet, among other politically exposed
persons, accepting millions of dollars in deposits under various corporate
and individual account names and paying little or no attention to suspicious
activity in these accounts. As a consequence, many customers terminated
their business relationships with the bank. The reputational damage pre-
vented the bank from attracting new business. Management was distracted
from normal business activities. Although not closed by regulators, the
bank lost earnings and could not succeed in profitable banking. It was soon
purchased by another banking organization.?

a. For a complete analysis, see Money Laundering and Foreign Corruption: Enforcement and
Effectiveness of the Patriot Act, a case study involving Riggs Bank, report prepared by the
minority staff of the permanent subcommittee on investigations, United States Senate, July
15, 2004.
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3.4 Credit Risk

Credit risk is present in all lending activities and comes into play when bank
funds are extended through actual or implied contractual agreements. The risk
itself lies in a borrower’s potential failure to meet the terms or conditions of the
lending contract. When a bank extends credit to those engaged in criminal activ-
ities, such as money laundering or the terrorist financing, its overall credit risk
will increase substantially.

Money launderers and those who finance terrorist activities may have little or no
intention of repaying the borrowed funds. They frequently establish credit through
identity theft or other criminal means, and their guarantors and counter-parties are

very likely to be nonexistent.

In any event, banks involved in international lending face heightened credit
risk as a matter of course. Effective customer identity policies and procedures,
both for domestic and international lending, are critical to controlling credit risk
to the bank.

3.5 Liquidity Risk

An increase in liquidity risk occurs when a bank is no longer able to meet its obliga-
tions as they come due without incurring unacceptable losses. Among these risks,
for example, is the inability to manage unplanned decreases or changes in sources of
funding. Liquidity risk can arise from the failure of the bank’s management to rec-
ognize or address market condition changes that affect the bank’s ability to liquidate
assets quickly with minimal loss.

A bank’s liquidity can be detrimentally affected by adverse publicity related
either to money laundering violations or to involvement in terrorist financing
activities. Customers, upon hearing of the bank’s involvement, may decide to
withdraw funds or to discontinue using the bank’s services. Additionally, other
financial institutions, such as correspondent banks, may cut off funding sources
that would otherwise have been available. Agreements between borrower and
lender banks generally include clauses that enable the funding bank to withhold
funds if the borrowing bank violates certain laws or otherwise puts the bank’s sol-
vency at risk. While alternative funding sources may be available, they are likely to
be from nontraditional sources and at a higher cost. The results can be extremely
detrimental to the overall stability of the bank. The ongoing financial turmoil
makes this risk even greater.
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4 The ML/FT Risk Assessment Process from the
Bank Perspective

41 Bank's Risk Assessment Process

As part of its risk management, and as the first step of any ML/FT risk assessment,
a bank should understand the main criminal threats to which it might be exposed,
for example, drug trafficking, arms smuggling, and corruption. Only banks with
effective analyses of the risks involved are sufficiently well equipped to take the
appropriate actions to mitigate them. A reasonably designed risk-based approach

will provide a framework for identifying the degree of potential money laundering
risks associated with specific customers and transactions, and allow an institution
to focus on those customers and transactions that potentially pose the greatest risk
of money laundering.’> Having analyzed the money laundering or terrorist financ-
ing risk, bank management should then communicate those risks to all business
lines, to other management, to the board of directors, and to all appropriate staff. To
communicate the risk effectively, the assessment should, wherever possible, be writ-
ten in language that can be easily understood by those who will use it, including the
bank’s supervisors.

Some jurisdictions have a mandatory requirement for banks to conduct self-
assessments. Canada, for example, recently added this requirement to its anti-
money laundering legislation. Banks must have compliance programs in place, and
must initiate and document a review of relevant policies and procedures, risk assess-
ment processes, and training programs in order to evaluate their effectiveness. An
internal or external auditor must carry out this review every two years.

4.2 ldentifying Specific Risk Categories

The bank, then, must first identify the specific products, services, customers, enti-
ties, and geographic locations that pose a money laundering risk to the bank. Such
threats, arising from attempts to conduct illegal activities through a bank, can come
from many different sources throughout the system. Certain products, services, cus-
tomers, and geographic locations in which the bank operates may be particularly
vulnerable, or may have been historically used by criminals for money laundering
or terrorist funding activities.
The risks vary depending on the specific characteristics of these sources of illegal
activity. When preparing risk assessments, banks should consider factors such as the
number and volume of transactions, the nature of the customer relationships, and
whether, for example, interaction with customers is face-to-face or via electronic
banking (for example, internet banking, mobile banking).
An effective risk assessment is an ongoing process. Risk levels may change as new
products are offered, as new markets are entered, as high-risk customers open or .
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close accounts, or as the bank’s products, services, policies, and procedures change.
The bank should therefore update its risk assessment periodically to take account of
these changes.

4.2.1 Products and Services Evaluation

Some bank products and services, as noted above, may pose a higher risk of money
laundering or terrorist financing at one bank than at another. A higher degree of
risk may exist in cases where, for example, a bank’s products and services allow the
customer to be treated anonymously, or involve international transactions, or

involve high volumes of currency (or currency equivalent) transactions. These cat-
egories can include the following:*

+ Electronic funds payment services: electronic cash such as stored value cards or
payroll cards, domestic and international funds transfers, payable upon proper
identification (PUPID) transactions, and third-party payment processors;
remittance activity; automated clearing house (ACH) transactions; automated
teller machines (ATMs); and Mobile Phone Financial Services (M-FS)?

+ Electronic banking

+ Foreign exchange and funds transfers

+ Domestic and international private banking

+ Trust and asset management services

* Monetary instruments

+ Foreign correspondent accounts, such as pouch activity; payable through
accounts (PTAs); and foreign currency denominated accounts

+ Trade finance or letters of credit

+ Special use, or concentration, accounts

+ Lending activities, particularly loans secured by cash collateral and marketable
securities

+ Account services such as nondeposit investment products or insurance
products

4.2.2 Individual Customers and Entities

All types of account or customers may, in certain circumstances, become vulnerable
to money laundering or terrorist financing. Certain customers and entities may
pose specific risks depending on the nature of the business, the occupation of the
customer, or the nature of anticipated transaction activity. Though, of course, not
all categories of customers pose the same level of risk, banks must always use sound
judgment to determine and define the level of risk for each individual customer.
To assess customer risk accurately, banks should consider such variables as the cus-
tomers’ geographical location and the services they seek. The following list,
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although not exhaustive, indicates the customers and entities that are likely to pose
a higher level of risk to the bank:®

+ Foreign financial institutions, including banks and foreign money services
providers such as bureaus de change, currency exchanges, and money trans-
mitters

+ Nonbank financial institutions such as money services businesses, casinos and
card clubs, brokers/dealers in securities, and dealers in precious metals, stones,
or jewels

+ Senior foreign political figures, which can include their immediate family

members and close associates, collectively known as politically exposed per-
sons (PEPs)

+ Nonresident aliens (NRAs) and accounts held by foreign individuals

« Foreign corporations and domestic business entities, particularly offshore cor-
porations such as domestic shell companies, private investment companies
(PICs) and international business corporations (IBCs) located in high-risk
geographic locations

+ Deposit brokers, particularly foreign deposit brokers

+ Cash-intensive businesses, including, for example, convenience stores, restau-
rants, retail stores, liquor stores, cigarette distributors, privately owned ATMs,
and vending machine operators

+ Foreign and domestic nongovernmental organizations and charities

+ Professional service providers such as attorneys, accountants, or real estate
brokers

423 Geographic Locations

While a bank must identify domestic and international geographic locations that
may pose a higher risk to its AML/CFT compliance program, it also should under-
stand that geographic risk alone does not necessarily mean a customer’s or transac-
tion’s risk level is either high or low. Banks should evaluate cases individually when
assessing the risks associated with doing business, such as opening accounts or facil-
itating transactions, in certain geographic locations.

A country’s bank supervisors should assist the banks they supervise in identify-
ing geographic areas of concern both inside and outside the country. To help guide
banks, supervisors should work with law enforcement agencies, the FIU, as well as
others, such as local and regional AML/CFT organizations, to develop a list of high-
risk areas (see box 2.2.). This listing will vary depending upon the country.

4.3 Analysis of Specific Risk Categories

The second step of the bank’s risk assessment process is a detailed analysis of the
data obtained during the identification stage, allowing the bank to assess ML/FT .
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m Example of the U.S. Guidance for High-Risk Geographic
Locations

e Countries subject to the US Department of the Treasury Office of
Foreign Assets Control (OFAC) sanctions, including state sponsors
of terrorism

e Countries identified as supporting international terrorism under sec-
tion 6(j) of the United States Export Administration Act of 1979, as
determined by the United States Secretary of State

e Jurisdictions determined to be “of primary money laundering con-
cern” by the United States Secretary of the Treasury, and jurisdictions
subject to special measures imposed by the Secretary of the Treas-
ury, through the Financial Crimes Enforcement Network (FinCEN),
pursuant to section 311 of the USA PATRIOT Act

e Jurisdictions or countries identified as noncooperative by the Financial
Action Task Force on Money Laundering (FATF)2

e Major money laundering countries and jurisdictions identified in the
United States Department of State's annual International Narcotics
Control Strategy Report (INCSR), in particular, countries identified as
jurisdictions of primary concern

e Other countries identified by the bank as high risk because of its prior
experiences or other factors such as legal considerations or allega-
tions of official corruption

Domestic high-risk geographic locations may include, but are not limited
to, banking offices doing business within, or having customers located
within, a government-designated high-risk geographic location, including
those designated by the United States. Domestic high-risk geographic loca-
tions can include

e High Intensity Drug Trafficking Areas (HIDTA),
e High Intensity Financial Crime Areas (HIFCA).

a. As of March 2009, there are no Non-Cooperative Countries and Territories on the FATF list.

risk more accurately. The bank evaluates data pertaining to its activities, which
should be considered in relation both to the bank’s Customer Identification Pro-
gram (CIP) and to customer due diligence (CDD) information.

The data includes, but is not limited to the following:

* The number of domestic and international funds transfers
+ Private banking customers
+ Foreign correspondent accounts
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+ Payable through accounts (PTAs)
+ Domestic and international geographic locations of the bank’s business area
and customer transactions

This more detailed analysis is important as a step in the assessment process
because individual account holders will pose varying levels of risk within any type
of product or category. It also provides management with a better understanding of
the bank’s risk profile and will assist management in developing appropriate poli-
cies, procedures, and processes to mitigate the overall risk to the bank. While the
level and sophistication of the specific risk categories will vary from bank to bank,

analysis of the data pertaining to the bank’s activities should specifically take into
account, as appropriate, the following:

« Purpose of the account

+ Actual or anticipated activity in the account

+ Nature of the customer’s business

+ Customer’s location

+ Types of products and services a customer uses

The value of this two-step risk assessment process can be illustrated by the fol-
lowing examples. In the first step of the process, the collected data may indicate
that a bank processes an average of 100 international funds transfers per day. In the
second step, the analysis may show that approximately 90 percent of the funds
transfers are recurring, well-documented transactions for long-term customers.
On the other hand, it may show that 90 percent of these transfers are nonrecurring
or are for noncustomers. While the numbers are the same for these two examples,
the overall risks are quite different.

4.4 Bank Supervisor's Analysis

Bank supervisors then review a bank’s risk assessment process for AML/CFT activi-
ties to determine whether the bank has adequately identified the level of risk it has
assumed.” They will use the information reviewed, and the conclusions they have
reached about the bank’s process, to determine the scope of the AML/CFT examina-
tion. Supervisors must complete their own risk analysis in cases where the bank has
done an inadequate one or failed to do one at all. This analysis will be undertaken for
the sole purpose of the on-site examination.® They will determine the bank’s risk
profile and, following identification of a shortcoming, will seek appropriate correc-
tive action. The supervisors will use all relevant information available in order to
determine the risk to the bank, and they will expand the scope of the AML/CFT
examination appropriately. Additionally, if they find that the bank’s process is not
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acceptable in any category, the supervisors must discuss appropriate corrective action
with bank management.

The bank supervisor performing the analysis of the bank’s process must be
knowledgeable about AML/CFT in general, and must have sufficient knowledge of
the bank’s risks to determine whether the bank’s program is adequate and whether
it provides the controls needed to mitigate money laundering and terrorist financ-
ing risks. In some cases, the supervisor may determine that the bank has a high-risk
profile during the examination planning process, but may find through the exami-
nation process that the bank adequately addresses those risks through its compli-
ance program. In other cases, the supervisor may think the bank’s risk profile is low,
but may find during the examination that the bank’s compliance program does not
adequately mitigate or control the risks identified.
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5 Expected Outcomes of the ML/FT Risk Assessment

5.1 Banks’ Areas of Responsibility
5.1.1 Using the Risk Assessment to Develop the Bank's AML/CFT Programs

An effective risk management process will enable bank management and the board
of directors to develop AML/CFT programs that both address and mitigate any gaps
in the bank’s controls. Accordingly, bank management uses the risk assessment
results to develop appropriate policies and procedures that address the risks posed
to the bank by potential money laundering and terrorist financing activities. The

bank’s monitoring system should then focus on those high-risk products, services,
customers, and geographic locations that have been identified through its ML/FT
risk assessment.

A bank with well-developed and sound risk assessment processes generally
should validate its effectiveness by including an independent review of its compli-
ance program. When putting its AML/CFT programs in place, bank management
should have considered staff resources and the level of training needed to pro-
mote compliance. Should a bank assume higher ML/FT risk profiles, manage-
ment should provide more in-depth programs that specifically monitor and
control those higher levels of risk. The internal or external auditor should, as part
of the audit, independently test the bank’s policies, procedures, and overall com-
pliance with its AML/CFT programs.

5.1.2 Updating the Risk Assessment

An up-to-date AML/CFT compliance program helps control the risks associated
with the bank’s activities as they relate to its products, services, customers, and geo-
graphic locations. To keep the bank’s programs current, management should sub-
ject them to periodic review and make appropriate changes that reflect the bank’s
true risk profile. In addition, bank management should review the program’s ade-
quacy when the bank adds new products or services, opens or closes accounts with
high-risk customers, or expands through mergers or acquisitions. In the absence of
such changes, bank management should reassess the AML/CFT programs every 12
to 18 months to assure that the risk assessment is current.

5.1.3 System-Wide ML/FT Risk Assessment

Banks that are affiliated with other institutions or holding companies often use
system-wide ML/FT compliance programs and risk assessment techniques. In
such cases, the bank should assess individual risk within business lines and the
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consolidated risk across all activities and legal entities. The lead banking insti-
tution or holding company should frequently update and reassess the ML/FT
risks throughout the organization and should communicate any changes to
appropriate business units, functions, and legal entities. A risk or deficiency that
exists in one part of the organization may increase concerns in other parts, and
bank management should quickly and diligently address these concerns
throughout the organization.

5.2 The Bank Supervisor's Areas of Responsibility

521 Getting a General Understanding of the Bank's ML/TF Risk Exposure

Bank supervisors, through reviewing the bank’s internal processes, should
determine whether management has performed an effective risk assessment, iden-
tifying the significant risks posed to the bank by money laundering or terrorist
financing.” They should also review the bank’s written programs addressing
AML/CFT and should confirm that the appropriate levels of management have
approved them. In addition, supervisors should review the bank’s internal con-
trols, including those related to the opening of accounts, to suspicious activity
monitoring and reporting, and to other relevant policies and procedures.'® The
bank’s internal control program should include dual control and segregation of
duties over accounts that could be used for money laundering or terrorist
financing activities. Supervisors also should review board and management
reports to determine whether the bank complies with stated policies, whether
written or practiced.

Some banks, as already noted, may not have performed or completed adequate
ML/FT risk assessments. In such cases, the bank supervisors must complete a risk
analysis based on all information available. They should also document informa-
tion relating to the bank’s risk assessment, or lack of a risk assessment, and docu-
ment any deficiencies in the bank’s process.

Supervisors performing the risk analysis should have a general understanding
of the bank’s money laundering and terrorist funding risks, and should docu-
ment those risks. This documentation helps determine the scope of the examina-
tion the supervisors must perform. To help the bank develop or improve its
ML/FT risk assessment, supervisors should share any information they use with
bank management.

The risk analysis process that bank supervisors develop will generally not be as
comprehensive as the risk assessment that ought to have been developed by the
bank. Supervisors, however, will obtain the same information on the bank’s prod-
ucts, services, customers, and geographic locations, including the volume and
trend of transactions, and will use this information to make a determination
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about potentially high-risk areas within the bank. The process will include an
analysis of the following:

+ The bank’s AML database for reporting possible suspicious transactions or for
tracking those transactions that are a normal course of business

+ Prior examination or inspection reports and any work papers developed from
those examinations or reports

+ Responses to governmental entities that relate to AML/CFT

+ Discussions with bank management and appropriate regulatory oversight per-
sonnel

+ Any regulatory required reports of condition or income or other reports that
the bank is required to submit to government entities that might be relevant to
the bank’s AML/CFT efforts

Bank supervisors will review levels and trends of information that could affect
the bank’s ML/FT risk levels and should review information pertaining, among
other things, to the following:

+ Funds transfers

+ Foreign exchange

+ Private banking

+ Monetary instrument sales

+ Foreign correspondent accounts and PTAs

* Branch locations

+ Domestic and international geographic locations of the bank’s business area
« Suspicious transaction and currency transaction reporting

Bank supervisors will also evaluate all relevant information related to such factors
as the bank’s total asset size, customer base, products, services, and geographic loca-
tions. They should apply their knowledge of the risks associated with these factors to
help determine a bank’s ML/FT risk profile.

After identifying potential high-risk areas within a bank, the bank supervisor
should be able to form preliminary ML/FT risk profiles and determine the ade-
quacy of the bank’s programs. This preliminary profile serves as the basis for the
scope of the initial examination. The supervisor, through the assessment, may
determine that an individual bank is engaging in potentially high-risk activities,
and the supervisor should then evaluate whether the bank is appropriately meas-
uring, monitoring, and controlling the specific risks through effective AML/CFT
compliance programs.

Bank supervisors should develop examination scopes based on preliminary
ML/FT risk profiles and should identify additional procedures that must be
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completed during the examination to address any specific areas of concern.
Although the initial scope may change during the examination as supervisors
review other aspects of the bank’s program, the preliminary risk profile should
help provide a reasonable scope for the AML/CFT review.

5.2.2 Determination of the Bank's ML/FT Overall Risk Profile

At the conclusion of the analysis, bank supervisors will reach an overall conclusion
about the adequacy of the bank’s system and controls for its ML/FT compliance
programs. This conclusion will take into account the initial risk profile as developed
by the bank or, as the case may be, by the bank supervisor, and will include whether
or not the bank is able to manage the risk posed by potential money laundering or
terrorist financing appropriately. The conclusion should also take into account the
bank’s aggregate risk profile as developed by the bank or the bank supervisors.

The existence of ML/FT risk should not be a serious concern to bank supervi-
sors as long as the bank’s programs adequately identify, measure, monitor, and con-
trol those risks. When banks do not appropriately control the risks of money
laundering or terrorist financing, supervisors must discuss their concerns with
bank management and with the board of directors, and they should expect manage-
ment to take timely and appropriate corrective action.
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Notes

1. Legal risk is the potential for lawsuits, adverse judgments, unenforceable contracts, fines
and penalties generating losses, increased expenses for a bank, or even closure of the
institution (Basel Committee); see www.bis.org/publ/bcbs85.pdf.

2. According to the Basel Committee definition, operational risk is the risk of loss
resulting from inadequate or failed internal processes, people, and systems or from
external events.

3. See Wolfsberg Statement: Guidance on a Risk Based Approach for Managing Money
Laundering Risks. See www.wolfsberg-principles.com/pdf/risk-based-approach.pdf

4. For further details, see annex 6.

5. M-FS or mobile banking is the use of financial services through means unique to a
mobile telephone. For a comprehensive analysis of ML/TF risks associated to mobile
banking and related mitigation measures, see P.L. Chatain and others, “Integrity in
Mobile Phone Financial Services: Measures for Mitigating Risks from Money Laun-
dering and Terrorist Financing,” World Bank Working Paper 146, June 2008.

6. “Banks should develop graduated customer acceptance policies and procedures that
require more extensive due diligence for higher risk customers. For example, the poli-
cies may require the most basic account-opening requirements for a working individ-
ual with a small account balance. It is important that the customer acceptance policy is
not so restrictive that it results in a denial of access by the general public to banking
services, especially for people who are financially or socially disadvantaged. On the
other hand, quite extensive due diligence would be essential for an individual with a
high net worth whose source of funds is unclear.” (From Basel CDD document, 2001,
par 20.)

7. For complete details, see chapter 5.

8. In jurisdictions where they are provided for in law, the supervisor should impose/
recommend appropriate sanctions in cases where the bank fails to complete a risk
assessment or where its assessment is inadequate.

9. For complete details, see chapter 5.

10. See chapter 6.
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1 Overview

A banking institution controlled by criminals, or with a criminal or criminals in
key managerial positions, is at significantly greater risk of being used for money
laundering or terrorist financing purposes. International standards, therefore,
provide that a jurisdiction should take the necessary legal or regulatory measures
to prevent criminals or their associates from holding or being the beneficial owner
of a significant or controlling interest, or holding a management function, in a
bank.! Key to the success of such measures is a properly designed and enforced
licensing mechanism.

The Basel Committee on Banking Supervision has established a set of minimum
licensing criteria for ensuring that banks will be established and operated in a safe
and sound manner. These minimum requirements should be implemented through
domestic law and regulation and, where appropriate, complemented by additional
requirements to take into account risks specific to the jurisdiction.

The licensing process must be clearly structured, transparent, and based on reli-

able information. Further, the licensing authority needs to have adequate resources
to discharge its duties. Finally, if the licensing authority and the anti-money laun-
dering and combating the financing of terrorism (AML/CFT) supervisor are not
the same, the views of the supervisor should be taken into account by the licensing
authority as part of the licensing process.

This chapter is arranged into two sections. Section 3.2 gives an overview of the
licensing requirements for banks, while section 3.3 discusses considerations for an
effective licensing process.
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2 Summary of the Licensing Requirements for Banks

2.1 General

No AML/CFT framework can be effective where criminals control or manage banks.
The examples in box 3.1 illustrate how banks controlled by criminals were able to
engage actively in money laundering (ML) and terrorist financing (TF) while
circumventing banking regulations designed to prevent such behaviors. These

m Two Examples of Money Laundering Schemes in Banks
Controlled by Criminals

Bank of Credit and Commerce International (BCCI)

“BCCl's unique criminal structure—an elaborate corporate spiderweb with
BCClI's founder, Agha Hasan Abedi and his assistant, Swaleh Naqvi, in the
middle—was an essential component of its spectacular growth and a guar-
antee of its eventual collapse. The structure was conceived by Abedi and
managed by Naqvi for the specific purpose of evading regulation or control
by governments. It functioned to frustrate the full understanding of BCCl's
operations by anyone.

“Unlike any ordinary bank, BCCI was from its earliest days made up of
multiplying layers of entities, related to one another through an impenetra-
ble series of holding companies, affiliates, subsidiaries, banks-within-
banks, insider dealings and nominee relationships. By fracturing corporate
structure, recordkeeping, regulatory review, and audits, the complex BCCI
family of entities created by Abedi was able to evade ordinary legal restric-
tions on the movement of capital and goods as a matter of daily practice
and routine. In creating BCCI as a vehicle fundamentally free of govern-
ment control, Abedi developed in BCCI an ideal mechanism for facilitating
illicit activity by others, including such activity by officials of many of the
governments whose laws BCCI was breaking.

“BCCl's criminality included fraud by BCCl and BCCI customers involv-
ing billions of dollars; money laundering in Europe, Africa, Asia, and the
Americas; BCCl's bribery of officials in most of those locations; support of
terrorism, arms trafficking, and the sale of nuclear technologies; manage-
ment of prostitution; the commission and facilitation of income tax
evasion, smuggling, and illegal immigration; illicit purchases of banks and
real estate; and a panoply of financial crimes limited only by the imagination
of its officers and customers.”

Source: Senator John Kerry and Senator Hank Brown (1992), the BCCI Affair: Report to the
Committee on Foreign Relations of the United States Senate.

(Continued)
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m Two Examples of Money Laundering Schemes in Banks
Controlled by Criminals (Continued)

Russian federation in the 1990s

According to the United Nations Office for Drug Control and Crime Pre-
vention (“UNODCCP"), “the Russian federation law enforcement agen-
cies estimated that by the end of 1998, organized crime controlled about
half of commercial banks, 60 percent of public and 40 percent of private
businesses.”

“The control over banks enables an easy generation of illicit proceeds. It
significantly simplifies criminal actions (for example, extortion or kidnapping
for ransom) against the bank's customers. It also facilitates the criminal
penetration into other sectors of the economy, as it simplifies the finan-
cial servicing of criminal operations. For money laundering activities, the
control provides a long term advantage and considerable protection in the
event that banking regulations are imposed. When the criminal organiza-
tion itself owns and runs a bank, even the most stringent regulation would
not contribute much to curbing money laundering. “It is not necessary to
worry about suspicious reports when one owns the bank”

Source: UNODCCP (2001), Russian capitalism and money laundering.

examples also illustrate how useful banks can be to criminals for laundering the
proceeds of their criminal activities.

The proper design and implementation of licensing requirements therefore con-
stitutes a key building block of an effective AML /CFT regime. The licensing process
is typically undertaken either by the banking supervisor or by a specific licensing
authority. In the latter case, the AML /CFT supervisor has to have adequate coopera-
tion arrangements with the relevant authority? to have its views taken into account
and to have access to adequate information.

The prohibition of criminal involvement in banking must apply to direct con-
trol through direct ownership and to indirect control, through beneficial owner-
ship, of a significant or controlling interest in a bank. Furthermore, this prohibition
must apply to holding a management function in a bank.

2.2 The Basel Committee on Banking Supervision Sets Minimum
Licensing Requirements

Principle 3 of the Basel Core Principles for Effective Banking Supervision (BCP)
sets out minimum criteria for the licensing of banks. The principle states that the .
47
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licensing authority must have the power to set criteria and reject applications for
institutions that do not meet the standards. The licensing process, at a minimum,
should also consist of an assessment of the ownership structure and governance of
the bank and its wider group, including the fitness and propriety of board members
and senior management, its strategic and operating plan, internal controls and risk
management, and its projected financial condition, including its capital base.
Finally, where the proposed owner or parent organization is a foreign bank, the
prior consent of its home country supervisor should be obtained.

To implement principle 3, the Basel Committee established a methodology con-
taining 13 essential criteria for a jurisdiction’s licensing process.’ These essential cri-
teria are as follows:

+ The licensing authority could be the banking supervisor or another competent
authority. If the licensing authority and the supervisory authority are not the
same, the supervisor has the right to have its views considered on each specific
application. In addition, the licensing authority provides the supervisor with any

information that may be material to the supervision of the licensed institution.

+ The licensing authority has the power to set criteria for licensing banks. These
may be based on criteria set in laws or regulations.

+ The criteria for issuing licenses are consistent with those applied in ongoing
supervision.

+ The licensing authority has the power to reject an application if the criteria are
not fulfilled or if the information provided is inadequate.

+ The licensing authority determines that the proposed legal, managerial, opera-
tional, and ownership structures of the bank and its wider group will not hin-
der effective supervision on both a solo and a consolidated basis.

+ The licensing authority identifies and determines the suitability of major share-
holders, including the ultimate beneficial owners, and others that may exert sig-
nificant influence. It also assesses the transparency of the ownership structure
and the sources of initial capital.

+ A minimum initial capital amount is stipulated for all banks.

+ The licensing authority, at authorization, evaluates proposed directors and sen-
ior management as to expertise and integrity (the fit and proper test) and any
potential for conflicts of interest. The fit and proper criteria include (1) skills
and experience in relevant financial operations commensurate with the
intended activities of the bank and (2) no record of criminal activities or
adverse regulatory judgments that make a person unfit to hold important posi-
tions in a bank.

+ The licensing authority reviews the proposed strategic and operating plans of
the bank. This includes determining that an appropriate system of corporate
governance, risk management and internal controls, including those related to
the detection and prevention of criminal activities, as well as the oversight of
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proposed outsourced functions, will be in place. The operational structure is
required to reflect the scope and degree of sophistication of the proposed activ-
ities of the bank.

+ The licensing authority reviews pro forma financial statements and projections
for the proposed bank. This includes an assessment of the adequacy of the
financial strength to support the proposed strategic plan as well as financial
information on the principal shareholders of the bank.

+ In the case of foreign banks establishing a branch or subsidiary, before issuing
a license, the host supervisor establishes that no objection (or a statement of no
objection) from the home supervisor has been received. For purposes of the
licensing process, as well as ongoing supervision of cross-border banking oper-
ations in its country, the host supervisor assesses whether the home supervisor
practices global consolidated supervision.

+ If the licensing, or supervisory, authority determines that the license was based
on false information, the license can be revoked.

+ The board, collectively, must have a sound knowledge of each of the types of

activities the bank intends to pursue and the associated risks.
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3 Considerations for an Effective Licensing Process

3.1 The Approach Taken by a Jurisdiction Must Take into Account
Potential Risks

The licensing process must take into account the risks posed by a natural or legal per-
son that proposes to own or control a significant portion of bank shares (see box 3.2).
Similarly, the licensing process needs to consider risks posed by natural persons pro-
posed to hold directorships and senior management positions. The following factors
should be considered in assessing such risks:

+ The nature and extent of influence that the position concerned (that is, direc-
tor/senior manager or shareholder, including a beneficial owner) would hold
over the bank

+ The rationale for the person’s assuming the position or shareholding role

+ In the case of a natural person, whether that person is fit and proper based
upon prior business experience and demonstrated competency (see box 3.3.)

+ Whether the person possesses any sort of criminal record, and if so, the nature
and seriousness of the offenses

+ Inthe case of alegal person, whether that entity is fit and proper based upon prior
business experience and other activities, the transparency of its governance, the
rationale for its proposed ownership, sources of income, and the countries where
it operates, where appropriate

+ The main features of the domestic environment such as the level of disclosure
and the quality of financial information, group structures (for example, groups
organized through individual connections rather than shareholdings), the
“maturity” of the banking system,* the criminal environment, the prevalence of
cash in the economy® and other checks and balances in the system

Licensing requirements should be proportionate to risks so they effectively
address higher risks without unduly barring persons from entering the banking
industry. Shareholders may be subject to licensing requirements when they propose
to control more than a certain percentage of a bank’s shares or voting rights, as deter-
mined by the jurisdiction. As well, the licensing authority may reject applications
where a bank would be controlled by multiple holding companies.® Some countries
also require that banks be listed and subject to the related disclosure requirements.

3.2 An Effective Licensing Process Must Be Transparent and Based
on Reliable Information

The licensing process should include (1) clear information requirements, which
should be publicly available; (2) proper checks to ensure that the information
submitted is reliable; (3) adequate analysis capacity; and (4) regular review of the
process to assure that it remains adequate for the domestic and international



Chapter 3: The Licensing Process and AML/CFT Due Diligence

m The United Kingdom Regime for Controlled Persons’

Persons performing certain functions (known as “controlled functions”)
are required to be approved by the Financial Services Authority (FSA), the
financial supervisor in the United Kingdom. Controlled functions fall into
three broad categories covering the exercise of a significant influence on
the conduct of the firm'’s affairs, dealing with the firm's customers, and
dealing with the property of customers.?

The basic criterion for the approval of a particular person to perform a
particular controlled function is that the FSA is satisfied he is a fit and
proper person to perform a controlled function. The three primary consid-
erations to be taken into account in determining whether someone is fit
and proper are honesty, integrity, and reputation; competence and capabil-
ity; and financial soundness.

Each consideration is the subject of detailed guidance from the FSA.
The guidance sets out circumstances that could lead to a person being
declared not fit and proper to perform a particular function in a particu-
lar firm. A person does not fail to be fit and proper merely because his
conduct falls within one or more of the matters listed in the guidance. If
a matter comes to the FSAs attention and suggests that the person
might not be fit and proper, the FSA will take into account how relevant
and how important that matter is. Among others, factors considered
are: (1) criminal offences, particularly for dishonesty, fraud, or financial
crime; (2) adverse findings or settlements in relevant civil proceedings;
(3) involvement in investigations or disciplinary proceedings by the FSA
or other bodies and any suspension, criticism, or censure, public or pri-
vate; (4) contraventions of the FSA rules or other applicable regulatory
standards or rules; (5) justified complaints relating to regulated activi-
ties; (6) dismissals, including resigning when asked; and (7) whether the
person has been candid and truthful in his dealings with regulators and
whether he demonstrates a readiness and willingness to comply with
the requirements and standards of the regulatory system and other
legal, regulatory, and professional requirements and standards.

The FSA consults the Shared Intelligence database (that includes law
enforcement information) for each individual who applies for approval. Fur-
ther checks on persons’ creditworthiness are made with commercial infor-
mation providers. Additional checks are carried out externally with other
regulatory bodies (both domestic and foreign). The FSA also has the right
to ask an employer for an employee’s disciplinary record.

The application for approved person status requires a considerable
amount of information. It is the responsibility of the prospective employer to
submit the application, and reckless submission of inaccurate or misleading
information is a criminal offence. The full five-year employment history of the
candidate must be provided, with all gaps explained. References should also
be sought from previous employers, and many financial institutions

(Continued)
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m The United Kingdom Regime for Controlled Persons’
(Continued)

have developed a standard questionnaire form that usually flows directly
from the questions on the application form itself. Eventually, the employ-
ment contract should (1) incorporate the Financial Services and Market Act
(FSMA 2000) regulatory regime and the terms governing the conduct of
approved persons by making it a term of the contract that the employee
must comply with regulatory requirements; (2) contain an express state-
ment that a breach of FSA rules and/or loss of fitness and propriety can jus-
tify summary dismissal; (3) contain an express right to suspend the
employee should any breach of FSA rules be suspected. This is to ensure
that the individual can be removed immediately from carrying out that con-
trolled function or functions while the investigation takes place.

a. In 2006, there were more than 165,000 such approved persons.

m The U.S. Approach to Assessing Information Provided by
Natural Persons—the 0CC Management Review Guideline

The management review guideline issued by the Office of the Comptroller
of the Currency? (OCC) recommends that the following steps be taken in
assessing information provided by senior managers in their application form:

e Require each proposed executive officer (candidate) to submit infor-
mation requested in the Interagency Biographical and Financial
Report, if necessary, to the board of directors for review.

e Perform a credit check of the candidate, identifying the credit bureaus
or other sources used.

e Contact the candidate’s references and summarize by name the com-
ments received.

e Contact the candidate’s previous employers and summarize by name
and employer the nature of comments provided (for example, posi-
tive, negative, no comment).

e Prepare or obtain a summary of the candidate’s duties in previous
positions and discuss how that experience relates to the job descrip-
tion under consideration.

e Describe all terms of employment, including proposed salary, meth-
ods used to determine the amount of salary, employment contract,
and other compensation.

Source: OCC, background investigations, comptroller’s licensing manual, 2002.
a. The Office of the Comptroller of the Currency is one of the US banking supervisors.
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environments. The adequacy of a proposed bank’s AML/CFT framework should
be reviewed as part of the licensing process. In Spain, bank licenses are granted by
the banking supervisor (Bank of Spain) while AML /CFT supervision falls within
the ambit of the Spanish FIU (SEPBLAC?). Contemplated AML/CFT policies
need to be reviewed by the Spanish FIU and its comments considered by the bank-
ing supervisor before any license can be granted.

It is also common for the licensing authority to have a standard question-
naire/application form listing all required information that natural and legal per-
sons have to provide as part of the licensing process. The disclosure of licensing
determinations and the reasons, therefore, is a best practice for jurisdictions to
follow. The public disclosure of both the standardized application and the stated
reasons for granting or denying the license, including any conditions upon
approval, promote transparency in the licensing process.

It is the responsibility of the applicant to provide accurate and adequate infor-
mation to the licensing authority. The licensing authority should ensure that the
information is accurate by such methods as (1) requiring the information to be sup-
ported by adequate evidence (for example, criminal records, reliable identification
documents, financial records, or certificate of good conduct from past employers);
(2) requesting third parties to verify information; and (3) using reliable publicly
available information. This makes dissuasive sanctions for applicants who provide
false or misleading information especially important. Such sanctions can be admin-
istrative (including barring someone from working in the industry), civil, and crim-
inal. They should be effectively enforced and disclosed to relevant stakeholders,
including domestic and foreign supervisors.

3.3 The Licensing Authority Should Have Adequate Resources to
Discharge Its Duties

The licensing authority needs to have adequate human and financial resources in
order to conduct a proper assessment of those wishing to establish a new bank or, as
discussed below, to acquire ownership or control of a designated percentage of a
bank’s shares or voting rights. “Adequate human resources” means that persons
with appropriate experience and authority make licensing decisions. “Adequate
financial resources” means that the licensing authority has an adequate budget to
pay its staff and conduct its operations.

3.4 Licensing Requirements Should Apply to Subsequent Changes
in Share Ownership or Control and in Senior Management Positions

Beyond the initial licensing process, the same concerns for criminals, or otherwise
unfit natural or legal persons, gaining control of significant shares or voting rights,
or serving in senior management positions, can occur with sales of existing shares
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or voting rights and with changes in senior management positions. Core principle 4
of the BCP requires the supervisor to have the power to review and reject any pro-
posals to transfer significant ownership or controlling interests held directly or indi-
rectly in existing banks to other parties (for further details, see box 3.4).

1) &X' W Essential Criteria (EC) Regarding the Transfer of Significant
Ownership Interests

e Laws or regulations contain clear definitions of “significant” owner-
ship and “controlling interest.” (EC1)

e There are requirements to obtain supervisory approval or provide
immediate notification of proposed changes that would result in a
change in ownership, including beneficial ownership, or the exercise
of voting rights over a particular threshold or change in controlling
interest. (EC2)

e The supervisor has the power to reject any proposal for a change in
significant ownership, including beneficial ownership or controlling
interest, or to prevent the exercise of voting rights with respect to
such investments if they do not meet criteria comparable to those
used for approving new banks. (EC3)

e The supervisor obtains from banks, through periodic reporting or on-
site examinations, the names and holdings of all significant share-
holders or those that exert controlling influence, including the
identities of beneficial owners of shares being held by nominees or
custodians and through vehicles which might be used to disguise
ownership. (EC4)

e The supervisor has the power to take appropriate action to modify,
reverse, or otherwise address a change of control that has taken
place without the necessary notification to or approval from the
supervisor. (EC5)

Source: Bank for International Settlements (BIS), Core Principles Methodology, principle 4,
2006.
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Notes

1. FATF recommendation 23.

2. For instance, in France, licenses are granted by the credit institutions and investment
firms committee (CECEI) which is chaired by the Governor of the Banque de France
(who also chairs the French banking supervisor, the Commission bancaire) and
includes the Head of Treasury, the Head of the Securities supervisor, the Head of the
Deposit Guarantee Fund, two magistrates, two representatives of the banks and invest-
ment firms association, two representatives of trade unions, and two persons chosen
for their competence. Cooperation arrangements exist between the AML/CFT supervi-
sor (which is also the banking supervisor) and the licensing authority, the CECEI,
which are both hosted by the Banque de France.

3. Basel Committee on Banking Supervision, 2006 Core Principles Methodology.

4. The more mature the banking system, the more likely it is that persons to be vetted will

have adequate track records to demonstrate their integrity.

5. Enhanced due diligence measures should be implemented where a cash payment is
made for shares. The licensing authority should be in position to ascertain the origin of
such funds before granting a license (or vetting a new shareholder or an increase in an
existing shareholder’s stake).

6. “In France, in order to avoid any ambiguity about the identity of responsible sharehold-
ers, the [licensing authority] prefers [shareholders] to hold their equity interest in the
[bank] directly. However, if for particular reasons one or more holding companies are
interposed between the investors and the institution, they are asked to give an under-
taking not to transfer control of the holding companies without first obtaining the
[licensing authority]’s authorization.” CECEI, Annual report, share ownership struc-
ture of credit institutions and principles corresponding to different types of situations,
2005.

7. This box largely draws on Freshfield, Bruckhaus, and Deringer’s outline (2007) of the
approved persons regime.

8. Servicio Ejecutivo de la Comisién de Prevencion des Blanqueo de Capitales e Infrac-
cionnes Monetarias (Executive Service of the Prevention of Money Laundering and

Monetary Offences).
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1 Overview

In keeping with principle 20 of the Basel Core Principles for Effective Banking Super-
vision (BCP), Anti-money laundering and Combating the Financing of Terrorism
(AML/CFT) supervision should consist of both on-site and off-site processes. While
off-site supervision is part of an ongoing process, an on-site examination is a defined
event with a scheduled beginning and end.! The supervisor, based upon the particu-
lar conditions and circumstances of the jurisdiction,” determines the appropriate
mix of on-site and off-site supervision.

Similarly, to be effective, AML/CFT supervision should consist of both on-site
and off-site processes. Off-site supervision is used to

+ Conduct regular reviews and analyses of AML/CFT compliance at individual
banks, using prudential reports, statistical returns, and other appropriate
sources, including publicly available information;

+ Follow up on matters requiring further attention, evaluate developing risks,
and help identify the priorities and scope of further work; and

* Help determine the priorities and scope of on-site work.?

In designing an off-site supervision apparatus, the AML/CFT supervisor should
emphasize a risk-based rather than a one-size-fits-all approach. With a risk-focused
approach, the supervisor takes into account the quality of an individual institution’s
internal risk management systems and processes. Supervisors are then able to devote
fewer resources to those banks they recognize as well managed, and to focus on
those that are less well managed.*
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2 Main Features of the Off-Site Supervision System

2.1 General Characteristics of Ongoing Supervision

AML/CFT supervision, as part of the overall ongoing supervision process, should
be fundamentally based on the analysis of declared documents which, depending
largely on the institution’s size and activity, it submits at prescribed intervals. These
are accounting and financial documents, calculations done to meet statutory stan-
dards, annual internal supervision reports, and various other books and materials.

Off-site supervisors, who, in addition, make use of documents published by
banks, should maintain direct contact with the institutions, their directors, and
their auditors, and should engage in the increasingly common practice of regular
meetings and visits.

2.1.1 Main Features of Off-Site Prudential Supervision

The design and implementation of AML/CFT off-site supervision is largely inspired
by that of prudential off-site supervision, whether AML supervision is undertaken
by the prudential supervisor or not. It is therefore useful to identify some key char-
acteristics of off-site prudential supervision (while identifying in the rest of the
chapter where off-site AML/CFT supervision differs).

« It is meant to be continuous. At any given institution, there is ongoing monitor-
ing by the teams in charge. The nature of the monitoring is updated on the
basis of new information, which may have been provided in regular reports, or
at meetings, or during regular visits.

« It is meant to be universal. In principle, as part of the entire banking system, all
institutions, large or small, are closely monitored as part of the entire national
banking system. Banks that appear to be weaker, however, will generally be
more carefully monitored, will be required to submit additional analyses, will
receive more numerous requests for information, and so forth.

« It covers the totality of banking regulations. In fact, the prudential supervisor is
responsible for enforcing compliance on the part of the institutions using the
prudential standards established by the regulator.

* It has a warning and preventive role. From the initial signs of a bank’s difficulty
or increased risk, documentary supervision must include any measures deemed
necessary to analyze the problems and to prevent any loss.

2.1.2 Resources for Ongoing Supervision

Ongoing supervision includes access to numerous resources, but the resources actu-
ally used depend on the organization and operational methods of the particular
supervision authority.
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+ The mass of information gathered from the entire banking system means that
off-site control systems are able to cross-reference data and thus have access to
large databases, including AML/CFT (statistical series, average figures by type
of institution, and so forth).

+ Placed at the center of the banking system, off-site supervision is alert to devel-
opments in the industry and receives all kinds of information, including com-
plaints from competitors and allegations of possible involvement in money
laundering and terrorist financing schemes. Any or all of these may indicate an
increase in ML/TF risk.

+ Itis normal for departments in charge of ongoing supervision to work in close
collaboration with the other relevant agencies involved in AML/CFT, namely
the financial intelligence unit or other supervisory agencies. They can take
advantage of certain databases used by those institutions.

* Supervisors, if need be, can request additional input, such as interviews with
directors, to enrich their available data, and can obtain clarifications on changes
of AML/CFT strategy or on the development of certain cases.

Finally, the administrative authority can ask for the initiation of on-site supervi-
sion or audit by an external auditor. The scope of this supervision will depend on
the nature and seriousness of the authority’s specific concerns.

2.1.3 Limits to Ongoing Surveillance

Off-site supervision, alone, cannot be sure of the fullness or the accuracy of the
information transmitted. Unless the supervisor has the capacity to verify the full-
ness and accuracy of the information provided, compliance with statutory regu-
lations, including AML/CFT, is likely to be merely superficial. This explains the
key role on-site supervision also has to play (see chapter 5). Alongside these
supervisory controls, other checks and balances should be in place (involving
internal control bodies, external auditors, and also credit rating agencies or
financial analysts).

Moreover, off-site supervision requires information which will not necessarily
be derived from available publications or easily accessible from direct contacts with
the institutions.

2.2 Primary Objective of Ongoing Surveillance

Off-site supervision is primarily concerned with assessing the design and imple-
mentation of banks’ AML/CFT frameworks, without having access to individual
information which could lead to the identification of suspicious transactions. For
that reason it is sometimes not seen as an effective part of an AML/CFT program.
However, it should be noted that supervision in general should be primarily
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concerned with ensuring that proper AML/CFT measures are in place (and thus
that ML/FT can be deterred).

Off-site supervision can generate a great deal of valuable information that can
be used both to identify outliers and foster compliance. AML/CFT supervision
should first rely on information gathered by the banking supervisor and the FIU,
with a view to understanding bank activities in particular, associated risks as well as
their governance and risk management frameworks. Such information may include
the following:

+ Accounting and prudential data on bank activities

+ Assessments undertaken by the banking supervisor (for example, on-site
inspection reports, risk profile analysis, and so forth)

+ Reports by internal control bodies and external auditors

Supervisors should also take a proportionate approach to assessing an institu-
tion’s risks. Rather than having a fixed view of what constitutes an acceptable level
of business risk or a risk management standard, supervisors should assess whether
risk management systems and internal controls are commensurate with the institu-
tion’s risk and business profiles. Institutions that engage in complex financial busi-
nesses must be able to demonstrate that their risk management capabilities match
both their appetites for risk and their operations, while institutions that engage in
less complex or less risky financial activities may find that simpler risk management
processes are appropriate for their purposes.
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3 Key Tasks to Be Performed by Off-Site Examiners

Off-site examiners should perform several activities as part of the ongoing sur-
veillance process, with the aim of collecting as much relevant information as pos-
sible. Once the data is collected, its analysis should be undertaken with a view to
understanding the AML/CFT apparatus of the banks under scrutiny.

3.1 Collection of Relevant Information

One of the biggest AML/CFT challenges for off-site supervisors is to collect relevant
and detailed information on practices that will help the supervisor

+ Understand the strengths and weaknesses in each bank,

+ Identify shortcomings that may generate systemic risks,

+ Establish a supervisory risk assessment system to prevent problems, and
develop risk factors for determining a risk-based approach.

“Relevant” information is not necessarily limited to information specific to
AML/CFT, and, as discussed, information on bank governance and internal control
frameworks can be extremely useful. Specific AML/CFT information that the
AML/CFT supervisor collects can be qualitative or quantitative. Quantitative infor-
mation is useful (see box 4.1 for details), but qualitative information is the primary
focus of AML/CFT supervision and demands the greater part of its resources.

) @AM Collection of Quantitative AML/CFT Information:
Recordkeeping and Reporting Requirements in Italy

[talian banks must have a single IT database (Archivo Unico Informatico,
AUI) containing detailed information on transactions and customers. Some
data must be kept for 10 years, including the following:

e The date and reason for a transaction.

e The total amount of any transaction exceeding 12,500 euros which
must be recorded using one of the 112 analytical codes provided. This
allows cash transactions to be separated from others.

e The name, surname, date, and place of birth of persons carrying out
transactions, including the details of identification documents pre-
sented. This applies regardless of whether the persons are acting on
their own behalf or on behalf of third parties.

e |n the case of legal persons, the name and registered office of the
person for which the transaction is undertaken or the account, or
other continuing relationship, opened.

(Continued)
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) ENE Collection of Quantitative AML/CFT Information:
Recordkeeping and Reporting Requirements in Italy
(Continued)

e The fiscal code of the person or persons executing the transaction or
opening the account or other continuing relationship, and the fiscal
code of the person on whose behalf the transaction is to be executed
or the account or other continuing relationship opened.

e |n the case of credit or payment orders, the identification of the per-
son originating the orders and the beneficiaries and intermediaries
involved.

GIANOS (Generatore Indici di Anomalia per Operazioni Sospette?) is a
software program implemented by banks in order to short-list unusual
transactions and identify ML trends. The project, which began in 1993, has
been operating since 1995. A committee, made up of legal, organizational,
computer, and statistics specialists from banks, together with the Italian
FIU,> determines GIANOS operating rules, its algorithms, and its decision
tables (which identify unusual transactions according to confidential crite-
ria). GIANOS determines the risk profile of each customer from a 12-month
transaction track record. It pays attention to all transactions above 3,100
euros. This threshold was adopted to identify structured operations where
the total amount may exceed the legal threshold of 12,500 euros.

Using GIANQS, banks analyze 30 million operations and 3.5 million cus-
tomers each month. From these numbers, 200,000 operations and 40,000
customers are short-listed as unusual. Most suspicious transaction reports
(STRs) filed with the FIU are initially identified by GIANOS. The process helps
ensure that all bank transactions, as long as they are properly recorded in the
AUI, are analyzed using standard criteria, and it helps alleviate any pressure,
whether internal or external, bank staff may face not to report transactions.

The ltalian FIU has developed a state-of-the-art analysis capacity based
on a harmonized system of computerized data collection. It manages a
central financial database (Archivo Aggregato), which incorporates data
extracted each month from the banks’ AUl as well as from other reporting
institutions. Each month, the aggregated data average 3 million records for
30 million transactions. Customer names, however, are not included in the
information provided to the FIU.

The FIU’s analysis aims to identify potential ML behaviors and trends,
as well as outliers that require on-site inspections. It assumes that ML
behaviors cause trend alterations in banks’ aggregated data. Operative
guidelines implemented include the following:

e Time-series analysis of aggregated data.
e Cross-section analysis in a particular geographic context.

(Continued)
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) ENE Collection of Quantitative AML/CFT Information:
Recordkeeping and Reporting Requirements in Italy
(Continued)

e Detection of outliers in multivariate data environments. The objective
is to identify parameters or combinations of parameters that charac-
terize ML behaviors and then to create relevant algorithms.

e Time series analysis of cash transactions in a local context.

e So-called scientific visualization.

The FIU's statistical unit takes part in the preparation of the annual
on-site inspection program. It identifies outliers, such as:

e Those that do not file aggregated reports.

e Those whose reports contain information inconsistent with their
activity.

e Those whose number of STRs is either unusually low (in absolute or
relative terms) or whose STRs do not contain the required information.

When an on-site inspection is about to begin, the statistical unit, which
employs seven analysts, provides inspectors with detailed materials on
the bank such as:

e The number of transactions, including cash transactions.

e The number of cross-border transactions, records, and wire transfers
per country reported during the previous 2 years.

e Some specific ratios such as incoming /outgoing transactions or cash
transactions amount /total transactions amount per branch.

e Detailed information on wire transfers carried out during the previous
2 years, including the average value of transfers, identifying those
realized with offshore financial centers (OFCs). These transfers
include so-called triangular transactions, that is, incoming wire trans-
fers received from an OFC and followed by an outgoing wire transfer
to an OFC.

e Transactions with some countries for which ML cases were identified.

a. See chapter 1, endnote 10.
b. See chapter 1, endnote 10.

Specific qualitative AML/CFT information, collected either regularly or only on
an ad hoc basis, includes AML/CFT compliance reports (where banks prepare such
documents) and bank policies. It also includes reports from internal audits to assess
banks’ AML/CFT frameworks, and from external audits in cases where they have
been required.

In Germany, for example, local law requires external auditors to report annu-
ally on AML systems and controls in banks. In Switzerland, there is also a legal



Preventing Money Laundering and Terrorist Financing

requirement for external auditors of banks to audit AML compliance annually and
report their findings to the bank and its local regulator.” In Australia, all reporting
entities are required to complete an Annual Compliance Report at the beginning of
each year.

In Spain, banks are required to set up internal procedures, such as “know your
customer” admission policies and control and reporting procedures, which involve
the designation of a compliance officer or money-laundering officer. These policies
and procedures are reviewed annually by an independent outside expert who must
complete a full written report and make it available to SEPBLAC, the Spanish FIU,
for a period of six years. It is illegal for this external control to be carried out by any
person who has had professional or business dealings with the bank within the pre-
vious three years.®

In France, in 2000, the French banking supervisor (Commission bancaire)
introduced a specific AML/CFT reporting requirement that is both qualitative and
quantitative and comprises four different money laundering questionnaires
(Questionnaire de Lutte Contre le Blanchiment, QLB; see annex 2).” For each reg-
ulatory requirement, the questionnaire includes a series of multiple-choice ques-
tions (yes, no, N/A) on the enforcement of various operations to be performed
with due diligence by the bank.

Each year, all banks have to submit this information, both electronically and by
regular mail, to the Commission bancaire. The questionnaire must be signed by
one of the two most senior managers of the bank, a requirement that helps raise
AML/CFT awareness and the quality of the answers. With the electronic version,
answers can be analyzed at great speed, so banks with large numbers of negative
answers, which may indicate inadequate procedures, can be easily pinpointed.
More attention is paid to some particularly critical questions, such as an ability to
file suspicious transaction reports (STRs) or to identify customers. Conceived as a
tool for off-site supervision, the questionnaires lead supervisors to a better under-
standing of a bank’s AML/CFT internal apparatus and help identify any shortcom-
ings.® The results of this computerized analysis help prioritize supervisory
follow-up.

A line supervisor with good knowledge of the bank then thoroughly reviews the
electronic analysis of the questionnaires. During the review, the off-site supervisor
considers the specific features of each bank and, even more specifically, assesses pre-
viously provided information that had appeared abnormal. The supervisor may
then be able to identify some shortcomings not picked up by the computerized
analysis, such as nonapplicable answers that are not consistent with bank activity.

Where significant shortcomings appear, there will be various follow-up actions.
The Commission bancaire may send letters requiring adequate measures to be
taken and set a timeframe for implementation. The Commission may also organ-
ize interviews with senior management and/or compliance officers with the object
of clarifying issues and, if appropriate, of requiring corrective actions. It will also
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assess the relevance of any remedial actions already contemplated or in the process
of being implemented. As well, it can initiate on-site inspections.

Although the off-site supervision department has the responsibility for the analy-
sis of questionnaires, it cooperates closely with the on-site inspection group (the two
being distinct in France). Cooperation includes having the on-site inspectors pro-
vide comments on draft letters, take part in specific meetings with banks, and review
the quality of answers provided by the bank after the on-site visit. Poor or false
answers are a regular feature of those AML/CFT cases that result in disciplinary
sanctions.

Lastly, the FIU also can provide relevant quantitative information, including
individual and/or aggregated STR activity.® Specific banks also can provide quanti-
tative information, such as the number of people attending AML/CFT training, or
the number of audits undertaken in the area.

3.2 Meetings with the Management of a Bank

Meetings with individual banks help a supervisor gain a proper understanding of
their AML/CFT frameworks. Although only on-site inspections allow an in-depth
assessment of a bank’s AML/CFT framework, off-site meetings are also useful in
identifying shortcomings in the frameworks’ design and implementation. Such
meetings help supervisors assess how familiar the senior management of a bank is
with the requirements for AML/CFT, and they can then regularly update the infor-
mation about AML/CFT frameworks to make sure the bank adequately addresses
the ML/TF risks.

Meetings must be tailored to each bank and must take into account both its risk
profile and all previous supervisory actions such as interviews, on-site inspections,
and sanctions. An initial meeting might address the following issues specific to
AML/CFT:

« AML/CEFT policies and procedures in relation to such aspects as the role of the
board of directors and senior management in their preparation and approval,
their availability and regular update, the coverage of activities undertaken, spe-
cific procedures for specific activities, group dimension, where appropriate, job
profiles, and new products.

+ Resources dedicated to implementing AML/CFT policies and procedures:
These resources should include measures taken to ensure that the AML/CFT
compliance officer(s), the AML/CFT reporting officer(s), and the internal audi-
tor(s) are adequately resourced and independent. Resources should also include
the management information systems (MIS) used to screen customers’ activi-
ties'” (such as periodicity, customers’ risk profiles, criteria used) and to sort out
possible “unusual” transactions.

+ STR decision-making process.
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+ Implementation of the AML/CFT framework, such as the major outcomes of
the implementation of policies and procedures, resources dedicated to
AML/CFT, the shortcomings identified in the AML/CFT framework and the
measures contemplated or taken to address them, as well as the number of staff
trained and the number of audits undertaken.

+ Assessment of the bank’s AML/CFT risk profile. This should be based on oper-
ations undertaken (types of activities, business relationships, and so forth), the
environment in which the bank operates, and the efficiency of its framework to
address these risks (the AML/CFT framework in particular).

Meetings can be organized differently, depending on the seniority of people
attending (for example, directors, senior managers, compliance officers, auditors,
business lines on the bank side), and/or the meeting’s scope (AML/CFT-specific or
with a broader agenda, for example, a yearly meeting with a bank or a meeting on a
specific activity) and prior supervisory actions.

Beyond assessing a bank’s AML/CFT framework, such meetings can help raise
the awareness of both the board of directors and senior management by helping
them first, to understand the rationale for the commitments and resources needed
to fulfill AML/CFT requirements and second, to become personally committed to
providing the resources. They must be willing to design and implement a risk-based
approach that is not a simple “box-checking” exercise, but properly reflects the spe-
cific risks faced by their bank.
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4 Other Responsibilities of Ongoing Supervision

41 Structured Analysis of AML/CFT-Relevant Information

Oft-site AML/CFT supervision needs to be clearly structured. Policies and proce-
dures must define the types and frequency of controls to be undertaken and must
also specify the individual supervisors responsible for them. The extent of controls
to be undertaken should be sufficient to enable the off-site supervisor to form an
up-to-date judgment of each bank’s AML/CFT frameworks. As well, outcomes of
on-site inspections should be factored into such off-site monitoring.

Such assessments should first take into account a bank’s “intrinsic” AML/CFT
risk profiles, such as transparency and governance, types of activities, customers,
and countries with which the bank deals. Second, the assessments should consider
a bank’s risk management framework. This framework, designed to mitigate such
“intrinsic” risks, includes areas such as bank governance, AML/CFT policies, MIS,
ML reporting officer, ML compliance function, and training. These outcomes of the
supervisory process should be documented.

4.2 Coordination with On-Site Inspection Activities

Off-site supervision also has a key role to play in the preparation and follow-up of

on-site examinations.

The outcomes of such work can usefully be incorporated into any existing sys-
tem for supervisory risk assessment, which is generally synthetic and focuses on key
shortcomings. The outcomes can be a useful resource with which to assess a bank’s
risk profile and to identify major shortcomings where they exist. They can help both
to integrate AML/CFT into the daily work of banking supervisors and ensure that,
in planning on-site inspections, due consideration is given to AML/CFT. Incorpo-
rating these outcomes reduces the risk of working in silos and helps to structure and
formalize the process. They can be useful tools in following up on supervisory
action, including areas where AML/CFT shortcomings are known to exist.

Oft-site supervision also has a role to play in the preparation and follow-up of
on-site examinations. When teams identify banks that require on-site examina-
tions, which may be, for example, because they have not been examined for a long
time, or are deemed to be especially exposed to ML/TF, or because they have short-
comings that have been identified, they give the relevant information to examiners
before they go on-site. With respect to the follow-up to on-site examinations, off-
site teams first analyze the on-site examination reports, and then, in some cases,
they issue recommendations that banks must follow, and then follow up on the
banks’ implementation of those recommendations.

In Spain, the AML/CFT supervisor has developed an integrated MIS in which
all information relevant to the follow-up of on-site examinations is listed. This
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information includes examination dates, letters that were subsequently sent and
received, decisions that were taken within the supervisory body, and so on. Thanks
to this system, supervisors can easily access all relevant information, make sure
proper approval of supervisory actions has been obtained, and verify that no sig-
nificant delays exist (on the bank side as well as the supervisor side).

4.3 Determination of Risk Profile and Rating"’

Supervisory risk assessment systems are part of the banking supervision process
because they provide continuing help in assessing banks’ risk profiles. Such systems
can usefully provide further indications about the AML/CFT supervisory process, by
providing both information on banks’ risk profiles and a structured approach to
undertake off-site supervision. AML/CFT is in practice frequently taken into account
in such supervisory risk assessment systems, as banking supervisors are generally
responsible for assessing banks’ compliance with AML/CFT requirements.!2

Supervisory risk assessment systems are commonly used in off-site banking
supervision to

+ Undertake systematic assessment of banks within a formalized framework.

+ Identify banks and areas within banks where problems exist or are likely to
emerge.

+ Prioritize bank examinations for optimal allocation of supervisory resources.

« Initiate timely action by the supervisor.

+ Share information among authorized parties within the supervisory body. The
early identification of problems in banks is a key element of any supervisory
risk assessment system.

A bank’s overall assessment should be captured in a single rating, and the process
leading to such a rating defined by clear policies (as shown in box 4.2). The final rat-
ing is the result of a summing up of the individual ratings given to each different
risk component (usually the total is fewer than 10). Each risk component is sub-
jected to a structured analysis of both quantitative and qualitative information,
which ranges from regulatory reports to media information to internal bank docu-
ments. It is important that all key information, particularly regulatory reports, is
identified and provided when required.

Ratings are meant to reflect the reasoned assessments of supervisors. Determin-
ing what the ratings are is not an exercise in compliance, where supervisors merely
review ratios that have been automatically computed or formally respond to a list of
detailed criteria. It is essential that supervisors have a proper understanding of a
bank’s risk profile. As well, these assessments must not only be objective, but also
consistent across the industry. Detailed policies need to be established for that pur-
pose. The policies must clarify, among other things, the risk components to be rated,
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General Qualification

No control or
weak control
(qualification 4)

Unsatisfactory
control
(qualification 3)

Satisfactory
control
(qualification 2)

Strong control
(qualification 1)

() WA Example of Qualification Used by Dutch Examiners™

Notes

The institution has absolutely no control
measures in place, or the CDD management
framework needs serious and immediate
improvement so that risks may be identified,
analyzed, or controlled. The CDD manage-
ment framework is not, or is barely, geared to
the institution’s activities and customers.

The institution’s control measures have not
been set up satisfactorily, are not effective
enough, or do not serve to control the main risk
areas or primary risks. The design and opera-
tion of the CDD control measures are insuffi-
ciently geared to the institution’s activities
and customers and are in need of significant
improvement.

The design and operation of the institution’s
control measures are in minimum compliance
with requirements that can reasonably be
imposed. Relevant risks are identified and ana-
lyzed, and the control of these risks is secured
as part of internal business operations. The
CDD management framework is adequately
and satisfactorily geared to the institution’s
activities and customers.

The institution’s control measures are of
high quality in terms of design and opera-
tion. The CDD management framework safe-
guards sound control of the risks and is
adequately geared to the institution’s activi-
ties and customers.
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the information to be analyzed, the rating approaches to be followed (including the
definitions and criteria for ratings and the individuals ultimately responsible for
approving them), and the periodicity of required follow-up actions.

Reviews of bank ratings across the industry and over an extended period help
foster consistency. Consistency is especially important because ratings are not only
used to assess the condition of an individual bank, but also to oversee the entire
banking system. Consistency helps in the identification of outliers and in the alloca-
tion of supervisory resources. When the systems identify institutions as potentially
risky, the institutions, typically, are subjected to greater supervisory surveillance and
to an on-site examination before enforcement of formal actions is initiated.

Although an on-site tool, the US risk assessment system, CAMEL,' has had a
strong influence on the way most off-site supervisory risk assessments systems are
approached. CAMEL ratings are normally assigned every 12—-18 months, depending
on the frequency with which every bank in the United States has to be examined
on-site. Ratings range from 1 to 5. In the case of problem banks (those with a CAMEL
rating of 4 or 5), the ratings may be assessed more frequently because these banks are
subject to more frequent on-site examination. Conversely, in the case of sound banks
(those with CAMEL ratings of 1 or 2), on-site examinations may be conducted after
an interval of 18 months, and the ratings would be assigned accordingly. The US does
not assign ratings for AML/CFT compliance; but a bank’s AML/CFT compliance pro-
gram is reflected within the management rating, which encompasses, among other
factors, compliance with banking laws and regulations, adequacy and compliance
with internal policies, and the existence and adequacy of qualified staff and programs.

In Chile, the supervisor (Superintendencia de Bancos e Instituciones Financieras,
SBIF) has also designed a CAMEL-like internal rating system in which a bank’s com-
pliance with AML/CFT regulations is viewed as a key element of its internal control.
The off-site supervisor assigns different ratings, which range from “fully compliant” to
“materially compliant” to “noncompliant.” Once all criteria have been examined,
banks are classified in categories from A to C, category A being the highest. In category
B, some shortcomings have been identified, and in category C serious deficiencies
have been detected.

4.4 Collaboration with Other Agencies Involved in AML/CFT

A regular assessment of major AML/CFT risks in the industry should be under-
taken, in collaboration with the FIU and other relevant agencies (for further details,
please see chapter 7).

45 Collaboration with the Banking Industry

A well-designed outreach to the industry improves the efficiency of the supervi-
sory process. The role of supervisors is to ensure that all banks have a consistent
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understanding of AML/CFT requirements. This understanding is gained through
examinations, through outreach to the industry, and by clearly defining supervi-
sory expectations, such as how the supervisor expects banks to implement
AML/CFT standards and how their compliance will be assessed (for further
details, see box 4.3).

) ¢'%B Guidance and Outreach to Banks in the United States

FinCEN,2 in conjunction with the federal financial regulators, provides
domestic financial institutions with various types of guidance for compli-
ance with AML/CFT requirements, and it is all posted on FInCEN's web-
site. FINCEN's guidance materials include:

e Letter rulings explaining BSAP requirements that apply to specific
facts and circumstances

e Answers to frequently asked questions about BSA requirements

e Advisories and bulletins on (1) specific ML/TF schemes, (2) jurisdic-
tions with seriously deficient AML/CFT regimes, and (3) institutions
or individuals who may be engaged in fraudulent activities or be
deemed to be of a high ML/TF risk

The FFIEC® Manual for the banking industry, published in June 2005,
provides comprehensive guidance to the sector. Following its publication,
the FDIC, FRB, OCC, and OTS9 held conference calls (involving about 8,200
people) to provide an introduction and overview of the manual. Addition-
ally, the FDIC, FRB, OCC, and the OTS conducted regional banker outreach
and examiner training events, attended by about 2,800 individuals in five
large metropolitan cities. One outreach event was broadcast via the Inter-
net and was viewed by approximately 12,400 people. FInCEN and OFAC®
participated in all these events.

The publication of the FFIEC Manual seems to have been a watershed
in the understanding between the regulators and the banks, and has
focused and clarified the latter's expectations of what constitutes an effec-
tive AML/CFT regime. This increased awareness can be expected to help
improve the levels of compliance considerably.

Outreach programs are also in place. In these, the Federal Banking agen-
cies, in partnership with FINCEN, conduct symposiums for banking industry
representatives to discuss current issues, trends, regulatory requirements,
challenges, and coordination with law enforcement. On a day-to-day basis,
the Federal Banking agencies, through formal and informal methods,
provide interpretive guidance to banking organizations subject to
their supervision with respect to AML/CFT regulations. This guidance is
promulgated through supervision and regulation (SR) letters, bulletins,

(Continued)
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)€ XN Guidance and Outreach to Banks in the United States
(Continued)

advisories, and other forms of notification, all of which are readily accessi-
ble on the agency Web sites.

Source: Abstract from the Financial Action Task Force (FATF) mutual evaluation reportf

a. Financial Crimes Enforcement Network (FInCEN) is a bureau within the Department of the
Treasury. In addition to being the financial intelligence unit (FIU) of the US, FINCEN is responsi-
ble for the development, issuance, administration, and civil enforcement of regulations imple-
menting the BSA,; in concert with the IRS, for collecting and maintaining BSA (Bank Secrecy Act)
data and providing government-wide data access service to information collected under the BSA
and other data; and, in concert with the federal functional regulators, certain self-regulatory
organizations and the IRS, for ensuring compliance with that regime.

b. Bank Secrecy Act (BSA), the primary statute which establishes anti-money laundering com-
pliance requirements

c. The Federal Financial Institutions Examination Council

d. U.S. banking supervisors: Federal Deposit Insurance Corporation, Federal Reserve Banks,
Office of the Comptroller of the Currency, and Office of Thrift Supervision.

e. The Office of Foreign Assets Control

f. FATF, third mutual evaluation report on AML/CFT, United States of America, 2006. This man-
ual was revised and updated in August 2007.

“Soft” instruments such as guidance, statements of principles, or feedback to the
industry (though they are usually not enforceable) can be used to reach these goals.
They are useful in

Outlining the legal and regulatory framework across the banking sector

Interpreting the requirements of the relevant law and regulations and explain-
ing how to implement them in practice

Indicating good practice in AML/CFT procedures

Assisting firms to design and implement the necessary systems and controls to
mitigate the risks of the firm’s being used in connection with money launder-
ing and terrorist financing

Supervisors cannot amend laws and regulations,'® but they can communicate
useful information on acceptable ways to implement them; they can particularly
take into account any practical issues raised by their implementation. These might
include problems arising from existing laws and regulations that do not encompass
the requirements of the new banking activities, or that arise from ambiguities in
laws and regulations or from practical issues. Banks or supervisors must deal with
these problems until some of them can be alleviated by amending laws that are par-
tially outdated.

Guidance is usually prepared in cooperation with the industry. In the United
Kingdom, industry has the primary responsibility for drafting guidance to prevent
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money laundering and combat the financing of terrorism. The word “industry”
here includes not only the banking sector, but also other financial industries; their
aim is to build and implement a framework that is consistent. The detailed guidance
the Joint Money Laundering Steering Group'® (JMLSG) prepared, however, is then
endorsed by the regulatory authority, namely, the UK Treasury. When seeing an
ML/TF case,"” the courts have to consider whether the framework has been adhered
to. The Financial Services Authority (FSA), the AML/CFT supervisor in the UK, has
also taken a “comply or explain” approach with regard to this guidance. Institutions,
therefore, either have to apply recommendations provided by the guidance or jus-
tify that the approach they took was more effective in achieving the goals of the
AML/CFT framework.

Supervisory expectations can be established in a number of ways. They can be
established through dialogue with the industry, through disclosure of examination
manuals and annual reports, through disclosure of sanitized cases handled by the
supervisor, and through working papers or conferences (whether organized by the
supervisor or by the industry). It is also a best practice to disclose the main charac-
teristics of the supervisory framework. These include its design and method of
implementation (for example, the number of examinations undertaken) and its
enforcement actions. If the framework has shortcomings, or if changes have
occurred in the regulatory framework, they also should be disclosed, perhaps in the
annual report, or in a set of specific notes.
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Notes

. In the rest of the document, the terms “ongoing supervision” and “off-site supervision”

have a similar meaning.

. Essential criterion 1, principle 20, 2006 Methodology for BCP. This recommendation

should not, however, be interpreted as dictating the specific mix of on-site and off-site

supervision for a given bank, which is based upon factors unique to the bank.

3. Essential criterion 4, principle 20, 2006 Methodology for BCP.

See BCP 19, essential criterion 3: “The supervisor uses a methodology for determin-
ing and assessing on an ongoing basis the nature, importance and scope of the risks
to which individual banks or banking groups are exposed. The methodology should
cover, inter alia, the business focus, the risk profile and the internal control environ-
ment, and should permit relevant comparisons between banks. Supervisory work is
prioritized based on the results of these assessments.” See also the FATF Guidance on
the risk-based approach to combating money laundering and terrorist financing,
June 2007, especially the section on supervision, paragraph 2.30 onwards (http://
www.fatf-gafi.org/dataoecd/43/46/38960576.pdf).

5. Deloitte, Global anti-money laundering survey 2007.

10.

Royal decree 54/2005, article 16.1 and Law 19/1993, article 3.7, City of London,
comparative implementation of European Union directives (II), money laundering,
December 2006.

The first questionnaire (QLB 1) includes the names, titles, and phone numbers of
people who are allowed to file STRs with TRACFIN (the French FIU); the second
questionnaire (QLB 2) mentions branches and wholly-owned subsidiaries that oper-
ate in countries where they cannot (1) fulfill requirements to pay special attention to
certain large and unusually complex transactions and (2) pass adequate information
to the head office for AML/CFT purposes; the third questionnaire (QLB 3) contains
the most detailed set of information, encompassing (1) procedures related to the dif-
ferent AML/CFT requirements, (2) solo and group levels, and (3) quantitative indi-
cators such as the number and amount both of STRs filed and of large and unusual
transactions identified (FATF R.11) and the number of people who received
AML/CFT training. It primarily contains AML/CFT requirements set in laws and reg-
ulations but also includes some best practices for implementing them; the fourth
questionnaire (QLB 4) mentions branches and wholly owned subsidiaries that oper-
ate in noncooperative countries and territories as identified by the FATF (the latter is
no longer used).

Using an Excel software program, the document includes 100 key questions and will
make it possible to assign not only a grade for each checkpoint, but also an overall grade
resulting from the weighted average of all grades.

If permitted by law.

“A manual transaction monitoring system consists of a review of various reports gen-
erated by the bank’s management information systems (MIS) or vendor systems.
Some banks’ MIS are supplemented by vendor systems designed to identify
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11.
12.
13.
14.
15.

16.

17.

reportable currency transactions and to maintain required funds transfer records.
Many of these vendor systems include filtering models for identification of unusual
activity. Examples of MIS reports include currency activity reports, funds transfer
reports, monetary instrument sales reports, large item reports, significant balance
change reports, and non sufficient funds (NSF) reports. The process may involve
review of daily reports, reports that cover a period of time (e.g., rolling 30-day
reports, monthly reports), or a combination of both types of reports. The type and
frequency of reviews and resulting reports used should be commensurate with the
bank’s [. ..] AML risk profile and appropriately cover its high-risk products, servic-
es, customers, and geographic locations.

[...] Automated account-monitoring systems typically use computer programs that
have been developed in-house or purchased from vendors, to identify individual trans-
actions, patterns of unusual activity, or deviations from expected activity. These sys-
tems can capture a wide range of account activity, such as deposits, withdrawals, funds
transfers, automated clearing house (ACH) transactions, and automated teller machine
(ATM) transactions, directly from the bank’s core data processing system. Banks that
are large, operate in many locations, or have a large volume of high-risk customers typ-
ically use automated account-monitoring systems.”

Source: FFIEC, BSA/AML Examination Manual, August 2007.

Also see chapter 2.

Also see chapter 2.

Source: De Nederlandsche Bank

Capital adequacy, Asset quality, Management factors, Earnings, and Liquidity.

Here, the word “regulation” refers to regulations issued by other competent authorities
or other legislative bodies.

The members of JMLSG are: the Association of British Insurers (ABI), the Association
of Foreign Banks (AFB), the Association of Friendly Societies (AFS), the Association of
Independent Financial Advisers (AIFA), the Association of Private Client Investment
Managers and Stockbrokers (APCIMS), the British Bankers™ Association (BBA), the
British Venture Capital Association (BVCA), the Building Societies Association (BSA),
the Council of Mortgage Lenders (CML), the Electronic Money Association (EMA), the
Finance & Leasing Association (FLA), the Futures and Options Association (FOA), the
Investment Management Association (IMA), the London Investment Banking Associ-
ation (LIBA), the PEP & ISA Managers’ Association (PIMA), and the Wholesale Mar-
ket Brokers’ Association (WMBA).

“Although the JMLSG Guidance notes do not have the force of law, in that they do not
contain binding legal requirements, they do have strong persuasive value. Under 5.330 (8)
of the PCA [Proceeds of Crime Act] 2002, the court must consider whether the defen-
dant in a money laundering prosecution under the Act followed any relevant guidance
issued and published by a supervisory authority or other appropriate body, that has
been approved by the Treasury. The JMLSG Guidance notes, which were last revised in
February 2006, have been approved by the Treasury.” City of London, comparative

implementation of EU directives (II), money laundering, December 2006.
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Chapter 5: The On-Site Supervisory Process

1 Overview

The on-site supervisory process aims to ensure that banks comply with all laws, regu-
lations, and policies of the jurisdiction and have systems in place both to ensure ongo-
ing compliance and to identify any weaknesses in the compliance system. To meet
these objectives, supervisors should develop a comprehensive examination program
that incorporates a review of all the legally required key anti-money laundering and
combating the financing of terrorism (AML/CFT) elements. The examination should
adopt a risk-based approach to optimize the use of limited resources and budgets and
to focus on higher-risk areas.

The bank examination process should not only ensure compliance with legal
requirements, but should also review AML/CFT bank policies and procedures, and
determine whether they are working as designed, and are effectively meeting their
objectives. To establish whether this is the case, the examination should always
include some level of transaction testing.

An effective and successful AML/CFT on-site examination program depends on
many factors, including sufficient resources and a well-trained staff of competent
bank examiners who have full and complete access to all bank and customer records.

This chapter is arranged in four sections and addresses a variety of the steps
required to successfully conduct a comprehensive AML/CFT bank examination.
Section 5.2 discusses examination issues and approaches. Section 5.3 describes how
to determine the scope of plan for staff, and generally prepare for an on-site
AML/CFT examination. Section 5.4 gives an overview of the key AML/CFT ele-
ments to be reviewed during the examination, while section 5.5 shows how to
develop and communicate its findings and conclusions.
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2 Examination Issues and Approaches

An AML/CFT supervisor must first organize and develop the examination pro-
gram. Before an efficient and comprehensive AML/CFT examination program can
be developed, a number of issues, some of which are discussed below, must be taken
into account.

2.1 Risk-Based Approach Versus Standardized Approach

A comprehensive examination would examine every bank for every AML/CFT issue
every year. Unfortunately, because of limited budgets and a similarly limited number
of bank examiners and other supervisory experts, that approach is not a practical
one. Approaches to bank examinations may vary but, in today’s world there seems to
be one particularly effective and efficient way to supervise banks, and that is the risk-
based approach shown in box 5.1.

This approach uses the bank’s risk profile as the basis both for reviewing a bank’s
AML/CFT compliance program and for determining the effectiveness of its
AML/CFT policies and procedures.? It verifies whether systems actually function as
designed by using transaction testing.

By adopting a risk-based approach, bank supervisors can focus on those banks
that are at high risk for money laundering and financing of terrorism (ML/FT).
Larger, more complex banks involved in cross-border transactions, or those banks
that focus on private banking, are examples of likely candidates for additional scrutiny.

2.2 The Inspection Cycle and Examination Notification
2.2.1 Examination Frequency

The frequency of examinations varies by jurisdiction, but many jurisdictions base it
on several factors such as bank size, complexity, rating, and risk profile. A bank
operating with few or no problems might be examined every 12 to 18 months, for
example. Those banks with significant issues, however, or ongoing problems identi-
fied in past examinations, would be scheduled for more frequent examinations. It
might be appropriate for banks experiencing some problems to have an annual
examination, while banks with more serious issues might be visited every six
months or even more frequently. In addition to the on-site examination, an effec-
tive banking supervisory system also includes an off-site supervisory process and
regular contacts with bank management.’

222 0On-Site AML/CFT Examination Notification

Many jurisdictions notify bank management in advance of the proposed examination
and the specific date that it will begin.* During the notification, the management of
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m Example of the Risk-Based Approach in Singapore

The Monetary Authority of Singapore (MAS) adopts a risk-based approach
to supervision, rather than rules that are prescriptive and one-size-fits-all.
Under this framework, an institution’s assessment is built on a thorough
understanding of its activities, risk management processes, and operating
environment. The key stages in the risk assessment process are:

e Determining the significant activities undertaken by a bank

e Assessing the inherent risks and adequacy of corresponding risk man-
agement systems and internal controls for each of these activities

e Assessing the financial strength of the institution and the adequacy
of the Board and Senior Management oversight of its businesses,
including AML/CFT

e Determining the overall risk rating for the bank and, consequently, the
supervisory measures needed

To determine a risk profile of a bank, MAS gathers information from a
number of sources, both onsite and offsite:

e Bank’s regulatory returns including financial statements

e Bank’s internal policies, procedures, and its self-assessed risk profile

e Internal and external audit reports

e For foreign banks, information from home country supervisors

e Past inspection reports

e Copies of bank's suspicious transaction reports (STRs) submitted to
the Singapore financial intelligence unit (FIU)

Based on its risk-based approach, institutions are placed in distinct
supervisory categories and are thus differentiated in terms of scope and
intensity of supervision. MAS determines the frequency of on-site exam-
inations, the types of inspection (focused on AML/CFT or AML/CFT as
part of a full scope inspection), and the areas that require enhanced
supervision.

the bank is also provided with the request letter so that bank-prepared information
will be available for the examiners to analyze before or during the visit. The advantage
of the prior notification and the request letter is that the bank has time to prepare all
the necessary information in advance, and also to arrange for the appropriate bank
staff to be available to assist the examiners. This facilitates the examination process
and allows the examiners to finish in a reasonable time.

An alternative approach is an unannounced examination, where examiners
enter the bank without notifying bank management in advance. This approach
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certainly has the element of surprise, and it may lead to the exposure of ongoing
fraudulent activity that cannot be quickly concealed from examiners. The
approach, nonetheless, has many disadvantages. Bank management, being unaware
of the pending examination cannot be ready with all the information needed. The
examination, therefore, takes longer, first, because of the time needed to assemble
this information and, second, because some key bank staff may not be available to
discuss examination issues with examiners at the right time.

2.3 Targeted AML/CFT On-Site Inspection Versus General On-Site Visit
2.3.1 Prudential and Stand-Alone AML /CFT Examinations

In addition to compliance issues such as AML/CFT, jurisdictions examine banks for
prudential activities such as capital requirements, loan quality, investments, liquid-
ity, and other banking activities. Some jurisdictions prefer to conduct prudential
and compliance examinations together, while other jurisdictions separate the two
examinations. When the AML/CFT examination is performed separately, it is con-
ducted as a stand-alone examination. Many countries, however, conduct all or most
compliance examinations as stand-alone examinations, with AML/CFT usually
being an integral part of them.

The Basel Core Principles recommend that banks have a permanent compliance
function to assist senior management in managing the compliance risks faced by
the bank more effectively.® There are pros and cons for both methods. Stand-alone
AML/CFT examinations are usually conducted by expert examiners having special-
ized skills in AML/CFT, skills that prudential examiners are unlikely to have been
able to acquire. On the other hand, there are economies to a combined operation,
and it is generally more costly to have separate AML/CFT and prudential examina-
tions. Jurisdictions have to decide which approach, or variant of it, is best for them.

232 Targeted Examinations

Targeted examinations focus on specific areas within a bank’s operations, and they
are used when there is evidence that a particular bank has AML/CFT problems, when
bank supervisors want to address specific issues such as customer due diligence
(CDD), or when supervisors are looking at groups of banks in a specific geographic
area, especially one that is considered high risk. In those cases, the scope of the exam-
ination would be restricted to the area of interest, and the examination staff would
be experts in that area.

2.4 How Far to Go during an AML/CFT On-Site Examination

In the countries visited, there is not one single approach that defines the depth of an
on-site AML/CFT examination. In some jurisdictions, the scope of AML/CFT com-
pliance inspections is rather more limited than the Financial Action Task Force
n (FATF) standards recommend. Examiners only look at the procedures, and ensure,
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for example, whether they exist, comply with the national AML/CFT law, and cover
all the banks’activities. Another approach goes further and makes sure the AML/CFT
internal apparatus is properly and effectively implemented. This approach, found in
several countries, leads the inspection team to perform transaction testing to analyze
a sample of customer’s files and operations, and to examine the bank’s internal audit
process and methodology. The FATF Methodology for Assessing Compliance with
the 40 Recommendations and the FATF 9 Special Recommendations® gives some
indications about the expected depth of the on-site examination, noting that “inspec-
tions should include the review of policies, procedures, books and records, and
should extend to sample testing.”” It also notes that “supervisors should have the
power to compel production of or obtain access to all records, documents and infor-
mation relevant to monitoring compliance. This includes all documents or informa-
tion related to accounts or other business relationships, or transactions...?”. One can
infer from this that the approach that best meets the FATF’s standard is the one that
reviews all internal procedures, and also includes sample and transaction testing.
Jurisdictions should also consider several pending issues when they establish the
depth of an on-site examination. The most controversial issue concerns unusual or
suspicious transactions discovered during the examination. Examiners may dis-
cover unusual or suspicious transactions during an on-site visit, and examination
procedures should be in place to guide the examiners on how to resolve these situa-
tions. The fieldwork suggests there are divergent practices to deal with this. In some
countries, after reviewing the situation with senior supervisory management, the
bank examiner can file an STR with the FIU? or with another competent author-
ity.!? In some other countries, without any further investigation,!! the lack of STRs
and the circumstances surrounding the absence of declarations are described in
detail in the examination report. In others, the supervisory authority gives a written

instruction to the bank to report the information.!'? In yet other jurisdictions, exam-
iners, after discussions with bank management, recommend that the bank file an
STR where the examiner believes one is needed. If there should be a dispute about
filing an STR, examiners defer to their supervisors on how to proceed. In any event,
the issue must be examined closely to determine why the bank did not file an STR.
Bank procedures should be reviewed and tested to determine whether they failed to
identify unusual transactions.

A second issue is whether it is appropriate for the examiners to look at the
personal accounts of the bank’s top management to identify possible suspicious
activities in which these managers might be involved. Also, should examiners
perform enhanced checks on customers the bank has flagged to the FIU? One
could argue that neither of these actions fit the role of a bank examiner, but
rather the role of a law enforcement officer. Again, are examiners expected to
detect suspicious transactions in the books of an inspected bank in order to test
the effectiveness of the bank’s internal detection/monitoring device? Fieldwork
shows there is no clear consensus as to whether AML/CFT on-site examinations
should encompass detection of suspicious operations. E
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In light of these issues, standard inspections should include interviews;
document-based analyses; examinations of books, procedures and records; as
well as sample testing.

2.5 Examination of Foreign Branches

Some banks based in one jurisdiction may also have branch offices and subsidiaries
in other countries, and bank supervisors should plan to examine all these branches
in order to ensure that they follow the AML/CFT rules of the home country (see
box 5.2). Permission from the host jurisdictions is necessary to conduct these
examinations.!> One of the most common legal bases for this arrangement is a
Memorandum Of Understanding between both parties, allowing the home coun-
try to perform on-site AML/CFT compliance inspections in the host country.

2.6 Resources, Skills, and Methodology
2.6.1 AML/CFT Expert Examiners and Generalist Examiners

Another issue is whether AML/CFT examinations should be conducted by trained
experts or by generalist examiners. Generalist examiners have some AML/CFT knowl-
edge but focus most of their time on prudential regulatory matters. Some jurisdictions,
where the prudential examination also covers AML/CFT, are able to use generalist
examiners to conduct both the AML/CFT examination and the safety and soundness
examination. There are arguments for and against this approach and, of course, one
method may not be appropriate for all jurisdictions. AML/CFT has become somewhat
complex, however, and may eventually require trained AML/CFT experts.

In Canada, the OFSI has adopted a specialist approach to AML/CFT assess-
ment. The AML/CFT examiners do not form part of the prudential supervisory
group, although each assessment is conducted in close cooperation with them. The
advantages of this approach to OSFI are that it enables generalist supervisors to
focus on prudential matters and also enables OSFI to analyze inherent ML risk
separately from financial risks, because under OSFI’s AML/CFT framework the
two are not mutually dependent.

2.6.2 Methodology

The supervisor should develop a bank examination manual to guide examiners in
conducting the examination process. As a minimum, the manual should include the
following:

+ An overview of ML/FT in today’s global environment

+ A review of international standard setters for AML/CFT and other interna-
tional bodies involved in combating ML/FT

+ The ML/FT situation in the jurisdiction
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m On-site Examination of Foreign Banks in Hong Kong, China;
Singapore; and Canada

Hong Kong. The Hong Kong Monetary Authority (HKMA) adopts a group-
level approach in the supervision of large and complex banks, and of over-
seas branches and subsidiaries. Overseas branches of banks incorporated
in Hong Kong are required to follow HKMA regulations and guidelines, pro-
vided they do not conflict with regulations of the host country.

In Hong Kong, every on-site examination includes an AML/CFT assess-
ment component. Within a Tier 1, evaluation of AML/CFT is part of a full
bank assessment. Tier 2 evaluations are conducted by specialist teams and
focus only on AML/CFT issues. Two kinds of Tier 2 assessments may take
place: (1) full AML/CFT assessments of a specific bank or (2) horizontal
assessment of a single AML/CFT issue across the entire banking industry,
such as CDD in private banking. Selection of banks and scope of Tier 2
examinations are determined annually, based on a bank risk profile. The pro-
file is derived from information gathered from a number of sources, includ-
ing discussions of AML/CFTspecialists with examiners responsible for
banks’ full scope examinations.

Singapore. In Singapore, information sharing with foreign supervisors takes
several forms. Following the examination of a branch of a foreign bank in
Singapore, the Monetary Authority of Singapore (MAS) sends the examina-
tion report to the bank’s home country supervisor, the branch’'s headquar-
ters, and the branch itself. If a foreign supervisor conducts an examination of
its Singapore branch joint inspection, teams may be created, comprising
MAS and foreign supervisor staff. VWhen there is an on-site examination of a
branch of a Singapore-incorporated bank, MAS coordinates with the local
supervisor to provide it with a copy of the examination report.

Canada. The Office of the Supervisor of Financial Institutions (OFSI) regu-
larly assesses whether foreign branches and subsidiaries of banks and
insurance companies are subject to local risk management standards and
requirements equivalent to those in place at the Head Office in Canada.
OSFI also shares the results of its work in host jurisdictions with local
financial regulators. There is no regulatory restriction on the ability of a for-
eign regulator to inspect a branch or subsidiary of a home bank in Canada;
however, OSFI| usually requests the foreign regulator to collaborate with it
on the visit and the examination.

+ Alist of all national agencies involved in AML/CFT with a detailed explanation
of the role of each agency

+ A detailed review and explanation of all national laws, regulations, and policies
as they apply to banks

+ A list of bank sanctions and penalties for noncompliance in the jurisdiction
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+ Examination procedures and steps that cover every key AML/CFT component
to be conducted during the on-site examination

+ A discussion of how to develop and write the examination report

+ Anappendix covering laws, regulations, policy statements, references, and other
important AML/CFT materials that can assist the examiners
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3 Planning and Preparing for the AML/CFT On-Site
Examination

Before an AML/CFT bank examination, certain steps must be undertaken. These
steps are critical to the examination’s success and provide needed information for
efficient management of the examination.

3.1 Pre-planning Process

Before the examination team enters the bank, there should be preliminary discussions
with bank management as part of the pre-planning process. In these discussions,
management is asked to gather information necessary for the examination.

In order to keep the element of surprise, some jurisdictions do not notify bank
management of a pending examination. In those cases, examiners will contact man-
agement and ask for information only after they have actually entered the bank.

Planning the scope and other aspects of the examination starts with gathering
and analyzing the following information:

¢ The bank’s AML/CFT risk assessment

+ Prior examination reports and correspondence between the bank and
supervisor

+ Internal and external audits or other independent reviews

« Off-site monitoring information'

+ Information received as a result of the supervisory request letter

3.2 The AML/CFT Risk Assessment Before the Visit's

As part of the planning process, and to accomplish the goals of the AML/CFT exam-
ination, the mission chief should review the AML/CFT risk analysis prepared by the
bank or, if one is not available, should prepare a risk assessment based upon the fac-
tors available (see chapter 2 for further details). It is recommended, nevertheless,
that all banks prepare AML/CFT risk assessments and implement their compliance
programs according to the particular risks identified.

The risk assessment process should weigh a number of factors, including the
identification and measurement of risk with respect to products, services, cus-
tomers, and geographic locations. The completed assessment helps a bank to
manage AML/CFT risk effectively and to develop appropriate internal controls
for the AML/CFT compliance program.

The examiner’s review of a bank’s AML/CFT risk assessment should guide the
planning process. This review should include a consideration of all factors pertinent
to a bank’s particular risk profile, and it should review the risk assessment to deter-
mine if it is commensurate with the bank’s actual risk.
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3.3 Prior Examinations and Correspondence with the Bank

Findings from past examinations and work papers and from ongoing correspon-
dence between the bank and its supervisor are important sources of pre-planning
information. Previous violations or an absence of appropriate policies and proce-
dures, among other AML/CFT compliance deficiencies, should be flagged and fol-
lowed up at the examination. Public items such as news articles are also useful
sources of information about the target bank.!®

3.4 Internal and External Audits or Other Independent Reviews

Internal and external audit reports covering AML/CFT issues and deficiencies can
also yield important information in examination planning (see box 5.3). In their
reviews, examiners should determine the quality and scope of the audits and how
well they address the AML/CFT compliance programs. It is also important to
review any correspondence between bank management and the auditors, and to
identify any remedial action taken to correct possible deficiencies. In Hong Kong’s
supervisory practice, for example, HKMA collaborates with the bank’s external
auditors. HKMA may require the bank to commission an external auditor
approved by HKMA to undertake a review of a specific area of operation of the
bank. The scope of the review is determined by HKMA and the results of the review
are used by HKMA in its supervision of the bank. In Malaysia, the Labuan Off-
shore Financial Service Authority (LOFSA) confirms that external auditors play an
important role both in monitoring a bank’s internal controls and procedures and
in ascertaining its compliance with national AML regulations. LOFSA has issued
guidelines to internal auditors that require AML/CFT measures and controls as a
minimum standard.

3.5 Off-Site Monitoring Information

Data elements collected through available off-site monitoring systems are also an
important part of the on-site process, because they might include information from
outside regulatory and law enforcement agencies. Such information may include
filing errors for suspicious activity reports (STRs), or large cash reporting, or the
volume of STRs and large cash activity in relation to the bank’s size, growth, and
geographic location. These might be followed by civil money penalties or other
sanctions imposed by the competent authorities, such as law enforcement subpoe-
nas or seizures. Before the visit, in those jurisdictions where on-site and off-site
supervision responsibilities are split into two departments, the on-site inspection
team usually meets with off-site supervision department staff responsible for the
ongoing surveillance of banks. The purpose of the meeting is to discuss issues of
common concern, such as areas of higher risks, sectors or types of activities requir-
ing deeper investigations, and failures previously detected but not yet addressed.
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m Example of Useful External Information

In France, Regulation 97-02 of 21 February 1997 regarding internal control
institutions and investment firms (as amended by Ministerial Orders of 31
March 2005, 17 June 2005, 20 February 2007 and 2 July 2007) requires
banks to prepare and transmit two types of reports to the supervisor (the
General Secretariat of the Commission bancaire).

At least once a year, as set forth in article 42, reporting institutions, irre-
spective of the nature of risks the bank is facing, are required to draw up a
report on the conditions in which internal control is conducted. For each
type of risk (defined in regulation 97-07), the report shall include, among
others, (1) a description of the main actions carried out in relation to inter-
nal control and the lessons drawn from these actions; (2) an inventory of
investigations carried out, identifying the main lessons to be drawn, espe-
cially the main shortcomings observed and the follow-up to the corrective
actions taken; and (3) a description of significant changes made in relation
to internal control during the period under review. In addition to that, arti-
cle 43 of regulation 97-02 stipulates that at least once a year, the reporting
institutions shall draw up a report on the measurement and monitoring of
their risk exposure, and their report may be included in the report required
by article 42.

As laid down in article 44 of regulation 97-02, reporting institutions must
submit the reports stipulated in articles 42 and 43 annually, not only to the
decision-making body but also to the Commission bancaire, as required in
a letter of 19 September 2007 from the Secretary General of the banking
Commission to the AFECEI (Investment Firms and Credit Institutions Asso-
ciation). These reports are extremely useful not only from the perspective
of off-site examinations but also in anticipation of on-site inspections. This
is because they provide examiners, before the visit, with a good overview
of potential weaknesses in the bank’s internal controls, including AML/CFT,
and they allow the mission chief to plan the mission accordingly.

As a result of these preliminary discussions, inspection teams get a better under-
standing of issues requiring special attention. Before the visit, the on-site inspection
team also should meet with the FIU to discuss possible concerns about the target
bank—Iack of STRs, for example—that might indicate a weak reporting process.!”

3.6 Request Letters

Before the AML/CFT examination, the mission chief should deliver a request letter
to bank management asking for important information intended to enable the
examination to be completed with minimal disruption and in good time.'® Exam-
iners can also request specific materials for an AML/CFT examination, either
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beforehand or at the beginning of the visit. The following examples of such materi-
als include areas considered to be AML/CFT best practices and follow many of the
FATF Recommendations, but are not, by any means, all-inclusive. This list should
be tailored to the jurisdiction’s laws, regulations, and policies, to the bank’s
AML/CFT risk profile, and to the scope of the planned examination.

3.6.1 The Bank's AML/CFT Compliance Program

This information is important because it assesses the effectiveness of the bank’s
AML/CFT compliance program, its compliance with national laws and regulations,
and its effectiveness in combating ML/FT. It also describes the structure of the
bank’s compliance program. As well, the information helps mission chiefs deter-
mine their examination bank contacts.

+ Name and title of the AML/CFT compliance officer

+ Organization charts showing reporting lines

« Copies of the most recent written AML/CFT compliance program approved by
the board of directors

+ Copies of policies and procedures relating to all reporting and recordkeeping
requirements, including suspicious transaction reporting

+ Bank correspondence among its supervisors, FIU, and law enforcement author-
ities since the previous AML/CFT examination

« Copies of all internal procedures and policies relating to Know Your Customer
(KYC) and CDD

3.6.2 Audit Records

Audit records provide insight into concerns and possible problems within the bank
and how bank management has dealt with them. It is important to review the scope
of the audit and to note whether it included a review of the bank’s AML/CFT pro-
gram. The mission chief should request:

+ Copies of the results of any internal or external independent audits performed
since the previous AML/CFT examination, including the engagement letter
and management’s responses

+ Access to the auditor’s risk assessment, audit plan and program, and work
papers used in the audit or for testing

3.6.3 The Risk Assessment

The risk assessment, as discussed, is one of the key documents used to plan for the
on-site examination and also to assist the mission chief in its staffing. The following
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documents and reports help the examiner, in developing the AML/CFT risk analy-
sis, to understand the bank’s methodology and rationale:

+ Available copies of management’s AML/CFT risk assessment of products, serv-
ices, customers, and geographic locations
+ A list of bank high-risk accounts

3.6.4 Customer Identification Program

Banks should have a written customer identification program (CIP) delineating the
customer identification process and the requirements for account opening. CIPs
should enable a bank to form a reasonable belief that it knows the true identity of
its customers.!? To review the CIP, the mission chief should request the following:

« List of all accounts lacking appropriate identification numbers

+ File correspondence requesting identification numbers for bank customers

 Written description of the bank’s CIP

+ List of new accounts for all product lines

+ List of any accounts opened for which verification has not been completed or
any accounts opened that have exceptions to the bank approved CIP

+ List of customers for whom the bank took adverse action on the basis of its CIP

+ List of all documentary and nondocumentary methods the bank uses to verify
a customer’s identity

+ Copies of contracts with financial institutions and with third parties that per-
form all or any part of the bank’s CIP

Examiners should pay special attention to the issues of KYC and CDD. Field-
work has shown a very weak compliance with Recommendation 5 or Know Your
Customer and Customer Due Diligence, as shown in figure 5.1.

3.6.5 Suspicious Transaction Reporting

The suspicious transaction reporting (STR) reporting process is a key component
of any AML/CFT compliance program.?® Details of the bank’s STR reporting sys-
tem should be examined to determine whether the reporting system complies with
national laws, regulations, or policies, and whether the system is working as
designed. The following information assists the mission chief in making these
determinations:

+ STRs filed with the FIU during the review period, including supporting docu-
mentation (where access to STRs is permitted by national laws, regulations, or
policies?!).

+ Analysis and documentation of any activity for which an STR was considered
but not filed and for which the bank is actively considering filing an STR.

+ The bank’s expanded monitoring procedures applied to high-risk accounts.
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+ A determination of whether the bank uses a manual or an automated account
monitoring system, or a combination of the two. If the system is vendor sup-
plied, obtain information about the vendor.

+ Copies of reports used for identification and monitoring of suspicious
transactions.

+ Correspondence filed with national law enforcement authorities about the
disposition of accounts reported for suspicious activity.

+ Copies of criminal subpoenas received by the bank since the previous
examination.

+ Copies of policies, procedures, and processes used to comply with all criminal
subpoenas.

3.6.6 Large Cash Reporting

Some jurisdictions, as part of their ML/FT oversight, require the reporting of large
currency transactions. The following information helps to determine whether the
large cash reporting (LCR) process is functioning properly and whether it meets
national requirements:

« Filed large cash reports (LCRs)
+ Internal reports used to identify reportable currency transactions for the review
period

« List of products or services that may involve currency transactions
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3.6.7 Training Records

The mission chief should request appropriate training documentation,?” including
training schedules with dates, attendees, and topics, in order to confirm that the
bank has adequately implemented all required training programs.

3.6.8 Sanctions and Blocked Accounts

Examiners should determine whether the bank is in compliance with laws, regula-
tions, and policies concerning sanctions, and whether the bank’s systems are effec-
tive. The information required includes

+ Copies of sanctions (if any), policies, and procedures

+ Copies of the bank’s risk management process as it relates to sanctions

+ A list of blocked or rejected transactions with individuals or entities on the
United Nations or national list

In brief, the preparation for an on-site examination has five basic steps.

1. Review the bank’s AML/CFT risk assessment to become aware of any high-risk
situations. Based upon the risk assessment determine the scope of the exam-
ination, and select the necessary technical experts to staff it. In situations
where a bank may be heavily involved in international transactions, for exam-
ple, the mission chief will need to focus the examination on cross-border
transactions, wire transfers, foreign correspondent account relationships, and
so on, and will need to staff the examination with examiners having appro-
priate experience. The scope of the examination for those banks involved in
private banking will be different, and there will be different experts on the
examination team.

2. Review previous examinations and work papers, and note any problems or
deficiencies identified. Review all correspondence between the supervisor and
the bank since the last AML/CFT examination to determine any relevant
ongoing issues.

3. Review all available off-site monitoring data, including publicly available mate-
rials such as news reports.

4. Closely review all internal and external independent audits, their work papers,
and any correspondence between the bank and the auditors that relates directly
or indirectly to AML/CFT issues.

5. Assemble and analyze all information gathered, and finalize the scope of the
examination. Based upon the pre-examination information, make appropriate
staffing assignments and organize and conduct the on-site examination (see
box 5.4).
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G{) & X'W Examples of Planning Procedures for On-Site Visits in
Malaysia and South Korea

Bank Negara Malaysia (BNM) has adopted a risk-based approach when
preparing for an on-site examination. BNM appoints relationship managers
to take charge of off-site examination and to gather all available information
about a specific bank. They then prepare a risk-based examination memo-
randum that identifies areas requiring enhanced supervision. Managers
gather input from many sources including BNM departments and the
bank’s internal and external auditors. After the pre-examination information
is analyzed, a risk-control matrix is prepared, pinpointing areas of particular
risk and areas with inadequate controls that require enhanced supervision.
Based on the completed risk profile, BNM examiners then determine the
scope of the on-site examination and identify the appropriate staff require-
ments. In addition, they determine the frequency of examinations, which
cannot be given less often than an examination every 12 to 18 months.

In South Korea, to determine the scope, organization, and staffing of an
on-site inspection, the Financial Supervisory Service (FSS) gathers infor-
mation about the bank from a number of sources. These include the Korea
Financial Intelligence Unit (KoFIU), law enforcement authorities, media,
and bank-prepared risk profiles. Based on this information, the FSS is able
to determine the scope and frequency of examinations and the size and
composition of the on-site examination team.
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4 OQOverview of the Key Areas to Be Assessed

Key AML/CFT on-site inspection criteria vary depending on the laws, regulations,
and policies of various jurisdictions. For the purposes of this guide, however, the
important elements generally follow the FATF Recommendations and other inter-
national best practices required for a comprehensive AML/CFT compliance pro-
gram. An important key element is the AML/CFT compliance program, which is
necessary if a bank is to control ML/FT risks effectively. Such compliance programs
must be assessed by supervisors, first, for adequacy and effectiveness and, second, to
establish how well they meet regulatory requirements.

41 AML/CFT Compliance Program?

All banks should have a written, board-approved AML/CFT compliance program
that consists of policies, procedures, and processes and that must be reviewed by
supervisors for adequacy (see box 5.5). An appropriate and functioning AML/CFT
program should meet four basic requirements:

+ Appointment of an AML/CFT compliance officer

+ A system of internal controls to ensure that the program is working as designed
+ Independent testing of the AML/CFT compliance program

« AML/CFT training for bank personnel

4.1.1 AML/CFT Compliance Officer

Meetings with the bank compliance officer (CO)?* are key to the on-site inspec-
tion process, helping the team to reach a better understanding of the integration
of AML/CFT compliance issues into the bank’s overall compliance apparatus (see
box 5.6). The maintenance of integrity within financial institutions depends on
the role of the CO, who is the first line of defense against fraud and ML/TFE.

Each bank should appoint a qualified individual to serve as an AML/CFT com-
pliance officer subject to the approval of the bank’s board of directors.*® This officer
should report to senior management or to the board of directors and should act
independently and function at the management level. For the most part, COs func-
tion as independent and objective individuals, reviewing and evaluating compli-
ance issues and concerns within the bank. They coordinate the planning and
implementation of compliance programs and are responsible for designing policies
and procedures for program application and implementation.

Compliance officers must be fully knowledgeable about AML/CFT require-
ments and all related laws and regulations because they are responsible for manag-
ing, coordinating, and monitoring the bank’s compliance regime with AML/CFT
laws and regulations. In addition, COs must exhibit awareness and understanding
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m Example of a Comprehensive Supervisory Framework

In Malaysia, BNM adopts a comprehensive supervisory framework for
assessment of a bank’s AML/CFT compliance. The framework consists of
five core areas designed to assess the adequacy and effectiveness of
reporting institutions” AML/CFT policies, procedures, systems, and con-
trols. The core areas include the following:

e Board and management oversight

m AML/CFT policies approved and endorsed by the board

m Periodic reviews of AML/CFT policies by the board and senior man-

agement

m Risk assessment on new products and services
e Policies and procedures

m |dentification of account holder, monitoring of transactions, record-

keeping, and so forth

m Detection and reporting of suspicious transactions

m Roles and responsibilities of compliance officers

m Board of directors-approved AML/CFT operations manual
e Human resources and training

m Regular and ongoing training for all staff

m Staff awareness of institution's AML/CFT measures

m Regular review of employees’ backgrounds to ensure integrity
e Management information systems

m Timely dissemination of AML/CFT initiatives to relevant parties

m Timely update to employees on changes to AML/CFT initiatives
e |nternal Audit

m Independent audit function to assess AML/CFT

m Regular audits

m Timely corrective action

of the ethical and moral principles consistent with the mission and values of
specific banks.?

AML/CFT compliance officers require adequate resources to implement and
manage effective AML/CFT compliance programs. They should also have access to
customer identification data when they need it, as well as to other customer infor-
mation and transaction records. They should understand the relevant bank’s prod-
ucts, services, customers, and geographic service areas, and they should also
understand the risks of money laundering and terrorist financing associated with
those activities and geographic areas. The role of inspection teams is to make sure
that COs meet all these criteria (see box 5.6 below).

Various field operations show that many jurisdictions have successfully imple-
mented strict AML/CFT compliance programs. The Hong Kong Monetary Authority
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) @XW Examples of Key Issues to Consider during Compliance
Officer Interviews

e Are duties for CO, managers, and internal auditors clearly delineated?

e Describe the reporting line. Does the CO report to the bank’s man-
agement directly?

e \What is the scope of duties of the CO, including AML/CFT (where
applicable)?

e |s there a compliance hotline employees may use to report problems
and concerns relating to ML/TF without fear of retaliation?

e Does the CO monitor the AML/CFT compliance plan for periodic
updates, when needed?

e Does CO coordinate and conduct inquiries and/or investigations on
AML/CFT when deemed necessary?

e How many resources have been dedicated to the AML/CFT compli-
ance program?

e Does the CO delegate responsibilities for conducting appropriate
AML/CFT compliance investigations (for example, legal or internal
audit) to ensure proper follow up?

(HKMA), in its Supplement to the Guideline on Prevention of Money Laundering,
requires banks to appoint compliance officers, who play an active role in the identi-
fication and reporting suspicious transactions. They are responsible for regularly
checking that banks have policies and procedures ensuring compliance with legal
and regulatory requirement and for testing such compliance. Compliance officers

must be of sufficient status within the organization and have adequate resources
to perform their functions. Apart from compliance officers, however, internal
audits periodically carry out independent evaluations of banks’ AML/CFT poli-
cies and procedures.

In Malaysia, the Association of Merchant Banks has developed an AML/CFT
program that requires banks to maintain a compliance program and also to coop-
erate with the FIU and relevant enforcement agencies. The program recommends
that banks implement internal programs to guard against and detect ML/FT
offences; conduct independent audit functions to ensure compliance; and perform
integrity checks that include personal, employment, and financial history.

In the offshore financial center of Labuan (Malaysia), compliance officers are
subject to strict standards. The offshore regulator, LOFSA, pays particular attention
to compliance officers’ profiles, gathering information on their qualifications,
including their previous employment, their total work experience at the bank, the
time spent in their present position, training courses they have attended, and their
experience in AML and financial crime prevention.
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4.1.2 Internal Controls

Each bank should establish and maintain internal procedures, policies, and controls
to prevent ML and FT in the institution. At a minimum, the internal control structure
should include, among other reporting obligations, customer policies requiring due
diligence, record retention, and the detection of unusual and suspicious transactions.

Internal controls are defined as those of the bank’s policies, procedures, and
processes that limit and control risks, and that achieve compliance with AML/CFT
laws and regulations. Their level of sophistication should be commensurate with
the size, structure, risks, and complexity of the bank, with large complex banks
being more likely to implement departmental internal controls for AML/CFT com-
pliance. Departmental internal controls typically address risks and compliance
requirements unique to a department or to a particular line of business, and are
part of a comprehensive AML/CFT compliance program (see box 5.7).

[ ¢ WH Relationship between a Bank’s Internal Controls and lts
AML/CFT Compliance Program

Inspection teams should look at all the following internal control elements
to determine the adequacy of a specific bank'’s internal control system:

e |dentify banking operations (products, services, customers, and geo-
graphic locations) more vulnerable to abuse by money launderers and
criminals; provide for periodic updates to the bank's risk profile and
provide for an AML/CFT compliance program tailored to manage risks.
Inform the board of directors, or a committee thereof, and senior
management of compliance initiatives, identified compliance defi-
ciencies, and corrective action taken. Notify directors and senior
management of suspicious transaction reports (STRs) filed.

Help to meet all regulatory recordkeeping and reporting require-
ments, provide recommendations for AML/CFT compliance, and
issue updates when regulations are changed.

Implement risk-based customer due diligence policies, procedures,
and processes.

Identify reportable transactions and accurately file all required
reports, including STRs and large currency transaction reports.
Provide sufficient controls and monitoring systems for timely detec-
tion and reporting of suspicious activity.

Provide for adequate supervision of employees who handle currency
transactions, complete reports, monitor for suspicious activity, or
engage in any other activity covered by AML/CFT implementing
regulations.
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4.1.3 Independent Testing

Banks should maintain an adequately resourced and independent audit function
to test compliance with their AML/CFT procedures, policies, and controls (see
box 5.8). Independent testing can generally be carried out by an internal audit
department, outside auditors, consultants, or other qualified independent parties.
The persons conducting the AML/CFT testing should report directly to an audit
committee made up primarily or completely of outside directors.”

Audits should be risk based and should evaluate the quality of risk management
for banking operations, departments, and subsidiaries. Risk-based audit programs
vary with the bank’s size, complexity, scope of activities, risk profile, quality of con-
trol functions, geographic diversity, and use of technology.

4.1.4 Training

Banks should establish ongoing employee training programs to ensure that all per-
sonnel whose duties demand knowledge of AML/CFT requirements receive appro-
priate training. For these employees, basic training must include knowledge of
current ML/FT techniques, methods, and trends, as well as AML/CFT laws and

) &X: W Examples of Independent Testing for AML/CFT

The examiner’s role is to ensure that the internal audit has accomplished
all of the following steps:

e Evaluate the overall integrity and effectiveness of the AML/CFT com-
pliance program, including policies, procedures, and processes.

e Review the appropriateness of the bank's risk assessment, given the
bank’s risk profile (products, services, customers, and geographic
locations).

e Conduct an internal audit with transaction testing to verify the bank’s
adherence to AML/CFT recordkeeping and reporting requirements.

e Evaluate management's efforts to resolve any violations and deficien-
cies noted in previous audits and regulatory examinations and manage-
ment's progress in addressing any outstanding supervisory actions.

e Review staff training for adequacy, accuracy, and completeness.

e Review the effectiveness of the suspicious activity monitoring sys-
tems used for AML/CFT compliance.

e Assess the overall process for identifying and reporting suspicious
activity, including reviewing filed or prepared STRs to determine the
accuracy, timeliness, completeness, and effectiveness of the bank's
policy.
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regulations that affect the bank. Procedures requiring due diligence for customers
and the institution’s reporting requirements for suspicious transactions should
receive particular attention.

Training requirements should have a different focus for new staff, front-line
staff, compliance staff, or staff dealing with new customers as shown in box 5.9. New
staff should be educated in the importance of KYC/CDD policies and the basic
requirements at the bank. Front-line staff members who deal directly with the pub-
lic should be trained to verify the identity of new customers, to exercise due dili-
gence in handling accounts of existing customers on an ongoing basis, and to detect
patterns of suspicious activity. Regular refresher training should be provided to
ensure that staff are reminded of their responsibilities and are kept informed of new
developments. It is crucial that all relevant staff members fully understand the need
for KYC/CDD policies and implement them consistently.?®

Banks should always document their training programs. Documentation
regarding training and testing materials, the dates of training sessions, and atten-
dance records should be maintained by the bank and be available for examiner and
auditor review.

4.2 Other Key Areas to be Assessed During AML/CFT Inspections?

Because of differing requirements in laws, regulations, and supervisory policies, key
examination criteria may differ from country to country. Some of the major
AML/CFT programs, elements, and issues for review follow.

) @XM Examples of Staff Requiring AML/CFT Training

e Cashiers —may be able to identify suspicious deposits or withdrawals

e Account opening staff — the first line of defense against ML/FT

e Compliance and audit staff — they need to be aware of the broad
range of AML/CFT controls

e Foreign exchange desk — may be able to identify suspicious foreign
currency transactions

e [nvestment department — investments have been used to launder
funds

e [nsurance department — insurance products have also been a vehicle
to launder money

e Senior management — must know the risks to the institution of money
laundering schemes

e Board of Directors — without a general understanding of AML/CFT
directors cannot carry out their responsibilities
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421 Customer Due Diligence and Recordkeeping Programs

One of the first tasks for examiners is to determine how effectively the bank is meet-

ing its obligations with respect to customer due diligence and recordkeeping. Inter-

national standards require extensive recordkeeping. The examiners, therefore, must

obtain and examine the bank’s record retention schedule and its procedural guide-

lines and must test to verify compliance with the jurisdiction’s requirements.
On-site examiners should pay attention to the following issues:

« Use of anonymous accounts. Banks should not keep anonymous accounts or
accounts in fictitious names. Where there are numbered accounts, banks should
ensure that the customer is properly identified and that the identification
records are available to compliance management, auditors, and examiners.*

* Customer due diligence measures (CDD). CDD procedures should allow the
bank to predict with relative certainty the types of transactions in which a cus-
tomer is likely to engage, and they should help the bank to determine when
such transactions might be suspect.

* Customer identification programs (CIP). Banks should have a written customer
identification program delineating the procedures both for identifying cus-
tomers and for opening accounts. The program’s design should enable a bank
to be reasonably confident of the true identity of the customer.

« Performance of enhanced due diligence measures for higher-risk customers. Many
banks bring enhanced due diligence to bear on higher-risk categories of cus-
tomers, business relationships, and transactions, all of which can increase the
risk of ML and FT. They should be subject to more care at the opening of
accounts and reviewed more frequently throughout the term of their relation-
ship with the bank. Supervisors should check whether higher-risk customers
are effectively identified and subject to enhanced scrutiny.

* Bank policies and CDD requirements regarding relationships with politically
exposed persons (PEPs). PEPs can be another category of high risk. The policies
of many banks include risk management systems that determine whether a
potential customer is a PEP. Additional management safeguards are often
brought into play, such as the need for senior management approval of PEP
transactions, and for continuing enhanced monitoring of these relationships.

+ Cross-border correspondent banking relationships. Cross-border correspondent
banking relationships may be judged a higher-risk activity requiring that the
normal due diligence procedures be enhanced. Banks should obtain sufficient
information about a respondent bank to understand the nature of the business
and its reputation and the quality of supervision the correspondent is subject to.

* Bank policies and procedures addressing new technologies. If risks are to be
minimized, special care is needed in non-face-to-face business relationships
such as those acquired over the Internet, and banks require policies and
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procedures that address them. Examiners should carefully analyze how
customers are identified, most especially when the bank has relied on an
external information source.

* Bank relationships with other reporting entities. Banks engaged in relationships
with investment and insurance companies should have policies and proce-
dures to ensure that these companies are in compliance with AML/CFT
requirements. To be sure of adequate coverage, the banks and these entities
should reach formal agreements specifying who is responsible for what appli-
cation of due diligence and for what type of monitoring.

* Record retention policies. Banks should maintain records for auditors, examin-
ers, and other competent authorities to review. While international practice
requires that records be retained for five years, some jurisdictions require them
to be retained for longer periods.

« Unusual transactions. It is important to review bank policies and proce-
dures that address either complex, unusually large transactions, or unusual
patterns of transactions having no apparent or visible economic or lawful
purpose.

422 Reporting of Suspicious Transactions

* Reporting of suspicious transactions. Examiners should review bank policies and
procedures regarding the reporting of suspicious transactions to the FIU or
other competent authority.

* Policies regarding any “tipping off” prohibitions. As stipulated by the FATF, finan-
cial institutions and their directors, officers, and employees should be prohib-
ited from warning (“tipping off”) their customers when information relating
to them is reported to competent authorities. Examiners should pay attention
to these policies.

4.2.3 Other Measures to Deter Money Laundering and Terrorist Financing

Examiners should perform the following tasks in the course of their on-site
examination:

* Review policies for reporting large cash transactions. If laws or regulations
require reporting of large cash transactions, review the bank’s reporting
policies.

* Review enhanced due diligence policies. Review bank policies and practices for
those customers and activities that present a higher risk of ML/FT.

* Foreign branches and subsidiaries of the bank. Review the bank’s policies regard-
ing foreign branch and subsidiary operations. The policies should ensure that
foreign branches and subsidiaries conform to the AML/CFT requirements of
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the home country. When the host country does not permit the application of
home country rules, the supervisors in the home country must be notified.

* Funds transfers. Funds transfers may be a high-risk area for ML/FT. To assess
whether the bank is following prudent banking practices and is in compliance
with the record-keeping requirements of the jurisdiction, bank examiners need
access to records of funds transfers, including incoming, intermediary, and out-
going transfers. To this end, the inspection team should review the policies and
procedures that address foreign and domestic wire transfer documentation and
recordkeeping. In that respect, some transactions testing is also highly desirable.

* Foreign correspondent accounts and transactions with shell banks. These accounts
and transactions may also present a high risk of ML/FT. Banks allowing use of
payable-through-accounts®! in foreign correspondent accounts should take
special precautions for managing the resulting risk. Banks are prohibited from
establishing, maintaining, administering, or managing a correspondent
account for a foreign shell bank32.

* Currency-shipment activity. To address risk in currency-shipment activity, the
mission chief should examine the volume of currency shipped between
branches, the central bank, and or correspondent banks, which can be an indi-
cator of suspicious activity. These records should be readily available, and the
bank should also provide any records that reflect currency shipped to, and
received from, the central bank and/or correspondent banks.

* Searching and reporting to authorities on listed terrorist names. Field work has
shown that in some jurisdictions, the AML supervisor reviews, as part of the on-
site AML/CFT visit, the procedures for searching for, and reporting on, listed
terrorist names. Canada, for example, uses OSFI as the chief communications
conduit for notifying the financial sector of the listing of Designated Persons as

determined by the UN Security Council, as well as for domestic listings. OSFI’s
AML unit reviews the systems in place to ensure that terrorist names are checked
against the Canadian government lists and also requires more frequent search-
ing if financial institutions conduct the searching less frequently than weekly.

4.3 Core Risk Areas Requiring Enhanced Due Diligence

While any account or bank activity can be used for the purpose of ML/FT, some
accounts or activities are more susceptible than others and should be supervised
more stringently. To achieve this, banks should establish specific policies requiring
enhanced due diligence measures reasonably designed for high-risk customers,*
and procedures, controls and systems designed to help the bank to detect and report
instances of ML/TFE.

The following customers and businesses are among those that may require
enhanced supervision. Based upon its own AML/CFT risk profile, however, each
bank should develop its own list of higher-risk areas.
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+ Correspondent accounts (foreign and domestic)
+ Payable-through accounts

+ Nonresident customers

+ Legal persons or arrangements

+ Private banking customers

+ Companies with nominee shareholders or bearer shares
+ Politically Exposed Persons

+ High-net-worth customers

+ Cash intensive businesses

+ Use of intermediaries

+ Casinos

+ Remittance businesses

+ Arms dealers

+ Wire transfers

+ Foreign exchange dealers

+ Bank foreign exchange operations

« Safe deposit boxes

* Monetary instruments

+ Nonbank financial institutions

+ Offshore companies

+ Customers from countries with weak AML/CFT regimes

Depending on the requirements of a particular jurisdiction and the results of an
AML/CFT risk assessment of a particular bank, there may be many other areas that
an AML/CFT inspection should review. In addition, there are even more complex
elements to be examined in the case of more complex banks that deal in brokered
deposits, operate private banking departments, operate trust departments, sell
insurance products, and are involved in trade finance activities.**

Regarding the areas requiring enhanced due diligence, the issue of politically
exposed persons should be given particular attention from a supervisory stand point.

A relatively new area of AML concern that was introduced into the 2003 version
of the FATF Recommendations and that subsequently found its way into the UN
Convention against Corruption, concerns the issue of Politically Exposed Persons
(PEPs), those vested with significant public power, which makes them vulnerable to
corruption. Basically, the rule is that financial institutions should undertake
enhanced due diligence when dealing with PEPs and their family members and
close associates.”

The FATF defines PEPs as: “individuals who are or have been entrusted with
prominent public functions in a foreign country, for example Heads of State or of
government, senior politicians, senior government, judicial or military officials,
senior executives of state-owned corporations, important political party officials.”
The UN Convention widens the circle considerably by not limiting itself to foreign
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individuals. The FATF standard defines the minimum level of enhanced due dili-
gence to be implemented on such clients (in particular, additional requirements for
identification of PEPs, senior management approval of the opening of the business
relationship, reasonable measures to establish the source of wealth, enhanced on-
going monitoring of the business relationship).

As is evident from figure 5.2, compliance with Recommendation 6 is very low
across the board, with the vast majority of countries rated either partially compliant
(22%) or, more likely, noncompliant (62%), and with developing countries per-

forming slightly worse (92% partially compliant or noncompliant) than developed
countries (72% partially compliant or noncompliant).

Even if the evaluated country has a rule or regulation that addresses the issue of
PEPs, implementation remains challenging. One key difficulty is the identification
of PEPs—even if the 3rd European Directive provides (among others) a useful ref-
erence to operationalise the FATF requirement. Guidance on PEPs tends to be high
level, with authorities cautious about being too specific in such guidance for fear
that it may exclude categories or persons that should be subject to a higher level of
due diligence. The content of the enhanced due diligence, and how to do it in prac-
tice, remains also too elusive. In the absence of such guidance, compliance per bank
will vary widely, with most banks designing their own interpretations of what the
obligation entails.

The absence of a clear regulatory framework similarly renders the obligation
very difficult to supervise since there are no firm benchmarks against which to
determine whether someone qualifies as a PEP. In fact it provides an illustrative

example of the challenges attached to the transition from a rule-based to a risk-based
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system in which one allows more freedom to the supervised entities. Apart from a
review of the type of information gathered from the client by the bank when initi-
ating a business relationship what view will the supervisory body take of the further
action that a financial institution is to undertake? To what extent is the supervisor
expected to conduct its own due diligence and collect information independently?
Is it supposed to review the thousands of hits following a Google search on a partic-
ular person?

The lack of a clear unequivocal definition of what constitutes a PEP—while
understandable—implies that this area of due diligence has received too little atten-
tion and remains underdeveloped. Many banks now do searches on their clients on
commercial databases and add print-outs of these searches to their client files so
they can show the supervisor what action they have taken to comply with PEP
requirements. In the absence of a clearer consensus, however, this will remain an
area of some confusion, allowing some to do only the bare minimum.

Several countries have taken steps in implementing the FATF PEPs require-
ments—even if the legal instruments (guidance) elicited has not always allowed
those countries to meet the threshold of Recommendation 6. The World Bank plans
to undertake in the coming months a review of the current practices, including an
analysis of the tools currently available for the private sector to identify PEPs. It also
plans to identify “best practices” and challenges in the enhanced due diligence cur-
rently undertaken by banks—as well as “best practices” in the supervision of the
compliance with PEPs requirements.
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5 Preparing the Examination Report

Having completed the on-site portion of the examination, the examiners must then
prepare the examination report, which describes the findings of the on- and off-site
supervisory analyses. The information should be presented to the bank both in
writing and through discussions with management. The supervisor should also
meet periodically with senior management and the board to discuss the results of
supervisory examinations, external audits, and the progress that has been made to
correct any deficiencies.*

The report contains the conclusions of the examination team and should
include comments, and also a supervisory response, based upon the findings.
The examiners should provide a general conclusion about the adequacy of the
bank’s AML/CFT compliance program and should identify both those proce-
dures that have been carried out and any violations and deficiencies. Having
formulated their conclusions, the examiners should recommend corrective
action.

5.1 Developing Conclusions

When developing conclusions for the examination report, the examiners should
accumulate all pertinent findings from the actual AML/CFT examination proce-
dures and determine whether

+ The AML/CFT compliance program is effectively monitored and overseen in
relation to the bank’s risk profile

+ The board of directors and senior management are aware of AML/CFT regu-
latory requirements, effectively oversee AML/CFT compliance, and make
commitments to implement any necessary corrective action

« AML/CFT policies, procedures, and processes are adequate to ensure com-
pliance with applicable laws and regulations and appropriately address
high-risk operations involving products, services, customers, and geo-
graphic locations

+ Internal controls ensure compliance with national laws and regulations and
provide sufficient management of risk, especially for high-risk operations
involving products, services, customers, and geographic locations

+ Independent testing is appropriate to establish compliance with required laws,
regulations, and regulatory policies

+ AML/CFT compliance officers are competent and have the necessary resources
and authority to carry out their responsibilities

+ Personnel are sufficiently trained to adhere to legal, regulatory, and policy
requirements
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Examiners should also determine the underlying cause of deficiencies in policy,
procedure, or process. These deficiencies may be the result of a number of factors,
including, but not limited to, a situation in which

+ Management has not assessed, or has not accurately assessed, the bank’s
AML/CFT apparatus;

+ Management is unwilling to create or enhance policies, procedures, and
processes;

+ Management or employees disregard established policies, procedures, and
processes;

+ Management or employees are unaware of or misunderstand regulatory
requirements, policies, procedures, or processes; and

+ Changes in internal policies, procedures, and processes are poorly
communicated.

Examiners must also determine whether deficiencies or violations have been
previously identified by management or through an audit, or whether they have
been identified only as a result of the current examination. Once all deficiencies are
identified and the evidence gathered, on-site examiners should develop the
AML/CFT compliance findings and conclusions and should discuss them with the
supervisor. The role of on-site examiners, however, is not limited to the detection
of shortcomings within the bank’s internal AML/CFT apparatus. One duty is to
specify what actions are appropriate to correct deficiencies or violations. Among
other things, these may require the bank to conduct more detailed risk assessments
or to take appropriate corrective action. At the end of the process, the findings
should be discussed with bank management with the aim of obtaining a commit-
ment to make improvements or to take corrective action where needed. These dis-
cussions, and management’s commitments, should be documented in the final
report of the examination.

5.2 Preparing the AML/CFT Comments for the Examination Report

Several tasks have to be undertaken at this stage. The on-site examiners should
formulate conclusions about the adequacy of the bank’s AML/CFT compliance
program and should discuss its effectiveness with the bank, indicating whether it
meets all the regulatory requirements.

Examiners should ensure that work papers are prepared in sufficient detail to
support the issues presented in the report. Written comments should cover areas
pertinent to the findings, all of which should be shown in the report, including the
degree of commitment shown by the board of directors and senior management to
AML/CFT compliance. It is important for examiners to judge both whether man-
agement has a strong AML/CFT compliance program and whether the program is
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fully supported by the board of directors. They must also determine whether the
board of directors and senior management are kept fully informed of AML/CFT
compliance efforts, together with audit reports, details of compliance failures, and
the status of corrective action.

The report must also state in detail whether the bank’s policies, procedures, and
processes for STR filings, large currency transactions (if required), and wire funds
transfer meet the regulatory requirements. As part of the on-site process, examiners
must also have recorded any violations of law or regulations and must have assessed
their severity. Where appropriate, these violations are described in the examination
report, and the examiners must discuss possible enforcement actions with supervi-
sory management and legal staff (see box 5.10 for further details).

G{) @XM Structure of a Model Report

The inspector should be guided by three major concerns:

e Compliance with legal and regulatory provisions

e Adequacy of organizational resources and monitoring support, espe-
cially information technology (IT) support

e Performance of the in-house AML/CFT program

Recommended format:

e |ntroduce the bank (organization, commercial activity, branches, and
so forth).

e Describe how it is organized and its internal AML rules (client screen-
ing process, KYC, and recordkeeping).

e Present and assess the surveillance and unusual-transaction detection
system.

e Give a description and appraisal of the internal monitoring mechanism.

e Assess the performance and accuracy of the STR process.

Important tips to keep in mind:

e Fach remark must be substantiated by precise facts.

e Any unusual transactions detected and not reported to the FIU must
be described in precise detail and will be used by the relevant author-
ity (central bank, banking commission, FIU) to justify any penalties
applied.

e Keep copies of any breaches observed (copies of files, alerts, STRs,
and so on).
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Notes

. In developing this handbook, the World Bank team visited several jurisdictions to

identify various bank supervisory processes, procedures, and best practices. Most
jurisdictions considered their AML/CFT supervisory handbooks confidential and
were unable to share them with the World Bank team. However, the US handbook is
a public document and was available for review. Recommendations and suggestions in
this chapter were obtained from various jurisdictions visited in the study tour, the US
AML examination manual, the Basel Committee on Banking Supervision Core Prin-
ciples for Effective Banking Supervision, and from other AML/CFT organizations.

See the Basel Committee on Banking Supervision Core Principles Methodology, principle

19, Supervisory approach.

3. See Basel Core Principle 20 (http://www.bis.org/publ/bcbs129.pdf).

¥ »®» N

10.

11.
12.
13.

14.
15.

In Spain, banks are informed one month before a mission begins and must provide the
SEPBLAC (the Spanish Financial Intelligence Unit also responsible for AML/CFT com-
pliance investigation) with requested information 15 days before the mission starts.
See the Basel Committee on Banking Supervision Core Principles Methodology, prin-
ciple 17, Internal control and audit.

FATF, February 27, 2004, updated as of June 2006.

See criteria 29.2 of the Methodology.

See criteria 29.3 of the Methodology.

In Algeria, for example.

The Basel Committee on Banking Supervision Core Principles Methodology, in essen-
tial criterion 11 under principle 18 (Abuse of financial services), states: “The supervi-
sor is able to inform the financial intelligence unit and, if applicable, other designated
authority of any suspicious transaction. In addition, it is able, directly or indirectly, to
share with relevant judicial authorities information related to suspected or actual
criminal activities.”

That is the case in France, for example.

In Thailand.

Basel Committee on Banking Supervision , Consolidated KYC Risk Management, October
2004, §20, points out that “In a cross-border context, home country supervisors should
face no impediments in verifying a branch or subsidiary’s compliance with group-wide
KYC policies and procedures during on-site inspections.” However, “the host country
supervisor retains responsibility for the supervision of compliance with local KYC reg-
ulations (which would include an evaluation of the appropriateness of the proce-
dures).” See also BCBS, The Supervision of Cross-Border Banking, 1996 (http://
www.bis.org/publ/bcbs27.htm) and the core principles 24 and 25.

See chapter 4 for details.

See the Basel Committee on Banking Supervision Core Principles for Effective Banking
Supervision at http://www.bis.org/publ/bcbs129.htm and the US Federal Financial Insti-

tutions Examination Council publication Bank Secrecy Act Anti-Money Laundering
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Examination Manual at http://www.occ.treas.gov/handbook/1-BSA-AMLwhole.pdf for
more background information on risk management.

16. In Spain, SEPBLAC receives all banks’ AML procedures. It identifies those institutions
with the highest risk operations, in terms of products and countries, and assesses the qual-
ity of their procedures. In Belgium, all banks must submit a compliance report to the
Banking, Finance, and Intelligence Commission (CBFA) annually. In Italy, authorities
use a variety of information to scope their examinations and identify those banks to be
inspected. That information is drawn from: (1) STRs and aggregated returns compiled
and sorted out by the statistical unit of the Italian FIU (for example, amount of cash and
cross-border transactions for a set period, wire transfers per country, transfers to and from
offshore financial centers, comparisons between a bank’s activity and its peer group’s
activity, and so forth) and (2) discussions on banks’ risk profiles held among off- and on-
site divisions, the Bank of Italy, and the FIU (formerly the UIC, Ufficio Italiano dei Cambi).

17. For further offsite monitoring information, see chapter 4.

18. As indicated above, some countries may prefer not to inform the bank in advance.

19. See the Basel Committee on Banking Supervision General Guide to Account Opening
and Customer Identification (February 2003) at http://www.bis.org/publ/bcbs85annex.
htm, the Basel Committee on Banking Supervision paper, Customer due diligence for
banks, at http://www.bis.org/publ/bcbs85.htm and FATF recommendation 5 at http://
www.fatf-gafi.org/document/28/0,2340,en_32250379_32236930_33658140_1_1_1_
1,00.html#40recs.

20. See the Basel Committee on Banking Supervision, Core Principles Methodology, prin-
ciple 18, Abuse of financial services, at http://www.bis.org/publ/bcbs61.htm and FATF
recommendation 13.

21. Evidence from fieldwork shows that in some jurisdictions strict legal secrecy provisions

preclude bank examiners from having access to special administrative regions (SARs),
which are accessible only to the FIU.

22. See Section 5.4.1.4.

23. For more information on compliance program requirements and best practices see the
FATF methodology recommendation 15 at http://www.fatf-gafi.org/dataoecd/45/15/
34864111.pdf and the Basel Committee on Banking Supervision Core Principles
Methodology principle 18, Abuse of financial services, at http://www.bis.org/publ/bcbs
130.pdf.

24. See Basel Committee, Customer Due Diligence, §56, as well as the paper on Compli-
ance and the Compliance Function in Banks, April 2005.

25. In some banks, especially the small ones, the CO takes care of all compliance issues,
including AML/CFT. Besides, when the size of the bank does not justify entrusting the
CO’s responsibility to a specially appointed person, the person responsible for permanent
control shall coordinate all arrangements contributing to performance of compliance
control assignments, including AML/CFT.

26. See, for example, Securities and Exchange Commission of Pakistan, AML Unit, A Project

Under Technical Assistance of the World Bank, Brief series, Vol. IV, 2004.
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27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

See Basel Committee, Enhancing Corporate Governance for Banking Organizations,
February 2006, §22 and 23. “To achieve sufficient objectivity and independence, the
audit committee should be comprised, at a minimum, of a majority of board members
who are independent and who have a firm understanding of the role of the audit com-
mittee in the bank’s risk management and governance. The audit committee often con-
sists solely of non-executive directors. Where executives normally attend audit commit-
tee meetings, to promote frank discussion it may be beneficial for the non-executive
members of the audit committee to meet separately.”

See BCBS Customer Due Diligence paper (§58).

See the FATF 40+9 Recommendations at http://www.fatf-gafi.org/document/28/
0,2340,en_32250379_32236930_33658140_1_1_1_1,00.html#40recs and http://www.
fatf-gafi.org/document/9/0,2340,en_32250379_32236920_34032073_1_1_1_1,00.html
In this case, examiners should ask for the list of numbered accounts and the relating
names of customers, including all supporting documents, including copies of the IDs.
Payable-through accounts refers to correspondent accounts that are used directly by
third parties to transact business on their own behalf.

According to the FATE, “Shell bank” means a bank incorporated in a jurisdiction in which
it has no physical presence and which is unaffiliated with a regulated financial group.
For more information, see FATF recommendation 5 and the Basel Committee on Bank-
ing Supervision Core Principles Methodology at principle 18, Abuse of financial services.
Section 5.4, therefore, is not intended to address all conceivable key areas that might
need assessment in an AML/CFT examination.

PEPs can be defined as “Individuals who are or have been entrusted with prominent pub-
lic functions in a foreign country.” This category typically includes (i) Heads of state or of
government, (ii) senior politicians, (iii) senior government, (iv) judicial or military offi-
cials, (v) senior executives of state owned corporations and (vi) important political party
officials. Business relationships with family members or close associates of PEPs involve
reputational risks similar to those with PEPs themselves. The definition is not intended
to cover middle-ranking or more junior individuals in the foregoing categories.

See the Basel Committee on Banking Supervision Core Principles Methodology princi-
ple 20, Supervisory techniques, and the US Federal Financial Institutions Examination

Council publication, Bank Secrecy Act Anti-Money Laundering Examination Manual.
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Chapter 6: Sanctions and Corrective Measures to Be Taken by Competent Authorities

1 Overview

The establishment of a robust system of sanctions, whether criminal, civil, or
administrative, is, as the Financial Action Task Force (FATF) recommendations
make clear, critical to making sure banks play their vital role in the detection and
deterrence of money laundering and terrorist financing. Without such a system to
back it up, even the most comprehensive array of anti-money laundering and com-
bating the financing of terrorism (AML/CFT) regulations and policies will not
function effectively. Banks must recognize that failure to implement appropriate
AML/CFT compliance procedures will bring legal and financial liabilities that can
damage their reputations as well as their profitability.

As shown in figure 6.1, lessons learned from assessment reports drafted by the
FATE, FSRBs, and IFIs show that most countries have sanction regimes but the
effectiveness of their implementation varies widely. In developing or emerging
countries, jurisdictions have little experience in applying sanctions or other enforce-
ment measures, and the lack of experience in this regard hampers the effectiveness
of their AML/CFT regimes.

This chapter outlines the possible sanctions and corrective measures that com-
petent authorities can adopt. It describes and discusses the importance of establish-
ing effective, proportionate, and dissuasive sanctioning systems for AML/CFT in
accordance with international standards. Section 6.2 stresses the usefulness of a cor-
rective and sanctioning regime. Section 6.3 sets boundaries on the scope of sanc-
tions to be applied, while section 6.4 gives a snapshot of sanctions that have been
handed down in several jurisdictions. It also discusses the controversial issue of
publishing rulings given to noncompliant banks. Lastly, section 6.5 outlines the
basic requirements for processing corrective measures and sanctions.

m Percentage of Countries Largely or Fully Compliant

804
70
60
50
40
30+
204
10

percent

R17 R23 Fl R29
sanctions supervision SUPErvisory powers

|l developed [ developing

Source: World Bank, Financial Market Integrity Unit, 2008.
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2 General

The following section describes and discusses the importance of establishing effec-
tive, proportionate, and dissuasive AML/CFT sanctioning systems in accordance
with international standards. It is important to note that this chapter is limited to a
discussion of sanctions countries may consider applying in order to enforce compli-
ance with Know Your Customer (KYC) and Customer Due Diligence (CDD) obli-
gations and other related preventive measures as set out in FATF recommendations
5,6,7,8,9,10,11, 13, 15, 18, 21, and 22 and special recommendations IV, VI, and
VII (for further details, see Annex 9). This chapter does not deal with sanctions that
countries should adopt for money laundering or terrorist financing offenses as set
out in recommendations 1 and 2 and special recommendation II.

2.1 Preliminary Discussion

The issue of sanctions is addressed in different FATF recommendations. Rec. 1 and
special recommendation II require countries to criminalize money laundering and
terrorist financing. Rec. 2 covers criminal liabilities of individuals as well as crimi-
nal, civil, or administrative proceedings with respect to legal persons in countries
in which such forms of liability are available. As indicated in rec. 2, legal persons
should be subject to effective, proportionate, and dissuasive sanctions. Rec. 17 stip-
ulates that countries should ensure that effective, proportionate, and dissuasive
sanctions, whether criminal, civil, or administrative, are available to deal with nat-
ural or legal persons covered by FATF recommendations that fail to comply with
AML/CFT requirements. Under rec. 29, supervisors should be authorized to
impose adequate administrative sanctions for failure to comply with requirements
to combat ML and TE. One can infer from the combination of rec. 2, 17, and 29
that sanctions to be applied under rec. 1 refer directly to ML or TF offenses while
sanctions under rec. 17 and 29 are applied to punish breaching of AML/CFT
requirements (basically KYC, CDD, internal monitoring, and reporting obliga-
tions). As a result, the following discussion will not cover rec. 1 and SRII because

they refer to an active involvement in a criminal activity, which is not the scheme
of sanctions this chapter addresses.

2.2 Importance of a Suitable Sanctioning Regime

A strong system of sanctions is critical to combating money laundering and
terrorist financing activities. Even the most well designed AML/CFT laws and
regulations will be ineffective if they do not include sanctions to punish non-
compliant financial institutions. Specifically, sanctions support the broad goals
of AML/CFT by
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* Deterring banks and other financial institutions that might otherwise be will-
ing to support criminal activities;

+ Helping to dismantle illegal activities through encouraging subject entities to
perform enhanced due diligence and monitoring; and

+ Promoting a sound and accountable banking system.

On the other hand, it is worth mentioning that countries which belong either
to the FATF or to FATF-style regional bodies are committed to applying AML/CFT
international standards. As part of their respective mandates, both the FATF and
the Financial Action Task Force Style Regional Bodies (FSRBs) are responsible for
assessing members’ compliance with the international AML/CFT standards, using
a uniform methodology that was adopted by the FATF in February 2004 and
endorsed by the executive boards of the International Monetary Fund (IMF) and
the World Bank (WB) in March 2004. Members of both the IMF and the WB are
also assessed on AML/CFT as part of the Financial Sector Assessment Program. In
determining the level of compliance for each FATF Recommendation, the asses-
sors (whether from the FATF, FSRBs, the IMF, or the WB) should not only assess
formal compliance with the FATF Recommendations, but should also assess com-
pliance regarding whether the recommendations have been fully and properly
implemented and whether the implementation is effective. This requires an
assessment not only of whether the necessary implementing measures are in force
and effect,! but also whether the results obtained, for example, the number of
money laundering (ML) convictions, the number of sanctions imposed on banks,
or the number of suspicious transaction reports (STRs) filed, show that the sys-
tem is effective.

In other words, the scope of sanctions available in a country being assessed
and the manner in which sanctions are applied are key criteria assessors need to
consider to assess the effectiveness of the sanctioning regime. The lack of sanc-
tions or an inadequate enforcement policy should lead assessors to the conclu-
sion that the country does not conform to international requirements. As a
result, according to the methodology mentioned above, the country will be

given either a Partially Compliant or a Noncompliant rating for recommenda-
tions 17 and 29, depending of the number of essential criteria that have not
been met.

Understandably, different jurisdictions adopt differing sanctioning regimes
according to their particular legal traditions, constitutional requirements, and sys-
tems of government. Although each country is free to determine its own regula-
tory, supervisory, and enforcement system, one consistent principle is that all
countries, whether developing or developed, should adopt a minimum set of meas-
ures to sanction banks that fail to comply with their AML/CFT obligations, and
that this set of measures should meet FATF requirements as set out in recommen-
dations 17 and 29.
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2.3 Preconditions for a Suitable Sanctioning and Remedial Apparatus

In establishing an effective sanctioning and remedial apparatus, it is necessary for
jurisdictions to meet several preconditions.

First, each country should designate an authority with the power to apply
appropriate sanctions where necessary.? Different authorities may be authorized
to apply sanctions. In some countries, both the bank supervisor and the FIU are
legally vested with the authority to impose sanctions on defaulting institutions,
as, for example the USA. In others, such as Spain, it is the financial intelligence
unit (SEPBLAC) only, and not the supervisor, that has the power to enforce
AML/CFT requirements, while in yet others, such as France, it is the supervisor
(Commission bancaire) that has the sanctioning power over banks.

Second, the sanctioning power granted to competent authorities should have a
firm legal foundation’. There should be no doubt whatsoever as to the legal basis of
a supervisor’s authority. In some jurisdictions this basis is found in the banking
laws, while in others, the AML/CFT legislation itself contains the specific sanction-
ing provisions. At the same time, whether the ruling is issued by the supervisor or
by some other competent body, those institutions found to be noncompliant must
have the right to lodge an appeal.*

Third, the sanctions themselves should rest on a strong legislative or regulatory
basis, as should the requirement to disclose sanctions publicly’. They might be con-
tained within specific enforceable provisions that are part of laws or supporting reg-
ulations that set out the AML/CFT requirements, or they might be part of the more
general powers of sanction given to competent authorities to enable them to enforce
their supervisory or monitoring role appropriately.

Lastly, in keeping with Basel Core Principles (BCP) principle 1, it is also para-
mount that supervisors have operational independence to enforce their deci-
sions.® The irrevocability of the supervisor board members’ mandate helps to
assure such independence, as does the adoption of a regime of legal protection
that prevents supervisors from being exposed to any kind of external interfer-
ence or from being sued for acts performed in good faith in the exercise of their
duties. It is, of course, essential to the professionalism and impartiality of the

decision-making process that the persons in charge of taking remedial measures
and sanctions have excellent backgrounds and skills, and possess high ethical
standards. In France, for example, sanctions imposed on liable institutions for
AML/CFT failure are rendered by a committee comprising two independent
magistrates from the highest national courts.”
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3 Summary of Possible Rulings and Remedial Measures

This section outlines the scope of sanctions competent authorities may impose on
financial institutions that have failed to comply with AML/CFT obligations.

3.1 General Framework

In accordance with international standards, the scope of sanctions countries impose
on noncompliant financial institutions should be as broad as possible. FATF recom-
mendation 17 requires countries to ensure that effective, proportionate, and dissua-
sive sanctions, whether criminal, civil, or administrative, are available to deal with
natural or legal persons who fail to comply with anti-money laundering or terrorist
financing requirements. Further, FATF recommendation 29 states that supervisors
should be authorized to compel financial institutions to produce any information
relevant to monitoring such compliance, and to impose appropriate administrative
sanctions when institutions fail to comply with such requirements.

BCP principle 23 recommends that banking supervisors have adequate supervi-
sory measures at their disposal in order to bring about timely corrective action in
those cases when either banks fail to meet prudential and compliance requirements
(such as AML/CFT obligations) or there have been regulatory violations.

The FATF recommendations give no further specific indication of the exact
nature of sanctions that may be imposed by competent authorities. The FATF
Methodology for Assessing Compliance with the FATF 40 Recommendations and
the FATF 9 Special Recommendations does, however, provide some elaboration,
particularly in the Essential Criteria relating to recommendation 17. Other useful
indications of possible remedial measures and sanctions can also be found in BCP
principles 1 and 23 (although these principles do not relate explicitly to AML/CFT)
and in BCP principle 18, essential criterion 7, in the BCP Methodology.

3.2 Scope and Types of AML/CFT-Related Sanctions

3.2.1 Sanctions Should be Effective and Dissuasive

Countries should ensure that effective, proportionate, and dissuasive criminal, civil,
or administrative sanctions are available to deal with natural or legal persons cov-
ered by the FATF Recommendations, when they fail to comply with national
AML/CFT requirements.! The FATF methodology, however, does not define the
concepts of effectiveness, proportionality, and dissuasiveness. It can be inferred that
an effective regime is one in which sanctions are actively applied by relevant author-
ities and are then effectively implemented. A fine, for example, should be collected
by the competent authority (usually the minister of finance or the treasury). Dis-
suasiveness is more difficult to define because it refers to a combination of factors
that comprise effectiveness, proportionality (discussed below), and the nature of
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sanctions. For example, a small fine or a mere reminder to a bank would not be con-
sidered a dissuasive sanction for serious breaches.

FATF recommendations 17 and 29 do not imply a need to establish a regime
encompassing all three types of sanctions (criminal, civil, and administrative). A
sanctioning regime based only on criminal measures, however, might not suffice,
because it does not fulfill the requirement of proportionality. The application of a
criminal sanction like imprisonment for failure to comply with KYC obligations
would, for example, be disproportionate to the nature of the breach, and, as a result,
probably would not be invoked by the competent authorities. In practice, several
countries have established a wide range of civil, administrative, and criminal sanc-
tions that can be combined (see section 6.4 below).

322 Sanctions Should be Proportionate to the Seriousness of a Situation

As indicated in the FATF methodology,’® the range of sanctions available should be
broad and proportionate to the severity of a situation. Similarly, according to the
Basel Core Principles, a good and suitable regime is one that allows supervisors to
make a graduated response depending on the nature of the problems or the failure.
Should the problem detected be relatively minor, all that is warranted might be an
informal action such as a simple oral or written communication to bank manage-
ment. In other instances, more formal action may be necessary, and the severity of
the sanction imposed will depend upon the seriousness of the violation. In view of
the FATF requirement of dissuasiveness, a mere reprimand for failing to implement
KYC requirements or to report STRs to the FIU would not be sufficient. Likewise, the
principle of proportionality requires that the penalty reflect the multiple and thus
aggravated nature of the violation: multiple and repetitive failures must carry higher
penalties than a single failure. The variety of sanctions available is also critical, as
shown below.

3.2.3 Range of Sanctions Should be Broad

As mentioned in the FATF methodology, the scope of sanctions for AML/CFT fail-
ure should include the power to impose disciplinary and financial sanctions.!’ The

FATF methodology!! gives some concrete examples of the types of sanctions a coun-
try may choose to adopt in order to comply with FATF requirements. These should
include the following:

+ Written warnings (in a separate letter or within an audit report)

+ Orders to comply with specific instructions (possibly accompanied with daily
fines for noncompliance)

+ Regular reports required from the institution on the measures it is taking

+ Fines for noncompliance

+ Imposition of conservatorship, or a suspension or withdrawal of license

+ Imposition of criminal penalties where appropriate
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Likewise, the BCP Methodology, at BCP 23, essential criterion 4, sets out some
specific sanctioning and other remedial measures supervisors can employ
(although, as noted above, these are not explicitly directed at cases of AML/CFT
noncompliance). Measures relevant to AML/CFT failures might include:

* Restricting the current activities of the bank

+ Withholding approval of new activities or acquisitions

+ Replacing or restricting the powers of managers, board directors, or controlling
owners

+ Revoking or recommending the revocation of the banking license

In serious cases, supervisors should have the authority to impose conservator-
ship on a bank that is failing to meet essential AML/CFT requirements.

In the most extreme cases, when a bank and its senior management have been
involved in deliberate money laundering or terrorist financing activities, the
supervisor should have the authority to close down the bank and have its license
revoked. The supervisor should also be empowered to refer the matter to the rel-
evant criminal and judicial authorities. Although the administrative and criminal
processes are separate and distinct, a criminal conviction registered against a bank
for money laundering or terrorist financing would clearly be cause for a supervi-
sor to re-evaluate the bank’s directors and senior management in relation to “fit
and proper” criteria.'?

3.2.4 Sanctions Should be Applied to Senior Management as Well as to Banks

According to the FATF methodology,!®> where there has been a failure to comply
with or properly implement AML/CFT requirements, sanctions may be applied not
only to the legal persons that are financial institutions or businesses, but also to their
directors and senior management.

Clearly, a bank, as a legal person, should not be the only culprit called to account
for failure to comply with AML/CFT obligations. Directors and senior management

should be and, to an increasing extent, are also being held accountable. In some
countries, stockholders of publicly traded financial institutions have brought law-
suits against members of the boards of directors and have succeeded in recovering
monetary damages from the individual members of the boards. The Basel Commit-
tee on Banking Supervision recently updated its Core Principles to place greater
responsibility for managing risk on senior management. As indicated in the Core
Principles methodology, “the supervisor applies penalties and sanctions not only to the
bank but, when and if necessary, also to management and/or the Board, or individuals
therein.”'* Similarly, the Wolfsberg'> Group’s AML Principles have shifted the focus of
responsibility to top executives, as have the United Kingdom’s Financial Services
Authority, along with the Joint Money Laundering Steering Group.'¢

123



124

Preventing Money Laundering and Terrorist Financing

Supervisors, therefore, should be vested with the power to impose sanctions on
those individuals holding management positions within the bank. As indicated in
the FATF methodology,!” sanctions should include, but not be limited to, (1) bar-
ring individuals from employment within that sector, or (2) replacing or restricting
the powers of managers, directors, or controlling owners.

BCP 23 similarly states that when a bank has committed severe violations, the
supervisory authority should have the power to address management problems,
including the authority to have controlling owners, directors, and managers
replaced, or to have their powers restricted, and even, where appropriate, to bar
individuals from the business of banking.

There is no indication in the Basel Core Principles whether bank employees not
holding management or senior positions within the bank should be subject to sanc-
tions for breaching AML/CFT requirements. The FATF recommendations, as well,
are largely silent on this question (although recommendation 14b states that finan-
cial institutions, their directors, officers, and employees should be prohibited by law
from disclosing the fact that an STR or related information is being reported to the
FIU, thus implying the possibility of an employee being sanctioned). On the other
hand, in the US, any partner, director, officer, or employee who fails to comply with
any record-keeping requirement for a financial institution can receive a penalty of
up to $US 1,000.!8 In the UK and in South Korea, employees can also be subject to
sanctions as shown in boxes 6.1 and 6.2.

() AN Example of Sanctions Applied to an Employee in the UK"

In the UK, the Financial Services Authority (FSA) fined Sindicatum Hold-
ings Limited (SHL) £49,000, and its money laundering reporting officer
(MLRO) £17500, for not having adequate anti-money laundering systems
and controls in place for verifying and recording clients’ identities. This was
the first time the FSA fined a money laundering reporting officer. The FSA
found failings in a number of the firm'’s activities, including

e Failure to implement adequate procedures for verifying the identity of
its clients,

e Failure to verify adequately the identity of a significant number of its
clients,

e Failure to keep adequate records with regard to the verification of the
identity of its clients, and

e The money laundering reporting officer’s failure to take reasonable
steps to implement adequate procedures for controlling money laun-
dering risk.
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[ {¥H Types and Examples of Possible Sanctions in South Korea

In South Korea, sanctions, including reduction of salary, may also be
applied to bank staff. The KoFIU (The Korean Financial Intelligence Unit)
may impose penalties on banks for failing to comply with AML regulations.
Other supervisory agencies, including the Financial Supervisory Service
(FSS), may impose other types of sanctions, which, in certain cases, might
be combined with penalties. The types and examples of sanctions that
may be imposed by the FSS include

e On bank executives:
m Recommendation of discharge from office
m Suspension from duties
m Notification of reprimand
m Cautionary warning

On bank staff:

m Disciplinary dismissal
m Suspension from office
m Reduction of salary

m Reprimand

On institutions:

m Cancellation of business license

m Business suspension

m Lock-out of business branch

m Cautionary warning

m Demand to publicize a violation of law
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4 Examples of Enforcement and Sanctions Applied
in Several Countries

The following is an overview of sanctions applied by different jurisdictions
to banks and/or other financial institutions that have failed to meet their
AML/CFT obligations.

41 General

The sanction imposed in a given case varies according to each country’s legal and
constitutional regime and upon the particular circumstances of the case. No single
model of sanctions, therefore, can be generally applied. Some jurisdictions use a
large array of measures that range from reprimands to license withdrawals. Others
emphasize administrative sanctions and tend to shy away from financial penalties.
As for the sanctioning process itself, national practices are extremely diverse. In
certain jurisdictions, the supervisors and the ministry of finance share the respon-
sibility for implementing AML/CFT sanctions. In Portugal, for instance, the bank
supervisor is responsible for instituting the proceedings for administrative
offences. It is the minister of finance, however, that applies fines and ancillary sanc-
tions?® for noncompliance with the obligations of Law 11/2004 and Law 5/2002,
while the bank supervisor applies the sanctions for breaches of Central Bank
Notices and Instructions.?!

4.2 Examples of Civil Money Penalties

In France the Commission bancaire, which is responsible for monitoring banks and
other financial institutions, has, over the last several years, imposed a number of civil
penalties on banks for noncompliance with national AML/CFT regulations (see box
6.3). These civil penalties are available under Article L.613.21 of the Financial and

) {®Y Samples of Civil Money Penalties Imposed by the French
Banking Commission

Subject to the relevant legislative and regulatory obligations, the Commis-
sion bancaire monitors compliance by credit institutions, investment firms
(other than portfolio management companies), and finance companies. It is
empowered to issue warnings, recommendations, requests for temporary
exemptions, injunctions, and sanctions. It has handed down several deci-
sions invoking civil monetary penalties. An example is the decision in 2004

(Continued)
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) xR Samples of Civil Money Penalties Imposed by the French
Banking Commission (Continued)

against CALYON bank (see annex 8 for further details). This financial insti-
tution was fined @ €1 million for failing, first, to require identification of cus-
tomers when entering into business relations with them, second, to
establish ongoing due diligence, and, third, to instruct its branches and
overseas subsidiaries on the need to collect information related to any
complex and unusual operations, or any operations that lacked economic
justification. Another bank, CRCAM Centre-Est, was fined €200,000 for
failing to establish proper procedures relating both to “know your cus-
tomer"” (KYC) and to suspicious transaction reports (STRs). Further, where
STRs had been filed, their usefulness had been compromised because of
serious deficiencies in their content. The fine was also based on internal
control failures and inadequate staff training on the AML/CFT requirements
as set forth in the French Financial and Monetary Code and in Regulation
2002-01 of 18 April 2002.°

a. Financial and Monetary Code, art. L. 563-3, See Décisions Juridictionnelles de la Commis-

sion bancaire, décision 8, October 11, 2004.
b. See Décisions Juridictionnelles de la Commission bancaire, décision 7. June 2007.

Monetary Code. Banks convicted of breaching AML/CFT requirements may be sub-
ject to several sanctions, which may include a civil fine up to the amount of the min-
imum capital requirement applicable to the credit institution. In England, the FSA
has also fined several banks for breaching money-laundering rules (see box 6.4). In
the United States, penalties may be assessed by different competent supervisory
authorities and be cumulative (see box 6.5).

In the United States, while examination authority for compliance with the Bank
Secrecy Act (BSA)?* has been delegated to the federal banking agencies, the same
does not apply to enforcement powers, which, under the BSA, remain with the Finan-

cial Crimes Enforcement Network (FinCEN).? The banking agencies, however, have
their own enforcement powers, and these cover violations of “any law or regulation”
(including the BSA). FinCEN, under the BSA and its implementing regulations, may
bring an enforcement action for violations of reporting, recordkeeping, or other BSA
requirements. Civil money penalties may be assessed, for example, for failing to have
an adequate AML program in place, or for record-keeping violations, or for failing to
file a currency transaction report (CTR) or for failing to file an STR.

Under the US system, civil money penalties for willful violations of the BSA
range from $25,000 for each violation (or for each day that an entity fails to have an
adequate AML program in place) up to the actual amount (not exceeding $100,000)
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)XY Samples of Civil Money Penalties Imposed by the British FSA

The Financial Services Authority (FSA) fined The Royal Bank of Scotland plc
(RBS) £750,000 for breaches of its Money Laundering Rules.2 The FSAs
investigation showed that there were weaknesses in RBS's anti-money
laundering controls right across its retail network. It had found that RBS, in
an unacceptable number of new accounts opened across its retail network
in early 2002, had failed either to obtain sufficient KYC documentation to
establish customer identity or to retain such documentation once
obtained. The documentation was frequently insufficient to show that the
clients were who they had claimed to be and, in some cases, RBS was
unable to supply either copies or details of the documents (such as a valid
passport, a driving license, a recent utility bill) used to verify identity. Inad-
equate verifications of identity might be when the bank has verified only
clients’ names but not their addresses, or when documents obtained by
the bank were simply not capable of determining identities. The FSA also
fined the Bank of Scotland plc (BoS) £1,250,000 for failing to keep proper
records of customer identification® as required by the FSAs Money Laun-
dering Rules. The FSAs investigation confirmed not only weaknesses in
BoS recordkeeping systems,but also in the controls throughout its retail,
corporate, and business banking divisions. According to FSA, in over half
the samples of accounts tested in late 2002, BoS had failed to retain either
a copy of customer identification evidence or a record of where this evi-
dence could be obtained. These failings were exacerbated by BoS's inabil-
ity to determine the areas in which the breakdown in its recordkeeping
systems had occurred.

a. FSA/PN/123/2002.
b. FSA/PN/001/2004, January 15, 2004.

)42 Examples of Civil Sanctions Rendered in the United States

The Financial Crimes Enforcement Network (FinCEN) and the Board of
Governors of the Federal Reserve System imposed a $10 million civil
money penalty against AmSouth Bank of Birmingham (Alabama) for its vio-
lations of the Bank Secrecy Act. FInCEN and the Federal Reserve Board
based their assessment on the failure of the banking organization to estab-
lish an adequate anti-money laundering program, as well as its failure to
file accurate, complete, and timely suspicious transaction reports (STRs).

(Continued)
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[ QXY Examples of Civil Sanctions Rendered in the United States
(Continued)

The agencies found that there were systemic defects in the bank’s pro-
gram of internal controls and employee training, and its independent
reviews had resulted in failures to identify, analyze, and report suspicious
activities occurring at the bank.2

On December 2005, ABN AMRO bank N.V. was required to pay $80 mil-
lion in penalties to US federal and state regulators. The Board of Governors
of the Federal Reserve System, Financial Crimes Enforcement Network,
Office of Foreign Assets Control, NY State Banking Dept., and the lllinois
Dept. of Financial and Professional Regulation assessed these penalties
based on their findings both of unsafe and unsound practices and of sys-
temic defects in ABN AMRO's internal controls designed to ensure com-
pliance with US anti-money laundering laws and regulations. As a result of
these defects, there had been failures in identifying, analyzing, and report-
ing suspicious activities, and the findings showed that ABN AMRO had
participated in transactions that violated US sanctions laws.?
a. The Federal Reserve Board, joint press release, Board of Governors of the Federal Reserve
System, Financial Crimes Enforcement network, “Civil money penalty against AmSouth Bank

of Birmingham,” October 12, 2004.
b. Federal Reserve Board, joint press release, December 19, 2005.

involved in each violation. Additionally, civil money penalties not less than twice the
amount of the transaction (but not exceeding $1,000,000) may be imposed on insti-
tutions violating the BSA’s special international anti-money laundering provisions.

4.3 Examples of Criminal Penalties

In the US system, in addition to civil money penalties, the regulators can impose
criminal penalties for violations of AML/CFT laws. Indeed, pursuant to the Bank
Secrecy Act (BSA), persons convicted of violating the BSA may be subject to up to
5 years’ imprisonment and a criminal fine of up to $ US 250,000. Persons convicted
of engaging in a pattern of illegal activity involving more than $US 100,000 in a
12-month period may be subject to up to 10 years’ imprisonment and a criminal
fine of up to $US 500,000 (for further details, see box 6.6).* In Sweden, criminal
sanctions are available should a person subject to the AML or CFT Act fail to fulfill
the requirement to examine suspicious transactions and to submit a STR to the FIU,
and when there is a breach of the prohibition of disclosure.?®
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{4 Samples of Criminal Sanctions Rendered in the United States

The first criminal prosecution against a bank for money laundering was
brought in 2002 in the case of the Broadway National Bank (BNB). The
BNB was issued a $4 million criminal fine, first, for failing to maintain a
legally-required anti-money laundering program, second, for failing to make
legally-required reports concerning approximately $123 million in suspi-
cious bulk cash and structured cash deposits and, third, for helping cus-
tomers to structure transactions valued at approximately $76 million to
evade currency reporting requirements.? Subsequent convictions were
also registered against Banco Popular de Puerto Rico in 2003 and AmSouth
Bank and Riggs Bank, N.A., in 2004.

The charges against Banco Popular de Puerto Rico and the deferred
prosecution agreement filed in 2003 arose out of transactions conducted
by and through the bank between June 1995 and June 2000. During this
time, several unusual or suspicious transactions were conducted in con-
nection with certain accounts at Banco Popular. Although the bank filed
suspicious transaction reports (STRs) on these accounts, the reports were
inappropriately timed or, in some cases, inaccurate. The bank forfeited
$21.6 million to the United States on charges of failing to report suspicious
financial activity.p

In May 2004, the US Federal Reserve fined Riggs Bank $25 million for
failing to implement effective programs against money laundering and for
not reporting suspicious transactions executed on behalf of former Chilean
dictator Gen. Augusto Pinochet and of such governments as Saudi Arabia
and Equatorial Guinea. The Office of the Comptroller of the Currency and
the Federal Reserve Board also put the bank under close management
scrutiny, which is the severest penalty short of closing the institution.©
a. US Customs and Border Protection, “Manhattan Bank pleads guilty to US criminal charges...,
November 27 2002 (http://www.cbp.gov/xp/cgov/newsroom/news_releases/archives/legacy/
2002/112002/11272002.xml]]

b. Department of Justice, www.USDOJ.gov, January 16, 2003, “Banco Popular de Puerto Rico
enters into deferred prosecution agreement with US”

c. In effect, the bank's reputation was ruined and, because of a combination of market forces
and supervisory encouragement, its owners were forced to sell it. lllustrating the speed and

depth of disintegration, in July 2004, PNC Financial Services Group agreed to buy Riggs
National Corp. for $779 million.

4.4 Examples of Other Sanctions

In addition to the civil and criminal penalties described above, competent authori-
ties may take further measures should the breach be particularly serious. They can,
for instance, combine fines with administrative and/or other disciplinary measures
(see box 6.7). The most severe disciplinary sanction a competent body may impose
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{4 ¥Q Example of Combined Sanctions in France

Under Article 613-21 of the Financial and Monetary Code, the French
banking commission, the Commission bancaire, is authorized to impose
a combination of sanctions. As a result, the Commission now issues
fines in connection with its disciplinary decisions more frequently than
it did, (74 percent of cases in 2004, compared with 17 percent in 2001).
This combination of sanctions seems to be a particularly effective deter-
rent, especially if the decision is made public (for further details, see
section 6.4.5). In 2006 for example, in addition to a reprimand, the
Banque Privée Européenne was fined €100,0002 for failing to report
suspicious transactions to the FIU and for failing to perform ongoing
surveillance. This was also the case for BLC Bank France SA, which was
fined €200,000 in conjunction with a reprimand for breaching national
internal control requirements for customer identification and suspicious
transaction reporting.?

The Commission bancaire may also, instead of or in addition to those
sanctions, prohibit or limit the payment of dividends to shareholders
(or interest to partner shareholders) in the credit institution or invest-
ment firm.

Also, under Article L. 562-7 of the Financial and Monetary Code, the
Commission bancaire informs the public prosecutor when, owing
either to a serious lack of vigilance or to a shortcoming in the organiza-
tion of its internal control procedures, a financial organization fails to
report its suspicions or, alternatively, breaches its obligations with
respect to the prevention of money laundering. The Commission ban-
caire took such action against eight credit institutions in 2005 and four
in 2006. The Commission bancaire also informs the public prosecutor,
under Article 40 of the Criminal Procedure Code, about probable crimi-
nal acts. This article is applicable to any acts that may constitute money
laundering. Pursuant to these two articles, the Commission bancaire
forwarded 11 cases to the public prosecutor in 2005, 9 in 2006,¢ and 4
in 2007.

Finally, Article L. 511-38 of the Financial and Monetary Code states that
the Commission bancaire must give its prior opinion on the proposed
appointment or renewal of appointment of auditors to credit institu-
tions, investment firms, and finance companies under its supervision.
The article stipulates that statutory auditors must demonstrate the highest
guarantee of independence from the credit institutions, investment
firms, and finance companies they audit. When the Commission ban-
caire considers that statutory auditors lack the independence, experi-
ence, and competence required to perform their duties properly, or
when infringements of the Financial and Monetary Code are brought to

(Continued)
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{4 ¥H Example of Combined Sanctions in France (Continued)

its attention, it has access to certain additional powers endowed by Arti-
cle L. 613-9. Although this situation has not yet arisen, it is possible to
infer that the Commission bancaire could impose a kind of “collateral”
sanction by opposing the renewal of appointment of external auditors
who have failed to detect serious AML/CFT breaches in the course of
their duties.

a. Bulletin Officiel de la Banque de France, No. 88, April 2006, Décision juridictionnelle de la
Commission bancaire No. 2, March 10, 2006.

b. See Décision juridictionnelle publiée par la Commission bancaire au cours du quatrieme

trimestre 2005, décision No. 1, October 19, 2005.
c. Annual Reports of the Commission bancaire, 2005, page 133, and 2006, page 161.

is the withdrawal of a license, which effectively terminates the activity of a financial
institution. In the United States, this type of sanction is triggered when the bank has
committed serious offenses such as the laundering of monetary instruments or
willful violation of certain provisions of the BSA. In France, the Commission ban-
caire has, in the past, withdrawn several licenses for serious violations of national
AML/CFT legislation. In 2003, for instance, a financial institution was struck off the
list of investment firms for serious breaches of AML/CFT provisions.?® In 2002,
three limited companies engaged in money exchange activities were barred from
operating as bureaux de change because of serious failures in their procedures for
AML/CFT internal surveillance and for reporting STRs.”

It is important to note that such measures must be applied independently of any
sanctions that competent courts may impose. The supervisory agency must be
vested with the authority to file an application with a prosecutor when there are rea-
sonable grounds to believe the bank and/or its executives participated in money

laundering or terrorist financing activities. In the case of such a serious offense, the
supervisor must have direct access to the prosecutor and be able to have the case
prosecuted as a criminal matter, notwithstanding the supervisor’s ability to impose
specific administrative and/or civil sanctions.

45 Publication of Sanctions

The question of whether imposed sanctions should be made a matter of public
knowledge is not addressed either in the FATF recommendations or in the Basel
Core Principles for Effective Banking Supervision. It is currently the responsibility
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of each country to determine, in light of its own legal and constitutional regime,
and other circumstances, if sanctions are to be published in annual reports or in
official government gazettes. There are pros and cons to public disclosure, and each
country should always balance the “cost-benefits” ratio of publishing, including in
reference to making public the names of the offending banks.

In some countries, such as the USA, the UK, France, and Belgium, publication of
sanctions is one aspect of the sanctioning process and may have several beneficial
effects. If they are publicly disclosed, for example, sanctions appear to be more of a
deterrent. In other words, banks become more cautious and more inclined to com-
ply fully with AML/CFT requirements if they know that failures to comply may be
aired in public. Publication, therefore, promotes stricter adherence to AML/CFT
regulations within the banking community as a whole. Furthermore, publication of
sanctions can be seen as an additional instrument that a competent authority may
use as leverage. To some extent, the possibility of either making a ruling publicly
available, or of keeping it confidential, enhances the supervisor’s authority and
credibility by reinforcing its power. In France, for example, the publication of sanc-
tions and disclosure of a delinquent bank’s identity is not automatic, except when it
comes to AML/CFT (see box 6.8 for further details).

Disclosing the names of delinquent banks can also be seen as a means to rein-
force supervision regionally or internationally. If the name of the bank is disclosed

)XW Publication of Judicial Decisions in France

The Commission bancaire has a long-established tradition of publishing
judicial decisions in an official gazette. Rulings, whether or not they relate
to AML/CFT, can be made public depending on the seriousness of the fail-
ure. According to art. 613-21 of the Financial and Monetary code, the pub-
lication of these decisions, which may include fines and/or disciplinary
sanctions, is not automatic. In practice, however, it would seem that, in
cases of an AML/CFT violation, the Commission bancaire usually makes
the rulings public. The decisions are publicly displayed at the main entrance
of its premises and are also compiled in an annual report.?

The annual report contains all judicial decisions handed down by the
Supervisor. It provides detailed information, which includes, but is not lim-
ited to, the name of the bank, the type(s) of sanctions(s), the amount of
the fine, if applicable. In addition, the report presents in detail the precise
grounds justifying the sanction, including the most critical failures detected
during the on-site inspection, and the legal provisions that were violated
(see annex 8).

a. See http://www.banque-france.fr/fr/publications/catalogue/et_4q.htm.
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in its home country, supervisors in other countries in which it operates may decide
to take prompt action and trigger on-site inspections of its branches. If a parent
bank is not compliant, there are reasonable grounds to believe that its subsidiaries
and branches abroad will not correctly apply its AML/CFT policy.

Conversely, there may be several disadvantages to disclosing the name of any
financial entity in an official gazette for violating AML/CFT regulations. It can tar-
nish the image and reputation of a bank?® or, indeed, the banking industry as a whole,
and thus undermine public and investor confidence in a country’s financial system.
For that reason, in some emerging countries where the financial sector has been seri-
ously weakened by a financial crisis in the past, competent authorities are extremely
reluctant to disclose names of banks for breaching AML/CFT regulations (or other
prudential requirements). The 2009 financial turmoil might make things even worse
and the decision even more difficult to take. Indeed, for entities in a weak financial
situation, the “name and shame” process may create a new stress and so impede their
recovery. They may not be able to access the interbank market for their own refi-
nancing, and foreign banks may decide to terminate their correspondent banking
relationships with them. Some countries also believe the public disclosure of
AML/CFT failure, in addition to the other administrative, civil, and/or financial
penalties imposed on a bank, is in effect a “double penalty,” because it sanctions the
bank twice for the same violation (see the case of the Netherlands in chapter 7).

Given these factors, field work has shown that some jurisdictions favor a more
balanced approach, where decisions to disclose sanctions are made on a case-by-
case basis, depending on the seriousness and the frequency of occurrence of the
failures. Other countries make it a general practice not to publish sanctions, or
they may content themselves with publishing very general information, which
refers to the overall situation in the industry (for example, number of sanctions
imposed and major areas of noncompliance).

Whatever their choices about the disclosure of specific sanctions, competent
authorities must be certain of their reasons for publishing or not and, if possible,
develop and follow a relevant formalized policy.

4.6 Examples of Possible Remedial Actions

In some jurisdictions, sanctions are imposed as a last resort, usually after a warning
has been issued to give a noncompliant bank the opportunity to take remedial meas-
ures. When this approach is followed, the warning should be written and should take
the form of specific instructions that the bank must implement. The bank will then
be required to provide a formal reply describing the remedial action that it has taken.

In practice, authorities may consider many options as possible remedial meas-
ures. They can, for instance, require the institution to provide regular reports
describing its measures to address its most critical AML/CFT shortcomings. Super-
visors may also require that the bank’s compliance, suspicious activity monitoring,

134



Chapter 6: Sanctions and Corrective Measures to Be Taken by Competent Authorities

and its reporting programs be improved. The bank could be ordered to review prior
transactions to ensure that all STRs have been filed and/or to improve its compli-
ance regime by enhancing internal controls and management oversight.

The downgrading of the bank’s rating in those jurisdictions where the supervi-
sor uses an internal rating system to measure the level of compliance with pruden-
tial regulations should lead the bank to take corrective actions. In Hong Kong,
China, for example, Hong Kong Monetary Authority (HKMA) may downgrade a
bank’s CAMEL (Capital Adequacy, Asset quality, Management factors, Earnings,
and Liquidity) rating if it fails to comply with prudential or compliance require-
ments such as AML/CFT. Because the rating plays a role in determining the level of
deposit protection premium, such a measure has substantial implications for the
bank’s financial statement.

In some countries, such measures may be accompanied by complementary sanc-
tions. Where, for example, failures resulting in sanctions against the bank indicate
professional misconduct on the part of its external auditors, monitoring authorities
may also impose sanctions on the auditors. In France, in cases where there has been
a serious breach of AML/CFT regulations, the mandate of external auditors who
have certified the relevant institutional accounts is not renewed and new auditors
are appointed.
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5 General Overview of the Basic Requirements for
Effective Sanction Proceedings

This section provides an overview of the principal steps that supervisors or compe-
tent authorities should consider taking where there has been a serious breach of
AML/CFT regulations and, before any type of sanctions are undertaken, whether
these are disciplinary or administrative. It also describes the basic stages for process-
ing sanctions. In the absence of specific international standards on this matter, these
guidelines are based on what are considered best practices; they are not being
advanced as a “one-size-fits-all” solution. Note that this guide does not address
those violations of the AML/CFT law punishable by criminal sanctions because
they are a matter for the judiciary.

5.1 General

Neither the FATF recommendations nor the Basel Core Principles discuss the issue
of the actual proceedings that impose AML/CFT sanctions. Each jurisdiction,
according to its own legal framework and constitutional regime, is responsible for
establishing its own procedures. In some countries, as mentioned earlier, the pro-
ceedings for preparing and issuing AML/CFT sanctions are established by a single
authority, which is vested with the power both to monitor AML/CFT compliance
and to enforce sanctions. This, for instance, is the case in Norway, where the Kredit-
tilsynet, the Financial Supervisory Authority (FSA), is empowered to supervise
AML/CFT, as well as to sanction noncompliant banks.? Similarly, in Sweden, the
supervisory authority (Finansinspektionen) deals with all AML/CFT supervision
related issues, including sanctions,*® and in France, the Commission bancaire is
responsible for both areas.

There is an alternative arrangement in which the responsibility for implementing
sanctions for AML/CFT is shared between two competent authorities. In Portugal,
for example, this duty is entrusted to the Ministry of Finance and the banking
supervisor, the Bank of Portugal (BOP). The Minister of Finance applies fines and
ancillary sanctions (for example, the prohibition from assuming the management
of legal persons) for noncompliance of the duties of Law 11/2004 and Law 5/2002,
while the BOP institutes and applies administrative sanctions for breaches of its
Notices and Instructions.’® In Italy, the Bank of Italy has the direct authority to
sanction financial institutions for deficiencies in internal organization and control,
but where there has been failure to report suspicious activities to the relevant
authority,®® it reccommends the imposition of administrative sanctions to the Min-
istry of Finance.

There is a third type of arrangement in which sanctioning responsibilities are
divided between the supervisor and the FIU. In Thailand, for instance, the Ministry
of Finance has vested the central bank (Bank of Thailand (BOT)) with the oversight
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power over AML/CFT compliance in banks, while the FIU, the Anti-Money Laun-
dering Office (AMLO), has been granted the enforcement power. When BOT exam-
iners find a breach of provisions of the Thai AML/CFT law, therefore, they must
inform AMLO, which, based on the BOT findings, will determine whether the bank
is liable to any sanction under national law.

Thus, while there is no single model, it is important as a general principle for
each jurisdiction to establish clear policies and procedures before taking any action
against a bank failing to meet its legal and regulatory AML/CFT obligations. This
systematic approach is key to ensuring an effective enforcement regime as well as to
safeguard the rights of defendants.

52 Main Steps to be Followed
5.2.1 Notification of the Outcomes

In general, sanctions are triggered by an on-site visit that has identified serious
deficiencies in the bank’s internal AML/CFT regime. In many countries, the
draft inspection report has to be discussed with the management of the bank
before the on-site inspection process is finalized. Following the discussion, the
report is sent to the relevant department of the supervisory body for analysis
and action. It is important to note that the inspection team should not, at this
stage, recommend sanctions even if the failures detected in the course of the
visit are particularly serious. In many jurisdictions, in fact, the inspection team’s
role is limited only to the identification of weaknesses. Each observation made
by the inspection team, however, must be substantiated by precise facts so the
relevant authority is able to understand the seriousness of the breach clearly and
determine appropriate sanctions.

It is a common practice for the off-site supervision department (possibly an
FIU) responsible for compliance supervision to send a follow-up letter to the bank.
This important document usually summarizes the main conclusions of the on-site
inspection report, highlights the strengths and weaknesses of the internal organiza-
tion, such as the internal control and monitoring system and the risk management

mechanism, and describes in detail the most serious deficiencies detected during
the on-site inspection. It also provides comments and guidance on what needs to be
improved and describes the prompt action that should be taken to address all main
deficiencies.

Requested actions may consist of

+ A program to complete identification of existing customers,

+ A program to determine customer profiles and assess transactions in relation to
risk exposure,

+ An assessment of the main areas of risk,

+ Completion of AML/CFT policies and procedures,
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+ Further instructions concerning transactions identified by the inspector as
potential areas of deficiency in STR reporting,

+ Appointment of FIU correspondents or AML/CFT reporting officer, and

+ Additional training programs.

The bank is asked to provide comments both on the inspection findings and on
the supervisor’s instructions in the follow-up letter. This letter is sent to the bank’s
senior manager, usually the CEO, and copies are also provided to the board of direc-
tors, since they have overall responsibility for the institution. In some jurisdictions,
as in France, for example, a copy of the follow-up letter is also sent for information
to the external auditors, who should be made aware of any deficiencies in the bank’s
internal organization (for further details on sanction proceedings, see box 6.9).

)N Sanction Proceedings in France following an On-Site
Inspection

1. The Commission bancaire prepares the inspection report.

e The inspector and the bank hold informal discussions on the draft
report, to rectify possible inaccuracies or misunderstandings before
the report is finalized.

e The final report is officially transmitted to the bank’s executive man-
agement, which is invited to provide comments on the main findings
of the report.

e The inspector assesses the validity of the responses to the bank’s
comments and addresses each of them.

2. Services in charge of off-site supervision review the report to deter-
mine appropriate action.

e \When the findings are not deemed too serious, the General Secre-
tary of the Commission bancaire issues a follow-up letter asking the
bank to take corrective measures within a specific time. The bank’s
executive management is asked to inform the board of directors
about the findings and to provide their feedback and commitment to
undertaking appropriate remedial actions.

¢ \When the findings show serious shortcomings, the file is presented
to the board of the Commission bancaire for a thorough review, which
could lead to disciplinary action (see below).

3. Disciplinary procedure is as follows:

e When the Commission bancaire intends to impose a disciplinary
sanction, it initiates proceedings by sending a letter to the bank indi-
cating the facts and observations that could form the basis of the

(Continued)
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) QN Sanction Proceedings in France following an On-Site
Inspection (Continued)

sanction. The bank is asked to comment and an interview is held with the
representatives of the bank and their counsel. The Commission bancaire
decides, but not in the presence of the general secretariat, whether the
case should be sanctioned and, if so, whether the decision should be made
public. This is generally the case, however, when the facts are related to
money laundering.
e Although defendants frequently raise procedural issues, the courts
generally confirm most decisions, especially when the facts relate to
money laundering.

Source: Bank of France, Secrétariat Général de la Commission bancaire.

522 Follow-up Procedures

It is important that the supervisor closely follow up the inspectors’ recommenda-
tions to ensure that the bank corrects all the identified deficiencies. To this end, the
supervisor must make systematic checks and hold frequent meetings with bank rep-
resentatives to ascertain the concrete measures adopted and the degree of progress
made towards compliance. It is critical that supervisors show vigilance in their over-
sight of the problems by periodically checking the bank’s progress in complying
with the recommended measures. The supervisor can, for example, give the institu-
tion specific orders to comply with instructions, and can order regular reports from
the institution that describe the measures it is taking to address the deficiencies in
the AML/CFT internal apparatus. A review meeting will follow and, if necessary,
there will be a new round of on-site inspections. If the problems escalate, or if bank
management ignores more informal requests from supervisors to take corrective
action,® there should be a progressive escalation of action or remedial measures.

In Malaysia, for instance, following an off- and on-site examination, Bank
Negara Malaysia (BNM) provides banks with extensive feedback, as well as recom-
mendations that address key AML/CFT deficiencies. Several meetings are organized
with the bank’s board of directors, the board’s audit committee, and the bank’s sen-
ior management. Following a consultative process, the banks establish remediation
programs subject to a stringent follow-up process by BNM. Banks must report their
progress in addressing their deficiencies on a quarterly basis. If the information pro-
vided to BNM is not sufficient, further information is requested and, eventually, if
necessary, there will be a follow-up on-site examination.

In Singapore, the Monetary Authority of Singapore (MAS) examination report
consists of two key parts. The first is a general description of AML/CFT risks and
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the measures taken by the bank to address them. The second part is a table that
includes descriptions of qualitative findings/deficiencies identified by MAS in the
bank’s AML/CFT practices and a remediation plan agreed upon by the bank and the
supervisor. The plan is subject to a stringent follow-up process to ensure the taking
of adequate actions.

52.3 Hearing

When imposing sanctions, supervisors or competent authorities normally follow
strict rules, especially with respect to the right to a defense. These rules are key to a
fair and expeditious processing of the case. In a scheduled hearing, the competent
authorities will review the inspection outcomes, as well as the specific legal and reg-
ulatory provisions that have been violated, and the possible sanctions the failures
might generate. Normally, the bank has the right to object and to defend itself. At
the end of the hearing, the competent authority, based upon the seriousness of the
breaches, deliberates and determines the final sanctions, which are usually delivered
to the bank in writing and may be subject to publication (see box 6.10).

) @R[l The Hearing Process in France

The Commission bancaire (CB) cannot impose a disciplinary sanction on a
bank without holding a hearing. A Notification Letter, detailing all the facts
supporting the proposed sanctions, is prepared by the General Secretariat
of the CB and is sent to the senior management of the bank, which has one
month to provide comments. A copy is also sent to the bank's board, and
both the French FIU (Tracfin) and the external auditors are informed of the
procedure. The bank then sends the memorandum (mémoire en défense)
to the General Secretariat of the Commission bancaire, upon receipt of
which, the legal department of the CB conducts a review and, if necessary,
sends a new document to the bank’s management, in which it confirms or
amends the position of the CB General Secretariat (mémoire en réplique).
The legal department of the CB then sets the date of its hearing and noti-
fies the bank in writing that the case will be considered an administrative
jurisdiction pursuant to Art. 613-23 of the Monetary and Financial Code.
This hearing is chaired by the Head of the CB (who is actually the
Governor of the Bank of France), assisted by the other members of the
commission, two of whom are judges. During the hearing, the bank is
permitted to make opening and closing statements, to raise objections,
and to offer additional documents in evidence. The defendant is not

(Continued)
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) CN(I] The Hearing Process in France (Continued)

required to retain a lawyer or any other representative. In practice, how-
ever, most of the banks are represented by a lawyer, or by a member of a
professional organization. On rare occasions, the mission chief who wrote
the original report may be asked to clarify some complex issues.

The decision is not made immediately after the hearing. Members of
the CB deliberate and discuss the case in camera. Usually, the final deci-
sion is rendered within one month of the hearing and the bank is notified
in writing. When the CB decides to make the decision public, the decision
is posted in a public place (in the Commission bancaire premises), on the
website of the CB, and in the CB Annual Gazette.

Source: Banque de France/Secrétariat Général de la Commission bancaire.

5.2.4 Issuance of Sanction and Notification

In the most serious cases, when a bank fails to comply with core AML/CFT obliga-
tions (for example, failure to report suspicious transactions to the FIU), the super-
visor may decide to proceed directly to the next stage by launching disciplinary
proceedings, which may entail sanctions such as fines and other civil penalties (see
section 6.4) and/or other types of measures, such as cautionary warnings or notifi-
cations of reprimand. Where it appears that the findings may lead to sanctions, the
content of the notification letter should be very detailed and follow strict require-
ments. Each breach should be concisely and accurately described and supported by
concrete facts so the competent authority can establish the linkage between the fail-
ure and the appropriate sanction. Once all these elements have been provided to the
bank, the competent authority will normally ask the bank’s management to reply
and provide comments.

The determination of the proper sanction is a very difficult decision to make.
In some countries, as shown above, the range of sanctions available to enforce
AML/CFT laws is wide, extending from reprimands to civil penalties through to
criminal penalties, and the sanctioning authority must make a judicious choice
among these. Sometimes, in the most extreme cases, authorities may consider
withdrawing the bank’s license and closing down the bank. Even in cases where a
financial institution is found to have actively participated in an ML scheme, how-
ever, the wisest decision may not necessarily be to close it down. The interests of
law enforcement authorities may sometimes differ from those of the supervisory
authorities, in that the former may value the deterrent effect of closing down an
institution while the latter are concerned with maintaining financial stability and
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not provoking a costly run on the bank. A compromise is often found by removing
or discharging officers of the institution and imposing a large fine, while at the
same time rehabilitating the institution with new owners and management under
the watchful eye of the supervisor.’* Such was the case in the U.S. with Broadway
National Bank.

525 Appeal

The system of sanctions must be consistent with legal guarantees of an accused per-
son’s right to a defense. The bank must be able to make its observations known to
the supervisor and it must also have the right to lodge an appeal before a competent
jurisdiction. The appeal system itself depends on a given country’s constitutional
arrangements. In the US, for example, there are three levels of jurisdiction that deal
with appeals. These are the Federal District Court in the area where the bank is
located, the Federal Circuit Court, and, in the last resort, the US Supreme Court. In
France, the Council of State is the only authority empowered to examine appeals
against the Commission bancaire’s rulings. In Sweden, appeals can be made to the
County Administrative Board, the Administrative Court of Appeal, and finally the
Supreme Administrative Court, depending on the sanction chosen by the inspec-
tion authority (Finansinspektionen).>®
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Notes

1. Full and proper implementation requires that all the necessary laws, regulations, guide-
lines, and so forth are in force and effect, and that any necessary institutional frame-
work is in place.

2. See criteria 17.2 and 29.4, FATF methodology, version 2008. See also BCP 23 on correc-

tive and remedial powers of supervisors.

Basel Core Principle 1, see Basel Core Principle methodology, October 2006, criteria 1(4)
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Chapter 7: National and International Cooperation

1 Overview

For the AML/CFT regime to be effective, a seamless flow of information between
national and international agencies is of paramount importance. Recommendation 4
of the FATF states that rules and regulations should allow information to be shared,
both domestically and internationally, between competent authorities and financial
institutions. In addition, recommendation 31 states that “policy makers, the FIU,
law enforcement, and supervisors and other competent authorities should have
effective mechanisms in place which enable them to cooperate, and where appro-
priate, coordinate domestically with each other concerning the development and
implementation of policies and activities to combat money laundering and terror-
ist financing.”

Nationally and internationally, bank supervisors cooperate with other anti-
money laundering and combating the financing of terrorism (AML/CFT) agencies
and institutions, both at the policy and operational level. Nationally, supervisors
should cooperate with other AML authorities to formulate policy, and to draft
higher and lower domestic legislation. The findings of supervisory operations may
assist other agencies in executing their AML/CFT function and, vice versa, financial
intelligence unit (FIU) or law enforcement information may assist supervisors in
performing their role. Internationally, national representatives, including supervi-
sors, meet to agree on strategic priorities, to share expertise and to find ways to
exchange information in a better and more effective way.

This chapter addresses national and international cooperation respectively.
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2 The Importance of Cooperation

Arguably the most important element in any effective AML/CFT regime is the abil-
ity and willingness on the part of all stakeholders to cooperate at national and inter-
national levels. Cooperation in the widest sense of its meaning, that is, any form of
interaction between stakeholders, permeates the international AML/CFT standards.
The core function of the preventive regime is to gather and, where necessary, pass on
or make information available to others. Operational cooperation is primarily
understood as referring to the transfer of information between AML/CFT stakehold-
ers. Cooperation at the policy level refers to AML/CFT stakeholders jointly setting
policies or drafting legislation (nationally) or setting standards (internationally).

For the supervisor, the relevant FATF recommendations are R23, R25, R31, and
R40. R25 addresses the need to provide guidance to reporting entities, and R31, the
need for domestic cooperation “among policy makers, the FIU, law enforcement and
supervisors,” who are required to “co-ordinate domestically with each other con-
cerning the development and implementation of policies.” Recommendation 40
addresses the need for supervisors to cooperate across borders, by sharing AML/CFT
information on banks that operate in more than one jurisdiction. Where the super-
visor also has a licensing role, the other relevant recommendation is R23, which con-
cerns the “fit and proper” tests for those who hold either significant ownerships or
controlling stakes in financial institutions. Although not explicitly stated in the stan-
dard, in practice, preventing criminals or their associates “from holding ... a signifi-
cant or controlling interest or ... management function” will invariably involve a
check of criminal antecedents. Verification of answers cannot be done without
recourse to criminal records and thus involves the cooperation of other authorities
who have access to them.

As far as the ability to cooperate is concerned, rules and procedures can
achieve a great deal. They can endow authorities with certain powers to share
information, and they can take away obstacles to sharing information by lifting
secrecy or confidentiality provisions. They can also establish appropriate cooper-
ation procedures, establish committees, appoint coordinators, and so on. As far as
the willingness to cooperate is concerned, however, a legal framework or a memo-
randum of understanding (MOU) can achieve little. It matters little how detailed
the arrangements are to facilitate cooperation, assuming no unduly restrictive
constitutional or other impediments exist. These arrangements will remain pure
theory if, in fact, authorities are not willing to cooperate with one another. This
points to the essential limitation in any discussion about cooperation, whether
domestic or international. Suffice it to say that no AML/CFT system has ever been
successful where willingness to cooperate was absent.

The following sections discuss various frameworks, both domestic and interna-
tional, within which cooperation can be achieved.
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3 National Cooperation

The purpose of AML/CFT cooperation at the operational level is to share informa-
tion, intelligence, and evidence to prevent, investigate, and prosecute ML and FT
offenses. The cooperation refers to interaction between all agencies and institutions
within the AML/CFT regime, including different parts of the financial sector, FIUs,
official records and registries!, law enforcement agencies?, financial sector supervi-
sors, the prosecutorial and judicial systems, as well as other informal or formal
organizations.®> Supervisors are encouraged to go beyond their domestic environ-
ments and seek cooperation at the international level (see section 7.4). In Canada,
for example, the federal Department of Finance is responsible for the Canadian
AML regime overall. It chairs an interdepartmental working committee of other
government departments (such as Public Safety, Foreign Affairs, and Justice) and
agencies (such as the Office of the Supervisor of Financial Institutions [OSFI], the
Financial Transaction and Reports Analysis Centre of Canada [FINTRAC], the
Royal Canadian Mounted Police, the Canada Revenue Agency (income tax), and the
Canada Border Services Agency, which meet regularly to discuss policy and opera-
tional issues.

3.1 Operational

In general, the main object of domestic operational AML/CFT cooperation is to
share information, intelligence, and evidence designed to prevent, investigate, and
prosecute ML and FT offenses. The cooperation then refers to all agencies and insti-
tutions in the AML/CFT regime as shown in figure 7.1. This section considers two
flows of information—information gathered by the supervisor that may assist other
AML/CFT agencies and information originating from other stakeholders that may
further a supervisory objective.

3.1.1 Cooperation with the FIU

To inform the supervisor’s risk analysis of the banking sector (and thus assist the
supervisor in determining its inspection schedule) the FIU may prove a valuable
source of information. The reports the FIU receives from reporting entities may
provide useful indications of their adherence to customer due diligence (CDD) and
other obligations. If, for instance, information on beneficial ownership is consis- 7

tently lacking in reports filed by a certain institution, that omission would indicate
that the institution had significant shortcomings in meeting its CDD obligations. In
Jersey, the FIU gives exact reports on suspicious transaction reports (STRs) submit-
ted by reporting institutions, and this feeds directly into the bank supervisor’s risk
model, which ultimately determines their on-site inspection program.
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It is not just the quality of an STR that is relevant, however. Other information
on reporting behavior can be useful as well. Comparing the number of reports sub-
mitted by a particular bank to that of a similar bank can also indicate whether each
bank is correctly fulfilling its reporting obligations. There may be cause for supervi-
sory concern if bank A submits only a fraction of the number of reports submitted
by a bank B, located in the same area, serving the same customer base, and offering
the same services. Bank A might be underreporting or bank B might be reporting
too much. Either way, this is valuable information to the supervisor. This informa-
tion is not only relevant for sector risk profiling and determining the inspection
schedule; it can also be used more straightforwardly as one element supporting an
administrative sanction, such as a warning or a fine.

Because the FIU can provide information on the above issues, jurisdictions have
sought to open up the channels of information between supervisors and the FIU.
How this is to be done depends upon local circumstances and the national data-
protection legislation. It may be possible to open these channels without providing
a legal basis to allow it, but it may be that the confidentiality of FIU data also extends
to information on the reporting behavior of the reporting entity. In most cases the
confidentiality of data applies only to that information contained in an STR that is
specifically customer related. If that is the case, the conclusions derived from a defi-
cient or missing STR are not covered by those rules, and the FIU is free to submit
such information to the supervisor. Some countries take the view, though, that any
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information derived from an STR is covered by confidentiality rules. In that case an
explicit legal basis is required to enable this information to flow between the FIU
and the supervisor.

In Spain and Italy, for example, FIUs and banking supervisors share their inspec-
tion reports where appropriate. In Italy, the Bank of Italy (BoI) and the FIU are con-
sidering establishing an information exchange program. This would allow the
institutions to share some information from the FIU (for example, detailed aggre-
gated returns, which the FIU receives from banks to identify outliers) and would
ensure they adequately coordinate their programs, for example, in regard to deploy-
ing Bol and FIU inspection teams to visit the same bank. Also, the FIV and other
agencies cooperate actively with the Ministry of Economy and Finance on enforce-
ment matters (see box 7.1). Collaboration between the institutions may also take the
form of staffing joint on-site supervision teams, in which each team member brings a
unique perspective as well as skills that may allow ML/FT risks to be more effectively
identified. In France, for example, members of the bank, securities, and insurance
supervision agencies may all be part of on-site supervision teams. The reporting of
substantial AML/CFT deficiencies that follows an off- or on-site examination of a
financial conglomerate may be of interest to different supervisory agencies, or to dif-
ferent departments of an integrated supervision agency, or lastly, jointly exercised
sanctioning processes of liable financial institutions. In Canada, the FIU (which

) @GAN The Role of Italy's FIU in Administrative Proceedings Aimed
at Sanctioning Infractions of Reporting Obligations

Pursuant to Italian AML/CFT legislation, apart from any complicity in the
criminal offence, failure to report suspicious transactions is subject to
penalties that can range between 5 percent and 50 percent of the values
of the transactions involved. Because of its extensive knowledge of the
reporting system, the FIU has been tasked to provide the Ministry of Econ-
omy and Finance, which is the institution formally responsible for the issu-
ing of (pecuniary) sanctions, with a detailed opinion on infringements of
the reporting obligation. To this end, all competent supervisory authorities
(Guardia di Finanza, the Judicial police, the Bank of Italy, and so forth) for-
ward their written opinions on a particular matter both to the Ministry and

to the FIU (formerly the UIC, Ufficio Italiano dei Cambi). The General Affairs 7
and Administrative Violations Unit of the AML Department is tasked with
the assessment of these reports from objective and subjective points of
view in order to formulate a technical opinion for submission to the min-
istry. Up to June 2006, the FIU had filed more than 130 opinions to the
ministry.
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is formally responsible for enforcing the AML legislation) and OSFI have an MOU
under which OSFI shares with FINTRAC all information gained from its AML assess-
ment program. FINTRAC shares with OSFI information on STR and large cash/elec-
tronic funds transfer filings and sector statistics on filing trends and effectiveness.
Regular meetings are held between the two agencies to discuss trends and emerging
issues, as well as the specific results of assessments of individual entities.

Conversely, there may also be a need for a flow of information the other way
round, from the supervisor to the FIU. On-site inspections conducted by the super-
visor may bring to light unreported suspicious activity. To remedy this, countries
may provide the supervisor with the right to ensure that the FIU is informed, either
by making a report directly or by having the reporting institution file a belated STR.
Again, depending on the role of the supervisor in a given jurisdiction, it may be pos-
sible to make a simple agreement between the two institutions. On the other hand,
where general confidentiality provisions prohibit sharing of information gathered
in the execution of supervisory responsibilities, a specific legislative exemption may
be required.

Finally, in countries in which the FIU is the supervisory body responsible for
AML/CFT, it is necessary to ensure coordination between the prudential supervisor
and the FIU, which would clearly consider information encountered on deficient
internal controls in the course of a prudential inspection to be important. Similarly,
such information gathered by the FIU would be important to the prudential
supervisor.

3.1.2 Cooperation with Law Enforcement Authorities

The supervisor might, of course, uncover much more serious evidence during an
on-site visit—not simply evidence of an overlooked transaction, but of the bank’s
involvement in criminal behavior, whether that behavior was the result of active
involvement or of gross negligence. In that case, the supervisor may wish to inform
law enforcement authorities to consider further action.* The supervisor may, in fact,
have no choice, and be obliged to report any evidence of wrongdoing. Because such
a situation deals with criminal conduct, any information the supervisor gathers
should not be covered by any supervisory confidentiality provisions. To put matters
beyond doubt, however, legislators may choose to include an explicit provision to
this effect in the law.

There is, in any event, a need for dialogue and structural cooperation between
supervisory and law enforcement authorities. In the above example, it could be the
case that a law enforcement agency was already investigating the bank in question. If
the supervisor decided to take independent action without any dialogue or coordi-
nation, the entire criminal investigation could be disrupted. If the supervisory action
included the imposition of administrative sanctions, these sanctions could preclude
criminal sanctions from being applied (see box 7.2). Similarly, a prosecutor who took
law enforcement action without consulting the supervisor might cause a run on the
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m Supervisor-Prosecutor-Law Enforcement Cooperation

In the Netherlands, the AML supervisors meet regularly with the prosecu-
tor's office and the investigative authorities for financial economic crime.
This meeting is known as the Tri-Partite Meeting (Tripartiete Overleg or
TPO). The need for the TPO is both practical and legal. Because Dutch law
determines that the imposition of an administrative fine is a punishment,
such an imposition triggers the principle of double jeopardy. In conse-
quence, it is not possible to impose both an administrative fine and a crim-
inal sanction for the same offence. Any enforcement action taken by the
supervisor regarding a particular infringement of AML/CFT obligations
therefore precludes action being taken by the law enforcement authori-
ties, and vice versa. The TPQO's primary purpose, then, is to decide what
route to take, because the single choice of either the administrative or the
criminal route is binding. This is known as the una via principle.

Although there are no clearcut rules for deciding whether the prosecutor
or the supervisor will take action in any given case, there are some underly-
ing considerations. The primary intention of administrative action is to ensure
the compliance of the relevant institution, while criminal action is seen as the
ultimate remedy. In other words, the assumption is that the state will first
take administrative action and resort to criminal action only when administra-
tive action has proved ineffective. This occurs in cases of recidivism and of
deliberate money laundering and, very occasionally, on other grounds, when
a supervisor can demonstrate that criminal sanctions are the only appropri-
ate remedy for certain conduct. Recidivism cases are those in which admin-
istrative action has demonstrably failed to bring about the desired effect of
compliance. The institution or person at fault either continues to operate con-
tra legem or does not take any measures to prevent AML legislation infringe-
ment. When a legal entity is involved, the investigation and prosecution
should target not only the entity, but also the natural person who is actually
responsible for the criminal conduct. Sanctions other than monetary penal-
ties may be applied, because they are unlikely to have the desired effect
when substantial administrative fines have already failed. In such cases, sus-
pended jail sentences or other sanctions have to be considered. In cases of
deliberate money laundering, where there are concrete indications that AML
legislation is being deliberately violated to facilitate or perpetrate money
laundering, supervisory action will serve no purpose and criminal investiga-
tion and prosecution is, therefore, the only option.

In principle the TPO meets once a quarter, but there is a procedure for
dealing with emergency situations. The TPO only addresses the infringe-
ment of AML legislation and possible cases of money laundering.

Participants can register cases with the TPO secretary using a standard
form. The registration should include case content, full identification infor-
mation, evidence of wrongdoing, possible problems, the relevance for TPO
participation, the nature of the desired action and, where relevant, sensi-
tivity, recidivism history of the suspect, that is, any earlier administrative
action taken or threatened, and other important circumstances.
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bank, putting the bank in danger of collapse, or might cause unintended conse-
quences that could possibly affect the stability of the banking system. The prosecu-
tor’s concern, that of punishing criminal behavior, should be balanced against those
of the supervisor, namely, safeguarding the integrity and stability of the domestic
banking system.

Countries may opt for cooperation/coordination to take place on an ad hoc
basis, but a memorandum of understanding, or a covenant, can formalize such
coordination. Similarly, it is possible to formalize mutual considerations on whether
to proceed via the administrative or the criminal route or a combination of both.
Points of discussion® may include, among others:

+ Whether the authorities want to punish the institution or prefer to make it
comply

+ How much money is involved in the offense

+ Concurrence with other criminal behavior

+ Whether similar conduct has occurred before

+ Time delays involved in criminal action

+ Possible repercussions of the criminal action

Finally, the degree to which supervisory instruments can complement the tools
of law enforcement should be pointed out. Where, for example, a prosecutorial
agency cannot find sufficient evidence to bring a case, it may wish to pass the case
to the supervisor. Even where there is insufficient evidence for establishing the exis-
tence of a criminal offense of money laundering, the inquiry might have shown
breaches of AML/CFT requirements, such as customer identification, monitoring,
or reporting, that could be sanctioned by the supervisor.

3.2 Cooperation at the Policy Level
3.2.1 With all AML Stakeholders

If day-to-day operational contact among all institutions that play a role in the
AML/CFT system is essential to the proper functioning of the system, periodic con-
sultation among high-level representatives of those institutions is equally indispen-
sable if their continuing commitment is to be guaranteed. Through discussions and
by becoming aware of the capabilities and objectives of the other actors in the
AML/CFT system, these high-level representatives can ensure that duplications and
gaps are avoided. It is to achieve these goals that FATF R31 recommends that “pol-
icy makers, the FIU, law enforcement and supervisors ... coordinate domestically
with each other concerning the development and implementation of policies and
activities to combat ML/FT.”

These high-level meetings generally comprise representatives from relevant
ministries, law enforcement authorities (both investigative and prosecutorial), all
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financial supervisors, the FIU, sometimes also the tax authorities, and industry and
professional bodies (see boxes 7.3 and 7.4). Apart from resolving potential difficul-
ties in implementation and otherwise paving the way for cooperation at an opera-
tional level, these bodies may also have a role, either formal or informal, in preparing
and reviewing draft legislation. This input and commentary from the most impor-
tant stakeholders, at the highest level, may well facilitate a smooth passage of pend-
ing draft legislation. Should reporting entities be involved in this body, the meetings
may also serve to replace a consultation process, at least to provide feedback that can
then be placed in the consultation draft to pre-empt some of the comments.

322 With Other Supervisors

Where supervisors, in order to implement formal legislation, have been granted the
power to issue lower supervisory regulations, they must coordinate their efforts
with those of other supervisors to determine how those regulations are drafted and
implemented. Equality before the law implies equal treatment in similar circum-
stances, and this equality is to be reflected, not only in the regulations, but also in
individual cases. All other things being equal, a security institution’s incidental fail-
ure to report should not be penalized by a US$100,000 fine when a bank would
receive a mere warning from the banking supervisor for a similar failure. Although

m National Policy Cooperation in the U.S.

The Bank Secrecy Act Advisory Group (BSAAG) comprises representatives
from the Department of the Treasury, FINCEN (the Financial Crimes
Enforcement Network—the US FIU), the Department of Justice, the Office
of National Drug Control Policy, various law enforcement agencies, finan-
cial regulatory agencies (including self-regulatory organizations [SROs] and
state regulatory agencies), and financial services industry representatives
subject to Bank Secrecy Act regulations (including trade groups and practi-
tioners). The BSAAG receives, for consideration and comment, information
from the Secretary of the Treasury or his designee(s) concerning the
administration and enforcement of the BSA and associated reporting
requirements and concerning law enforcement’s use of such data. It also

informs the participating private sector representatives how law enforce- 7
ment agencies make use of the filed reports. On the basis of this dialogue,
the BSAAG advises the Secretary of the Treasury on ways in which the
reporting requirements could be modified to enhance the ability of law
enforcement agencies to use the information, and/or to reduce the burden
on reporting entities.
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)XY A Model of Cooperation: The Financial Expertise Centre in
the Netherlands

In order to fight financial economic crime more effectively and to safeguard
the integrity of the financial system, Dutch authorities established the
Financial Expertise Centre (FEC) in December 1998. This is a collaborative
effort among all authorities involved in the supervision, regulation, or inves-
tigation of the financial sector, under the management of the Ministries of
Finance and Justice.

The FEC participants are the Dutch Central Bank, the Netherlands Finan-
cial Markets Authority, the Netherlands Tax and Customs Administration,
the Public Prosecutions Office, the Fiscal Intelligence and Investigation
Department, the Netherlands FIU, the National Police Services, and the
Amsterdam-Amstelland Regional Police Force. The AIVD (Dutch General
Information and Security Service) also takes part on an ad hoc basis. Super-
vision, monitoring, criminal investigations and prosecutions, and intelli-
gence are thus all brought together.

The FEC carries out joint studies in financial economic crime areas,
including the financing of terrorism. In particular, its focus is on identifying
possible criminal elements in the regulated financial sector and on finding
early warning signs that indicate terrorist financing and loss of integrity in
regulated institutions, and evidence of offenses already committed. The
idea is that, working in unison, participants can identify and detect facts
and trends they would not have been able to find out working in isolation.
The FEC then decides how to deal with these offenses, using administra-
tive and/or criminal law. Generally, FEC projects result in administrative
action, legal or policy advice, fiscal penalties, or criminal prosecution.

Since its establishment, the FEC has made a clear contribution to the
participants’ performance of their duties. Several projects have been con-
ducted. The project on criminal networks resulted in three investigations
involving a total of 58 financial institutions (4 of which were considered
complicit with the criminal networks). The project on underground banking
resulted in the confiscation of drugs, firearms, 2.5 million euros, and the
imposition of four prison sentences. In addition, projects on nonprofit
organizations and terrorism financing, on the use of FIU information, and
on securities institutions have all been completed. Projects are being con-
ducted on the use of “straw men,” on real estate, and on money exchange
offices, resulting in three criminal investigations: a money laundering inves-
tigation involving 36 million euros; the identification of criminal staff in
money exchange offices and a bank; and on securities deposits.

Source: WB staff interviews, 2007.
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a binding rule at a higher level already goes some way toward securing equality,
supervisors must ensure that equality is maintained at the most detailed level, and
that similar infringements committed by entities supervised by different supervi-
sors receive similar penalties.

3.23 With the FIU

Given the expertise of FIUs in the realm of AML/CFT, and the fact that, in the
domestic domain, they are at the front line of discovering new trends and methods,
there is a valid reason for supervisors to receive training from them. Such training
can help them determine the areas of higher risk in their on-site/off-site inspections
and target the information they need from the institution. It may be that the mere
provision of relevant information is sufficient, rather than actual training, depend-
ing upon the exact circumstances. The FIU can also provide basic training to those
supervisors who are new to the area of AML/CFT and who need a standard intro-
duction. Conversely, of course, the FIU may itself carry out some supervisory tasks,
and may need training in how to carry out on-site inspections. In Belgium, for
instance, it is the banking supervisor that helps and trains the FIU in how to con-
duct on-site supervision.

3.2.4 With Reporting Entities

According to recommendation 25, “competent authorities” should establish
guidelines and should also provide feedback to reporting institutions. While pro-
vision of feedback would typically be executed by the FIU, it may be the supervi-
sor who establishes the guidelines that help the supervised entity to fulfill its
AML/CFT obligations. It is, after all, the supervisor who subsequently monitors
these obligations.®

Recommendation 25 of the FATF, among other standards and practices on the
same subject, states that the guidelines should “assist financial institutions and
DNFBP’ to implement and comply with their respective AML/CFT requirements.”®
Guidelines typically clarify the means to implement AML/CFT policies, including
CDD processes, AML/CFT risk assessments, beneficial ownership structures,
recordkeeping, reporting of suspicious transactions, and maintaining an adequate
level and mix of expertise through staff training. Depending on specific local cir-
cumstances, the guidelines may vary from jurisdiction to jurisdiction. In Jersey, 7
guidelines to clarify AML/CFT requirements are prepared by the Jersey Financial
Services Commission (JESC) with the assistance of a steering group representing

the financial industry. The guidelines give special importance to corporate gover-
nance issues (board responsibilities, ML/TF compliance officer’s missions, and so
forth) and to cultural barriers to the implementation of an effective AML frame-
work. The guidelines are extensively discussed with the industry. In Italy, the Bank
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of Italy issued the “Decalogo,” a regulation which gives practical guidelines on ways
to implement internal control and unusual transactions indicators requirements.

From an international perspective, the issuing of guidelines reaffirms that the
jurisdiction is committed both to the development of effective legal instruments
and to the enhancement of banks’ AML/CFT practices. The effect is to improve the
country’s credibility and its climate for doing business.

Guidelines and ongoing collaboration between the public and the private sec-
tors not only build trust (see box 7.5), but are also important components of an
effective AML/CFT regime. Responsiveness to ML/FT risks can be improved when
authorities understand the local conditions and circumstances, and when they apply
adequate regulation, which the private sector is able to grasp and implement effec-
tively.” An AML/CFT regime is unlikely to be effective if there is mistrust between
the public and private sectors, or if the regime is operating without the private sec-
tor’s full participation.

Guidance is typically regarded as soft law because it is not directly enforceable,
but when a supervised entity continually disregards guidance, that disregard may be
a factor in decisions on possible future action. Guidance is generic, however, and is
different from the recommendations or instructions a supervisor may issue follow-
ing an inspection, which typically are both binding and enforceable, and which are
always directed at an individual institution. Guidance concerns an entire group of
supervised entities and may relate to every aspect of the AML/CFT preventive

Building Mutual Trust and Confidence in Hong Kong

The Hong Kong Monetary Authority (HKMA) builds trust with the private
sector through regular meetings and discussions. Specifically, HKMA

e Develops guidelines on the implementation of regulations in the pri-
vate sector and consults the private sector in the development
process,

e Engages in ongoing dialogue with the private sector, and

¢ Participates in industry working groups on specific AML related top-
ics, such as private banking and politically exposed persons (PEPs).

To address specific concerns, HKMA posts letters to the banking indus-
try on its Web site. In HKMA off-site examination teams, each bank is
assigned a case officer who is responsible for maintaining ongoing com-
munication with the bank, including following up on banks' remediation of
deficiencies identified in the course of on-site examinations.

Source: WB Staff Interviews with HKMA, 2006.
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system. It does not impose new obligations on entities, but it does seek to illustrate
how certain obligations, already imposed, may be fulfilled in practice.

Finally, the banking supervisor often functions as the distribution point for lists
published periodically by the United Nations Security Council Committee pur-
suant to Security Council Resolution 1267, the Al-Qaida/Taliban Sanctions Com-
mittee. The lists designate natural and legal persons thought to be associated with
these terrorist groups, and all countries are obliged to freeze all funds belonging to
or controlled by them. To this end, a central authority, typically the central bank or
the banking supervisor, distributes the lists among its national financial institutions
to ensure that, if any institutions hold such funds, the funds are frozen.

Supervisors also play an important role in organizing AML/CFT training, which
is also part of the cooperation process. Depending on the country the supervisor
may provide training directly to the financial institutions (usually on a train-the-
trainers basis) or otherwise may encourage other institutions, such as the national
bankers’ association or compliance officers’ association, to provide it. In Korea, for
example, the FIU (KoFIU), in cooperation with the Korean Financial Supervisory
Service (FSS), is the agency that provides AML education and training to banks. The
KoFIU organizes workshops on a semiannual basis, where people from the FSS,
together with bank internal auditors and chief compliance officers, gather to discuss
compliance matters, including issues related to AML/CFT. The purpose of these
meetings (together with a good training program) is to help banks enhance their
compliance with AML standards, and so reduce ML risk. The discussions include
general guidelines on AML, such as the typologies of unusual transactions detected
in the course of on-site examinations, and the responsibilities banks have for AML,
for information-sharing, and for bank secrecy regulations. The workshops aim to
shape banks’ AML policies and to create/update training plans. To that end KoFIU
has developed a training curriculum that banks can use to train their own staff.!°

Given the difficulties in identifying beneficial ownership structures of bank cus-
tomers in Hong Kong, the Hong Kong Monetary Authority (HKMA) has issued
special guidelines on this issue. These require banks to verify the identities of own-
ers of client companies (including beneficial owners), and, in cases when business
has been introduced through third parties, the banks are also required to evaluate
the “fit and proper” criteria for all intermediaries.
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4 International Cooperation

41 General

International meetings of equivalent AML authorities from different countries pro-
vide a forum to set international standards and develop best practices, rather like
national meetings between AML authorities that serve to set domestic policy and
legislation. With the development of the financial industry, and the growth and
consolidation of banking groups active in more than one jurisdiction, cooperation
between banking supervisors from different jurisdictions is both more frequent and
more institutionalized. There are a number of fora which serve to promote such
cooperation and sharing of expertise.

Some well-established AML/CFT international fora include the Financial Action
Task Force (FATF), FATF-Style Regional Bodies (FSRBs),!! the Egmont Group (for
FIUs in charge of bank AML/CFT supervision),'? and, for supervisors, the Basel
Committee on Banking Supervision.

The Basel Committee on Banking Supervision (BCBS) works to strengthen
banking supervisory frameworks, to promote the advancement of risk management
in the banking industry, and to help improve financial reporting standards. The
BCBS produces publications on capital adequacy accounting and auditing; banking
problems; cross-border issues; core principles for effective banking supervision,
credit risk, and securitization; market risk; operational risk, transparency and dis-
closure; and, of course, money laundering and terrorist financing.

The committee does not possess any formal supranational supervisory author-
ity, and its conclusions do not have legal force. Rather, it formulates broad supervi-
sory standards and guidelines, and recommends statements of best practice, in the
expectation that individual authorities will take steps to implement them through
detailed arrangements, statutory or otherwise, that are best suited to their own
national systems. In this way, the committee encourages convergence toward com-
mon approaches and common standards but does not attempt detailed harmoniza-
tion of member countries’ supervisory techniques.!?

4.2 Cooperation among Supervisors

The BCBS issued its “Core Principles for Effective Banking Supervision” (BCP) in
1997, and a revised version in 2006.!* An essential element of banking supervision,
as principle 24 points out, is that supervisors should supervise a banking group on
a consolidated basis, that is, that they should adequately monitor all aspects of the
group’s business conducted worldwide. The principle emphasizes that banking
risks, including reputational risk, are not limited to national boundaries. It is only
possible to obtain the full and complete information required to evaluate the risk
run by the supervised institution if the home supervisor, that is the institution
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supervising the international bank’s main operations/head office has access to data
on all the bank’s operations, both at home and abroad. Conversely, the host super-
visor, that is, the government agency supervising at least some of the international
bank’s foreign branches or subsidiaries, might require access to information from
the head office. The standards on international cooperation, then, concern access to
information by both the home and host supervisors, and the conditions in which
information is provided.

BCP 25 deals more specifically with home-host supervisory relationships. In
dealing with material cross-border operations of its banks, a supervisor should
identify all other relevant supervisors and should establish informal or formal
arrangements (such as memoranda of understanding) with them for appropriate
information sharing. The information would concern the financial condition and
performance of such operations in the home or host country, and would be shared
on a confidential basis. Where agreements are reached on formal cooperation
arrangements, the relevant banks and banking groups should be informed.

A home supervisor should provide a host supervisor with information about

+ The bank or banking group, so as to allow a proper perspective of the activities
conducted within the host country’s borders,

+ The specific operations in the host country, and

« Significant problems arising in the head office or elsewhere, where appropriate,
if these might have a material effect on the safety and soundness of subsidiaries
or branches in the host countries concerned.

A host supervisor should provide a home supervisor with information about

+ Material or persistent noncompliance with relevant supervisory requirements,

+ Adverse or potentially adverse developments in the local operations of a bank
regulated by the home supervisor,

+ Adverse assessments of qualitative aspects of a bank’s operation, such as risk
management and controls at the offices in the host country, and

+ Any material remedial action taken about the operations of a bank regulated by
the home supervisor.

In most circumstances, it will be necessary to exchange at least a minimum level
of information between the home and host supervisors, but its frequency and scope
will vary depending on its importance. To this end, the host supervisor will inform
the home supervisor when the operations of the banking group are material to the
financial sector of its country. Conversely, the home supervisor will inform the host
supervisor when the operations of the host country’s banking groups are material
to those of the home country. Foreign banks should be subject to prudential, inspec-
tion, and regulatory reporting requirements similar to those for domestic banks.
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The host supervisor, before issuing a license, should establish that the home
supervisor has made no objection or has provided a statement of having no objec-
tion. The host supervisor, for the licensing process, as well as for ongoing supervi-
sion of cross-border banking operations in its country, should assess whether the
home supervisor practices global consolidated supervision.

Home country supervisors, in order to assess the group’s safety and soundness,
and its compliance with Know Your Customer (KYC) requirements, should have
on-site access to a bank’s local offices and subsidiaries. Before making visits to local
offices and subsidiaries of banking groups, however, home supervisors should
inform host supervisors. In that particular circumstance, usually, host supervisors
participate, as observers, in on-site visits led by home supervisors. As well, supervi-
sors intending to take consequential action based on information received from
another supervisor, should, to the extent possible, first consult with that supervisor.

4.3 Supervisors Cooperation on AML/CFT

The BCBS’s CDD paper, “Customer due diligence for banks” (October 2001) relates
more specifically to AML/CFT, and sets out standards and provides guidance for the
development of appropriate practices. The BCBS has been promulgating these stan-
dards worldwide to the banking industry and to supervisors. In February 2003, the
BCBS released a general guide to good practice in account opening and customer
identification. In October 2004 these papers were complemented by a paper on
“Consolidated KYC Risk Management,” which set out principles for an effective
groupwide approach.

The standards in the BCBS’s CDD paper relate both to the AML/CFT rules that
must be observed and to the supervisory practices that oversee and enforce those
rules. The supervisory standards also address the supervision of banks active in
more than one jurisdiction.

During on-site inspections, the home country supervisor or auditors should
face no impediments in their task of verifying the unit’s compliance with KYC poli-
cies and procedures. When reviewing customer files and conducting random sam-
pling of accounts, these supervisors should not be impeded by local bank secrecy
laws and should require access to sampled individual customer account informa-
tion to form a proper evaluation both of the application of KYC standards and of
risk management practices. There should, of course, be safeguards to ensure that
individual account information is used exclusively for lawful supervisory purposes
and that the recipient can protect it in a satisfactory manner. Where the KYC poli-
cies of a parent bank are imposed by its home authority and conflict with what is
permitted in a cross-border office, the home supervisor should confirm with the
host supervisor whether genuine legal impediments exist. If insurmountable
impediments exist, and if no satisfactory alternative can be found, the home super-
visor should make it clear that the bank may itself decide to close down the operation
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in question or may be required to do so by its home supervisor. In the final analysis,
any arrangements for on-site examinations should include a mechanism permitting
an assessment that the home supervisor finds satisfactory.'®

Other than the Basel Committee, there are several regional organizations and
committees that also provide a forum for discussing issues of international supervi-
sory cooperation.!® FATF recommendation 40 deals with, among other things,
supervisory cooperation. It makes clear that any information exchanged should be
used only for the supervisory purpose for which it is sought, and the information
should not be passed on to other authorities without permission from the supervi-
sor that supplied it. The information should, however, be shared both upon request
and pro-actively because the supplying supervisor believes the information might
be valuable to the other supervisor. It should also be made available in a manner
that is rapid, constructive, and effective. Supervisors should be able to conduct
inquiries on behalf of other supervisors and, if permitted under domestic law, to
conduct investigations upon request (see box 7.6 for further details).

) @GN Scope of Supervisory Cooperation in the EU

For supervisors based in the European Union, the Committee of European
Banking Supervisors (CEBS) issued its “Guidelines for co-operation
between consolidating supervisors and host supervisors” in 2006. The
scope of cooperation/information exchange is determined by the specific
entity’s significance or systemic relevance to the supervisor. The CEBS
guidelines note the following:

(1) The extent of cooperation and information sharing will be influenced
by the significance or systemic relevance of the entities, both within
the group and in their local market(s). The consolidating supervisor
and the host supervisors may have different views on the degree of
significance or systemic relevance of the various entities and on the
risks stemming from these entities for the group. Significance and
systemic relevance remain relative concepts to be assessed by the
consolidating and host supervisors on a case by case basis, and
determined by the consolidating supervisor for the purposes of the
supervision on a consolidated basis. In making their assessment,
supervisors should consider, at a minimum, the complexity, potential
impact, and size of the entity. 7

(2) The assessment of significance may consider a broad set of factors,
taken into account separately or in combination. For assessing signif-
icance, a nonexhaustive list of factors is listed below. Supervisors are
invited to consider a wider range of criteria whenever appropriate.

(Continued)

163



Preventing Money Laundering and Terrorist Financing

[ QKN Scope of Supervisory Cooperation in the EU (Continued)

(3) The consolidating supervisor and the host supervisors may each have
a different focus in their supervision of a given entity. It is therefore
important for them to communicate to each other their assessment of
the entity’s significance and the rationale for that assessment, and to
take each others’ assessments into account in structuring their coop-
eration. A periodic review of the assessment is recommended.

For the full text of the guidelines see www.c-ebs.org/pdfs/GL09.pdf.

m Hong Kong's Collaboration with Foreign Supervisors

Hong Kong has established MOUs with foreign supervisors, and HKMA
maintains up-to-date information about those jurisdictions in which Hong
Kong banks operate. Conversely, authorities supervising foreign branches
of Hong Kong banks are granted access to HKMA. Foreign supervisors
may also obtain HKMA inspection reports of foreign bank branches located
in Hong Kong.

The HKMA also plays an active role in the Executives’ Meeting of East
Asia Pacific (EMEAP) Central Banks, which is a cooperative organization of
central banks and monetary authorities whose primary objective is to
strengthen cooperation among its 11 members from the East Asia and
Pacific region. Three working groups have been established, the first on
payment systems, the second on financial market development, and the
third on banking supervision. The HKMA has, in the past, chaired the Work-
ing Group on Banking Supervision and has participated as a member in the
other two working groups.

In addition to its connection with EMEAR HKMA also maintains strong
relationships with FSRBs and with US supervisory agencies. Recently, the
HK and US authorities launched a knowledge exchange program, within
which HKMA staff visited FInCEN and the OCC and took part in on-site
examinations of US banks.

7 Source: WB staff interviews with HKMA, 2006.

The standards cited above recommend that the relevant parties create a memo-
randum of understanding (MOU) or other written agreement to facilitate cooper-
ation between supervisors (see box 7.7). Typically these documents are bilateral
between one supervisor and another, but platforms are now being established
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within the regional organizations mentioned above to allow for multilateral coop-
eration among supervisors.!”

Bilateral arrangements will vary according to the envisaged scope of informa-
tion exchange. The more frequent and intense the cross-border banking activity, the
more detailed will be the MOU or other document.

Other than exchanging information, supervisors may also exchange staff. The
Committee of European Banking Supervisors (CEBS) is providing a Web-based
information platform for CEBS members and observers who are willing to organize
temporary staff exchanges. The Association of Banks of the Americas organizes
internships for professionals who have less than three years’ experience in banking
supervision. The aim is to improve participants’ skills by exposing them to more
technically developed environments.
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Notes

1.

These may include records and registries of law enforcement agencies, identity/pass-
port, supervisors, tax authorities, customs authorities, land registration, vehicle
records, company registry, commercial databases, and others.

These may include police, specialist police units (for example, drugs, terrorism), crim-
inal records, anti-corruption agencies, customs, internal/external security/intelligence

agencies, supervisors, tax inspectors, and others.

. A dialogue should also be established between the government and nonfinancial busi-

nesses and professions, for example, lawyers, accountants, and real estate agents. For
example, in Korea, chief compliance officers in the banking industry have formed an
informal knowledge sharing network, and they meet to discuss compliance with
AML/CFT and other legislation on a monthly basis.

Basel Core Principles Methodology, CP 18, EC 11.

5. Similar considerations (but at a different level) may also be relevant to the supervisor’s

deciding whether to take the more severe action of imposing an administrative fine or
to content itself with simply sending a letter or issuing a warning.
In this regard, it is noteworthy that R25 is included in the section of the recommenda-

tions that is entitled: Supervision and Regulation.

7. DNFBP: designated nonfinancial businesses and professions.

8. Guidelines are useful to bring clarity to AML/CFT legislation and national and interna-

11.

tional standards, particularly those that have been newly implemented. In June 2004, for
example, the HKMA disseminated a Supplement to the Guideline on Prevention of Money
Laundering and interpretative notes reflecting the revised 40 FATF recommendations. In
the process of preparing the Supplement, the HKMA engaged in a consultative process
with the banking industry to discuss views of common concern and practical implica-
tions of introducing new guidelines. In this regard, HKMA organized workshops on spe-
cific AML/CFT issues like CDD for private banking, correspondent banking, including

offshore centers, PEPs, third party introducers, and cross-border transactions.

. World Bank and IME, 2004.
10.

At KB Bank, a comprehensive employee training program builds on the KoFIU guide-
lines, among others. It includes AML education at the KB Learning Center, branch self-
learning, an on line course for all employees, KB satellite broadcasting education,
assembly AML education for internal control managers, and notifications on unusual
types of transactions. In 2005, for example, 23 notifications were distributed.

The regional FATF-style bodies have similar form and functions to those of the
FATF, though on a regional basis. Some FATF members are also members of these
bodies. For FSRBs, see Financial Action Task Force on Money Laundering in South
America (GAFISUD, http://www.gafisud.org), Caribbean Financial Action Task
Force (CFATE http://www.cfatf.org/), Eurasian Group (EAG, http://www.eurasiangroup.
org/), Eastern and Southern Africa Anti-Money Laundering Group (ESAAMLG,
http://www.esaamlg.org/), Intergovernmental Action Group against Money-Laundering
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in Africa (GIABA, http://www.giabasn.org/), and Middle East and North Africa Finan-
cial Action Task Force (MENAFATE, http://www.giabasn.org/).

12. In 1995, for example, a group of FIUs at the Egmont Arenberg Palace in Brussels decid-
ed to establish an informal group for the stimulation of international cooperation, now
known as the Egmont Group. See: http://www.egmontgroup.org/.

13. See BCBS, History of the Basel Committee and its Membership, January 2007.

14. For a full text of the Basel Core Principles see http://www.bis.org/publ/bcbs129.pdf. See
http://www.bis.org/publ/bcbs130.pdf for the Methodology for assessing the BCP.

15. For a full discussion see the Basel CDD paper, paragraphs 63 and further at
http://www.bis.org/publ/bcbs85.pdffnoframes=1. In addition to the papers mentioned,
the Basel Committee also published a paper called “Sharing of financial records in con-
nection with the fight against terrorist financing” (April 2002), which is basically a sum-
mary of a meeting of G10 supervisors and legal experts in Basel in December 2001.

16. They are the following: The Association of Financial Supervisors of Pacific Countries,
the Arab Committee on Banking Supervision, the Association of Supervisors of Banks
of the Americas (ASBA) (www.asbaweb.org), the Caribbean Group of Banking Supervi-
sors, the EMEAP Working Group on Banking Supervision (www.emeap.org), the Group
of Banking Supervisors from Central and Eastern European Countries, the Committee
of European Banking Supervisors (www.c-ebs.org), the Banking Supervision Commit-
tee of the European System of Central Banks, the Group of French-speaking Banking
Supervisors, the Gulf Cooperation Council Banking Supervisors’ Committee, the Islam-
ic Financial Services Board (www.ifsb.org), the Offshore Group of Banking Supervisors
(www.ogbs.net), the Regional Supervisory Group of Central Asia and Transcaucasia, the
SADC Subcommittee of Bank Supervisors, the SEANZA Forum of Banking Supervisors,
and the Committee of Banking Supervisors in West and Central Africa.

17. In this respect, reference can be made to the setting up of so-called “colleges” of super-
visors under the umbrella of the Committee of European Banking Supervisors (for
detailed information see http://www.c-ebs.org/press/documents/CEBS%202007%
20177%20rev%202%20(template%20for%20written%20agreements)%20final%
202.pdf)
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Annex 1: Designing an Effective
AML/CFT Framework That
Supports Initiatives to Broaden
and Deepen Financial Access
by the Poor

The world community recognizes the positive economic impact of broad access to
financial services.! An inclusive financial system provides appropriate financial
services to as many as possible, especially the poor and the socially vulnerable, who
have lacked access to such products and services in the past.

Governments committed to financial inclusion must ensure that their
AML/CFT frameworks are effective and meet international standards, but should
also ensure that the AML/CFT controls do not undermine access unnecessarily.
AML/CFT controls are inherently exclusive because they are aimed at identifying
and deterring potential criminal abuse of the financial system. However, if the con-
trols are not designed with care, they may also exclude honest clients who are
socially vulnerable.

The AML/CFT laws may, for instance, require potential clients to verify their
particulars by means of official documentation that is not easily available to the
poor. Such a requirement not only undermines financial inclusion but also under-
mines the AML/CFT system. The effectiveness of the AML/CFT system depends
on its reach: the greater the number of persons and transactions that fall outside
the reach of the system, the less it is able to identify suspicious transactions in the
economy at large.? AML/CFT is therefore strengthened when the system responds
sensitively to the need for financial inclusion.?

AML/CFT controls are often costly and should therefore be required, and
imposed, to the extent necessary. Overly conservative controls may create unnecessary
cost barriers for poor clients and may also undermine competition in the market:
controls can raise the administrative costs of small service providers to such an extent
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that they are forced out of the market. This in turn will restrict the offering of
financial services, thereby undermining financial inclusion.

The risk-based approach of the Financial Action Task Force (FATF) and the flex-
ibility of many of its recommendations provide a framework for the development
of an effective AML/CFT system that supports financial inclusion.*



Annex 1: Designing an Effective AML/CFT Framework

A 1.1 The Design of Appropriate Policy

An alignment is required between a country’s AML/CFT policy and its policy on
financial inclusion. This alignment occurs best when particular matters are con-
sciously addressed in policy. Where the FATF recommendations allow flexibility
and tailoring, the country should strive to attune its AML/CFT measures to the
domestic environment, especially domestic money laundering and financing of
terrorism (ML/FT) risks. A recent study identified a number of guidelines that may
assist a country in the formulation of its policy in this regard. These guidelines are
summarized in box Al.1.

When it formulates its policy, a country should consider the factors to be used to
determine whether products or services pose a higher or lower risk of ML/FT abuse.
Such factors often include the value of the transaction; the nature of the transac-
tion; and the nature, identity, and nationality of the parties to the transaction.
Restrictions that address the relevant factors can be imposed to limit potential
ML/FT risk posed by a specific product. See the example in box A1.2.

Monetary limits can be used to restrict money-laundering risks but they have
not been endorsed by the FATF as appropriate to control terrorist financing risk.
Money laundering generally involves larger amounts, while terrorist activities can
be funded by modest sums. Monetary limits on their own are therefore not effective
at controlling terrorist financing risks. However, few controls are effective when
employed on their own. Control mechanisms that combine a number of controls
are more effective. The same would apply to the use of monetary limits in respect of
terror financing risk.

Recent experiences in respect of transformational mobile phone banking, as
described in Annex 2, illustrate a service-based approach in this regard. Lessons
that can be drawn from South African experiences with low risk products are set
out in Annex 3.

(VK]
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[ Q. WKE Developing an Effective AML/CFT System That Supports
Financial Inclusion: Policy Guidelines

1. Develop a policy

Before an AML/CFT regime is enacted, or even if already enacted, the
domestic financial sector policy maker or regulator should consider
the interaction between imposing AML/CFT controls and financial
inclusion. Policy makers should guard against adopting templates or
regulations imposed in other jurisdictions without first considering
the appropriateness and potential impact of those regulations in their
own jurisdictions.

2. Follow a consultative and flexible approach
Getting the balance between effective AML/CFT controls and financial
inclusion right will require regulators to consult on an ongoing basis
with the key interest groups. These include financial institutions, both
registered and unregistered, law enforcement agencies, and other
national agencies, notably those responsible for the national identifica-
tion infrastructure.

3. Assess and define the risk

The financial sector policy maker, relevant regulators, and law
enforcement and intelligence agencies must assess the domestic
ML and FT risks, drawing upon information provided by the agencies
concerned as well as formal and informal financial and other relevant
institutions. The identified risks must be mapped to financial subsec-
tors, institutions, transactions, client categories, or other relevant
characteristics (for example, geographic area) to produce a risk frame-
work and resultant priorities for regulation and control.

4. |dentify excluded and vulnerable groups
Identify the levels of financial exclusion, as well as the main causes
for such exclusion, in order to scope the potential impact of AML/CFT
controls on financial inclusion. Excluded groups refer to all persons
who do not use financial services provided by financial institutions
registered with the relevant supervisors of financial services, and
typically include the poor and informal and undocumented migrants.

5. Assess the domestic resource envelope
The imposition of AML/CFT controls that cannot be implemented
within the domestic resource envelope tends to increase financial
exclusion without contributing to effective AML/CFT risk manage-
ment. Key national resources to assess include (1) the capacity of
financial services providers (for example, their systems), (2) the
capacity of the financial sector regulator/supervisor (including the
FIU, if one is already established), and (3) the coverage, integrity, and
accessibility of the national or other identification systems.
(Continued)
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{) Q. WKE Developing an Effective AML/CFT System That Supports
Financial Inclusion: Policy Guidelines (Continued)

6. Reduced control for lowerrisk transactions

Where the risk of money laundering (as opposed to the risk of the
financing of terrorism, for which no risk-scaling model has yet
emerged) is lower, reduced controls can be applied to facilitate financial
inclusion. These adjustments aim to mitigate or reduce inability or diffi-
culty for clients in providing documentary evidence to verify identity or
residential address; compliance costs for financial institutions flowing
from systems requirements; and CDD and record-keeping obligations
(notably a requirement to keep physical records, especially for one-off
transactions).

7. Risk-based sequencing of AML controls
Where countries do not have the capacity to implement full and effec-
tive AML/CFT controls on all relevant transactions and institutions all
at once, a sequencing approach can be followed. The level of controls
imposed must be scaled to the capacity of the regulator and the insti-
tutions involved. Sequencing and scaling must be coupled with a
framework to manage an increase in the required capacity to ensure
that international standards are reached.

8. Promote market-based reforms facilitating formalization

The twin objectives of effective AML/CFT controls and financial
inclusion can be greatly enhanced by market incentives that (1) for-
malize informal or unregistered providers of financial services and/or
(2) migrate users of informal financial services to formal or regis-
tered providers. Although such reforms are not strictly part of
AML/CFT regulation, their short-term impact on both objectives may
be more significant than the actual AML/CFT regulation, and should
be favorably considered by regulators seeking to implement
AML/CFT controls.

9. Develop the national identification infrastructure
If a country’s national identification infrastructure and other private
databases lack coverage, integrity, or are not easily and cost-effectively
accessible to financial institutions for verification purposes, the state
should address the deficiencies.

Quoted from Bester, H., D. Chamberlain L. de Koker, C. Hougaard,
R. Short, A. Smith, and R. Walker. Implementing FATF standards in develop-
ing countries and financial inclusion: Findings and guidelines FIRST Initiative
(2008).
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A 1.2 The Importance of Appropriate Supervision

In a country where financial inclusion is not a government priority, the supervisor
tends to focus fairly narrowly on the AML/CFT controls of the regulated institutions.
Institutions that maintain conservative controls can normally expect a positive
report. However, in a country that also supports financial inclusion, the supervisor
will consider the appropriateness of the controls in relation to the risk posed by the
range of products and services. Conservative controls are required for higher-risk
products and services but are not necessarily appropriate for lower-risk products.
Such controls may contribute to addressing the low level of ML/FT risk those
products pose, but they may have a serious negative impact on access to those prod-
ucts. If the controls undermine financial access, they will also restrict the AML/CFT
footprint, thereby undermining the broader AML/CFT objectives.

If a supervisor believes a regulated institution has implemented overly cautious
controls on a particular product, it is important to communicate with the institu-
tion to understand the reason for the controls. A regulated institution should pro-
tect itself against criminal abuse. A supervisor should, therefore, be careful to
interfere and press for diluted controls if the institution believes they are inappro-
priate. However, it may transpire that controls were designed without a proper
analysis or appreciation of the risks or the impact of the controls. If this is the case,
the supervisor can engage the institution about the general quality of its risk assess-
ment and risk management processes. If inappropriate controls were adopted as a
result of ignorance, guidance may be provided to institutions to support the devel-
opment and adoption of appropriate controls. If, however, the supervisor concludes
that inappropriate AML/CFT controls are being employed to exclude low-income
clients, regulatory intervention may be required.

The supervisory process should also be used to assess the crime risk of the lower-
risk products. Controls are normally designed on the basis of assumptions made
about the risks products and services will pose. It is important to test these assump-
tions after the controls have been implemented.> The supervisor should consider
whether the controls counter the risk in a cost-effective and pragmatic manner. Key
factors to consider would include the following:

+ Why the bank regards the product or service as low risk

* The nature and extent of the controls imposed

+ The ability of the controls to mitigate the risk posed by the product or service

* Whether more cost-effective controls could be employed by the bank

+ Whether the general public is able to meet the requirements of the controls
with relative ease

The examiner should request statistics regarding identity fraud, theft, money laun-
dering, and terror financing that occurred with the higher- and lower-risk products of
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). ¢:WWA KYC Procedures in South Africa

South Africa wished to facilitate the offering of basic financial services to
the poor. It therefore disposed of the requirement to obtain and verify res-
idential address particulars with respect to basic financial products. These
products were subjected to the following controls and limits to lessen any
ML/FT risk that may be introduced by the reduced requirements:?

1. Type of customer: the products are available only to natural persons
and not to companies and other legal persons.

2. Nationality of the customer: the customers must be South African
citizens or residents.

3. Domestic transactions: cross-border transfers may not be made,
save for point-of-sale payments or cash withdrawals in the Rand
Common Monetary Area.

4. Monetary limits: there is a daily limit as well as a monthly limit on
withdrawals, transfers, and payments. If the product is an account, a
limit is placed on the balance that may be maintained in the account.
The latter limit is reinforced by restricting the customer to not more
than two such accounts at the same institution.

a. De Koker, Money laundering and terror financing risk management of low risk financial
products and services in South Africa. FinMark Trust 2008.

a regulated institution. These statistics, if they are available, which in practice is rarely
the case, should be analyzed to determine whether they validate the risk assumptions
that were made. Realistically, low-risk products can be expected to show a measure of
criminal abuse. However, the abuse should be limited, and the level of abuse should
be substantially less than the abuse suffered by the higher-risk products. If the statis-
tics do not validate the assumptions, the relevant regulations and the design of the
controls of the institutions will need to be revisited.

Notes

1. Demirgiic-Kunt, A., T. Beck, and P. Honohan. Finance for all? Policies and pitfalls in
expanding access. The World Bank (2008). http://econ.worldbank.org/WBSITE/
EXTERNAL/EXTDEC/EXTRESEARCH/EXTPRRS/EXTFINFORALL/0,,menuPK:
4099731~pagePK:64168092~piPK:64168088~theSitePK:4099598,00.html.

2. De Koker, L. “Money laundering control and suppression of financing of terrorism: Some
thoughts on the impact of customer due diligence measures on financial exclusion.” 2006
(1) Journal of Financial Crime 26 43-44.
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3. Bester, H., D. Chamberlain, L. de Koker, C. Hougaard, R. Short, A. Smith, and R. Walker.
Implementing FATF standards in developing countries and financial inclusion: Findings and
guidelines FIRST Initiative (2008).

4. Isern,]., D. Porteous, R. Hernandez-Coss, and C. Egwuagu. AML/CFT regulation: Impli-
cations for financial service providers that serve low-income people. CGAP Focus Note 29
(2005). http://www.microfinancegateway.org/content/article/detail/27418

5. De Koker, L. Money laundering and terror financing risk management of low risk financial
products and services in South Africa. FinMark Trust (2008).



Annex 2: Managing ML/FT Risks of
Low-Risk Products: The
Example of Branchless Banking

Many banks have offered mobile phone banking services for some time. These
services generally supported the use of bank accounts that were opened in the
traditional manner, after contact with a representative of a bank. However,
recently a number of countries allowed limited financial services, especially
banking services, where accounts are opened and activated via a mobile phone,
without personal contact with the bank or a representative of the bank.! Porte-
ous classifies the former as “additive” mobile banking, and mobile phone banking
account origination that can extend financial services to the unbanked as “trans-
formational” mobile banking.?

Transformational mobile financial services present a powerful channel to
broaden financial access, especially in countries with large territories and sparse
populations that cannot support traditional branch-based banking.? It can there-
fore be used to increase the footprint of a country’s AML/CFT system and to for-
malize transactions currently concluded informally in cash. However, several
features of mobile phone banking can also lead to criminal abuse. A World Bank
paper? identified the following potential vulnerabilities:

+ Anonymity: the risk of not knowing a customer’s actual identity

* Elusiveness: the ability to disguise mobile transaction totals, origins, and desti-
nations

* Rapidity: the speed with which illicit transactions can occur

« Poor regulatory and supervisory oversight: the risk that the lack of clarity about
the role and responsibilities of telecommmunications and financial regulators
diminishes the quality of oversight

The paper advises a service-based rather than a provider-based approach when
assessing actual money laundering and terror financing risks for mobile financial

(VE]
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services. The lines differentiating financial providers in the banking, telecom,
credit card, and mobile commerce sectors have become blurred. With the crossover
of mobile phone and payment systems operators into the financial services sector,
potential risks more likely depend on the characteristics and complexity of serv-
ice provided than on the service provider. A service-based approach offers greater
flexibility to identify and diminish actual ML/TF risks, and is more favorable to
creating an equal playing field for all providers of all types.

In order to analyze money laundering and terrorist financing risks and suggest
effective risk mitigation practices, the paper advises that the four major types of
mobile financial services need to be analyzed separately. The four core services of
mobile financial services are the following:

* Mobile financial information: enabling customers to view their personal account
data and general financial information without conducting transactions.

*+ Mobile bank and securities accounts: enabling bank and securities account hold-
ers to conduct transactions.

+ Mobile payments: enabling nonbank and securities account holders to make
payments with mobile phones.

« Mobile money: enabling users to store value on their mobile phone, or
mobile phone account, in the form of electronic currency that can be used
for multiple purposes, including transfers to other users and conversion to
and from cash.

These services, that in practice are often found in combination, have different
risk profiles. Those who are furthest removed from traditional financial service
models (especially mobile money) present the highest risk, but also hold the biggest
potential to advance financial inclusion. Such services are not by nature low-risk,
but if they are subjected to appropriate control measures, the potential for money
laundering or terrorist financing abuse can be limited.

The World Bank paper identifies various mitigation responses appropriate to
the specific services. The responses include the following:

* Anonymity can be mitigated through enhanced Know Your Customer proce-
dures and identification tools.

* Elusiveness can be diminished through transaction limits and enhanced cus-
tomer profiling, monitoring, and reporting.

Rapidity can be checked by flagging certain types of transactions and managing
risks of third-party providers.

Poor oversight can be mitigated by transparent guidelines on mobile services,
clearer licensing and regulation of providers, and effective risk supervision
and risk management within bank and nonbank mobile financial service
providers.
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The money laundering and terrorist financing risks posed by different services
must be evaluated, but these risks can be managed effectively within the FATF
risk-based framework.

Source: Chatain, P-L., R. Hernandez-Coss, K. Borowik, and A. Zerzan. Integrity in
Mobile Phone Financial Services, working paper 146, The World Bank (2008).

Notes

1. See Lyman, T., D. Porteous, and M. Pickens. Regulating transformational branchless
banking: Mobile phones and other technology to increase access to finance. CGAP Focus
Note 43 (2008) (http://www.cgap.org/p/site/c/template.rc/1.9.2583). Ivatury, G. and
I. Mas. The early experience with branchless banking. CGAP Focus Note 46 (http://www.
cgap.org/p/site/c/template.rc/1.9.2640).

2. See D. Porteous. Just how transformational is m-banking? (a study commissioned by
FinMark Trust) (http://www.finmarktrust.org.za/Documents/transformational
mbanking. pdf). (2007)

3. Lyman, T., D. Porteous, and M. Pickens. Regulating transformational branchless banking:
Mobile phones and other technology to increase access to finance. CGAP Focus Note 43
(2008) (http://www.cgap.org/p/site/c/template.rc/1.9.2583).

4. Chatain, P-L, R. Herndndez-Coss, K. Borowik, and A. Zerzan. Integrity in Mobile Phone
Financial Services, working paper146, The World Bank (2008).






Annex 3: Risk Management
Principles for Low-Risk Products:
Some Guidelines

South Africa created a framework that allowed banks to offer basic financial
products to enhance financial inclusion. These products are subject to simplified
controls. A recent study reviewed the nature and extent of crime experienced in
relation to these products. The study found that crime levels were indeed lower
for these products compared to other, standard financial products. The study
also identified a number of guidelines that may assist regulators that wish to
design a similar framework:

Design the Low-Risk Framework with Care

A regulator concerned about the impact anti-money laundering and combating
terrorist financing (AML/CFT) may have on access to financial services should
create a clear carve-out framework that provides appropriate relief. The design of
that framework should be informed by research regarding the reality and needs of
the unbanked. Once the low-risk framework is implemented, the regulator must
monitor the use and abuse of the relevant products. Criminal abuse that does occur
must be analyzed to ensure that the framework does not allow disproportionate
risk. If the levels of risk are of concern, appropriate adjustments to the framework
will be required.

Assess and Manage the ML/FT Risk of
Low-Risk Products

Banks should consciously assess the money laundering and terrorist financing
(ML/TF) risk that may be associated with low-risk products. These products are
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exposed to risk; and even though the level may be low, the risk must be consid-
ered and managed. Management of the risk requires monitoring of abuse that
occurs and a conscious review of the controls in the light of practical experi-
ence. The risk profile of many low-risk products will tend to increase as crimi-
nals identify ways to circumvent controls or to abuse a product despite the
restrictions imposed. It is therefore important to monitor the risks to ensure
that additional or different controls can be imposed when necessary. In this
process, it is important to compare the risk profile of the low-risk products with
those of standard and higher risk products. A comparative view will ensure that
low-level abuse of low-risk products does not lead to the introduction of
disproportionate controls.

Profile Customers

Banks must identify customers, and their identities must be verified as required
by the national AML/CFT framework. This ensures that the bank knows who
the customer is. However, from an AML/CFT risk management perspective the
mere identity of the customer is not necessarily very useful. Information such as
the source of income of the customer and the expected use of the product is
more valuable because it enables the bank to form a picture of the expected
transaction profile of the customer. Customer transactions that diverge from
that profile would normally trigger a review of the customer and the account,
and that may lead to the reporting of a suspicious transaction. Compared to
document-based verification, profiling is relatively cheap and less disruptive.
The information is simply recorded and is of value whether it is verified or not.
Such information not only improves the effectiveness of the monitoring of
transactions but also saves costs because it assists forensic investigators to close
investigations where unusual transactions can be sufficiently explained by the
particular customer’s profile.

Consider the Likely Customers

Banks should consider control measures when they allow wealthier clients to use
products that were designed for the poor and the socially vulnerable. Where a target
customer group was defined and appropriate controls were designed for the target
group, care must be taken when persons outside that group are given access to that
product. It is not necessary to exclude them from the product, but it may be appro-
priate to impose additional controls.
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Conduct Careful Vetting, Training, and Monitoring
of Agents

Banks that use agents to market these products and to assist potential customers to
open accounts should manage the risk posed by these agents with care. The agents
normally work outside a branch environment and are not integrated into the struc-
ture of community of the bank. They may not share the organizational values of the
bank or have a particularly strong sense of loyalty to the bank. Agents are therefore
more vulnerable to intimidation and corruption. The risk at agent level increases
when they work on a commission basis, which can make them more likely to open
rather than refuse an account.

It is therefore important to check the background of a potential agent. A check
should, for instance, be conducted on the person’s criminal record, if any. In addi-
tion, newly appointed agents should be introduced to the bank’s ethics and values.
Ethical orientation should be ongoing to ensure that agents uphold those values
and are committed to protecting the bank against abuse by criminals. Agents form
part of the control procedures of the bank. It is therefore important to train them
on the money laundering control procedures and especially to provide them with
the ability to identify fake identification documentation and suspicious clients.
Agents often know the clients in their community and are well placed to identify
possible client risk once they understand AML/CFT control.

Nonbranch-Based Withdrawal Limit

Criminals seem to be particularly sensitive to daily cash withdrawal limits, espe-
cially in relation to ATM withdrawals. Institutions with conservative daily with-
drawal limits seem to enjoy more protection against abuse than institutions with
more liberal limits. Given the value of most of the transactions with these products,
it does not appear as if conservative restrictions will create unnecessary hardship for
the majority of the poor who uses these accounts. A general limit may be softened
by granting a customer a higher daily withdrawal limit if the customer passes
certain controls.

Educate Customers

Many users of low-risk products are new to the banking system. The majority of
them would not necessarily understand the dangers of allowing someone else to use
their account for transaction purposes. They may have an awareness of the risk
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of theft but would not necessarily understand how someone could use an account
with a nil balance to launder money or how they could be abused as mules to open
accounts for criminals. It is therefore important to alert customers to this danger
when they open such an account, and this issue should be emphasized as part of the
bank’s continued communication with its clients.

Source: De Koker, Money Laundering and Terror Financing Risk Management of
Low-risk Financial Products and Services in South Africa. FinMark Trust (2008).



Annex 4: Preparing and
Conducting an On-Site
Examination For AML/CFT

It would be difficult to develop examination procedures that would apply to every
country, given the differences among their laws, regulations, and policies. One can,
nevertheless, provide some examples of examination procedures and examination
concepts that jurisdictions can adopt or modify as necessary.

This annex fleshes out many of the ideas presented in the main text, especially in
Chapter 5, in a more in-depth and practical way. Many of the procedures have been
derived from a handbook used by US bank regulators. This handbook, which can be
accessed on the Internet,! is very comprehensive and incorporates many of the
FATF Recommendations and other international best practices. The specific exam-
ples have been modified somewhat by World Bank staff so client countries can more
readily apply them in their own banking environment.

Section A4.1 begins with the steps to be taken to organize an examination
and includes the scoping and planning process. Section A4.2 describes the
review of the bank’s anti-money laundering and combating the financing of ter-
rorism (AML/CFT) Risk Assessment. Section A4.3 describes the evaluation of
the bank’s AML/CFT Compliance Program, and section A4.4 presents other
areas to be examined as part of the on-site process, with a special focus on key
elements of AML/CFT preventive measures (customer identification, customer
due diligence (CDD), suspicious transaction reporting, and so forth). Sections
A4.5 and A4.6 focus respectively on Customer Due Diligence, Recordkeeping,
and Suspicious Transaction Reporting requirements, while Section A4.7
describes how to assess the bank’s compliance with regulatory requirements
with respect to foreign correspondent account recordkeeping. Section A4.8
presents the requirements for due diligence in private banking and how to assess
them, whereas Section A4.9 focuses on how examiners should pay attention to
other risky accounts.
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A 41 The Examination’s Scope and Plan

A 411 Objectives

The examiner’s objectives are to identify the bank’s AML/CFT risks, develop the
examination scope, and document the examination plan. This process includes
determining staffing needs and technical expertise for the examination and select-
ing the procedures. To facilitate the examiner’s understanding of the bank’s risk
profile, and to establish the appropriate scope of the AML/CFT examination, the
examiner, in conjunction with reviewing the bank’s AML/CFT risk assessment,
should complete the following steps.

A 4.1.2 Steps to Be Followed

Preparatory work to determine the scope of the on-site visit

It is difficult to gauge the scope of the mission at its outset without conducting
preliminary activities that help the mission chief determine the length of the mis-
sion, the nature of the investigations, the duration of the visit, and the number of
assistants. Essentially, the preparatory work entails the review of key documents
available either at the off-site department or at the bank. The main tasks to be
undertaken are as follows:

1. Review prior inspection reports and the responses of management to previously
identified AML/CFT violations, deficiencies, and recommendations. Determine,
through discussions with the mission chief, or with the prior mission chief, if
there is any additional information or ongoing concerns that have not been doc-
umented in the correspondence. Review news articles concerning or pertaining
to the bank or its management.

2. Review the prior examination work papers to identify specific AML/CFT exam-
ination procedures already completed, obtain AML employee contact informa-
tion, identify the reports and formats used by the bank to detect unusual
activity, identify previously noted high-risk banking operations, and review any
prior recommendations for this examination.

3. To the extent needed to gain a proper understanding of the bank’s manage-
ment, including the AML compliance officer, discuss the following with the
bank’s executives and other counterparts:

m The AML/CFT compliance program

m The AML/CFT management structure

m The ML/FT risk assessment

m Systems for monitoring and reporting suspicious activity
m The level and extent of automated AML/CFT systems

4. Inform the bank, in a request letter, when the examination is to begin. The
request letter should state what information and records the bank should make
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available on the first day of the examination, and what information and records,
if any, it should send (and by what date) in advance of the on-site visit.

5. Review the documents provided in the bank’s response to the request letter to
determine whether it has provided all the requested information and records. If
there are any deficiencies, send a follow-up letter, or otherwise communicate
with the bank management about them.

6. Read the correspondence between the bank and its primary regulators. The
examiner should become familiar with the following, as applicable:

m Outstanding, approved, or denied bank applications

m Change of bank control documents, when applicable

m Approvals of new directors or senior management, when applicable
m Details of meetings with bank management

m Other significant activity affecting the bank or its management

7. Review all correspondence between the bank, or the primary regulators, and
outside regulatory and law enforcement agencies, on the subject of AML/CFT
compliance. Such communications, particularly those from the financial intel-
ligence unit (FIU) and other competent authorities, may document matters
relevant to the examination. Some examples are:

m Filing errors for suspicious activity reports, large cash transaction reports, or
other reports required by the jurisdiction

m Civil money penalties or other sanctions issued by or in process from the FIU
or other competent authority

m Law enforcement subpoenas or seizures

m Notification that the competent authorities in the jurisdiction have imposed
mandatory account closures on noncooperative foreign customers holding
correspondent accounts

8. Review suspicious transaction reports (STRs),? large cash reports, and other
AML/CFT reporting information obtained from the bank’s database. The mis-
sion chief will determine the length of time for which they will be needed.

In these documents, take note of the following, and analyze the data for
unusual patterns, such as
m Volume of and types of banking activity, and whether they are commensu-
rate with the customer occupations or types of businesses
m Number and local currency volume of transactions involving high-risk
customers
m Volume of large cash reports
m Volume of STRs and cash reports in relation to the bank’s size, asset or
deposit growth, and geographic location
Specific targeted volumes, or “quotas,” for STR and large cash filings should
not be set for any given bank size or geographic location. As part of the exami-
nation, however, examiners should review any significant changes in the volume
or nature of STRs and large cash reports that have been filed, and should con-

sider possible reasons for these changes. ﬂ
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9.

10.

Review internal or external audit reports and work papers in terms of
AML/CFT compliance and determine the comprehensiveness and quality of
audits, findings, and management responses, and what corrective actions were
taken to remedy any deficiencies. A review of the independent audit’s scope,
procedures, and qualifications will provide valuable information on the ade-
quacy of the AML/CFT compliance program.

On the basis of the above examination procedures, and in conjunction with the
review of the bank’s money laundering/financing of terrorism (ML/FT) risk
assessment, develop an initial examination plan. The mission chief should ade-
quately document both the plan and any changes to it that occur during the
examination. The process of determining the scope and plan of an examination
should ensure that the examiner is aware of the bank’s AML/CFT compliance
program, its compliance history, and its risk profile, including products, serv-
ices, customers, and geographic locations.

While the examination plan may change at any time as a result of on-site find-
ings, the initial risk assessment enables the examiner to establish a reasonable
scope for the AML/CFT review. For the examination process to be successful,
examiners must maintain open communication with the bank’s management
and discuss relevant concerns as they arise.
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A 4.2 The Review of the Bank's ML/FT Risk Assessment

After planning the examination and its scope, another key task at an early stage is a
review of the bank’s ML/FT risk evaluation. This is because the inspection team
needs to understand the banks ML/TF risk exposure.

A 4.21 Objectives

If the bank has not prepared the ML/FT assessment, supervisors must complete
their own risk analysis using available information. This analysis will be undertaken
for the sole purpose of the on-site examination (see chapter 5).

If, on the other hand, the bank does have its own ML/FT risk assessment, the
team should then determine whether the bank has given full consideration to all
risk areas, including any new products, services, customers, and geographic
locations. It is also important to judge the adequacy both of the assessment and
of the bank’s process for periodically reviewing and updating it. Examiners
should also document the bank’s ML/FT risk profile, as well as any identified
deficiencies in the bank’s ML/FT risk assessment process, and discuss them with
bank management.

The ML/FT risk assessment is important to the examination; the next few
paragraphs discuss the background and procedures needed to ensure its proper
review.

A 4.22 Steps to Be Followed

1. Background information
The evaluation of the ML/FT risk assessment is important and should be con-
sidered part of the planning process. A well-developed risk assessment helps to
define the bank’s ML/FT risk profile; it also helps the bank to apply appropriate
risk management processes to the AML/CFT compliance program. The result is
that management is better able to identify and mitigate gaps in the bank’s con-
trols. The assessment should provide a written, comprehensive analysis of the
ML/FT risks, and it should be shared with and communicated to all business
lines across the bank, as well as the board of directors, management, and appro-
priate staff. Because there are many effective methods and formats used to com-
plete an ML/FT risk assessment, examiners should not advocate any in
particular. It is essential, however, that all parties easily understand the selected
format. There are generally two steps in the development of the ML/FT risk
evaluation. The first is to identify the specific risk categories unique to the bank
(that is, products, services, customers, entities, and geographic locations); the
second is to conduct a more detailed analysis of the identified data, so as to
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assess the risk more accurately within these categories. The examiner should
then determine whether management has taken into account all products, serv-
ices, customers, and geographic locations, and whether its detailed analysis
within these specific risk categories was adequate.

. Evaluating the bank’s ML/FT risk assessment

In reviewing the bank’s AML/CFT compliance program, an examiner should
have sufficient knowledge of the bank’s ML/FT risks to determine whether the
program is adequate and whether it provides the controls necessary to mitigate
risks. During the examination planning process, for example, the examiner may
initially determine that the bank has a high-risk profile but, during the examina-
tion itself, the examiner may determine that the bank’s AML/CFT compliance
program adequately mitigates these risks. Alternatively, the examiner may ini-
tially determine that the bank has a low or moderate risk profile, but may deter-
mine during the examination that the bank’s AML/CFT compliance program
does not adequately mitigate these risks.

In evaluating the risk assessment, an examiner should not necessarily take
any single indicator as determining a lower or higher ML/FT risk. A conclusion
regarding the risk profile should be based on a consideration of all pertinent
information, and any assessment of risk factors is bank specific because banks
may determine that some factors should be weighed more heavily than others.
The number of funds transfers is certainly one factor to be considered in
assessing risk, for example, but if that risk is to be effectively identified and
weighed, the examiner must look at other factors associated with those funds
transfers, such as whether they are international or domestic, the local cur-
rency amounts involved, and the nature of the customer relationships.

. Identification of specific risk categories

The first step of the risk assessment process is to identify the specific prod-
ucts, services, customers, entities, and geographic locations unique to the
bank. Although, with respect to any bank, attempts to launder money, finance
terrorism, or conduct other illegal activities can emanate from many different
sources, certain products, services, customers, and geographic locations may
be more vulnerable or, historically, have been abused by money launderers
and criminals. The risks are not always the same, depending on the specific
characteristics of the particular product, service, or customer. When the bank
prepares its risk assessment, it should consider various factors, such as the
number and volume of transactions, geographic locations, the nature of the
customer relationships, and the way it interacts with the customer (face-
to-face contact versus electronic banking). Because of these factors, risks will
vary from one bank to another. In reviewing the bank’s risk assessment, exam-
iners should determine whether management has developed an accurate risk
assessment for the bank.
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4. Analysis of specific risk categories
The second step of the risk assessment process is to make a more detailed analy-
sis of the data that was obtained during the identification stage, with the object of
assessing the ML/FT risk more accurately. This step involves evaluating data per-
taining to the bank’s activities in relation to the Customer Identification Program
(CIP) and customer due diligence information. These data include the number
of domestic and international funds transfers, private banking customers, foreign
correspondent accounts, payable-through accounts (PTAs), customer transac-
tions, and domestic and international geographic locations of the bank’s business
area. The level and sophistication of analysis may vary depending on the bank
itself. The detailed analysis is important because within any type of product or
category of customer there will be account holders whose levels of risk vary.

This step in the assessment process creates a better understanding of the

bank’s risk profile, and this helps management to develop the appropriate poli-
cies, procedures, and processes to mitigate the overall risk. Specifically, the data
analysis should consider, as appropriate, the following factors:
m Purpose of the account

Actual or anticipated activity in the account

Nature of the customer’s business

Customer’s location

Types of products and services used by the customer

The value of a two-step risk assessment process is illustrated in the following
example: In the first step of the risk assessment process, the data collected
reveals that a bank sends out 100 international funds transfers per day. Further
analysis could show that approximately 90 percent of the funds transfers are
recurring, well-documented, transactions for long-term customers. On the
other hand, the analysis could equally show that 90 percent of these transfers
are nonrecurring or are for noncustomers. While in both cases the numbers are
the same, the overall risks are very different.

5. The bank’s AML/CFT compliance program based upon its risk assessment
Management should structure the bank’s AML/CFT compliance program to
address its risk profile in an appropriate manner, in keeping with the findings
of the risk assessment. This means that management should understand the
bank’s ML/FT risk exposure, and should develop the appropriate policies, pro-
cedures, and processes necessary to monitor and control those risks. The bank’s
monitoring systems that identify, research, and report suspicious activity
should, for example, be risk based, and should place particular emphasis on
those high-risk products, services, customers, and geographic locations identi-
fied in the assessment.

Independent testing (audit) should review the bank’s risk assessment to con-
firm that it is reasonable. Additionally, management should consider the
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staffing resources and the level of training that will be necessary if these poli-
cies, procedures, and processes are to be adhered to. Management for those
banks that have accepted and assume a higher risk ML/FT profile should pro-
vide a more robust program that specifically monitors and controls those
higher risks.

A 423 Bank’s Updating of the Risk Assessment

An effective AML/CFT compliance program controls risks associated with the
bank’s products, services, customers, and geographic locations. An effective risk
assessment, therefore, should be an ongoing process, not a one-time exercise.
When new products and services are introduced, existing products and services
change, high-risk customers open and close accounts, or the bank expands
through mergers and acquisitions, management should update its risk assess-
ment to identify changes in the bank’s risk profile. Even in the absence of such
changes, it is a sound practice for banks to reassess their ML/FT risks at least
every 12 to 18 months.

A 424 Examiner Determination of the Bank's ML/FT Aggregate
Risk Profile

In some countries, especially in the US, examiners, during finalizing the examina-
tion phase of the AML/CFT inspection, should assess whether the controls of the
bank’s AML/CFT compliance program are appropriate to manage and mitigate its
ML/FT risks, and so determine an aggregate risk profile for the bank. This aggregate
risk profile takes into consideration the risk assessment developed by the bank and
then factors in the adequacy of the AML/CFT compliance program. Examiners,
based on the risk assessment, should determine whether the bank’s AML/CFT com-
pliance program will appropriately mitigate the ML/FT risks. As long as the bank’s
AML/CFT compliance program adequately identifies, measures, monitors, and
controls this risk as part of a deliberate risk strategy, the existence of ML/FT risk
within the aggregate risk profile should not be criticized. On the other hand, when
the risks are not appropriately controlled, examiners must communicate the need
to mitigate ML/FT risk to the bank’s management and board of directors.
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A 43 The Evaluation of the Bank's AML/CFT Compliance
Program

A 43.1 Objectives

After completing the review of the bank’s ML/FT risk assessment, the examiners
should review the adequacy of the bank’s AML/CFT compliance program. From
this review, they will determine whether the bank has developed, administered, and
maintained an effective program that is in compliance with AML/CFT laws, regula-
tions, and policies (see box A4.1 on evaluation criteria for the existence of an ade-
quate surveillance system). The sequencing is as follows on the next page.

:{) @.UA0 Evaluation Criteria for the Existence of an Adequate
Surveillance System

On-site examiners should conclude that the bank's internal surveillance
mechanism is satisfactory if the following criteria are met:

e The surveillance system is properly integrated into the internal moni-
toring mechanism as a whole.

e The software for identifying large and or complex transactions seems
accurate and reliable.

e The software allows for statements to be printed on demand (per
customer and transaction type, per amount, per branch, and so forth)
for extended periods.

e Alerts are edited regularly (daily, weekly, and so on) and they are acted
upon by those responsible.

e The bank'’s internal inspection monitors compliance with the internal
procedures (observance of limits) and thresholds.

e The relevant units (front and back office) examine the unusual trans-
actions and seek further information.

e The internal audits are carried out following strict guidelines.

e The bank’s audit/inspection programs cover all areas of activity where
there is risk of ML/TFE.

e The observations made by internal auditors are communicated to the
bank’'s management.
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A 432 Steps to Be Followed

A 4.3.2.1 Analysis of Board Policies

1. Review the bank’s board-approved written AML/CFT compliance program to

ensure it contains the following required elements:
m A system of internal controls to ensure ongoing compliance
m Independent testing of AML/CFT compliance
m A designated person or persons responsible for managing AML/CFT
compliance
m Training for appropriate personnel
A bank’s AML/CFT compliance program should be commensurate with its
individual AML/CFT risk profile. In addition, a customer identification pro-
gram should be included as part of the AML/CFT compliance program.

2. Assess whether the board of directors and senior management receive adequate

reporting on AML/CFT compliance.

. On the basis of the examination procedures completed in the planning process,
including the review of the risk assessment, determine, first, whether the bank
has sufficiently identified the risk within its banking operations (products,
services, customers, and geographic locations) and, second, incorporated the
risk into the AML/CFT compliance program.

A 4322 Analysis of Internal Control Procedures

1. Determine whether the AML/CFT compliance program includes policies, pro-

cedures, and processes that

m Identify high-risk banking operations (products, services, customers, and
geographic locations), provide for periodic updates to the bank’s risk profile,
and provide for an AML/CFT compliance program tailored to manage risks;

m Inform the board of directors, or a committee thereof, and senior man-
agement, about compliance initiatives, identified compliance deficiencies,
suspicious activity reports filed, and corrective action taken;

m Identify a person or persons responsible for AML/CFT compliance;

m Provide for program continuity despite changes in management or employee
composition or structure;

m Meet all regulatory requirements, meet recommendations for AML/CFT
compliance, and provide for timely updates to implement changes in regu-
lations;

m Implement risk-based customer policies, procedures, and processes demand-
ing due diligence;

m Identify reportable transactions and accurately file all required reports, includ-
ing STRs, large cash reports, where applicable and any other nationally
required reporting;
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m Provide for dual controls and the segregation of duties;

m Provide sufficient controls and monitoring systems for the timely detection
and reporting of suspicious activity;

m Provide for adequate supervision of those employees that handle currency
transactions, complete reports, grant exemptions, monitor for suspicious
activity, or engage in any other activity covered by AML/CFT regulations;

m Train employees to be fully aware of their responsibilities under AML/CFT
regulations and internal policy guidelines; and

m Incorporate AML/CFT compliance into job descriptions and performance
evaluations of appropriate personnel.

A 4323 Examination of Independent Testing Adequacy

1. Determine whether the AML/CFT testing is independent, and is performed by
individuals not involved with the bank’s AML/CFT compliance staff, and
whether persons conducting the testing report directly to the board of directors
or to a designated board committee comprised primarily or completely of out-
side directors.

2. Evaluate the qualifications of the individuals performing the independent testing
in order to assess whether the bank can rely upon the findings and conclusions.

3. Review the auditor’s reports and work papers to determine whether the bank’s
independent testing is comprehensive, accurate, adequate, and timely. The
independent audit should address the following:

m The overall integrity and effectiveness of the AML/CFT compliance pro-
gram, including policies, procedures, and processes

AML/CFT risk assessment

AML/CFT reporting and recordkeeping requirements

Customer identification program implementation

The adequacy of CDD policies, procedures, and processes and whether they
comply with internal requirements
m Personnel adherence to the bank’s AML/CFT policies, procedures, and
processes
m Appropriate transaction testing, with particular emphasis on high-risk oper-
ations (products, services, customers, and geographic locations)
m Training adequacy, including its comprehensiveness, accuracy of materials,
the training schedule, and attendance tracking
m The integrity and accuracy of management information systems used in
the AML/CFT compliance program, such as reports used to identify large
currency transactions, to aggregate daily currency transactions, and to
identify funds transfer and/or monetary instrument sales transactions
4. If an automated system is not used to identify or aggregate large transac-
tions, determine whether the audit or independent review includes a sample
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test check of tellers’ cash proof sheets, tapes, or other documentation, to
determine whether large currency transactions are accurately identified and
reported.

5. Determine whether the audit’s review of suspicious activity monitoring sys-
tems includes an evaluation of the system’s ability to identify unusual activity.
Ensure through a validation of the auditor’s reports and work papers that the
bank’s independent testing:

m Reviews policies, procedures, and processes for suspicious activity moni-
toring

m Evaluates the system’s methodology for establishing and applying expected
activity or filtering criteria

m Evaluates the system’s ability to generate monitoring reports

m Determines whether the system filtering criteria are reasonable

6. Determine whether the audit’s review of suspicious transaction reporting sys-
tems includes an evaluation of the research and referral of unusual activity.
Ensure through a validation of the auditor’s reports and work papers that the
bank’s independent testing includes a review of policies, procedures, and
processes for referring unusual activity from all business lines (for example,
legal, private banking, foreign correspondent banking) to the personnel or
department responsible for evaluating unusual activity.

7. Determine whether the audit addresses the effectiveness of the bank’s policy for
reviewing those accounts that generate multiple STR filings.

8. Determine whether the audit tracks previously identified deficiencies, and
verify that management is correcting them.

9. Review the audit’s scope, its procedures, and work papers to determine its
adequacy based on the following:

m Overall audit coverage and frequency in relation to the risk profile of the
bank

m Board reporting and supervision of, and responsiveness to, audit findings

m Adequacy of transaction testing, particularly for high-risk banking
operations and suspicious activity monitoring systems

m Competency of the auditors or independent reviewers regarding AML/CFT
requirement

A 4.3.2.4 Role and Duties Assigned to the Compliance Officer

1. Determine whether the board of directors has designated a person or persons
responsible for the overall AML/CFT compliance program. Determine whether
the compliance officer has the necessary authority and resources to execute all
duties effectively.

2. Assess the competency of the AML/CFT compliance officer and his or her staff,
as necessary. Determine whether the AML/CFT compliance area is sufficiently
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staffed for the bank’s overall risk level (based on products, services, customers,
and geographic locations), size, and AML/CFT compliance needs. In addition,
ensure that there is no conflict of interest and that staff are given adequate time
to execute all duties.

A 4325 Examination of AML/CFT Training Policies and Programs

Banks should establish ongoing employee training programs to ensure that all
employees are kept informed of new ML and FT developments. On-site examiners
must ensure that the various operational units of the bank do have the internal
AML/CFT instructions that set out all prevention and surveillance procedures. It is
also paramount to verify that procedures are in place to inform new staff. Examin-
ers should satisfy themselves that the content and frequency of the training sessions
are appropriate and that staff are notified of any legislative and regulatory changes
(see box A4.2).

1. Determine whether the following elements are adequately addressed in the
training program and materials:
m The importance the board of directors and senior management place on
ongoing education, training, and compliance
m Employee accountability for ensuring AML/CFT compliance

Comprehensiveness of training, considering specific risks of individual busi-
ness lines

Training of personnel from all applicable areas of the bank

Frequency of training

Documentation of attendance records and training materials

Coverage of bank policies, procedures, processes, and new rules and
regulations

1) @.¥3 Evaluation Criteria for Staff Training

On-site examiners should conclude that the bank’s staff training policy on
AML/CFT is satisfactory if:

e The operational units have an up-to-date manual of procedures con-
taining all the procedures

e The legal provisions, procedures, and updates are annotated by the
relevant staff

¢ Training sessions are comprehensive and delivered on a regular basis

e Training is geared toward all persons involved
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m Coverage of different forms of money laundering and terrorist financing as
they relate to identification and examples of suspicious activity
m Penalties for noncompliance with internal policies and regulatory require-
ments
2. Asappropriate, conduct discussions with employees such as tellers, funds trans-
fer personnel, internal auditors, and loan personnel to assess their knowledge of
AML/CFT policies and regulatory requirements.

A 4326 Transaction Testing

While some transaction testing is required, examiners have the discretion to decide
the extent of the testing, the activities in which it is performed, as well as the ration-
ale for any changes to the scope of the testing that occur in the examination. Exam-
iners should, of course, document all their transaction-testing decisions. At the
outset of their visits, on-site examiners need to obtain key documents in order to
perform transactions testing and to examine customers’ files. Annex 5 provides an
example of the key documents.

A 43.3 Other Areas to Be Examined

After completing the review of all four required elements of the bank’s AML/CFT
compliance program (compliance officer, system of internal control, independent
testing of the AML/CFT compliance program, and AML/CFT training program
for bank staff), the examiner should document a preliminary evaluation of the
bank’s in-house AML/CFT apparatus. At this point, the examiner should revisit
the initial examination plan to determine whether adjustments to the initially
planned scope are warranted as a result of any strengths or weaknesses identified
during the review of the institution’s AML/CFT compliance program.

Once the examiner has reviewed the scope of the examination, as well as the
bank’s risk assessment and AML/CFT compliance program the next step is to
examine the bank using AML/CFT examination procedures (see sample below).
Jurisdictions can adjust these procedures to meet their own requirements relating
to laws, regulations, and policies. During the inspection, it is important to scruti-
nize all significant AML/CFT issues to determine the extent of compliance with
the jurisdiction’s laws, regulations, and policies, and the effectiveness of the bank’s
AML/CFT compliance system.

The following important topics require particular attention during an
on-site visit:

+ Customer identification program
+ Due diligence regarding customers
* Suspicious transaction reporting
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+ Information sharing
+ Foreign correspondent accounts
+ Private banking

The outcome of these tasks helps examiners to understand the effectiveness
and compliance of internal procedures (see box A4.3 on possible shortcoming
in practice).

1) @.%] lllustration of Possible Shortcomings in Practice

e |nsufficient recognition of integrity risks, that is, ML/TF, at a strategic
level

e |nsufficient “know your business” (compliance officer)

e Limited risk analysis, which focuses only on client

e Limited due diligence applied to client characteristics

¢ Limited analysis of the transaction structure

e Noncompliance with internal client acceptance criteria, and unwilling
acceptance of high/unacceptable risk

e |nsufficient risk analysis and documentation of risk in client files

¢ No systematic thinking behind the risk categorization of clients, for
example, assumptions that are made with insufficient evidence

e Automated monitoring of clients, accounts, and transactions not yet
completed?

a. See "Integrity supervision banks and money transaction offices, De Nederlansche Bank,”

by Petra Steenbakker, Stef Keereweer, Dagmar van Ravenswaay Claasen, Anita Reijnders, and
Herman Annink, March 29, 2006.
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A 4.4 Customer ldentification Program®

A 4.41 Objectives

“Know Your Customer” (KYC) procedures are at the center of the internal
AML/CFT apparatus. It is essential, therefore, that the on-site examiner assesses
the bank’s compliance with the statutory and regulatory requirements for this
program. The key objective is to verify that the bank’s internal rules include all
customer-identification procedures. The examiner should check file samples for
documents that identify natural persons and legal entities and establish that they
are convincing and evidentiary. For nonresidents and foreigners (where appropri-
ate), the examiner should verify that supplementary measures, such as a letter of
good standing, have been applied. It is also paramount to ascertain the existence
(and convincing and evidentiary nature of) documents that identify all occa-
sional customers conducting transactions above a certain threshold. Lastly, an on-
site examiner should be satisfied that, when persons opening accounts or making
transactions could not act on their own behalf, the bank has taken steps to ascer-
tain their real identities and the identity of the beneficial owner (see box A4.4 for
evaluation criteria for KYC).

A 442 Steps to Be Followed

1. Verify that the bank’s policies, procedures, and processes include a comprehen-
sive, written program for identifying customers, and that it is part of the bank’s
AML/CFT compliance program. At the minimum, this program should include
policies, procedures, and processes for the following:

m Identification of information required, (including name, address, customer
identification number, and date of birth, for individuals), and the procedures
for risk based identity verification (including procedures to address nonver-
ifiable situations)

m Procedures for complying with recordkeeping requirements

m Procedures for checking new accounts against prescribed government lists,
where applicable

m Procedures covering the bank’s reliance on another financial institution or a
third party, where applicable

m Procedures for determining whether and when to file a suspicious activity
report

2. Determine whether the bank’s customer identification program (CIP) has con-
sidered the types of accounts offered; the methods of account opening; and the
bank’s size, location, and customer base.

3. Determine whether the bank’s policy for opening new accounts for existing
customers appears reasonable.
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:{0). @YX 8 Evaluation Criteria for KYC

On-site examiners should conclude that the bank’s KYC internal policy and
processes is satisfactory if:

e The copies of the official documents produced are systematically
kept in the file and are convincing and evidentiary (ID, proof of domi-
cile).

For foreign? (where appropriate) and nonresident customers, the bank
applies enhanced due diligence, for example, the presence in the
customer'’s file of a letter of recommendation from another bank.
The account-opening files for legal entities include certified copies of
the articles of incorporation, and from the commercial register for
sole traders, proof of power of attorney. The documents should give
all information on the name of the legal entity, its legal status, and the
address of its registered office.

For legal entities, files contain evidences that the bank understands
the ownership and control structure of the customer.

The signature cards match those on the powers of attorney and are
included in the files.

Note: If during the on-site visit there is repeated, or excessively high, occurrence of missing
documents that would have provided convincing proof of identity of the economic beneficiar-
ies, especially if they are foreign-based legal entities, on-site examiners may conclude there
is either a significant lack of vigilance or a loophole in the internal procedures.

a. International standards do not necessarily require foreign customers per se to be classified
as high risk. See Basel Committee on Banking Supervision, Customer due diligence for banks,
paragraph 23, referenced in FATF methodology criteria 5.8.

4. Review board minutes, and verify that the board of directors approved the CIP,
either separately or as part of the AML/CFT compliance program.

5. Evaluate the bank’s audit and training programs to ensure that the CIP is ade-
quately incorporated.

6. Evaluate the bank’s policies, procedures, and processes, and verify that all new
accounts are checked against prescribed government lists, if such lists are
issued, for suspected terrorists or terrorist organizations on a timely basis.

7. Evaluate the bank’s policies, procedures, and processes with regard politically
exposed persons (PEPs).

A 4421 Transaction testing

1. On the basis of risk assessments, prior examination reports, and a review of the
bank’s audit findings, select a sample of accounts opened since the most recent
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examination, and review them for compliance with the bank’s CIP. The sample
should include a cross-section of accounts such as consumers and businesses,
loans and deposits, credit card relationships, and Internet accounts. The sample
should also include the following:

m Accounts having incomplete verification procedures

m New accounts opened using both documentary and nondocumentary
methods

Accounts identified as high risk either by the bank or its supervisor

Accounts opened by existing high-risk customers, for example, Politically
Exposed Persons

m Accounts opened with exceptions to policy

m Accounts opened by a third party such as indirect loans

. From the previous sample of new accounts, determine whether the bank has

performed the following procedures:

m Opened the account in accordance with regulatory requirements

m Formed a reasonable belief as to the true identity of a customer, including a
high-risk customer

m Obtained from each customer, before opening the account, the identity
information required by the CIP such as name, date of birth, address, and
identification number

m Within a reasonable time after the opening of the account, verified enough of
the customer’s identity information to form a reasonable belief as to the cus-
tomer’s true identity*

m Appropriately resolved situations in which customer identity could not be
reasonably established

m Maintained records of the identity information required by the CIP, the
method used to verify identity, and the verification results including results
of discrepancies

m Compared the customer’s name against the list of known or suspected ter-
rorists or terrorist organizations, when applicable

m Filed STRs, as appropriate

. Evaluate the level of CIP exceptions to determine whether the bank is effectively

implementing its CIP.

. On the basis of a risk assessment, prior examination reports, and a review of the

bank’s audit, select, where applicable, a sample of relationships with those third

parties on which the bank relies to perform its CIP.

m Determine whether the third party is a regulated institution subject to
AML/CFT program requirements.

m Review the contract between the parties and other information, such as the
third party’s CIP.

m Determine whether reliance on the third party is reasonable.
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5. If the bank is using an agent or service provider to perform elements of its CIP,
determine whether the bank has established appropriate internal controls and
review procedures. These should ensure that its CIP is being implemented in
third-party agent or service-provider relationships.

6. Evaluate the bank’s CIP record retention policy and ensure that it corresponds
to the regulatory requirements to maintain records. The bank should retain the
identity information obtained at account opening for five years after the
account closes. The bank should also maintain a description of documents
relied on and the methods used both to verify identity, and should resolve
discrepancies for five years after the records were made.

7. On the basis of examination procedures completed, including transaction test-
ing, determine whether policies, procedures, and processes meet the regulatory
requirements associated with CIP.
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A 45 Customer Due Diligence and Recordkeeping

A 45.1 Objective

On-site examiners should assess the appropriateness and comprehensiveness of the

policies, procedures, and processes requiring due diligence for obtaining customer

information, and for assessing the value of this information in detecting, monitor-

ing, and reporting suspicious activity.

In addition to that, on-site examiners should satisfy themselves that the bank

keeps all relevant documents for at least 5 years.

A 452 Steps to Be followed

1.

Determine whether the bank’s CDD policies, procedures, and processes are
commensurate with the bank’s risk profile. Determine whether the bank has
processes in place for obtaining information at account opening, in addition to
ensuring that current customer information is maintained.

. Determine whether policies, procedures, and processes allow changes to be

made to a customer’s risk rating or profile. Determine who is responsible for
reviewing or approving such changes.

. Review the enhanced due diligence procedures and processes the bank uses to

identify those customers possibly posing a higher risk for money laundering or
terrorist financing.

. Determine whether the bank provides guidance for documenting the analysis

associated with the process of applying due diligence, including guidance for
resolving issues when information proves to be insufficient or inaccurate.

. Determine whether customers’ identity documents and business correspon-

dence (whether occasional, whether legal or natural persons) are kept for at
least five years after the accounts are closed, or after the business relationship
is ended.

. Determine whether customers’ transaction records are kept for five years after

transactions are completed.

. Verify that the bank keeps on file all documents needed to retrace customer

transactions that triggered STRs or that have been required to understand the
beneficial ownership.

A 4521 Transaction Testing

1.

On the basis of a risk assessment, prior examination reports, and a review of
the bank’s audit findings, sample CDD information for high-risk customers.
Determine whether the bank collects appropriate information and effectively
incorporates this information into the suspicious activity monitoring process.
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This sample can be performed when testing the bank’s compliance with its
policies, procedures, and processes as well as when reviewing transactions or
accounts for possible suspicious activity.

. On the basis of examination procedures completed, including transaction test-
ing, determine the adequacy of policies, procedures, and processes associated
with CDD and record keeping.
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A 4.6 Suspicious Transaction Reporting

A 46.1 Objective

The on-site examiner must ensure that the bank’s internal instructions conform to
national requirements. Did the bank appoint a correspondent to cope with STR
obligations? Was provision made for informing the bank’s directorate of all STRs
made to the FIU? Is the correspondent sufficiently independent from the opera-
tional units? Do the STRs remain confidential (no tipping off)?

Examiners should focus on ascertaining the effectiveness of the bank’s decision-
making process, rather than on individual STR decisions. Individual STR decisions
may be reviewed to confirm the effectiveness of the bank’s STR monitoring and
reporting procedures (see box A4.5 for evaluation criteria for STRs). Examiners
should not, however, be critical of an individual STR decision unless the failure to
file an STR is significant or accompanied by evidence of bad faith. It is also impor-
tant to make sure the information provided by the bank to the FIU is complete and
accurate and files were duly received by the FIU and on a timely fashion.

A 46.2 Steps to Be Followed
A 4.6.2.1 Review of Policies, Procedures, and Processes

1. Review the bank’s policies, procedures, and processes for identifying, researching,
and reporting suspicious activity. Determine whether they include the following:

:{0) ¢:URY Evaluation Criteria for STRs

On-site examiners should conclude that the STR management process of
the bank being inspected is satisfactory if:

e STR decisions, in the case of large transactions, seem to have been
made in a timely fashion and have been based on an organization and
set of internal rules designed to ensure compliance with the FIU's
regulations

e There is no STR because there is no convincing information

e The STRs appear to be sufficiently documented

e The STRs were made and sent to the FIU in a timely fashion

Note: If during the inspection, inspectors observe that a large number of files and/or a file
involving a large sum might have triggered an STR under national requirements, they may con-
clude that there was significant negligence, or a serious loophole in the internal procedures of
the bank’s organization.
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m Lines of communication for the referral of unusual activity to appropriate
personnel

m Designation of individual(s) responsible for identifying, researching, and
reporting suspicious activities

m Monitoring systems used to identify unusual activity

m Procedures to ensure the timely generation of, review of, and response to,
reports used to identify unusual activities

m Procedures for:
— Responding to information requests from the competent authorities
— Evaluating the account of the target for suspicious activity
— Filing STRes, if necessary
— Handling account closures

m Procedures for documenting decisions not to file an STR

m Procedures for considering closing accounts subject to continuous suspi-
cious activity

m Procedures for completing, filing, and retaining STRs and their supporting
documentation

m Procedures for reporting STRs to the board of directors, or a committee
thereof, and senior management

m Procedures for sharing STRs both with head offices and controlling companies

A 4.6.2.2 Evaluating Suspicious Activity Monitoring Systems

1. Review the bank’s monitoring systems and how the system(s) fits into the
bank’s process for overall suspicious activity monitoring and reporting. Com-
plete the appropriate examination procedures that follow. When evaluating
the effectiveness of the bank’s monitoring systems, examiners should consider
the bank’s overall risk profile (high-risk products, services, customers, and
geographic locations), its volume of transactions, and its adequacy of staffing.

A 4.6.23 Reviewing Manual Transaction Monitoring

1. Review the bank’s transaction monitoring reports. Determine whether the
reports capture all areas posing money laundering and terrorist financing
risks. Examples of these reports are currency activity reports, funds transfer
reports, monetary instrument sales reports, large item reports, significant
balance change reports, nonsufficient funds reports, and nonresident alien
reports.

2. Determine whether the bank’s monitoring systems use reasonable filtering cri-
teria whose programming has been independently verified. Determine whether
the monitoring systems generate accurate reports at a reasonable frequency.
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A 4.6.24 Automated Account Monitoring

1.

Identify the types of customers, products, and services included in the auto-
mated account monitoring system.

. Identify the system’s methodology that establishes and applies the criteria for

expected activity or profile filtering, and for generating monitoring reports.
Determine whether these criteria are reasonable.

Determine whether the programming of the methodology has been independ-
ently validated.

Determine that controls are adequate to ensure limited access to the monitor-
ing system, and to provide sufficient oversight of assumption changes.

A 4.6.25 Transaction Testing

1.

On the basis of a risk assessment, prior examination reports, and a review of the

bank’s audit findings, sample the STRs from the bank’s internal STR records.

Review the quality of STR data to assess the following:’

m STRs contain accurate information.

m STR narratives are complete and thorough, and clearly explain why the activ-
ity is suspicious.

A 4.6.2.6 Testing the Suspicious Activity Monitoring System

Transaction testing of suspicious activity monitoring systems and reporting

processes allows the examiner to determine whether the bank’s policies, procedures,

and processes are adequate and effectively implemented. The examiner should doc-

ument the factors used to select samples and should maintain a list of the accounts

sampled. The size and the sample should be based on the following:

Weaknesses in the account monitoring systems

The bank’s overall AML/CFT risk profile, such as the number and type of high-
risk products, services, customers, and geographic locations

The quality and extent of review by audit or independent parties

Prior examination findings

Recent mergers, acquisitions, or other significant organizational changes
Conclusions or questions from the review of the bank’s STRs

. On the basis of a risk assessment, prior examination reports, and a review of the

bank’s audit findings, sample specific customer accounts to review the following:

m Suspicious activity monitoring reports

m Large cash reporting information

m High-risk banking operations (products, services, customers, and geo-
graphic locations)
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m Customer activity

m Subpoenas received by the bank

m Decisions not to file a STR

2. For customers selected previously, obtain the following information, where
applicable:

m Customer Identification Program and account-opening documentation

m CDD documentation

m Two to three months of account statements covering the total customer rela-
tionship, and showing all transactions

m Sample items posted against the account, including copies of checks
deposited and written, debit or credit tickets, and funds transfer beneficiar-
ies and originators

m Other relevant information, such as loan files and correspondence

3. Review the selected accounts for unusual activity. An examiner identifying
unusual activity should review customer information for indications that the
activity is typical for the customer. When reviewing for unusual activity, con-
sider the following:

m Individual customers: whether the activity is consistent with CDD informa-
tion such as occupation, expected account activity, and sources of funds and
wealth

m Business customers: whether the activity is consistent with CDD informa-
tion including type of business, size, location, and target market

4. Determine whether the manual or automated suspicious activity monitoring
system detected the activity that the examiner identified as unusual.

5. Discuss transactions identified as unusual with management. Determine
whether the account officer demonstrates knowledge both of the unusual trans-
actions and of the customer. After examining the available facts, determine
whether management knows of a reasonable explanation for the transactions.

6. Determine whether the bank failed to identify any reportable suspicious activity.

7. From the results of the sample, determine whether the manual or automated
suspicious activity monitoring system is effective in detecting unusual or
suspicious activity. Identify any underlying causes of deficiencies in the
monitoring systems, such as inappropriate filters, insufficient risk assess-
ment, or inadequate decision making.

A 46.2.7 Evaluating the STR Decision-Making Process

1. Evaluate the bank’s policies, procedures, and processes that refer unusual activ-
ity from all business lines to the personnel or department responsible. The
process should ensure that all applicable information from criminal subpoenas
and from other official requests is effectively evaluated.
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2. When monitoring reports identify unusual activity, determine whether
policies, procedures, and processes require appropriate research.
3. Determine whether the bank’s STR decision process appropriately considers all
the available information about the application of due diligence to customers.
4. From a risk assessment, prior examination reports, and a review of the bank’s
audit findings, select a sample of management’s research decisions to deter-
mine the following:
m Whether management decisions to file or not file a STR are supported and
reasonable
m Whether documentation is adequate
m Whether the decision process is completed and STRs are filed in a timely
manner
5. On the basis of completed examination procedures, including transaction test-
ing, determine the ability of policies, procedures, and processes to meet regula-
tory requirements associated with monitoring, detecting, and reporting
suspicious activity.
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A 4.7 Foreign Correspondent Account Recordkeeping

A 471 Objective

To assess the bank’s compliance with statutory and regulatory requirements with
respect to correspondent accounts for foreign shell banks, foreign correspondent
account recordkeeping, and programs requiring due diligence to detect and report
money laundering and terrorist financing.

Documents to request:

+ List of all foreign correspondent bank accounts, including a list of foreign
financial institutions, for which the bank provides services

« If applicable, documentation to show compliance regarding the prohibition of
correspondent accounts with foreign shell banks®

« List of all payable-through account relationships” with foreign financial insti-
tutions

+ Access to contracts or agreements with foreign financial institutions that have
payable-through accounts

+ List of the bank’s foreign branches, and the steps the bank has taken to deter-
mine that its accounts with its branches are not used to provide services indi-
rectly to foreign shell banks

+ Any notice from the national authorities to close foreign correspondent bank
accounts.

A 4.7.2 Steps to Be Followed

1. Determine whether the bank engages in foreign correspondent banking.
2. If so, review the bank’s policies, procedures, and processes. At a minimum, poli-
cies, procedures, and processes should accomplish the following:

m Prohibit dealings with foreign shell banks, and specify who is responsible
for obtaining, updating, and managing information for foreign correspon-
dent accounts

m Identify foreign correspondent accounts

m Evaluate the quality of information received in response to requests for infor-
mation

m Determine whether and when a suspicious activity report should be filed.

m Maintain sufficient internal controls

m Provide ongoing training

3. Determine whether the bank has on file current information for each foreign
correspondent account, to determine whether the foreign correspondent is, or
is not, a foreign shell bank

4. If the bank has foreign branches, determine whether the bank has taken
reasonable steps to ensure that correspondent accounts maintained for its
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foreign branches are not used to provide banking services indirectly to a
foreign shell bank.

. Determine whether the bank has established a program requiring due diligence

that includes appropriate, specific, risk-based, and, where necessary, enhanced

policies, procedures, and controls to address correspondent accounts estab-

lished, maintained, administered, or managed in the jurisdiction for foreign

banks (“foreign correspondent accounts”). Verify that the policies, procedures,

and controls requiring due diligence include the following:

m Determining whether any such account is subject to enhanced due diligence

m Assessing the money laundering risks presented by these accounts

m Applying to each foreign correspondent account risk-based procedures and
controls reasonably designed to detect and report known or suspected
money laundering activity. These procedures and controls include a periodic
review of correspondent account activity that is sufficient to determine con-
sistency, using information obtained about the type, purpose, and antici-
pated activity of the account

. Review “due diligence” program policies, procedures, and processes governing

the AML/CFT risk assessment of foreign correspondent accounts. Verify that

the program considers the following factors, where appropriate, as criteria in

the risk assessment:

m The nature of the foreign financial institution’s business and the markets it
serves

m The type, purpose, and anticipated activity of the foreign correspondent
account

m The nature and duration of the bank’s relationship both with the foreign
financial institution and with any of its affiliates

m The AML/CFT and supervisory regime of the jurisdiction issuing the charter
or license to the foreign financial institution and, to the extent that informa-
tion regarding such jurisdiction is reasonably available, of the jurisdiction
incorporating or chartering any company that is an owner of the foreign
financial institution

m Information known or reasonably available to the bank about the AML/CFT
record of the foreign financial institution

. Ensure that the program is reasonably designed to

m Detect and report, on an ongoing basis, known or suspected money launder-
ing activity

m Perform periodic reviews of correspondent account activity to determine
consistency with the information obtained about the type, purpose, and
anticipated activity of the account

. For foreign banks subject to enhanced requirements for due diligence, evaluate

the bank’s criteria for conducting enhanced scrutiny designed to guard against
money laundering in any accounts held by such banks.
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9. Review the bank’s policies, procedures, and processes for determining whether
foreign correspondent banks, subject to enhanced due diligence requirements,
maintain correspondent accounts for other foreign banks and, if so, determine
whether the bank’s policies, procedures, and processes include reasonable steps
to ascertain the identity of those foreign banks and fulfill the requirements for
due diligence, as appropriate.

A 4.7.3 Other Additional Tasks

A 4.7.3.1 Recordkeeping for Foreign Shell Bank Prohibitions and for
Foreign Correspondent Account Records

1. On the basis of a risk assessment, prior examination reports, and a review of the
bank’s audit findings, select a sample of foreign bank accounts. From the sample
determine whether:

m Information on the accounts is complete and reasonable.

m The bank has adequate documentation to prove that it does not maintain
accounts for, or indirectly provide services to, foreign shell banks.

m Account closures were made within a reasonable time, and whether the rela-
tionship was not re-established without sufficient reason.

m There are any law enforcement requests for information regarding foreign
correspondent accounts. If so, ascertain that requests were met in a timely
manner.

m The bank received any official government notifications to close foreign
financial institution accounts. If so, ascertain that the accounts were closed in
a timely manner.

m The bank retains, for five years from the date of account closure, originals of
any documents provided by foreign financial institutions, as well as the orig-
inals or copies of any document relied on in relation to any summons or sub-
poena of that institution.

2. Determine whether the bank maintains a special program requiring due dili-
gence for foreign correspondent accounts.

3. From a sample selected, determine whether the bank consistently follows its
general policies, procedures, and processes requiring due diligence for foreign
correspondent accounts. It may be necessary to expand the sample to include
correspondent accounts maintained for foreign financial institutions other
than foreign banks (such as money transmitters or currency exchangers), as
appropriate.

4. From the original sample, determine whether the bank has implemented
enhanced procedures requiring due diligence for higher risk foreign banks,
which operate under
m An offshore banking license,
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m A banking license issued by a foreign country designated as noncooperative
with international AML/CFT principles or procedures, or

m A banking license issued by a foreign country that has been designated by the
jurisdiction as warranting special measures due to AML/CFT concerns.

. From a sample of accounts that are subject to enhanced due diligence require-

ments, verify that the bank, in accordance with its policies, procedures, and

processes, has taken reasonable steps to

m Conduct enhanced scrutiny of any accounts held by such banks to guard
against money laundering, and

m Ascertain whether such foreign bank provides correspondent accounts to
other foreign banks and, if so, ascertain the identity of those foreign banks
and apply due diligence, as appropriate.

. On the basis of completed examination procedures, including transaction

testing, determine the adequacy of policies, procedures, and processes to
meet regulatory requirements associated with foreign correspondent account
recordkeeping and the need for due diligence.
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A48 Requirements for Due Diligence in Private Banking

A 48.1 Objective

Assess the bank’s compliance with statutory and regulatory requirements to imple-
ment policies, procedures, and controls aimed at detecting and reporting money
laundering and suspicious activity through private banking accounts, where these
are established, administered, or maintained for noncitizens.

A 482 Steps to Be Followed®

1. Determine whether the bank offers private banking accounts. A private bank-
ing account means any account (or any combination of accounts) maintained
at a bank that satisfies all three of the following criteria:

m Requires a minimum aggregate deposit of funds or other assets of not less
than $1,000,000

m Is established on behalf of or for the benefit of one or more noncitizens who
are direct or beneficial owners of the account

m Is assigned to, or is administered or managed by, in whole or in part, an offi-
cer, employee, or agent of the bank, acting as a liaison between the bank and
the direct or beneficial owner of the account

2. Determine whether the bank has implemented policies, procedures, and con-
trols requiring due diligence for private banking accounts it has established,
maintained, administered, or managed in the jurisdiction for noncitizens.
Determine whether the policies, procedures, and controls are reasonably
designed to detect and report any known or suspected money laundering, or
any suspicious activity conducted through or involving any private banking
account.

3. Review the bank’s policies, procedures, and controls to assess whether the
bank’s due diligence program includes reasonable steps to
m Ascertain the identity of the nominal and beneficial owners of a private

banking account;

m Ascertain whether any nominal or beneficial owner of a private banking
account is a senior foreign political figure;

m Ascertain the source(s) of funds deposited into any private banking
account, and the purpose and expected use of the private banking account
for noncitizens; and

m Review, as needed, the activity of the account, to ensure it is consistent with
the information obtained about the client’s source of funds, and with the
stated purpose and expected use of the accounting order to guard against
money laundering, and to report any known or suspected money laundering
or suspicious activity conducted to, from, or through a private banking
account for noncitizens.
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4. Review the bank’s policies, procedures, and controls for performing enhanced
scrutiny, and assess whether they are reasonably designed to detect and report
transactions that may involve the proceeds of foreign corruption, of which a
senior foreign political figure is a nominal or beneficial owner.

A 4.8.2.1 Transaction Testing

1. On the basis of a risk assessment, prior examination reports, and a review of the
bank’s audit findings, select a sample of customer files to determine whether
the bank has ascertained the identity of the nominal and beneficial owners of,
and the source of, funds deposited into private banking accounts for nonciti-
zens. From the sample selected determine whether
m The bank’s procedures comply with internal policies and statutory require-
ments;

m The bank has followed its own procedures governing risk assessments of pri-
vate banking accounts for noncitizens; and

m The bank performs enhanced scrutiny, consistent with its policy, regulatory
guidance, and statutory requirements, of private banking accounts for which
senior foreign political figures are nominal or beneficial owners

2. On the basis of examination procedures completed, including transaction test-
ing, determine the ability of policies, procedures, and processes to meet regula-
tory requirements associated with practicing due diligence in private banking
programs.
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A 4.9 Other “Risky” Accounts

A 49.1 Objectives

In the course of any on-site visit, examiners should pay attention to certain cate-
gories of accounts that represent a higher risk from an ML/TF standpoint. Here, the
objective is to verify that the bank has put proper policies and enhanced internal sur-
veillance mechanisms in place to deal with those specific accounts as, for example,
accounts with important and frequent cash transactions or securities operations.

A 4.9.2 Steps to Be Followed

The examiner must verify that

+ The bank has defined a surveillance policy for high-risk accounts and has put
in place a set of indicators (customer’s country of origin, profession, and so
forth).

+ The bank pays attention to all complex, unusually large transactions, and to all
unusual patterns of transactions having no apparent economic or visible lawful
purpose. It is left to each bank to define the concept of abnormality as it applies
to itself. It may be defined in several ways, as for example, by amount, nature,
beneficiary, and currency.

+ The bank obtains all useful information from the client as to the origin or the
destination of the funds, and the identity, and domicile of the beneficiary.

+ The characteristics of these transactions are recorded in a confidential register
(where applicable).
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Notes

1. The full text of the US Bank Secrecy Act/Anti-Money Laundering Examination Manu-
al can be viewed at http://www.occ.treas.gov/handbook/1-BSA-AMLwhole.pdf.

2. Only where access to STRs is permitted by law.

3. Basel Committee, Customer Due Diligence for Banks, para. 20 ff, and FATF recommen-
dation 5.

4. Basel Committee, Customer Due Diligence for banks, para. 22, and FATF Methodolo-
gy, criteria 5.13 and 5.14.

5. Only if access to STR files is legally permitted by supervisors.

6. Shell bank means a bank incorporated in a jurisdiction in which it has no physical pres-
ence and unaffiliated with a regulated financial group. See FATF recommendation 18.

7. This applies mostly to U.S. banks.

8. These steps may not be identical in all jurisdictions.



Annex 5: Key Documents
to Obtain at the Outset of
the Inspection

The following lists key documents to obtain at the onset of the inspection in order
to select the files to be analyzed:

+ Accounts opened since (date) in the name of natural persons (with the balances
on the request date)

+ Accounts opened since (date) in the name of legal persons (with the balances
on the request date)

+ Accounts opened in the name of foreigners or nonresidents (with the balances
on the requested date)

+ Accounts opened in the name of offshore companies or nonresident companies
(with the balances on the requested date)

+ Accounts opened and closed after one year

+ Transactions (with the orginators’ names) for unit or total amounts over XXX
(threshold to be decided by the inspection team leader)

+ Personal loans paid off early

+ Large exchange transactions handled by tellers

+ Large cash deposits

+ Transfers to high-risk countries for amounts exceeding a threshold to be set by
the mission chief

+ Detailed review of accounts where the annual cash deposits and withdrawals
exceed a threshold set by inspector; in France, for example, EUR 150,000

* Inactive accounts

+ Orders to make funds available to occasional customers

+ Customers identified as politically exposed persons (PEPs)
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« Statistics: breakdown of customers over the last three years, for example, by
business sector, by customer type, by location (distinction between residents
and nonresidents)

+ Sample of STRs filled out and sent to the FIU

« Safe deposit box holders

+ Correspondent banks



Annex 6: List of Areas That
Pose Higher Risks

The following areas pose higher risks:

* Products and Services. Some products and services offered by banks may pose a

higher risk of money laundering or terrorist financing depending on the nature

of the specific product or service offered by the bank. Some examples of these

products and services are:

Electronic funds payment services: electronic cash, stored value cards, funds
transfers, third-party payment processors, remittance activities, and auto-
mated teller machines

Electronic banking

Private banking

Trust and asset management services

Monetary instruments, official bank checks, cashier’s checks, money orders,
and so forth

Foreign correspondent accounts: pouch activity and payable-through
accounts!

International trade finance and letters of credit

Lending activities, particularly loans secured by cash collateral and mar-
ketable securities

Nondeposit account services, nondeposit investment products, insurance,
and safe deposit boxes

Services identified by regulators, governmental authorities, or other credible
sources as being potentially high-risk for ML/FT

+ Customers and Entities. Any type of account is potentially vulnerable to money

laundering or terrorist financing, but certain customers and entities may pose

higher money laundering risks. Some examples of possible higher-risk accounts

and activities are

Foreign financial institutions, including banks and foreign money services
providers, exchange houses, money transmitters, and bureaux de change

223



224

Preventing Money Laundering and Terrorist Financing

Nonbank financial institutions, money services businesses, casinos, brokers/
dealers in securities, and dealers in precious metals, stones, or jewels

Foreign political figures and their immediate family members and close asso-
ciates and politically exposed persons (PEPs)?

Accounts of foreign individuals

Foreign corporations with transaction accounts, particularly offshore corpo-
rations such as Private Investment Companies and international business
corporations located in high-risk geographic locations

Deposit brokers, particularly foreign deposit brokers

Cash-intensive businesses such as convenience stores, restaurants, and
retail stores

Nongovernmental organizations and charities

Professional service providers, attorneys, accountants, or real estate brokers
Arms dealers

Geographic Locations. Bank management should identify geographic locations

that pose a higher risk to the institution and factor that information into its

AML/CFT compliance program. It is important that bank management under-

stand and evaluate the specific risks associated with doing business in certain

geographic locations. Some examples of high-risk geographic locations can

include:

.

Countries subject to international sanctions, including state sponsors of ter-
rorism, issued by organizations such as the United Nations (UN). In addition,
in some circumstances, countries subject to sanctions or measures similar to
those issued by bodies such as the UN, but which may not be universally rec-
ognized, may be given credence by a bank because of the standing of the issuer
and the nature of the measures.

Jurisdictions determined to be of primary money laundering concern by the
government.

Offshore financial centers.

Other countries identified by the bank as high risk because of the bank’s
prior experiences.

Transaction history or other factors such as legal considerations or allega-
tions of official corruption.

Countries identified by credible sources® as providing funding or support for
terrorist activities.

Countries identified by credible sources as having significant levels of cor-
ruption or other criminal activity.*

Domestic high-risk geographic locations such as drug trafficking, financial
crime, and other high-crime areas.
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Notes

1. Payable-through accounts refers to correspondent accounts used directly by third
parties to transact business on their own behalf.

2. Politically Exposed Persons (PEPs) as defined by the Financial Action Task Force
(FATF) are individuals who are or have been entrusted with prominent public func-
tions in a foreign country, for example heads of state or of government, senior
politicians, senior government officials, judicial or military officials, senior execu-
tives of state-owned corporations, and important political party officials. Business
relationships with family members or close associates of PEPs involve reputational
risks similar to those with PEPs themselves. The definition is not intended to cover
middle-ranking or more junior individuals in the foregoing categories.

3. Credible sources refer to information produced by well-known bodies that generally
are regarded as reputable and that make such information publicly and widely avail-
able. Such sources may include, but are not limited to, supranational or international
bodies such as the Organization for Economic Co-operation and Development
(OECD) and the Egmont Group of Financial Intelligence units, as well as relevant
national government bodies and nongovernmental organizations.

4. Such as Transparency International.






Annex 7: Example of an AML/CFT
Questionnaire Used by the French
Banking Commission

Answers
INTERNAL PROCEDURES Questions
Yes | No | NA

| — APPOINTMENT OF TRACFIN REPORTING OFFICERS
1. As soon as they are appointed, are the names of the Tracfin

reporting officers transmitted:

— 10 TRACFIN? e 101 7

— to the General Secretariat of the Commission bancaire? .......... 102 /i

2. Do your institution’s written internal rules stipulate the
names of the person or department to contact in order to
file a report with Tracfin? 103 M

3. Were the written internal rules modified immediately to
reflect possible changes in information concerning Tracfin
reporting officers in the last financial year (appointment of a
new officer, change of phone number, etc.)? 104

4. If your institution belongs to a financial group, is the Tracfin
reporting officer appointed at the level of the group? 182

Il - SYSTEM OF DETECTION OF THE TRANSACTIONS
REFERREDTO IN ARTICLES L. 562-2 AND L. 563-3

1. Do the procedures adopted by your institution allow you to
obtain the following information, so that a decision can be
made on whether to file a suspicious transaction report
(Article L. 562-2) or compile an information file under Article

L. 563-3:

— the size of the transaction............ccccoovviiiiiiiii e 105 /M
— the type of the transaction (cash deposit, transfer, etc.) ........... 106 /i
— whether the transaction serves an economic purpose............... 107 N Y/
— whether this economic purpose seems consistent.................... 108 N Y/

Signature of executive manager:
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Answers
Yes | No |NA

—thE CUITENCY oot 109 o
— the name of the real initiator® ............cccociiiii 110 11/

INTERNAL PROCEDURES Questions

— the origin of the transaction (geographical origin,
financial institution acting as intermediary, number of
ACCOUNT USEA)™ ..o m w1t

— the name of the beneficiary® ..o 12 o

— the destination of the transaction (geographical destination,
financial institution acting as intermediary, number of
ACCOUNT USEA)® oo 13 /i

2. Do the procedures adopted permit your institution to report
to Tracfin transactions involving sums that might derive from
drug trafficking, fraud against the financial interests of
European Communities, from corruption or organized crime
or which might contribute to financing of terrorism? 114 .

3. Do the procedures adopted permit your institution to report
to Tracfin transactions for which the identity of the initiator or
the beneficiary remains doubtful despite customer ID
diligences carried out in compliance with the provisions of
the Monetary and Financial Code? 115 L

4. Do the procedures adopted permit your institution to report
to Tracfin transactions carried out with a trust fund or other
asset management vehicles where the identity of the parties
or beneficiaries is unknown? 116

5. Do the procedures permit your institution to detect
transactions carried out by persons whose assets have been
frozen because of suspected links to terrorist financing or
organized crime? 17 o

6. Does your institution compile an information file on
unusually complex transactions not covered by a suspicious
transaction report, involve a unit or total amount of over EUR
150,000 and appear to serve no economic or legal purpose? 118

Il - CUSTOMER IDENTIFICATION

1. Before your institution opens an account for a natural person,
is this person systematically asked to supply an official and
valid identity document bearing his or her photograph? 19

2. Before your institution opens an account for a legal person,
is this entity systematically asked to supply an original,
authentic, or certified copy of a deed or extract from an
official register stating the entity’s name, legal form, and
headquarters, as well as the identification document and
powers of the persons acting in the entity’s name? 120

* Special attention should be paid to funds coming from noncooperative countries or territories and persons whose
assets have been frozen because of suspected links to terrorist financing or organized crime.

Signature of executive manager:
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Answers

INTERNAL PROCEDURES Questions
Yes | No | NA

3. Is there an identification procedure of the person on whose
behalf an account is being opened when it appears that the
person asking to open the account may not be acting on his
or her own behalf? 121

4. Are similar procedures to those referred to in questions 119
and 120 in place when your institution is entering into a
business relationship other than opening an account
(opening a savings account, providing a service of safe
custody of assets, concluding an insurance contract or a
capitalization contract giving rise to a mathematical provision,
granting a loan, providing a guarantee, transmitting orders)? 122

5. In the case referred to in line 122, is there a procedure of
identification of the person who is the beneficial owner of
the transaction carried out or asked when the person
requesting this transaction does not appear to be acting
on his or her own behalf? 123

6. If your institution is a branch of a company whose head
office is located abroad, is it in possession of the documents
stating the identity of all its customers, including those who
have opened an account in another entity of the group?

— if the customer has already opened an account in another
entity of the group located in France or in an another country
of the European ECONOMIC Area........ccoocviiiiiiiiiiiiiiiiiiee e 124

— if the customer has already opened an account in another
entity of the group located outside the European Economic
ATBA e 125

7. If your institution offers the option of opening an account or
carrying out any other transaction with a customer who is
not physically present at the moment of its identification,
what steps are systematically taken to ascertain the
customer’s identity:

get additional written proof to ascertain the customer's
IABNTITY e 126

— implement measures of verification and certification by a third
independent person of the official and valid copies of identity
document'’s as referred to inline 119 ..o 127

— get a proof of the customer's identity established directly by a
financial institution, which states applying identification's
measures equivalent to the French ones and based in a
Member State of the EEC or party to the EEA agreement or
listed as equivalent as referred to in the by-law issued by the
minister in charge of economy which includes the member
states of the FATF ... 128

— require the first payment to be carried out from an account
opened in a financial institution based in a Member State of
the EEC or party to the EEA agreement, as an additional
measure to one of the three above-mentioned in the case of
AN ACCOUNT OPENING. «.eviiiieiiiiii ettt 183

Signature of executive manager:
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Answers
Yes | No |NA

INTERNAL PROCEDURES Questions

8. As referred to in point 7, does the account opened by a
non-physically present customer become operational and
are any non-face-to-face transactions carried out after the
effective implementation of the considered measures and
getting the required justificatory documents? 129

9. Are customers’ identity documents, stating their name, first
names, date, and place of birth, the document’s type,
number, date, and place of delivery and the authority that
issued or certified it, kept for at least five years with effect
from the closure of their account or the cessation of the
business relationship? 130

10. Are documents pertaining to transactions carried out by
customers, including transactions that do not involve a
deposit account, kept for at least five years with effect from
their execution? 131

11. When entering into a business relationship, does your
institution assess the operating profile or other expected
transactions from the perspective of money laundering
prevention? 132

IV — CUSTOMER IDENTIFICATION-OCCASIONAL CUSTOMER*

1. Does your institution verify by using an official and valid
identity document the identity of any natural persons, as
occasional customers, who ask to carry out a transaction
involving a sum of more than EUR 8,000, or to rent a safe
deposit box, or to carry out a transfer whatever the amount? 133

2. Does your institution verify by the presentation of any deed
or extract from an official register the identity of any legal
persons, as occasional customers, and the persons acting on
their behalf, who ask to carry out a transaction involving a
sum of more than EUR 8,000, or to rent a safe deposit box,
or to carry out a transfer whatever the amount? 134

3. Is there a procedure of identification of the beneficial owner
of a transaction when it appears that the person requesting
this transaction may not be acting on his or her own behalf? 135

4. Is a procedure in place for identification of occasional
customers asking for carrying out, in a short period of time,
several transactions that appear to be linked and whose total
amount exceeds EUR 8,0007? 136

5. Are occasional customers’ identity documents, stating their
name, first names, date and place of birth, the document’s
type, number, date and place of delivery, and the authority
that issued or certified it, kept for at least five years with
effect from the cessation of the business relationship? 137

6. Are documents pertaining to transactions carried out by
occasional customers kept for at least five years with effect
from their execution? 138

* Any customers who address a specific / single transaction to a financial institution.

Signature of executive manager:
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Answers

INTERNAL PROCEDURES Questions
Yes | No | NA

V - OTHER VIGILANCE REQUIREMENTS

1. Has your institution adopted procedures for customer profile
analysis so it can detect unusual financial flows? 139

2. Are these procedures computerized? 140

3. Is your institution equipped with a computerized system
capable of detecting transactions carried out by an
occasional customer whose amount exceeds EUR 8,000? 141

4. Is your institution equipped with a computerized system
capable of detecting transactions carried out by an
occasional customer that appear to b linked and whose total
amount exceeds EUR 8,0007? 142

5. Is the Tracfin reporting officer appointed by your institution
systematically informed of the findings supplied by the
systems referred to in lines 139, 140, 141, 142? 143

Vigilance requirements concerning branches and subsidiaries
located abroad:

6. Have you made recommendations to your foreign branches
and subsidiaries aimed at helping them to guard themselves
against the risk of being used to launder money or finance
terrorism and adopted according to Article R. 562-2-1
paragraph 2 of the Monetary and Financial Code, coordinated
procedures ensuring a level of vigilance in the group’s
foreign entities at least equivalent to the French standards? 144

7. Has your institution branches or subsidiaries based in
countries whose local provisions prevent the implementation
of some or all recommendations set forth in Article 5 of the
Regulation No. 91-07 of the Banking Regulation Committee
and Article R. 562-2-1 paragraph 2 of the Monetary and
Financial Code? (if yes, please fill out form QLB2) 145

8. Has your institution branches or subsidiaries that are
hindered to follow the recommendation set forth in Article 4
of the Regulation No. 91-07 of the Banking Regulation
Committee, relative to the monitoring of transactions referred
to in Article L. 563-3 of the Monetary and Financial Code?

(if yes, please fill out form QLB2) 146

9. Has your institution submitted to Tracfin the report referred
to in Article 5 of the Regulation No. 91-07 of the Banking
Regulation Committee and Article R. 562-2-1 paragraph 2 of
the Monetary and Financial Code relative to the branches
and subsidiaries concerned by lines 145 and 1467 147

Vigilance requirements with regard to checks:

10. Has your institution been controlling checks over the past
financial year in accordance with the provisions of the
Regulation No. 2002-01 of the Banking Regulation Committee? 148

Signature of executive manager:
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Answers
Yes | No |NA

INTERNAL PROCEDURES Questions

11. Is the Tracfin reporting officer informed of the results of the
checks’ control? 149

12. Is the decision-making body informed of the results of the
checks’ control? 150

13. Has your institution signed agreements under Article 8 of the
Regulation No. 2002-01 of the Banking Regulation Committee
with foreign institutions to which it offers a check collection
or discounting service? 151

Vigilance requirements with regard to electronic money:

14. |Is your institution equipped with a computerized system for
monitoring unusual transactions carried out using electronic
money? 152

15. If your institution distributes electronic money, are the
anomalies linked to the circulation of electronic money
submitted to the issuing bank? 153

16. Is the Tracfin reporting officer sent a statement of anomalies
at least once a month? 154

VI - STAFF AWERNESS AND TRAINING

1. Are all new staff members provided with training on
prevention of money laundering and terrorist financing when
they are recruited or in the weeks following their recruitment? 155 o

2. Are all staff members regularly updated on this subject? 156 R

VIl - ENSURING PROPER APPLICATION OF THE SYSTEM
TO PREVENT MONEY LAUNDERING AND TERRORIST
FINANCING

1. Does your institution have a monitoring system in place to
ensure that the internal procedures on money laundering
and terrorist financing are observed? 157 o

2. Does this monitoring system include a regular control
mechanism within the framework of the compliance control? 158 e |17

3. Does this monitoring system include periodical inspections? 159 e |

4. Does this monitoring system include ensuring compliance
with the vigilance requirements provided for under the
Regulation No. 2002-01 of the Banking Regulation Committee
concerning the control of checks? 160 v |

5. Does the general control system include ensuring
compliance with the vigilance requirements provided for
underTitle | of the Regulation No. 2002-13 of the Banking
Regulation Committee concerning the issuance and
distribution of electronic money? 161 N

Signature of executive manager:
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INTERNAL PROCEDURES

Questions

Answers

Yes

No

NA

6. Is the general management of your institution informed of
reports sent to Tracfin and of transactions giving rise to the
compilation of an information file as instructed by Article
L. 563-3 of the Monetary and Financial Code?

7. If your institution is part of a group within the meaning of
Article 1 of Regulation No. 2000-03 of the Banking Regulation
Committee, is the group management informed of the reports
sent to TRACFIN by your institution?

8. Is the AML-CFT system included within the scope of the
investigations carried out by the person in charge of internal
control at your institution?

9. Does the internal control function systematically verify that
the AML-CFT procedures are being applied when it carries
inspections of the branches of your institution?

10. Has the compliance control system included an AML-CFT risk
assessment in its procedures for systematical preliminary
approval of the new products?

VIII - EXISTENCE OF WRITTEN INTERNAL RULES COMPLIANT
WITH REGULATION

1. Do your institution’s written internal rules indicate

— the procedure to be followed if it appears that a sum or
transaction could likely be reported to TRACFIN ? .....................

— the prohibition of the Article L. 574-1 of the Monetary and
Financial Code to inform the owner of the funds or the initiator
of a transaction that gave rise to a suspicious transaction
report of the existence of the declaration made? ......................

— the procedure to be followed if, under exceptional
circumstances and notably in emergency situations, an
unauthorized person is leaded to report the suspicious
transaction to Tracfin itself? ...,

— the procedures of verification of the customer identity
(natural and legal Persons)? ........cccooiviiiiiiiic e

— the procedure to be followed if the customer does not appear
to be acting on its own behalf when it approaches your
institution with a request to open an account or execute a
TrANSACTION? L. o

— the nature of and sums involved in transactions that require
special vigilance (notably, in case of customers who have
opened an account, with respect to the flows usually seen
ON theIr @CCOUNT)? L.oiiiiiiiiie e

— the specific controls to be carried out with regard to checks
for the purpose of AML/CFT?. ..o

— the controls to be carried out if any AML/CFT related anomalies
are detected in the circulation of electronic money? .....................

162

163

164

165

184

166

167

168

169

170

171

172

173

1

mn

mn

mn

1

i

m

i

Signature of executive manager:

233




Preventing Money Laundering and Terrorist Financing

Answers
Yes | No | NA

INTERNAL PROCEDURES Questions

— the indicators making it possible to identify transactions carried
out by an occasional customer in a short time period whose

total amount exceeds EUR 8,0007. ..o 174
— the procedures for compiling the information files referred to in
Article L. 563-3 of the Monetary and Financial Code? ............... 175

— the procedures for recording and keeping documents relative
to transactions giving rise to compilation of an information file
within the meaning of Article L. 563-3 of the Monetary and
Financial Code or to suspicious transaction reports to
TRACFIN? e 176 o Lt

2. If your institution belongs to a group and if your written
internal procedures have been drafted on the basis of a the
model prepared for the group as a whole, have the AML/CFT
procedures been adapted to the nature of your institution’s
DUSINESS? i e 177

IX — DISSEMINATING THE WRITTEN INTERNAL RULES

1. Do your operational entities possess a manual of procedures
containing all the AML/CFT inStructions? .......cccceeveeeeeveeveeenenne. 178 |

2. Does each staff member concerned with the implementation
of the AML/CFT measures receive a personal copy of the
above-mentioned Manual? .......cccceeverereieeinine e 179 |

3. Is each staff member concerned with the implementation of
the AML/CFT measures required to acknowledge receipt of
the above-mentioned Manual?.......cccoceeeverereeiereeeeeese e 180 |

4. If your institution is affiliated to a central body, is this central
body informed of the written internal rules adopted by
YOUT INSHIIULION? Loriiiiiiiiiie e e 181

Signature of executive manager:
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DATA ON THE LAST FINANCIAL YEAR Question

| - SUSPICIOUS TRANSACTION REPORTS FILED WITH TRACFIN
INTHE LAST FINANCIALYEAR

1. Reports filed at the initiative of your institution pursuant to
points 1 and 2 in the first paragraph of Article L. 562-2 of the
Monetary and Financial Code:

— NUMIDET e 200 | L
— total value of the transactions reported (in EUR thousands) ..... 202 | ..

2. Reports filed at the initiative of your institution pursuant to
points 1 and 2 of the second paragraph of Article L. 562-2 of
the Monetary and Financial Code:

e A1 00 7= R 203 | ..
— total value of the transactions reported
(in EUR thousands) ... 204 |

3. Reports filed by the TRACFIN reporting officer appointed by
your institution on behalf of other institutions belonging to
the same group pursuant to points 1 and 2 of the first
paragraph of Article L. 562-2 of the Monetary and Financial

Code:
— NUMIDET e 206 | ..
— total value of the transactions reported

(in EUR thousSands) ..........oooviiiiiiiii e 206 | ..

4. Reports filed by the TRACFIN reporting officer appointed by
your institution on behalf of other institutions belonging to
the same group pursuant to points 1 and 2 of the second
paragraph of Article L. 562-2 of the Monetary and Financial
Code:

— UMD e 207 | ...

— total value of the transactions reported
(in EUR thousands) ....ccvvviiiiiiiiiiiieeeeeeeee e 208 | ..

5. As regards suspicious transaction reports filed with Tracfin in
the last financial year pursuant to points 1 and 2 of the first
paragraph of Article L. 562-2 of the Monetary and Financial
Code, what has been the average lag between executing
transactions and reporting transactions (in days)? 209 | .

6. Number of anomalies detected when controlling checks?
which have given rise to a suspicious transaction report or
the compilation of information file? 215 | L

Signature of executive manager:
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DATA ON THE LAST FINANCIALYEAR

Question

Il - INFORMATION FILES COMPILED INTHE LAST FINANCIAL
YEAR ONTRANSACTIONS REFERRED TO IN ARTICLE
L. 563-3 OF THE MONETARY AND FINANCIAL CODE

1o NUMDET

2. Largest value of a transaction covered by such a file
(in EUR thouSands) ....c.cceceiieiereeeseeieeee e e

Il -TRAINING

1. Number of staff members having received an AML/CFT
training in the last financial year.........cccoooveiiiiieic e

210

21

212

IV — MONITORING SYSTEM

1. Date of the last inspection of the AML/CFT system carried out
by your internal control function (year, month) .......c.ccccve....

V —-WRITTEN INTERNAL RULES

1. Date of the last update of the AML/CFT procedures
(year, MONth) oo s

213

214

Name and job title of signatory:

Date: Signature:
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Annex 8: Example of Sanctions
Applied by the French Banking
Commission

(Source: Commission bancaire, annual report.)

No. 8 CALYON, formerly known as CREDIT AGRICOLE INDOSUEZ
Fine — October 11, 2004
(1,000,000 euros)

Whereas |[...]

The Banking Commission members, Mr. Hannoun, Chairman, Ms. Barbat-
Layani, Mr. Jurgensen, M.r LaPommé, Mr. Léonnet, Mr. Robert, and Mr. Touzéry;

Having heard at its meeting of September 17, 2004, Mr. [...], Chairman of the
Calyon Board of Directors, with his legal counsel Mr. [...];

And after deliberations by the Committee members alone;

Due diligence with regard to the identification of customers and information
on the true beneficiary:

Whereas based on the relevant wording of the provisions of Article L. 563-1 of
the Monetary and Financial Code in force when the acts being inquired into
occurred, and under the terms of Article 3 of Decree 91-160 of February 13, 1991,
financial entities shall confirm the identity of the cocontracting party through pres-
entation of documentary proof before opening an account which, in the case of a
legal entity, means the original or certified copy of any deed or extract from the offi-
cial register showing the name, type of legal organization, and headquarters,
together with all the powers of persons acting on behalf of the legal entity, that they
should retain the references or copy of the documents; whereas they must ascertain
the true identity of the persons for whom an account is opened or a transaction is
carried out when it appears to them that the persons opening the accounts or
requesting the transactions may not be acting on their own behalf; whereas this
obligation imposes a duty on the institution to request any document or written
proof that it deems necessary;
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Whereas the inspection reports and responses submitted by the institution
reveal that the ships’ financial transactions were structured in a complex manner
that did not disclose a direct legal link to the true beneficiary of the transaction;
whereas, therefore, the institution should have obtained the necessary documentary
proof to identify the real beneficiary in order to fulfill its vigilance obligations;
whereas, had such steps been taken and it had proven impossible to obtain proba-
tive documents, written documentation external to the institution establishing with
reasonable certainty the identity of the real beneficiary could have been considered
for at least two of the eight ship financing files examined in the July 19, 2001, report
[companies A and B]; whereas at the time of the investigation, Crédit Agricole
Indosuez (CAI) did not have any information that would have identified the real
beneficiaries of the transaction, the persons entitled to the financial benefits derived
from the activities of the ad hoc entities used; whereas the documents furnished by
the institution in its submission as information on the real beneficiaries of these
transactions were done so after the date of the report; whereas an offense has there-
fore been committed;

Whereas the CAl is the agent for a loan granted to company [C] to purchase an
airplane operated by [company D], and the inspection report of March 31, 2004
and the documents submitted on September 2,2004 indicate that CAI did not ascer-
tain the identity of the shareholders of company [E], the holder of 100 percent of
the shares of [C]; whereas [C] and [E], both being companies registered in
Delaware, having a share capital of US$1.00, domiciled with a “Corporation Service
Company,” or a “Corporation Trust Company,” with their only known activity being
that of holding assets, do not appear to be the real beneficiaries of the transaction;
whereas, consequently, even though CAI has identified the company operating the
aircraft that was financed, the institution did not ascertain the real beneficiaries of
the transaction, who in this case are the persons having the right to benefit from the
profits realized by these entities; whereas an offense has been committed;

Whereas at the time of the investigation CAI did not appear to have information
on the real beneficiaries of the nine investment funds set up at [bank F] domiciled
in country Z, whose assets have been deposited at CAI in France; whereas the fact
that this country belongs to the Gulf Cooperation Council, and is also a member of
the international coordination and cooperation entity established to combat money
laundering (FATF), is not sufficient to establish that the financial institutions had at
that time implemented any anti-money laundering mechanism similar to that to
which French financial institutions are subject; whereas, therefore, the documents
produced by the defense, especially the FATF 2003-2004 annual report, show that a
comprehensive mechanism to combat money laundering consistent with the FATF
recommendations was implemented in 2003; whereas, under these circumstances,
the institution, where the practice of having subaccounts bearing the name of the
various investment funds demonstrates that it was aware that [bank F] was not
acting on its own behalf but on behalf of those funds, cannot therefore invoke the
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benefit of the last paragraph of Article 3 of Decree 91-160 to exempt itself from its
obligations; whereas an offense has been committed;

Obligation to apply special scrutiny and make a written report on the
characteristics of transactions covered by Article L. 563-3 of the Monetary and
Financial Code:

Whereas under the terms of the provisions of Article L. 563-3 of the Monetary
and Financial Code, any large transaction involving unitary amounts of more than
150,000 euros and which, without being covered by the requirements for suspicious
transaction reports, involve unusually complex conditions and do not seem to have
any economic justification or lawful purpose, must be subject to special scrutiny by
the financial entity; whereas, in this case, the financial entity shall make inquiries of
the customer as to the origin and destination of the funds, the purpose of the trans-
action, and the identity of the recipient, and shall then make a written record of the
characteristics of the transaction;

Whereas CAI has granted a loan of US$57 million to company [G] to finance an
aircraft leased to company [H], registered in Bermuda and 100 percent owned by
[company 1], also registered in Bermuda; whereas the aircraft lease charges were
paid by company [J]; whereas the beneficiary of the transaction was supposedly
[person/entity K] according to a written statement issued by company [J] in February
1998; whereas this individual gave a rental security and pledged US$20 million from
his/her account at CAI Switzerland as a deposit; whereas the report of July 19, 2001,
revealed that CAI did not have the essential facts to establish a formal link between
[company J] and the beneficiary, nor sufficient information on the origin of the funds;
whereas the documents submitted on December 24, 2002, revealed that the additional
information on the transaction was only provided in October 2002 by [company J]
and CAI Switzerland; whereas, at the time of the first inspection, CAI had not applied
special scrutiny as required under Article L. 563-3, even though the transaction was
unusually complex and no economic justification was apparent; whereas an offense
has been committed;

Whereas in the first half of 2000, six transfers from CAI Geneva amounting to
over 820,000 euros were deposited by an unknown originator into the CAI Paris
account of [company L]; whereas customer [M] received over this same period two
transfers of almost 2 million euros from CAI Geneva, without any indication of the
originator; whereas in the absence of any mention of the originator of transfers of
very large sums and where the institution has no information on the origin of the
customer’s funds nor the economic justification for the transactions, the institution
should have scrutinized these transactions carefully and requested that the cus-
tomer provide information on the origin of the abovementioned sums; whereas
with respect to [company L] it was only on February 5, 2001, at the request of the
Banking Commission Inspection Team that CAI Paris asked CAI Geneva about the
identity of the originator of the transfer; whereas with regard to [customer M], it is
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clear from the documents submitted by CAIL, and the March 31, 2004, inspection
report that in 2000, the customer file at CAI Paris did not contain any information
on the originator, who was simply believed to be the customer himself, and the ear-
liest note produced by CAI containing information furnished by Credit Agricole
Indosuez Cheuvreux Gestions only dates from July 12, 2001; whereas, with regard to
these two customers, CAI Paris did not ascertain the origin of the sums in a timely
manner; whereas, therefore, a violation of Article L. 563-3 has been committed in
respect to these customers.

Vigilance procedures

Whereas under Article 2 of Regulation 91-07 financial institutions must exercise
constant vigilance and establish appropriate internal structures and procedures to
ensure compliance with Title V1 of Book V of the Monetary and Financial Code;
whereas the annual review of private banking customers referred to in Circular
00/11 of July 11, 2000, only involved customers who deposited sums over 15 million
euros, a threshold lowered to 7.5 million for customers considered most apt to
arouse the suspicion of CAI; whereas vigilance measures implemented were inade-
quate bearing in mind the risks inherent in the activity; whereas in its last submis-
sion, the institution indicated that it had conducted an annual review of files having
no threshold amount; whereas an offense has nevertheless been committed in
respect of the preceding period;

Whereas CAI Paris accounts for the Jersey registered company [N] showed activ-
ity in the first half of 2000—five credit transfers for a total of more than 150 million
euros and three debit transfers for a total of more than 100 million euros; whereas,
nevertheless, CAI Paris did not have any information on transactions recorded in
the accounts; whereas the institution declared that the account was managed from
London, where the orders of the customer were received and where the group had a
complete file, including legal information and annual reports of the company;
whereas, nevertheless, in order to exercise vigilance over the account transactions of
its own customers, CAI Paris should have had information on transactions involv-
ing large sums in Paris, furnished, where applicable, by the institution of the group
which had contact with the customer; whereas an offense has been committed;

Prevention of money laundering in foreign subsidiaries and branches:

Whereas under Article L. 563-3 of the Monetary and Financial Code, credit insti-
tutions must ensure that their foreign branches and subsidiaries comply with the
obligations to establish and retain written records for five years from the date of the
special scrutiny of large transactions which involve unusually complex conditions
and do not appear to have any economic justification or lawful purpose;

Whereas the inspection report of July 19, 2001 reveals that the procedures
applicable to CAI Gibraltar, CAI Switzerland, and CAI Luxembourg did not cover
the obligation imposed under Article L. 563-3; whereas the procedures established
by the institution either were implemented after July 2001 or do not address the



Annex 8: Example of Sanctions Applied by the French Banking Commission

aforementioned obligation; whereas, furthermore, the fact that the laws of the
States concerned could have imposed equivalent obligations does not exempt CAI
from ensuring compliance by its foreign subsidiaries and branches; whereas an
offense has been committed;

Whereas under Article 5 of Regulation 91-07, credit institutions domiciled in
France shall make all helpful recommendations to their foreign subsidiaries and
branches so that they may protect themselves appropriately against the risk of being
used to launder money; whereas, consequently, the institutions must ensure that
their entities abroad have procedures that are at least similar to those provided for
under French law and implement a control system to ensure compliance;

Whereas the entities of the CAI Group in Gibraltar, Monaco, and Switzerland
did not carry out regular second-level internal controls with respect to money laun-
dering prevention from 1997 to 2000; whereas the CAI general inspection reports
tendered in evidence by the institution in its December 22, 2002, submission, for
Gibraltar in 1996 and 2000, for Monaco in 1997, and for the Swiss subsidiary com-
pany FICAI in 2000, are not proper second level controls as they were not carried
out regularly; whereas the institution affirms that second level controls took place
in those entities without specifying whether they dealt with money laundering or
providing documents in proof;

Whereas the lack of controls did not allow the group to monitor the money
laundering risk to a sufficient extent; whereas, indeed, in the trust department at
Gibraltar, the 1996 CAI general inspection report revealed that customers were
not always known before an instrument was created; whereas the report also
revealed that in the private banking department, the opening of accounts as well
as transactions effected in relation to 100 customers originally from the former
Soviet Union were insufficiently monitored; whereas in the April 2000 report of
the same entity, it was stated that knowledge of some current Russian customers
was still inadequate; whereas the specific report of June 2000 on Nigerian accounts
reveals that 15 accounts received US$38 million from March 1999 to March 2000,
and for 75 percent of these amounts, the originator of the transfers was unknown,
that the real beneficiary of most of these accounts was allegedly a former oil
minister, and that the sums in question could have been proceeds from corrup-
tion; whereas the reports also state that these accounts began to be used in
Switzerland before they were transferred to Gibraltar on letters of introduction
drafted by the Swiss companies of the group without providing complete infor-
mation to the Gibraltar institution;

Whereas the 1997 CAI report on CFM Monaco revealed that lax oversight of the
opening of accounts resulted in many accounts being opened without sufficient doc-
umentation; whereas the CNCA [Caisse Nationale de Crédit Agricole] inspection
report of January 11, 2000, states that “the bank manages the assets (416 billion
French francs) and financial flows of three groups of customers, whose economic
sources are unknown to it and who are, furthermore, close to ‘controversial’ political
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regimes, and also has customers (2 billion French francs of managed assets) whose
profiles remain suspicious, even if the doubt is not at the same level;”

Whereas the Banking Commission Inspection report of March 4, 2002, reveals
that the shortcomings in organizing the dissemination and use of lists of individu-
als linked to the Taliban regime leading CAI Hong Kong in one case on November
15,2001, to execute a SWIFT transfer of over US$250,000 indicating as the Afghan
originator of the transfer “[Mr. O.], son of [Mr. P.],” which has a close homonymy
with [names of two persons], appearing on the list of persons linked to the Taliban
regime under EC Regulation 1354/2001 of July 4, 2001; whereas although it was the
institution’s submission that the funds recently blocked in the United States of
America were ultimately unblocked by US authorities, the failure to detect such a
level of homonymy, which was in fact detected by its correspondent, constitutes an
unacceptable lack of organization of anti-money laundering measures by the CAI
group at the international level;

Whereas all these facts highlight significant failures in the effectiveness of the
recommendations and in monitoring compliance with them; whereas in these cir-
cumstances, the provisions of Article 5 of Regulation 91-07 were violated;

Whereas, in light of the foregoing, the institution has violated several key provi-
sions of the regulations applying to it with regard to the fight against money laun-
dering, particularly in terms of monitoring group entities abroad, which is
particularly serious, bearing in mind the characteristics of the activity and the size
of the group; whereas in respect of the other complaints against CAI, there are no
grounds to impose sanctions;

Whereas the offenses were committed prior to major changes in the management
and organization of the institution and prior to substantial efforts to strengthen its
anti-money laundering system; whereas, in these circumstances, there are grounds to
impose a fine only; whereas, consequently, Article L. 613-21 of the Monetary and
Financial Code should be applied and a fine in the amount of 1 million euros
(1,000,000 euros) be imposed on Calyon;

Whereas Calyon has requested that notice of the Banking Commission’s deci-
sion not be published in connection with the bank’s name; whereas, in view of the
serious nature of the offenses committed, this request must be refused;

Decides:
Article 1: A fine of 1 million euros (1,000,000 euros) shall be imposed on Calyon;
Article 2:  Public notice shall be given of this decision;

Decision read out in a public session held on October 11, 2004.
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40 Recommendations on Money Laundering

Legal Systems

+ Scope of the criminal offence of money laundering

Recommendation 1

Countries should criminalize money laundering on the basis of United Nations
Convention against Illicit Traffic in Narcotic Drugs and Psychotropic Substances,
1988 (the Vienna Convention) and United Nations Convention against Transna-
tional Organized Crime, 2000 (the Palermo Convention).

Countries should apply the crime of money laundering to all serious offences,
with a view to including the widest range of predicate offences. Predicate offences may
be described by reference to all offences, or to a threshold linked either to a category
of serious offences or to the penalty of imprisonment applicable to the predicate
offence (threshold approach), or to a list of predicate offences, or a combination of
these approaches.

Where countries apply a threshold approach, predicate offences should at a
minimum comprise all offences that fall within the category of serious offences
under their national law or should include offences which are punishable by a max-
imum penalty of more than one year’s imprisonment or for those countries that
have a minimum threshold for offences in their legal system, predicate offences
should comprise all offences, which are punished by a minimum penalty of more
than six months imprisonment.

Whichever approach is adopted, each country should at a minimum include a
range of offences within each of the designated categories of offences [3].

Predicate offences for money laundering should extend to conduct that
occurred in another country, which constitutes an offence in that country, and
which would have constituted a predicate offence had it occurred domestically.
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Countries may provide that the only prerequisite is that the conduct would have
constituted a predicate offence had it occurred domestically.

Countries may provide that the offence of money laundering does not apply to
persons who committed the predicate offence, where this is required by fundamen-
tal principles of their domestic law.

Footnotes:
[3] See the definition of “designated categories of offences” in the Glossary.

Recommendation 2

Countries should ensure that:

a) The intent and knowledge required to prove the offence of money laundering
is consistent with the standards set forth in the Vienna and Palermo Conventions,
including the concept that such mental state may be inferred from objective factual
circumstances.

b) Criminal liability, and, where that is not possible, civil or administrative lia-
bility, should apply to legal persons. This should not preclude parallel criminal, civil
or administrative proceedings with respect to legal persons in countries in which
such forms of liability are available. Legal persons should be subject to effective,
proportionate and dissuasive sanctions. Such measures should be without prejudice
to the criminal liability of individuals.

 Provisional measures and confiscation

Recommendation 3

Countries should adopt measures similar to those set forth in the Vienna and
Palermo Conventions, including legislative measures, to enable their competent
authorities to confiscate property laundered, proceeds from money laundering or
predicate offences, instrumentalities used in or intended for use in the commission
of these offences, or property of corresponding value, without prejudicing the rights
of bona fide third parties.

Such measures should include the authority to: (a) identify, trace and evaluate
property which is subject to confiscation; (b) carry out provisional measures, such
as freezing and seizing, to prevent any dealing, transfer or disposal of such property;
(c) take steps that will prevent or void actions that prejudice the State’s ability to
recover property that is subject to confiscation; and (d) take any appropriate inves-
tigative measures.

Countries may consider adopting measures that allow such proceeds or instru-
mentalities to be confiscated without requiring a criminal conviction, or which
require an offender to demonstrate the lawful origin of the property alleged to be
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liable to confiscation, to the extent that such a requirement is consistent with the
principles of their domestic law.

Measures to be taken by Financial Institutions and Non-Financial Businesses
and Professions to prevent Money Laundering and Terrorist Financing

+ Customer due diligence and record-keeping

Recommendation 4

Countries should ensure that financial institution secrecy laws do not inhibit imple-
mentation of the FATF Recommendations.

Recommendation 5

Financial institutions should not keep anonymous accounts or accounts in obviously
fictitious names.

Financial institutions should undertake customer due diligence measures,
including identifying and verifying the identity of their customers, when:

« establishing business relations;

* carrying out occasional transactions: (i) above the applicable designated
threshold; or (ii) that are wire transfers in the circumstances covered by the
Interpretative Note to Special Recommendation VII;

+ there is a suspicion of money laundering or terrorist financing; or

+ the financial institution has doubts about the veracity or adequacy of previ-
ously obtained customer identification data.

The customer due diligence (CDD) measures to be taken are as follows:

a) Identifying the customer and verifying that customer’s identity using reliable,
independent source documents, data or information [4].

b) Identifying the beneficial owner, and taking reasonable measures to verify the
identity of the beneficial owner such that the financial institution is satisfied that it
knows who the beneficial owner is. For legal persons and arrangements this should
include financial institutions taking reasonable measures to understand the owner-
ship and control structure of the customer.

¢) Obtaining information on the purpose and intended nature of the business
relationship.

d) Conducting ongoing due diligence on the business relationship and scrutiny
of transactions undertaken throughout the course of that relationship to ensure
that the transactions being conducted are consistent with the institution’s knowl-
edge of the customer, their business and risk profile, including, where necessary, the
source of funds.
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Financial institutions should apply each of the CDD measures under (a) to
(d) above, but may determine the extent of such measures on a risk sensitive
basis depending on the type of customer, business relationship or transaction.
The measures that are taken should be consistent with any guidelines issued by
competent authorities. For higher risk categories, financial institutions should
perform enhanced due diligence. In certain circumstances, where there are low
risks, countries may decide that financial institutions can apply reduced or sim-
plified measures.

Financial institutions should verify the identity of the customer and beneficial
owner before or during the course of establishing a business relationship or conduct-
ing transactions for occasional customers. Countries may permit financial institu-
tions to complete the verification as soon as reasonably practicable following the
establishment of the relationship, where the money laundering risks are effectively
managed and where this is essential not to interrupt the normal conduct of business.

Where the financial institution is unable to comply with paragraphs (a) to (c)
above, it should not open the account, commence business relations or perform the
transaction; or should terminate the business relationship; and should consider
making a suspicious transactions report in relation to the customer.

These requirements should apply to all new customers, though financial institu-
tions should also apply this Recommendation to existing customers on the basis of
materiality and risk, and should conduct due diligence on such existing relation-
ships at appropriate times.

Footnotes:
[4] Reliable, independent source documents, data or information will hereafter
be referred to as “identification data”.

(See also Interpretative Notes Recommendation 5 and Interpretative Note to
Recommendations 5, 12 and 16)

Recommendation 6

Financial institutions should, in relation to politically exposed persons, in addition
to performing normal due diligence measures:

a) Have appropriate risk management systems to determine whether the cus-
tomer is a politically exposed person.

b) Obtain senior management approval for establishing business relationships
with such customers.

¢) Take reasonable measures to establish the source of wealth and source of
funds.

d) Conduct enhanced ongoing monitoring of the business relationship.

(See also Interpretative Note to Recommendation 6)
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Recommendation 7

Financial institutions should, in relation to cross-border correspondent bank-
ing and other similar relationships, in addition to performing normal due
diligence measures:

a) Gather sufficient information about a respondent institution to understand
fully the nature of the respondent’s business and to determine from publicly avail-
able information the reputation of the institution and the quality of supervision,
including whether it has been subject to a money laundering or terrorist financing
investigation or regulatory action.

b) Assess the respondent institution’s anti-money laundering and terrorist
financing controls.

c¢) Obtain approval from senior management before establishing new corre-
spondent relationships.

d) Document the respective responsibilities of each institution.

e) With respect to “payable-through accounts”, be satisfied that the respon-
dent bank has verified the identity of and performed on-going due diligence on
the customers having direct access to accounts of the correspondent and that it
is able to provide relevant customer identification data upon request to the cor-
respondent bank.

Recommendation 8

Financial institutions should pay special attention to any money laundering
threats that may arise from new or developing technologies that might favour
anonymity, and take measures, if needed, to prevent their use in money launder-
ing schemes. In particular, financial institutions should have policies and proce-
dures in place to address any specific risks associated with non-face to face
business relationships or transactions.

Recommendation 9

Countries may permit financial institutions to rely on intermediaries or other third
parties to perform elements (a) — (c) of the CDD process or to introduce business,
provided that the criteria set out below are met. Where such reliance is permitted,
the ultimate responsibility for customer identification and verification remains
with the financial institution relying on the third party.

The criteria that should be met are as follows:

a) A financial institution relying upon a third party should immediately
obtain the necessary information concerning elements (a) — (c¢) of the CDD
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process. Financial institutions should take adequate steps to satisfy themselves
that copies of identification data and other relevant documentation relating to
the CDD requirements will be made available from the third party upon request
without delay.

b) The financial institution should satisfy itself that the third party is regulated
and supervised for, and has measures in place to comply with CDD requirements in
line with Recommendations 5 and 10.

It is left to each country to determine in which countries the third party that
meets the conditions can be based, having regard to information available on coun-
tries that do not or do not adequately apply the FATF Recommendations.

(See also Interpretative Note to Recommendation 9)

Recommendation 10

Financial institutions should maintain, for at least five years, all necessary records
on transactions, both domestic or international, to enable them to comply swiftly
with information requests from the competent authorities. Such records must be
sufficient to permit reconstruction of individual transactions (including the
amounts and types of currency involved if any) so as to provide, if necessary,
evidence for prosecution of criminal activity.

Financial institutions should keep records on the identification data obtained
through the customer due diligence process (e.g. copies or records of official identi-
fication documents like passports, identity cards, driving licenses or similar docu-
ments), account files and business correspondence for at least five years after the
business relationship is ended.

The identification data and transaction records should be available to domestic
competent authorities upon appropriate authority.

(See also Interpretative Note to Recommendation 10)

Recommendation 11

Financial institutions should pay special attention to all complex, unusual large
transactions, and all unusual patterns of transactions, which have no apparent eco-
nomic or visible lawful purpose. The background and purpose of such transactions
should, as far as possible, be examined, the findings established in writing, and be
available to help competent authorities and auditors.

(See also Interpretative Note to Recommendation 11)
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Recommendation 12

The customer due diligence and record-keeping requirements set out in Recom-
mendations 5, 6, and 8 to 11 apply to designated non-financial businesses and pro-
fessions in the following situations:

a) Casinos—when customers engage in financial transactions equal to or above
the applicable designated threshold.

b) Real estate agents—when they are involved in transactions for their client
concerning the buying and selling of real estate.

¢) Dealers in precious metals and dealers in precious stones—when they engage
in any cash transaction with a customer equal to or above the applicable desig-
nated threshold.

d) Lawyers, notaries, other independent legal professionals and accountants
when they prepare for or carry out transactions for their client concerning the fol-
lowing activities:

+ buying and selling of real estate;

+ managing of client money, securities or other assets;

+ management of bank, savings or securities accounts;

+ organisation of contributions for the creation, operation or management of
companies;

+ creation, operation or management of legal persons or arrangements, and buy-
ing and selling of business entities.

e) Trust and company service providers when they prepare for or carry out
transactions for a client concerning the activities listed in the definition in the
Glossary.

(See also Interpretative Note to Recommendation 12 and Interpretative Note to

Recommendations 5, 12 and 16)

+ Reporting of suspicious transactions and compliance

Recommendation 13

If a financial institution suspects or has reasonable grounds to suspect that funds
are the proceeds of a criminal activity, or are related to terrorist financing, it should
be required, directly by law or regulation, to report promptly its suspicions to the
financial intelligence unit (FIU).

(See also Interpretative Note to Recommendation 13)
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Recommendation 14

Financial institutions, their directors, officers and employees should be:

a) Protected by legal provisions from criminal and civil liability for breach of any
restriction on disclosure of information imposed by contract or by any legislative,
regulatory or administrative provision, if they report their suspicions in good faith
to the FIU, even if they did not know precisely what the underlying criminal activ-
ity was, and regardless of whether illegal activity actually occurred.

b) Prohibited by law from disclosing the fact that a suspicious transaction report
(STR) or related information is being reported to the FIU.

(See also Interpretative Note to Recommendation 14)

Recommendation 15

Financial institutions should develop programmes against money laundering and
terrorist financing. These programmes should include:

a) The development of internal policies, procedures and controls, including
appropriate compliance management arrangements, and adequate screening proce-
dures to ensure high standards when hiring employees.

b) An ongoing employee training programme.

¢) An audit function to test the system.

(See also Interpretative Note to Recommendation 15)

Recommendation 16

The requirements set out in Recommendations 13 to 15,and 21 apply to all designated
non-financial businesses and professions, subject to the following qualifications:

a) Lawyers, notaries, other independent legal professionals and accountants
should be required to report suspicious transactions when, on behalf of or for a client,
they engage in a financial transaction in relation to the activities described in Recom-
mendation 12(d). Countries are strongly encouraged to extend the reporting require-
ment to the rest of the professional activities of accountants, including auditing.

b) Dealers in precious metals and dealers in precious stones should be required
to report suspicious transactions when they engage in any cash transaction with a
customer equal to or above the applicable designated threshold.

¢) Trust and company service providers should be required to report suspicious
transactions for a client when, on behalf of or for a client, they engage in a transac-
tion in relation to the activities referred to Recommendation 12(e).
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Lawyers, notaries, other independent legal professionals, and accountants acting
as independent legal professionals, are not required to report their suspicions if the
relevant information was obtained in circumstances where they are subject to pro-
fessional secrecy or legal professional privilege.

(See also Interpretative Notes to Recommendation 16 and Interpretative Note to
Recommendations 5, 12, and 16)

+ Other measures to deter money laundering and terrorist financing

Recommendation 17

Countries should ensure that effective, proportionate and dissuasive sanctions,
whether criminal, civil or administrative, are available to deal with natural or legal
persons covered by these Recommendations that fail to comply with anti-money
laundering or terrorist financing requirements.

Recommendation 18

Countries should not approve the establishment or accept the continued operation
of shell banks. Financial institutions should refuse to enter into, or continue, a cor-
respondent banking relationship with shell banks. Financial institutions should also
guard against establishing relations with respondent foreign financial institutions
that permit their accounts to be used by shell banks.

Recommendation 19 (This Recommendation was Revised
and the Following text was Issued on 22 October 2004)

Countries should consider the feasibility and utility of a system where banks and
other financial institutions and intermediaries would report all domestic and inter-
national currency transactions above a fixed amount, to a national central agency
with a computerised data base, available to competent authorities for use in money
laundering or terrorist financing cases, subject to strict safeguards to ensure proper
use of the information.

Recommendation 20

Countries should consider applying the FATF Recommendations to businesses and
professions, other than designated non-financial businesses and professions, that
pose a money laundering or terrorist financing risk.
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Countries should further encourage the development of modern and secure
techniques of money management that are less vulnerable to money laundering.

*+ Measures to be taken with respect to countries that do not or insufficiently
comply with the FATF Recommendations

Recommendation 21

Financial institutions should give special attention to business relationships and
transactions with persons, including companies and financial institutions, from
countries which do not or insufficiently apply the FATF Recommendations. When-
ever these transactions have no apparent economic or visible lawful purpose, their
background and purpose should, as far as possible, be examined, the findings estab-
lished in writing, and be available to help competent authorities. Where such a
country continues not to apply or insufficiently applies the FATF Recommenda-
tions, countries should be able to apply appropriate countermeasures.

Recommendation 22

Financial institutions should ensure that the principles applicable to financial insti-
tutions, which are mentioned above are also applied to branches and majority
owned subsidiaries located abroad, especially in countries which do not or insuffi-
ciently apply the FATF Recommendations, to the extent that local applicable laws
and regulations permit. When local applicable laws and regulations prohibit this
implementation, competent authorities in the country of the parent institution
should be informed by the financial institutions that they cannot apply the FATF
Recommendations.

+ Regulation and supervision

Recommendation 23

Countries should ensure that financial institutions are subject to adequate regula-
tion and supervision and are effectively implementing the FATF Recommendations.
Competent authorities should take the necessary legal or regulatory measures to
prevent criminals or their associates from holding or being the beneficial owner of
a significant or controlling interest or holding a management function in a financial
institution.

For financial institutions subject to the Core Principles, the regulatory and super-
visory measures that apply for prudential purposes and which are also relevant to
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money laundering, should apply in a similar manner for anti-money laundering and
terrorist financing purposes.

Other financial institutions should be licensed or registered and appropriately
regulated, and subject to supervision or oversight for anti-money laundering pur-
poses, having regard to the risk of money laundering or terrorist financing in that
sector. At a minimum, businesses providing a service of money or value transfer, or
of money or currency changing should be licensed or registered, and subject to
effective systems for monitoring and ensuring compliance with national require-
ments to combat money laundering and terrorist financing.

(See also Interpretative Note to Recommendation 23)

Recommendation 24

Designated non-financial businesses and professions should be subject to regulatory
and supervisory measures as set out below.

a) Casinos should be subject to a comprehensive regulatory and supervisory
regime that ensures that they have effectively implemented the necessary anti-
money laundering and terrorist-financing measures. At a minimum:

+ casinos should be licensed;

+ competent authorities should take the necessary legal or regulatory measures to
prevent criminals or their associates from holding or being the beneficial owner
of a significant or controlling interest, holding a management function in, or
being an operator of a casino;

+ competent authorities should ensure that casinos are effectively supervised for
compliance with requirements to combat money laundering and terrorist
financing.

b) Countries should ensure that the other categories of designated non-financial
businesses and professions are subject to effective systems for monitoring and
ensuring their compliance with requirements to combat money laundering and ter-
rorist financing. This should be performed on a risk-sensitive basis. This may be
performed by a government authority or by an appropriate self-regulatory organi-
sation, provided that such an organisation can ensure that its members comply with
their obligations to combat money laundering and terrorist financing.

Recommendation 25

The competent authorities should establish guidelines, and provide feedback
which will assist financial institutions and designated non-financial businesses and
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professions in applying national measures to combat money laundering and terrorist
financing, and in particular, in detecting and reporting suspicious transactions.

(See also Interpretative Note to Recommendation 25)

Institutional and other measures necessary in systems for combating Money
Laundering and Terrorist Financing

« Competent authorities, their powers and resources

Recommendation 26

Countries should establish a FIU that serves as a national centre for the receiving
(and, as permitted, requesting), analysis and dissemination of STR and other infor-
mation regarding potential money laundering or terrorist financing. The FIU
should have access, directly or indirectly, on a timely basis to the financial, adminis-
trative and law enforcement information that it requires to properly undertake its
functions, including the analysis of STR.

(See also Interpretative Note to Recommendation 26)

Recommendation 27

Countries should ensure that designated law enforcement authorities have respon-
sibility for money laundering and terrorist financing investigations. Countries are
encouraged to support and develop, as far as possible, special investigative tech-
niques suitable for the investigation of money laundering, such as controlled deliv-
ery, undercover operations and other relevant techniques. Countries are also
encouraged to use other effective mechanisms such as the use of permanent or tem-
porary groups specialised in asset investigation, and co-operative investigations
with appropriate competent authorities in other countries.

(See also Interpretative Note to Recommendation 27)

Recommendation 28

When conducting investigations of money laundering and underlying predicate
offences, competent authorities should be able to obtain documents and informa-
tion for use in those investigations, and in prosecutions and related actions. This
should include powers to use compulsory measures for the production of records
held by financial institutions and other persons, for the search of persons and
premises, and for the seizure and obtaining of evidence.
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Recommendation 29

Supervisors should have adequate powers to monitor and ensure compliance by
financial institutions with requirements to combat money laundering and terrorist
financing, including the authority to conduct inspections. They should be autho-
rised to compel production of any information from financial institutions that is
relevant to monitoring such compliance, and to impose adequate administrative
sanctions for failure to comply with such requirements.

Recommendation 30

Countries should provide their competent authorities involved in combating
money laundering and terrorist financing with adequate financial, human and tech-
nical resources. Countries should have in place processes to ensure that the staff of
those authorities are of high integrity.

Recommendation 31

Countries should ensure that policy makers, the FIU, law enforcement and supervi-
sors have effective mechanisms in place which enable them to co-operate, and where
appropriate co-ordinate domestically with each other concerning the development
and implementation of policies and activities to combat money laundering and
terrorist financing.

Recommendation 32

Countries should ensure that their competent authorities can review the effective-
ness of their systems to combat money laundering and terrorist financing systems
by maintaining comprehensive statistics on matters relevant to the effectiveness and
efficiency of such systems. This should include statistics on the STR received and
disseminated; on money laundering and terrorist financing investigations, prosecu-
tions and convictions; on property frozen, seized and confiscated; and on mutual
legal assistance or other international requests for co-operation.

« Transparency of legal persons and arrangements

Recommendation 33

Countries should take measures to prevent the unlawful use of legal persons by
money launderers. Countries should ensure that there is adequate, accurate and



256

Preventing Money Laundering and Terrorist Financing

timely information on the beneficial ownership and control of legal persons that
can be obtained or accessed in a timely fashion by competent authorities. In par-
ticular, countries that have legal persons that are able to issue bearer shares should
take appropriate measures to ensure that they are not misused for money laun-
dering and be able to demonstrate the adequacy of those measures. Countries
could consider measures to facilitate access to beneficial ownership and control
information to financial institutions undertaking the requirements set out in
Recommendation 5.

Recommendation 34

Countries should take measures to prevent the unlawful use of legal arrangements
by money launderers. In particular, countries should ensure that there is adequate,
accurate and timely information on express trusts, including information on the
settlor, trustee and beneficiaries, that can be obtained or accessed in a timely fash-
ion by competent authorities. Countries could consider measures to facilitate access
to beneficial ownership and control information to financial institutions undertak-
ing the requirements set out in Recommendation 5.

+ International co-operation

Recommendation 35

Countries should take immediate steps to become party to and implement fully the
Vienna Convention, the Palermo Convention, and the 1999 United Nations Inter-
national Convention for the Suppression of the Financing of Terrorism. Countries
are also encouraged to ratify and implement other relevant international conven-
tions, such as the 1990 Council of Europe Convention on Laundering, Search,
Seizure and Confiscation of the Proceeds from Crime and the 2002 Inter-American
Convention against Terrorism.

+ Mutual legal assistance and extradition

Recommendation 36

Countries should rapidly, constructively and effectively provide the widest possible
range of mutual legal assistance in relation to money laundering and terrorist
financing investigations, prosecutions, and related proceedings. In particular, coun-
tries should:

a) Not prohibit or place unreasonable or unduly restrictive conditions on the
provision of mutual legal assistance.
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b) Ensure that they have clear and efficient processes for the execution of mutual
legal assistance requests.

c) Not refuse to execute a request for mutual legal assistance on the sole ground
that the offence is also considered to involve fiscal matters.

d) Not refuse to execute a request for mutual legal assistance on the grounds that
laws require financial institutions to maintain secrecy or confidentiality.

Countries should ensure that the powers of their competent authorities required
under Recommendation 28 are also available for use in response to requests for
mutual legal assistance, and if consistent with their domestic framework, in
response to direct requests from foreign judicial or law enforcement authorities to
domestic counterparts.

To avoid conflicts of jurisdiction, consideration should be given to devising and
applying mechanisms for determining the best venue for prosecution of defen-
dants in the interests of justice in cases that are subject to prosecution in more than
one country.

Recommendation 37

Countries should, to the greatest extent possible, render mutual legal assistance
notwithstanding the absence of dual criminality.

Where dual criminality is required for mutual legal assistance or extradition,
that requirement should be deemed to be satisfied regardless of whether both coun-
tries place the offence within the same category of offence or denominate the
offence by the same terminology, provided that both countries criminalise the con-
duct underlying the offence.

Recommendation 38

There should be authority to take expeditious action in response to requests by for-
eign countries to identify, freeze, seize and confiscate property laundered, proceeds
from money laundering or predicate offences, instrumentalities used in or intended
for use in the commission of these offences, or property of corresponding value.
There should also be arrangements for co-ordinating seizure and confiscation pro-
ceedings, which may include the sharing of confiscated assets.

(See also Interpretative Note to Recommendation 38)

Recommendation 39

Countries should recognise money laundering as an extraditable offence. Each coun-
try should either extradite its own nationals, or where a country does not do so solely
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on the grounds of nationality, that country should, at the request of the country seek-
ing extradition, submit the case without undue delay to its competent authorities for
the purpose of prosecution of the offences set forth in the request. Those authorities
should take their decision and conduct their proceedings in the same manner as in
the case of any other offence of a serious nature under the domestic law of that coun-
try. The countries concerned should cooperate with each other, in particular on pro-
cedural and evidentiary aspects, to ensure the efficiency of such prosecutions.

Subject to their legal frameworks, countries may consider simplifying extradi-
tion by allowing direct transmission of extradition requests between appropriate
ministries, extraditing persons based only on warrants of arrests or judgements,
and/or introducing a simplified extradition of consenting persons who waive for-
mal extradition proceedings.

+ Other forms of co-operation

Recommendation 40

Countries should ensure that their competent authorities provide the widest
possible range of international co-operation to their foreign counterparts. There
should be clear and effective gateways to facilitate the prompt and constructive
exchange directly between counterparts, either spontaneously or upon request,
of information relating to both money laundering and the underlying predicate
offences. Exchanges should be permitted without unduly restrictive conditions.
In particular:

a) Competent authorities should not refuse a request for assistance on the sole
ground that the request is also considered to involve fiscal matters.

b) Countries should not invoke laws that require financial institutions to main-
tain secrecy or confidentiality as a ground for refusing to provide co-operation.

¢) Competent authorities should be able to conduct inquiries; and where possi-
ble, investigations; on behalf of foreign counterparts.

Where the ability to obtain information sought by a foreign competent author-
ity is not within the mandate of its counterpart, countries are also encouraged to
permit a prompt and constructive exchange of information with non-counterparts.
Co-operation with foreign authorities other than counterparts could occur directly
or indirectly. When uncertain about the appropriate avenue to follow, competent
authorities should first contact their foreign counterparts for assistance.

Countries should establish controls and safeguards to ensure that information
exchanged by competent authorities is used only in an authorised manner, consis-
tent with their obligations concerning privacy and data protection.

(See also Interpretative Note to Recommendation 40)
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9 Special Recommendations on Terrorist
Financing

Recognizing the vital importance of taking action to combat the financing of terror-
ism, the FATF has agreed these Recommendations, which, when combined with the
FATF Forty Recommendations on money laundering, set out the basic framework
to detect, prevent and suppress the financing of terrorism and terrorist acts. For fur-
ther information on the Special Recommendations as related to the self-assessment
process, see the Guidance Notes.

|. Ratification and Implementation of UN Instruments

Each country should take immediate steps to ratify and to implement fully the 1999
United Nations International Convention for the Suppression of the Financing of
Terrorism.

Countries should also immediately implement the United Nations resolutions
relating to the prevention and suppression of the financing of terrorist acts, partic-
ularly United Nations Security Council Resolution 1373.

Il. Criminalising the Financing of Terrorism and Associated
Money Laundering

Each country should criminalise the financing of terrorism, terrorist acts and
terrorist organisations. Countries should ensure that such offences are designated
as money laundering predicate offences.

(See also Interpretative Note to SRII and Best Practices Paper)

lll. Freezing and confiscating terrorist assets

Each country should implement measures to freeze without delay funds or other
assets of terrorists, those who finance terrorism and terrorist organisations in accor-
dance with the United Nations resolutions relating to the prevention and suppres-
sion of the financing of terrorist acts.

Each country should also adopt and implement measures, including legislative
ones, which would enable the competent authorities to seize and confiscate prop-
erty that is the proceeds of, or used in, or intended or allocated for use in, the financ-
ing of terrorism, terrorist acts or terrorist organisations.

(See also Interpretative Note to SRIII and Best Practices Paper)
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IV. Reporting suspicious transactions related to terrorism

If financial institutions, or other businesses or entities subject to anti-money laun-
dering obligations, suspect or have reasonable grounds to suspect that funds are
linked or related to, or are to be used for terrorism, terrorist acts or by terrorist
organisations, they should be required to report promptly their suspicions to the
competent authorities.

V. International co-operation

Each country should afford another country, on the basis of a treaty, arrangement
or other mechanism for mutual legal assistance or information exchange, the great-
est possible measure of assistance in connection with criminal, civil enforcement,
and administrative investigations, inquiries and proceedings relating to the financ-
ing of terrorism, terrorist acts and terrorist organisations.

Countries should also take all possible measures to ensure that they do not pro-
vide safe havens for individuals charged with the financing of terrorism, terrorist
acts or terrorist organisations, and should have procedures in place to extradite,
where possible, such individuals.

VI. Alternative remittance

Each country should take measures to ensure that persons or legal entities, includ-
ing agents, that provide a service for the transmission of money or value, including
transmission through an informal money or value transfer system or network,
should be licensed or registered and subject to all the FATF Recommendations that
apply to banks and non-bank financial institutions. Each country should ensure
that persons or legal entities that carry out this service illegally are subject to admin-
istrative, civil or criminal sanctions.

(See also Interpretative Note to SRVI and Best Practices Paper)

VIl. Wire transfers

Countries should take measures to require financial institutions, including money
remitters, to include accurate and meaningful originator information (name,
address and account number) on funds transfers and related messages that are sent,
and the information should remain with the transfer or related message through
the payment chain.
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Countries should take measures to ensure that financial institutions, including
money remitters, conduct enhanced scrutiny of and monitor for suspicious activity
funds transfers which do not contain complete originator information (name,
address and account number).

(See also Interpretative Note to VII and Best Practices Paper)

VIIl. Non-profit organisations

Countries should review the adequacy of laws and regulations that relate to entities
that can be abused for the financing of terrorism. Non-profit organisations are
particularly vulnerable, and countries should ensure that they cannot be misused:

by terrorist organisations posing as legitimate entities;

to exploit legitimate entities as conduits for terrorist financing, including for the
purpose of escaping asset freezing measures; and

to conceal or obscure the clandestine diversion of funds intended for legitimate
purposes to terrorist organisations.

(See also Interpretative Note to SRVIII and Best Practices Paper)

IX. Cash couriers

Countries should have measures in place to detect the physical cross-border trans-
portation of currency and bearer negotiable instruments, including a declaration
system or other disclosure obligation.

Countries should ensure that their competent authorities have the legal author-
ity to stop or restrain currency or bearer negotiable instruments that are suspected
to be related to terrorist financing or money laundering, or that are falsely declared
or disclosed.

Countries should ensure that effective, proportionate and dissuasive sanctions
are available to deal with persons who make false declaration(s) or disclosure(s). In
cases where the currency or bearer negotiable instruments are related to terrorist
financing or money laundering, countries should also adopt measures, including
legislative ones consistent with Recommendation 3 and Special Recommendation
I1I, which would enable the confiscation of such currency or instruments.

(See also Interpretative Note to SRIX and Best Practices Paper)

Note

With the adoption of Special Recommendation IX, the FATF now deletes paragraph
19(a) of Recommendation 19 and the Interpretative Note to Recommendation 19
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in order to ensure internal consistency amongst the FATF Recommendations. The
modified text of recommendation 19 reads as follows:

Recommendation 19

Countries should consider the feasibility and utility of a system where banks and
other financial institutions and intermediaries would report all domestic and inter-
national currency transactions above a fixed amount, to a national central agency
with a computerised data base, available to competent authorities for use in money
laundering or terrorist financing cases, subject to strict safeguards to ensure proper
use of the information.
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